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Executive Summary

LockBit 2.0 ransomware is one of the most active families in the wild and pretends to implement
the fastest encryption algorithms using multithreading with 1/O completion ports. The malware
doesn’t encrypt systems from CIS countries and can perform UAC bypass on older Windows
versions if running with insufficient privileges. A hidden window that logs different actions
performed by LockBit is created and might be activated using the Shift+F1 shortcut. The
ransomware mounts all hidden volumes and stops a list of targeted processes and services. The
malware generates a pair of ECC (Curve25519) session keys, with the private key being encrypted
using a hard-coded ECC public key and stored in the registry. The binary deletes all Volume
Shadow Copies using vssadmin and clears the Windows security application and system logs.
LockBit obtains a list of physical printers used to print multiple ransom notes. The encrypted files
have the “lockbit” extension, and only the first 4KB of the file will be encrypted using the AES
algorithm. A unigue AES key is generated for each file, encrypted using the session ECC public
key, and stored in each encrypted file.

Master ECC private key

(unknown)
A __ Encrypted using Master ECC public key
LockBit 2.0 Master ECC public key N { Session ECC private key (storedin 6ach encrypied fie)
g — y Pai
encryption (hard-coded) Session ECC public key
Generate AES keys ___ Encrypted using Session ECC public key
(per'flle bas|s) (stored in each encrypted file)

Analysis and Findings

SHA256: 9feed0c7fa8c1d32390e1c168051267df61fl1b048ec62aa5b8e66f60e8083af

The malware verifies whether it's being debugged by checking the NtGlobalFlag field from the
PEB (process environment block). If the debugger is detected, the process jumps to an infinite
loop:

.TEXTIVYABIFYY Var_siL= XWWWOra pTr -Ziun
.text:004BFF90 var_20C= dword ptr -20Ch
.text:@04BFF90 var_208= byte ptr -208h
.text:004BFF90

.text:@@4BFF9Q push ebp

.text:004BFFI1 mov ebp, esp
.text:@04BFF93 and esp, OFFFFFFF8h
.text:004BFF96 mov eax, large fs:3eh
.text:@@4BFFIC sub esp, 48¢h

.text:@Q4BFFA2 test byte ptr [eax+68h], 7h
.text:@@4BFFA6 push  esi
.text:004BFFA7 push  edi

.text:@@4BFFAS jz short loc_4BFFB2
¥ i ——
e = ] =
.text:@04BFFAA nop word ptr [eax*eaxteew}l .text
text
text
text
text
text
text
text
text
text
text
text
text
text
text
text
text
.text
.text

p——

MZE e
.text:0@4BFFBO Jtex
.text:004BFFB@ lo(_dBFFBB: Ltex
.text:0@4BFFBO jmp short loc_4BFFBO Jtex
J Jtex

Figure 1
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The encrypted strings are stored as stack strings and will be decrypted using the XOR operator.
An example of a decryption algorithm is shown in figure 2, along with the decrypted DLL name:

19

b RSl BRI RIRA
€8 00 00 00 20 00| MoV dword ptr ss:[espiEs},20

xor esi,esi
EC 00 00 00 47 mov byte ptr ss:fesp+ECy,47
ED 00 00 00 44 mov byte ptr ss:fesp+EDJ,44
EE 00 00 00 49 mov byte ptr ss:fesp+EEg,49
EF 00 00 00 50 mov byte ptr ss:gesp+EFg,S0
FO 00 00 00 4C mov byte ptr ss:fesp+F0J,4C
F1 00 00 00 55 mov byte ptr ss:fesp+FiJ,ss
F2 00 00 00 53 mov byte ptr ss:fesp+F2},53
F3 00 00 00 OE mov byte ptr ss:fesp+F3j,E
F4 00 00 00 44 mov byte ptr ss:fesp+F4},44
F5 00 00 00 4C mov byte ptr ss:fesp+F5],4c
F6 00 00 00 4C mov byte ptr ss:fesp+F6],4C
EC 00 00 00 mov al,byte ptr ss:Eesp‘Ec
F7 00 00 00 00 mov byte ptr ss:fesp+F7§,0
1F 84 00 00 00 00| nop word ptr ds:[eax+eax],ax
EC 00 00 00 mov dl,byte ptr ss:[esp+esi+eC]
E8 00 00 00 mov eax,dword ptr ss:fesp+cEs)

movsx ecx,al

movsx eax,dl

XOor ecx,eax
EC 00 00 00 mov byte ptr ss:fespresi+ecy,cl

inc esi

cmp esi,B

jb lockbit. 4C0030
4F 00 mov eax,dword ptr ds:[4F081C]
F7 00 00 00 00 mov byte ptr ss:fesp+F7§,0

test eax,eax

jne Tockbit.4CO06E
F5 FF €all lockbit.411A10

FE———e
°
.
.
L
® || OO4BFFD7
e || 004BFFDF
o || O04BFFE7
) F
< 3
° F
@ || 004C0007
e || oo4coo0F
e || 004C0017
@ || 003C001E
004C0026
r- )4C003C
Y D4CO03
! e || 004C003E
H ® || 004C0041
' ® || 004C0044
H e || 004C0046
- e || 004C0040
¥ @ || 004CO04E
t----o [l 0O4C0051
® (| 004C0053
® || 004C0058
e || 004C0060
e--==-8 || 004C0062
H e ||l 004C0064
Address | Hex

0019FBEO |20 00 00 00|67 64 69 70|/6C 75 73 2E|64 6C 6C 00

ASCII

plus.dii.

Figure 2

esi:
esi:

tEn

tEn

En
En

The binary implements the API hashing technique to hide the API functions used. As we can see
below, the malware computes a 4-byte hash value and compares it with a hard-coded one

(OXA3EGF6C3 in this case):

=
.text:00411A30
.text:00411A30 loc_411A3@:
.text:@0411A30 movzx edx, word ptr [edi+2Ch]
.text:090411A34 xor esi, esi
.text:00411A36 mov eax, [edi+3eh]
.text:@0411A39 xor ebx, ebx
Ltext:00411A38 shr edx, 1
.text:00411A3D mov [ebp+var_4], 811C90CSh
.text:00411A44 lea ecx, [eax+edx*2]
+text:00411A47 cmp eax, ecx
.text:00411A49 cmova  edx, esi
.text:00411A4C mov [ebp+var_C], edx
Ltext:00411A4F test edx, edx
Ltext:88411A51 jz short loc_411A87
1
y
=
.text:80411A53 mov edi, edx
—5
ol s =
.text:00411A55
.text:88411A55 loc_411A55:
.text:08411A55 mov dl, [eax]
.text:00411A57 lea eax, [eax+2]
.text:@8411A5A movsx esi, dl
.text:00411A5D sub dl, 41h ; A’
.text:00411A60 mov ecx, esi
.text:00411A62 or ecx, 26h
.text:08411A65 cmp dl, 19h
.text:00411A68 cmova ecx, esi
.text:0@411A68 inc ebx
.text:@@411A6C xor ecx, [ebptvar_4]
.text:00411A6F imul ecx, 100e193h
.text:0@411A75 mov [ebp+var_4], ecx
.text:08411A78 cmp ebx, edi
.text:0@411A7A jnz short loc_411AS5
S ———
i s =
.text:00411A7C mov edi, [ebp+var_8]
.text:00411A7F cmp ecx, @A3E6F6C3h
.text:08411A85 jz short loc_411AA2

Figure 3

The malicious executable loads multiple DLLs into the address space of the process using the

LoadLibraryA API:
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o coscoose] 50 ipu{: eax 'ea\: 9 -~
FG— - [EEEEE FF D1 call ecx eSXILO v [ =
olci Y P e o Boes oW =g fault (stdcal) ~is =10
= - s D. plus.
ec ernel32.LoadLibraryA> (76A75980) X2 ] O04BFF90 <lockbit.EntryPoint>

004BFF90 <lockbit.EntryPoint>
76FE0000 ntd11.76FE0000

Vi W N
n
a2R
o
3
5

: lespsc
: [esp+10] 00000942

LY 0015F6E4 | 0d1pIus.d11

. TEXT:004C008F 10ckbit, exe: SCOOSF #BF48F

Figure 4
The following DLLs have been loaded: "gdiplus.dll", "ws2_32.dll", "shell32.dll", "advapi32.dll",
"user32.dll", "ole32dll", "netapi32.dll", "gpeditdll', "oleaut32.dll", "shlwapidll', "msvcrt.dll",
"activeds.dll", "mpr.dll', "bcryptdll", "crypt32.dll', "iphlpapidll", "wtsapi32.dll', "win32u.dll",

"Comdlg32.dll", "cryptbase.dll", "combase.dll", "Winspool.drv".

GetSystemDefaultUlLanguage is utilized to retrieve the language identifier for the system default
Ul language of the OS. The return value is compared with multiple identifiers that correspond to
CIS countries (LockBit doesn’t encrypt these systems):

eam eax

eax:Ge v
R 5  |Default (stdcal) v |[s 12100 unlode
“eax=ckernel32.GetSystemDefaul tUILanguage> (76A752F0) o
.TEXT:004982FE 10CkDIT. exe: $9B2FE #IAGFE :
.~ - — En T AR = ERFETEENY 0048FF90 | Tockbit. EntryPoint

Figure 5
.text:00498300 mov ecx, 42Ch
.text:0@498305 movix eax, ax

.text:00498308 mov
.text:0049830F lea
.text:08498312 lea

[ebp+var_18], 82Ch
edx, [ecx-1]
ebx, [ecx-9]

.text:00498315 lea
.text:00498318 lea
.text:00498318 cmp
.text:0049831F jz

esi, [ecx#@8h)

edi, [ecx-@ah]

ax, word ptr [ebp+var_18]
short loc_49838E

J
=
.text:00498321 cmp ax, cx
.text:00498324 jz short loc_49B38E
J ‘J
) =
.text:00498326 cmp ax, dx
.text:00498329 j:z short loc_49B38E
PR - e | fj
=
.text:00498328 cmp ax, bx
.text:0049B32E jz short loc_49B38E
[ ‘J

=
.text:00498330 cmp
.text:00498333 jz

ax, si
short loc_49B38E

41'1

=
.text:00498335 mov
.text:0049833A cmp
.text:0049833D jz

ecx, 43Fh
ax, cx
short loc_49838E

=
.text:0@49833F mov
.text:00498344 cmp
.text:00498347 jz

ecx, 440h
ax, cx
short loc_49B38E

Figure 6

The following language identifiers have been found:

e 0x82c - Azerbaijani (Cyrillic)
e Ox42c - Azerbaijani (Latin)
e Ox42b - Armenian
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e Ox423 - Belarusian

e 0Ox437 - Georgian

e Ox43F — Kazakh

e Ox440 - Kyrgyz

e 0Ox819 - Russian (Moldova)
e Ox419 - Russian

o Ox428-Tajik

o Ox442-Turkmen

o 0Ox843 - Uzbek (Cyrillic)
o Ox443 - Uzbek (Latin)
e Ox422 - Ukrainian

The GetUserDefaultUlLanguage routine extracts the language identifier for the user Ul language
for the current user. The extracted value is compared with the same identifiers from above:

|€a1n eax peuxne « +]0J niock
i 5 | efet (stdkal) =[5 210 urock
1: [esp] 004BFF90 <lockbit.EntryPoint>
2: [espr4] 00000008
3 esp+8] 00223000
4 +C] 00000000
.TEXT:004985F3 Tockbit.exe:$985F3 I9A7973 S: ::g»w] 0000082C
L D e T e T e R S S R e T U e EIEREEN 0048FF90 | Tockbit.EntryPoine

Figure 7

The NtQuerySystemInformation function is utilized to retrieve the number of processors in the
system (Ox0 = SystemBasiclnformation):

6A 00 push o X87s5tatuswora 0000

ol
il B 6A 2C push 2C X87SW.B 0 x87SW.C3 0 Xx87sw.C2 O
. 68 70 8A 4F 00 pu'h 'hAW' T.4F8A X87SW_C1 0 Xx87SW.CO 0O Xx87SW_ES O
. 6A 00 pusl X87SW_SF 0 X87SW_P 0 Xx875W_U o
ol E8 D9 21 FS5 FF c lockbit 413200 faaea
(€1 P — FF DO a}} = pops g o TS
. FE'DO: 0 - — ¥ [s 2] 0] unlock
A—— R — i [esp] 00000000 z
| eax=<ntd11.NtQuerySystemInformation> (7704EAEO) [2: 004F8A70 10CkD1T.004F8A70
: 0000002C
00000000
.Text:004C10F7 lockbit.exe: SC10F7 #CO4F7 €5p+10] 004BFF90 <lockbit.EntryPoint>
Wourp1  §oump2  EHDump3  $houmps  Woumos @ watchi  xeltocls P struct
Address | Hex |AscIx ]

Figure 8

The binary opens a handle to the current process (0x60000 = WRITE_DAC | READ_CONTROL):

. 50 push eax = iz eax:Nt X87rS 00000000000000000000 STS Empty 0.00000000¢

o 80 84 24 6 02 00 00 Tea eax,dword ptr_ss:fesps2 eax:Nt X87r6 3FFFS000000000000000 ST6 EMPTY 1.00000000!

- €7 84 24 00 02 00 00 00 OO mov dword ptr s55: X87r7 O 000000 ST? Empty 0.00000000¢

. 50 $usn e . . eax:Nt

. 80 44 24 34 €a eax, rd ptr ss:fespss eaxiNt x87Tagword FFFF

* £7534 24:24.00.00:00 00" | mov ok d. ptr ss:fesp+34§,0 X87TW_O 3 (Empty) X87TW_1 3 (Empty)

. 50 push eax S X87TW_2 3 (Empty) XS87TW_3 3 (Empty)

- C7 84 24 C4 00 00 00 00 OO mov dword ptr X87TW_4 3 (Empty) x87TW.S 3 (Empty)

. C7 84 24 30 01 00 00 00 0O mov dword pTr X87TW_6 3 (Empty) X87TW_7 3 (Empty)

. 66 C7 84 24 34 01 00 00 OO MmOV word ptr s

- C7 84 24 78 02 00 00 18 0O mov dword ptr x87statusword 0000

° OF 11 84 24 7C 02 00 00 |movups Xxmmword xmmo X87SW_B O X87SW.C3 0 X87SW.C2 O

o C7 84 24 8C 02 00 00 00 0O mov dword ptr X87SW_C1 O x87SW.CO O Xx87SW_ES O

- C7 84 24 68 02 00 00 00 00 mov_dword p s 7SW_P 0 X87SW.U 0

. €8 4C TE F6 FF ﬂ'll lockmt lzamu LTS S -
g FF DO B | Jeaxint v =

- o RSN Sy | Default (stdcal) wils -]Dlﬂod
= e — — i 0019F824
cax=<ntd11.NTOpenProcess> (7704E9E0) B i 00060000

9FD60
0019FD4C “(\
< TEXT:004C1184 ToCkbIT.exe:$C1184 #COS84 . - 5: [espr10] 00D4BFF90 <1o(kb|t .EntryPoint>
$oump1  $houp2 @Hourp3  NDurp4  HDutpSs @ watchi  bellocals ) St LI o1orezs
Nl’FAFO 0013FD60

AR e e o | 0019FAF4! 0019FD4C | (1P

Figure 9
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The GetSecuritylnfo API is utilized to retrieve a pointer to the DACL in the returned security
descriptor (0x6 = SE_KERNEL_OBJECT, Ox4 = DACL_SECURITY_INFORMATION):

XD/ IW_& 3 \EmpLy) AS/IW_3 3 \umpLy)
| x87Tw_4 3 (Empty) x87TW_S 3 (Empty)
X87TW_6 3 (Empty) X87TW_7 3 (Empty)

x87Statusword 0000

X87SW_B 0O x87SW.C3 O x87Sw.C2 O
X87SW_C1 0O x87SW.CO O X87SW_ES O
X87SW_SF O XxB7SW_P 0 X87SW.U O

v (s {0 unod

>® | 004C11CD

004C11CF

push 0

gush 0

ea eax,dword ptr ss:fesp+2043
push eax

24 04 02 00 00

222935822
288 88

~

v [

+TEXT:004C11ES Tockbit.exe: $C11ES #COSES
@oump1  @Noump2  WHDump3  WDumps  WWDumpS @ warhi  bellocals ) Stuct

0019FCF4 00 00 00 00|25 00 00 00|61 64 76 61]70 69 33 32 dvapisz
00 00 00 00|59 00 00 DO|6E 65 74 61 neta

0019FD
0019FD14|70 69 33 32 (2E €4 €C 6CI00 00 FE 7615 00 00 00|pi32.dil.
0019FD24|61 63 74 69(76€ 65 64 73|25 €4 €C €C|00 00 00 00|activeds.

Figure 10

RtlAllocateAndInitializeSid is used to allocate and initialize a SID (security identifier) structure:

003C11F6

push eax eax:RT
push o x87Tagword FFFF
X87TW_0 3 (Empty) X87TW_1 3 (Empty)
X87TW_2 3 (Empty) X87TW_3 3 (Empty)
X87TW_4 3 (Empty) X87TW_S 3 (Empty)
X87TW_6 3 (Empty) X87TW_7 3 (Empty)

x87Statusword 0000

X87SW_B O Xx87SW.C3 0O Xx87SW.C2 O
X875W_C1 0 Xx87SW.CO O XxB7SW_ES 0
XB87SW_SF O X87SW_P 0 x87Sw_uU o

gush o
24 34 01 00 0O euhen.mrd ptr ss:fesprissl)
push 1

push eax
7E F6 FF Tockbit.4290C0

T T 5 ' ) v |[s 1210 unlock

5598222220008
8> 2888888888

Sesssssenssee

Figure 11

The file extracts the ACL size information via a function call to RtlQuerylnformationAcl (0Ox2 =
AclSizelnformation):

h 2

pu:" C x875tatusword 0000

g‘e'n eax,dword ptr ss:fespr264) X87SW_B O XB87SW.C3 0 x87SW.C2 O

push eax 5 X87SW.C1 0 x87SW.CO O X87SW_ES O

push dword ptr ss:fespr208] F 0 X87SW.P 0 x87SW.U O
lockbit. 429180 -

4 24 64 02 00 00

004C122C 4 24 08 02 00 00
004C1233 8 7F F6 FF

+TexT:004C1238 lockbit.exe: SC1238 #C0638
Wowp1  Hoump2  Woumo3  WWoump4

Figure 12

The executable allocates memory by calling the ZwAllocateVirtualMemory routine (0x3000 =
MEM_COMMIT | MEM_RESERVE, Ox4 = PAGE_READWRITE). It's also important to mention that
LockBit frees memory previously allocated using ZwFreeVirtualMemory:

push 4

AVr Iy v AmmeNy s AV Tmes o Ly
?ush 3000 X87TW_6 3 (Empty)  X87TW.7? 3 (Empty)

x, dwor r ss: +2¢]
e il Nespr2c x875tatusword 0000
gush 0 X87SW_B O X87SW.C3 O X87SW.C2 O
ea ecx,dword ptr ss:fesp+28] X87SW_C1 0 x87SW_CO O X87SW_ES O
pu:: e X87SW_SF O XS7SW_P O X87SWU O

.Text:004BACAS lockbit.exe: SBACAS #BADAS
WWoump1  Poump2  Woump3  WNDump4

¢ oump 5

Figure 13
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The RtlCreateAcl function is utilized to create and initialize an access control list (Ox4 =
ACL_REVISION_DS):

6A 04 push 4 X87SW_B O Xx87SW.C3 0O x87Sw.C2 O
56 push esi X875W.C1 0 x87SW.CO O Xx87SW_ES O
$7 push edi X87SW_SF 0 Xx87SwW_P 0 x87Sw_U 0
E8 21 81 F6 FF ﬂ} lockbit. 429390
FF |¢l{ eax EACRE v ———
ii X Tfan(sw::)‘” ~ [s 12]0] unlock
€ax=<ntdiT.REICr CAteACT> (7700ABC0) (37 feansa) 00000076
3 QSD*S} 00000004 Toikh
4: [esp+C] 004BFF90 <lockbit.EntryPoint>
. TexT:004C126F lockbit.exe: SC126F #CO66F ] S: [esp+10] 004BFF90 <lockbit.EntryPoint>
@oump1  WHoump2 D3 WDump4  @WDumps B9 watchi  bellocas Y St H""m PR
addcace Tuau Lacrey T =1

Figure 14

The RtIAddAccessDeniedAce routine is used to add an access-denied access control entry (ACE)
to the ACL created earlier (Ox4 = ACL_REVISION_DS, Ox1 = FILE_READ_DATA):

H i FF B4 24 B4 00 00 00 push dword ptr ss:fesp+s84) X8/5TATUSWOra uuvu
i 6A 01 push 1 X87SW_B O xB87SW.C3 0 x87SwW.C2 O
R 6A 04 push 4 X87SW_C1 O X87SW.CO O X87SW_ES O
: : 7 gush edi SF O X87SW_P 0 X87SW.U O
: ES F6 81 F6 FF @11 lockbit.429480 A sAmemTmaamm T A
|EG——>e FF DO |call eax —
el s so-e -ee- Defauit (stdcal) v [2 100 unlock

mcesfmé ~(770A2940)

i 00000001
0255E590

.TexXT:004C128A Tockbit.exe:SC128A #CO68A €5p+10] 004BFF90 <lockbit.EntryPoint>

Woup1  HDump2  WWDump3  Houmps  WowmpS @ watch1  Ielloclls ) Stct e oAsr oo
Address | Hex |Asc1z | ﬂ O015FAFQ m
0255€590 02702700 001000000 01100 00 00001 00 00 00 00| seoiiiiaesin. ... | SEACS | ANABEESA | Tasrbhir Carsudalar

Figure 15

The malicious file obtains a pointer to the first ACE in the ACL via a function call to RtIGetAce:

50 push eax [eax:Rt | X87SW_B O XB87SW.C3 0 X87SW.C2 ©O
56 push esi X87SW_C1 0 X87SW.CO O X87SW_ES O
FF B4 24 04 02 00 00 push dword ptr ss:fesp+204§ {esp+2 X87SW_SF O XB7SW_P 0 X87SW.U O
€8 BO 82 F6 FF €AT1 lockbit. 429570 smmmTA o aasTa
FF DO |call eax eaxiRt v — —_— —
{ } Sits == STy | Defauit (stdcal) v |{s 5[] unock
Ll e 1i [esp] 0253FFEC
eaxw=<ntd11.RtIGetAce> (77046A10) 2: [esp+4] 00000000
3: espve} 0019FD38 s ;
3: [espsC] 0048FF90 <lockbit.EntryPoint>
. TeXT:004C12C0 Tockbit.exe: $C12C0O #COECO ~|s: [espr10) 004BFF90 <lockbit.EntryPoint>
$oump1  @Hourp2  HDump3  WWDumps  WM0uwmpS @B watchi  Irellocas ) St o e
Address | Hex | AscIT | A [OUTIEARS{OOLHOIS
0253FFEC [102) 00 50 00103 00 00 0000 00 18 OOJEEEE AF 00| B.Poveeoorss We. ! AJPAES| 0oSREED | JockpizEntryROlaT

Figure 16

The process adds an ACE to the ACL previously created using RtlAddAce (0Ox4 =
ACL_REVISION_DS):

50 push eax eax:Rt
51 push ecx x87Statusword 0000
: 6A FF push FFFFFFFF X87SW_B 0O Xx87SW.C3 O XB87SW.C2 O
: | 6A 04 push 4 X87SW_C1 O XB7SW_.CO O XB7SW_ES O
H 7 push edi X87SW_SF O X87SW.P O x87SwWw.U O
; ES 83 83 F6 FF &l Tockbit. 429660 st a saneeTn A eanaTA
EF DO | call eax JEERT v =
SRS 200 B g 7 | Defaut (stdcal) > |[5 15 0] unlock
S— o — 1 [esp] 043F0000
eax=<nt «RT e> (77004E00) N 2: esp?lq 00000004
3: espvej FFFFFFFF
4: [es) 0253FFF4
. TeXT:004C1200 Tockbit.exe:$C1200 #COEDD St esgzcxo] 00300018
Woump1  @hoump2 HDump3  WWoumps  GWDumpS @ watch1  bellocals ) Stuct T
Address | Hex Jascix I Y i e
043F0000 (04 00 78 00|01 00 00 00|01 00 14 00|01 00 00 00| Xesevasrasanns ] DO19FAFS
043F0010/01 01 00 00|00 00 00 01/00 00 00 00/00 00 00 uol ................. \resacs B N

Figure 17

LockBit sets the DACL of the current process to the ACL modified earlier by calling the
SetSecuritylnfo API (Ox6 = SE_KERNEL_OBJECT, Ox4 = DACL_SECURITY_INFORMATION):
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004C1319 3 > T XB/IW_6 5 (=mpTy)
004C1318

004C131C x875tatusword 0000

004C131E X87SW_B O X87SW.C3 0 x87SW.C2 0
004C1320 X87SW.C1 O x87SW.CO 0 Xx87SW_ES O
004C1322 06 6 X87SW_SF O X87SW.P 0 X87SW.U O
004c1324 74 24 44 push dword ptr ss:fesp+44]

S o - [ 210 s

X8/IW_/ 5 (EmMpTY)

.TEXT:004C1328 10CkbiT.exe: C1328 #C0728
@oump1  WWoump2  HDump3  UMDumpd  WMoumpS @D watchi  ieellocals ) Stt

DO19FAF S| 004BFF90 | 10ckbit.EntryPoint
0019FAFC | 004BFF90 | Tockbit.EntryPoint
! 00197804
043F0070 [ FEHE oo Bl anvacanal ca5e7a7h

Figure 18

The malware modifies the hard error mode in a way that some error types are not displayed to
the wuser (OxC = ProcessDefaultHardErrorMode, Ox7 = SEM_FAILCRITICALERRORS |
SEM_NOGPFAULTERRORBOX | SEM_NOALIGNMENTFAULTEXCEPT):

XS/IW_6 3 (EMPTY)  XE/IW_/ 3 (EMPTY)

04 push 4

84 24 50 02 00 O g:a eax,dword ptr ss:fesps2509

84 24 50 02 00 00 07 OO{mov dword ptr ss:fesp+250F,7 x875tatusword 0000

push eax X87SW.C3 0 x87sw.C2 0O

push C (¢ XB7SW.CO O Xx87SW_ES O

: X87SW_P 0 X87SW.U O
Tockbit. 429840 il e

-3

.TEXT:004C1398 lockbit.exe:$C1398 #CO798
$S0ump1  Woump2 HDump3 $Dump4

Figure 19

The ransomware enables the SeTakeOwnershipPrivilege privilege in the current process token
(Ox9 = SeTakeOwnershipPrivilege):

x87statusword 0000

X87SW_B O Xx87SW.C3 0 x875w.C2 ©

X87SW_C1 0 x87SW.CO O X87SW_ES 0O
7' o 7SW_P 0 x87Sw.u 0

REFan | larkhir Farrupaine

Figure 20

LockBit decrypts a list of processes and services that will be stopped during the infection (the
entire list can be found in the appendix):

04460000|77 78 53 65 xServer ,wxserve
04460010(72 56 69 65 rview,sqlmangr ,R
0446002041 67 75 69 A?ui.supervise.c
04460030| 25 _6C 74 75 ulture,Defwatch,
04460040(77 69 GE 77 winword,QBw32,Q8
04460050 DBMgr ,gbupdate,a
04460060 2C 68 74 74 x1bridge,httpd,f
04460070 (64 _6C 61 75 dlauncher ,MsDtSr
04460080 33 36 30 73 vr,java,360se,36
04460090 74 6F 72 2C|77 64 73 77|66 73 odoctor ,wdswfsaf
044600A0 88 6F 73 74|2C 47 44 73|63 61 e,fdhost,GDscan,
04460080 6F G6E 67 46|61 GE 67 59|75 2C ZhubDongFangYu,Q8
044600C0 72 4E 2C 6D (22 73 71 6C |64 2C 41 75 |DBMQrN,mysqld,Au
04460000 73 6B 44 65|73 6B 74 6F|70 41 70 70| todeskDesktopApp
044600E0 63 77|65 62 62 72|6F 77 73 65|72 2C 43 72| ,acwebbrowser,Cr
044600F0 74 69|76 65 20 43|6C 6F 75 64|2C 41 64 6F|eative Cloud,Ado
04460100 20 44|65 73 6B 74|6F 70 20 53|65 72 76 69|be Desktop Servi
04460110 2C 43|6F 72 65 53|79 6E 63 2C |41 64 6F 62|ce,CoreSync,Adob
04460120 43 45|46 2C 48 65|6C 70 65 72|2C 6E 6F 64|e CEF,Helper,nod

Figure 21
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04460000 |77 72 61 70|70 65 72 2C |44 65 66 57|61 74 63 68| Wrapper,Defwatch
04460010 (2C 63 63 45|76 74 4D 67|72 2C 63 63|53 65 74 4D|,CCEVIMQr,ccSetM
04460020 (67 72 2C 53|61 76 52 6F|61 6D 2C 53|71 6C 73 65|gQr,SavRoam,sqlse
04460030(72 76 72 2C|73 71 6C 61|67 65 GE 74|2C 73 71 6&C rvr.sq‘la?ent,sq'l

04460040 | 61 64 68 6C|Z0 2C 43 75(6C 73 65 72|76 65 72 2C|adhlip,Culserver,
04460050 (52 54 56 73|63 61 6E 2C |73 71 6C 62|72 6F 77 73|RTVscan,sqlbrows
04460060 (65 72 2C 53|51 4C 41 44|48 4C 50 2C|51 42 49 44|er,SQLADHLP,QBID
04460070 (50 53 65 72|76 69 63 65(2C 49 GE 74|75 69 74 2E|PService,Intuit.
04460080 (51 75 69 63|68 42 6F 6F|6B 73 2E 46|43 53 2C 51|QuickBooks.FCS,Q
04460090 (42 43 46 4D|GE _GE 69 74|6F 72 53 65|72 76 69 63|BCFMonitorsServic
044600A0 |65 2C 20 6D|73 6D 64 73|22 76 2C 74|6F 6D 63 61|e, msmdsrv,tomca
04460080 |74 36 2C 7A|68 75 64 6F|6E 67 66 61|GE 67 79 75 |t6,zhudongfangyu
044600C0(2C 76 6D 77|61 72 65 2D |75 73 62 61|72 62 69 74| ,vmware-usbarbit
04460000 (61 74 6F 72|36 34 2C 76|6D 77 61 72|65 2D 63 6F | ator64,vmware-co
044600E0 | 6E 76 65 72|74 65 72 2C|64 62 73 72|76 31 32 2C|nverter,dbsrvi2,
044600F0 |64 62 65 GE|67 38 2C 4D (53 53 51 4C|24 4D 49 43|dbengs,MSSQLSMIC
04460100 (52 4F 53 4F|46 54 23 23[57 49 44 2C|4D 53 53 51|ROSOFT##WID,MSSQ
04460110(4C 24 56 45|45 41 4D 53 (51 4C 32 30|31 32 2C 53 |LSVEEAMSQL2012,S
0446012051 4C 41 67|65 6E 74 24[56 45 45 414D 53 51 4C|QLAgentSVEEAMSQL

Figure 22

The malware calls the ZwOpenProcessToken API in order to open the access token associated
with the current process (0x8 = TOKEN_QUERY):

00488156
00488157
00488159
00488158
00488161

50
6A 08

push eax g XB/STATUSWOr G UUUL
X87SW_B O x87SW.C3 0 x87sw.C2 O
X87SW_C1 O xXB87SW.CO 0O XxB87SW_ES O

7SW_SF O X87SW_P 0 X87SwW_U o

push &
push FFEFFFFF
mov nordkgtr s5:febp-28],500

6A FF
66 C7 45 D8 00 05
E8 CA SF FS FF

+Text:00488166 lockbit.exe:$BB166 #BASGE 0. 033500003

Woump1  Soump2  Woump3  Eoump 4

oo 5 Pellocals 4 Stuct

& watch 1

Figure 23

GetTokenlInformation is utilized to extract the user account of the token (Ox1 = TokenUser):

push QCX

?:a ecx,dword ptr ss:febp-s0]
Bush 5

pus 0 X87SW_U
D dword p :febp-5 =

x87Statusword 0000

X87SW_B O x87SW.C3 0O x87SWw.C2 O
XB87SW_C1 O Xx87SW.CO 0O Xx87SW_ES O
o

. Text:004BB2A9 lockbit.exe:$BB2A9 #BAGAY

WWoump! @Hoump2 PeDump3  WDumps  WWoumps @ wathi  iellocals ) st

Figure 24

The AllocateAndInitializeSid routine is used to allocate and initialize a security identifier (SID) with
a single subauthority:

e oosss418 51 push ecx x87Tagword FFFF
: o|ooigsiial e 0o Buzn o XITH0 3 (Empty)  X87TML 3 (Empry)
! ol co4se<10 €A 0o Bush o ||| x87Tw.2 3 (Empty)  x87TW.3 3 (Empty)
H ol 0o4sB41F €A 00 push 0 X87TW_4 3 (EmpTy)  x87TW.5 3 (Empty)
H o 00488421 6A 00 push 0 X87TW_6 3 (Empty) X87TW.7 3 (Empty)
H e | 00488423 6A 00 push 0
] o] oossB425 6A 00 push 0 x87Statusword 0000
H e | 00488427 6A 12 push 12 X87SW_B O x87SW_C3 0O Xx87SW.C2 O
! e 00488429 6A 01 gu 1 X87SW_C1 O XB7SW_CO O X87SW_ES O
: o | oo4ss4ze 8D 4D D4 ea ecx dword ptr ss:febp-2c) X87SW_SF O XB87SW_P O XB7SW.U 0
H o | 0048B42E 51 =——=

o | 4884 FE DO

. -

.TEXT:004BB42F lockbit.exe: SBB42F #BAS2F

l!tnu-ox $oump2 Woump3  WHoumpd4  $WDumps @ watch1  Irellocals ) Struct

0019FACS [00) 00 00 00]24 00 00 00[12 00 z
0019FAD4| 00 00 5 gg.
OO19FAE4 | EQ £F A9 73 (98 02 00 00|20700 700700

0019FAF4 73 00 00 00|%.L ¥
00197804 | 62763 72°79|70 74 2E 64|00 77|72 00 00 00|berypt.dilwr...
0019FB14| 6F & 6 3 o
’2553"995?99‘3955‘55 33|2220 a0 (6000 77 73| .. 0le32. dlilus

Figure 25

The executable compares two security identifier (SID) values using the EqualSid API:
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0048856E
00488571

FF 75 EC push dword ptr ss:febp-1 XB7SW_SF O X87SW_P 0 Xx87SW.U 0O
push dword ptr ss:febp-3 T

.Text: 00488574 lockbit.exe: $BB574 #8A974

@Woump1  Hoump2  Woump3  $Dump4

% bump 5

Figure 26

There is a recurrent function call to GlobalMemoryStatusEx that retrieves information about the
current usage of both physical and virtual memory:

043F0000

00223000
10] SE1FB3ES

diba o dE. o ama

Figure 27

LockBit creates a new thread using the CreateThread API, which will run the sub_4DF310
function:

push ecx
pu x87Statusword 0000
push dword ptr ss:febp-1 X87SW_B 0O x87SW.C3 0 x87Sw.C2 O
push dword ptr ss:febp-1C X87SW.C1 0 x87SW.CO 0 Xx87SW_ES O
wsng X87SW_SF O X87SW_P O X87SW.U O
pus o - - -—-

. TeXt:004BA74A lockbit.exe: SBAT4A #BIBSA

Woump1  $oump2  WNDump3  YNDump4

bellocals 5 Struct

¥4 bump 5

& watch 1

Figure 28

ZwSetInformationThread is used to hide the thread from our debugger however, the x32dbg’s
plugin called ScyllaHide can circumvent its effect (Ox11 = HideThreadFrombDebugger):

push o X¥/>TATUSWOra UUUU

push o XB7SW_B O x87SW.C3 0 x87sw.C2 O
push 11 X87SW_C1 O xB87SW.CO 0O XxB7SW_ES O
push esi XB7SW_SF 0 XB87SW_P 0 Xx87Sw_U o

1ockbit. 4154F0
v |[s_[$10] unods

.Text:004BA766 lockbit.exe: SBA766 #B9I866

Dumpl  Yoump2 YEoump3  Woump4

ellocls 4 stuct

WWoumps & wath1

Figure 29

Thread activity - sub_4DF310 function

The shutdown priority for the current process relative to other processes in the system is set to O,
which means that it's set to be the last process to be shut down:

[ ] x87Sw_SF 0 x87SW_P O X87SW_U

00000000

0040F310 1oCkbit.0040F310

0040F310 Tockbit.0040F310
00000000

.TEXT:004DF447 Tockbit.exe: SOF447 #DES4T
Il!lDunvl Wbump2 W%Dump3  WMDumps  WeDumps @ watchi  Iellocas ) St

Figure 30
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GetSystemDirectoryW is utilized to retrieve the path of the system directory:

sh 104
ea ecx,dword ptr ss:fespr043
push ecx

X87SW.C1 0 X87SW.CO O X87SW_ES O
0 X87SW.U O

LTeXT:004C3A27 10CKbIT. exe: SC3A27 #C2€27
Woump1  GNoump2  Hoump3  YMDumpd  ¥Woumps @ wathi  Iellocals  # stuct

Figure 31

The process creates an activation context and activates it using the CreateActCtxW and
ActivateActCtx routines:

. TEXT:004C3EAS T0ckDIT.exe: SC3EAS #C32A8

P50l $Npump2  WNDump3  EHDump4

oellocals ) Struct

% Dump 5

05C3FD10[20 0
05C3FD20

ncraerer lann217ea | rarura A nnn217Ea feam nnna17an

Figure 32

X87SW_C1 0 X87SW.CO O Xx87SW_ES O
X87SW_SF O x87SW_P O Xx87SW.U O

B

push eax

v

esp+4] OSC3FDi
esp+8] 017CCBA2
esp+C] 76460000 kernel32.76A60000
esp+10] 00000000

.Text:004C3EAB lockbit.exe: SC3EAB #C32A8

oump!  Noump2 WDump3  WeDump4  WDumps @ watch:  bellocals ) Stuct

Figure 33

The binary registers and initializes specific common control window classes using the
InitCommonControls API:

espr4] 76A60000 kernels2.76A60000

esp+s’
+ . esp+C] 000317F8 &"nfow"
. TeXt:004C4307 lockbit.exe:$C43D7 #C3707 esp+10] 000002AA

| P e e e e U B G R e S L P

Figure 34

GdiplusStartup is used to initialize Windows GDI+:

X87SW_B O X87SW.C3 0 X87SW.C2 O
X87SW.C1 O X87SW.CO 0O X87SW_ES O
XB7SW_SF O Xx87SW_P 0 Xx87SW.u O

sh 0
g“ﬂ ecx,dword ptr ss:fespr34)
push ecx
push lockbit.4FsFFO

Fh— =

.TEXT:0040E9S3 Tockbit.exe:SDEIS3 #D0OS3 o;ﬁc&zoo kernel32.76A60000

Woup1  @Hoump2 Hoump3  $Woump4  $WDumps leellocals & Struct

Figure 35

The malicious file initializes the COM library on the current thread:

- fesp+a] 017C

ewn} 76A60000 Kernel32.76A60000
e5p+C] 00000000

$: 1esprio}

| PP e e e e S (o D ¢ Yo

Figure 36

The GetVersion routine is used to retrieve the operating system version:
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76A60000 kernel32.76A60000
00000000

3 esp+10] 00000315

L TN

Figure 37

CreateStreamOnHGlobal is utilized to create a stream object that uses an HGLOBAL memory
handle to store the content:

] X87SW.C1 O XB7SW.CO 1 XB7SW.ES O
| xs7sw_SF 0 x87SW_P 1 x87SWU O

00000001
05C3FFO4
. TeXT:004DED3D TOCkbit.exe: SDED3D #DE130 0] °§Z§§33§o kernel32.76A60000

@oump1  Woump2  WWDump3  WDumps Peollocas & St

Figure 38

The stream content is modified, and the process uses the GdipCreateBitmapFromStream
function to create a Bitmap object based on the stream:

| X87TSW_SF 0 x87Sw_P 1 x87SWw_.U O

gg:cc TockbiT. 004FBFCC
P+C]_76A60000 kernel32.76460000
10] 00000000

0SC3FEFS| 017CCBA2
0SCIFEFC | 76A60000 | kernel32. 76460000
RESSTERRIZANRNA

Figure 39

The malware loads the standard arrow cursor resource via a function call to LoadCursorW
(Ox7FO00 = IDC_ARROW):

o

pu:: ;Foo XB7SW_SF O Xx87SW_P O Xx87SW_U

-

00007F00

017CCBA2

p+C] 76A60000 kernels2.76A60000
10] 00000000

. TEXT:004C479E TockDIT.exe: $SC479E #C3B9E
WWourp!  Yoump2 WNDump3  WWoumpd  Woumps @ wathi  Iellocals ) St

Figure 40

GdipAlloc is utilized to allocate memory for a Windows GDI+ object:

T R T PR
X87TW_6 3 (Empty) X87TW_7 3 (Empty)

gush dword ptr :s:!ebﬂ-xﬂ
ea eax,dword ptr ds:[eax-ecx 2]
movzx ecx,word ptr ds:[eax-esi]
mov eax,dword ptr ds:[edx+1C] x875tatusword 4000
XB87SW_B O Xx87SW.C3 1 x87Sw.C2 O
X87SW.C1 O X87SW.CO 0O Xx87SW_ES O

X87SW_SF O X87SW_P 0 Xx87SW.U O

>[5 (2107 unlock

lea eax,dword ptr ds:[leax+ecx'd]
mov eax,dword ptr ds:[eaxsesi]

add eax,esi
mov_dword ptr ds:[<&GdipAlloc>],eax

76830000 combase.76830000
0] 76830000 combase.76830000

e~ o lia  a | dlia e Mllie . e s Mol e S

Figure 41

There is another call to GdipCreateBitmapFromStream followed by a call to GdipDisposelmage,
which releases resources used by the Image object:

4] OOF1CESA
05CB28B58
8.

+TEXT: 00414854 Tockbit.exe:$1A854 #19C54

[

Wl o~ e _a Ml

Figure 42
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LockBit registers a window class called “LockBit_2_0_Ransom” using the RegisterClasseExW API:

017CCBAZ
76460000 kernel32.76A60000
00000000

Figure 43

CreateWindowExW is used to create a window called "LockBit 2.0 Ransom" that will track the
progress of the ransomware, such as the identified drives and different logs:

o] 0oscs3c7 6A 00 push X87r7 00000000000000000000 ST7 Empty 0.0000000000
® ] 004C53C9 FF 74 24 28 eu sh Mra ptr ss:fes

| 004C53CD 8D 8C 24 88 00 00 00 ea ecx,dword ptr ss: ‘esp»asl x87Tagword FFFF

: ggﬁ;g: :: % %:: b X87TW_0 3 (Empty) x87TW_1 3 (Empty)
o]ooscs30s 64 00 push 0 X87TW.2 3 (Empty)  X87TW.3 3 (Empty)
o 004C5204 68 00 00 00 80 push 80000000 X87TW_4 3 (Empty) Xx87TW_S 3 (Empty)
4 prigstde) oA 00 push o X87TW_6 3 (Empty) Xx87TW_7 3 (Empty)
o 004C53E1 68 00 00 00 80 push 80000000

e |ooscs3Es 68 00 00 CF 00 push cmooo x87statusword 4000

o] 00sc53e8 51 gus ecxiL"Loc | X87SW_B O X87SW.C3 1 X87SW.C2 0
o | 0045 3EC 80 BC 24 F4 00 00 00 2 ecx, ouord ptr ss:fesprrall X87SW_C1 0 Xx87SW.CO O X87SWES 0O
o 00sc53F3 a o ws ecx:L"LoC xnsu(_su O Xx87SWP O X87SWU 0
.

04CS3F4

. vl
3 wwan ¥ [s_[3]0] unlock
esp+4] OSCIFEBC L"LOCKBT_2_0_Ransom"
05C3FE70 L"LOCKBIT 2.0 Ransom™
.Text:004C53F6 lockbit.exe: $C53F6 #WCA7F6 90CFO000

Wouro1  YSoump2 WDump3  oump4  UHDumps

savBlE
8888
23852
gkessss

1EEERRANS

8228579
888888
PR
88888
8882R
£888888
888845
888888

v
88

8
M

188888888
5
s

88888888
1I8288RA23

|

|
|
il
il
N
)
)
)
i
R
l

:

Figure 44

The new window is hidden using the ShowWindow routine (OxO = SW_HIDE):

004C5624 6A 00 NS"I o XB7TSW_SF O XxS87SW_P 1 X87Sw_U
004C5626 FF 35 00 88 4F 00 Mra ptr ds: [4F8B00 -~

i B
017CCBA2
76A60000 kernel32.76A60000
00000000

. TEXT:004C562C TockbitT. exe: SCS62C #C4A2C
Woump1  $Noump2  WSDump3  WNDumpd  oumps @D wach1  Irellocals ) stuct

Figure 45

The UpdateWindow function is utilized to update the client area of the specified window by
sending a WM_PAINT message to the window:

push dword ptr ds:[4F8800 e e e

esp+4] 017CCBA2
esp+8] 76A60000 kernel32.76A60000
esp+C] 00000000
€5p+10] 7506A900 user32.7506A00

e R A T e T A e T A G ST e L S
Figure 46

The process creates a new thread by calling the CreateThread function:

x87statusword 4020

X87SW_B O Xx87SW.C3 1 Xx87SWC2 O
X87SW_C1 O x87SW.CO O XxB87SW_ES O
| X87SW_SF 0 Xx87SW_P 1 X87SW.U 0

. Text:004D0FSAD lockbit.exe:SDFSAD #DE9AD

$oump2  Woump3  WDumps  Woums

Figure 47
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LockBit defines a Shift+F1 hot key for the new window that can be used to unhide it (0x70 = VK_F1,
Ox4 = MOD_SHIFT):

X87SW_8 O X875W.C3 1 X875 C2 O
XB7SW_C1 O X87SW.CO O X87SW_ES O
| x87SW_SF 0 x87SW_P 1 x87SW_U O
| == —

X87SW_8 O Xx875w.C3 1 x87Sw.C2 O

. X87SW.C1 0 Xx87SW.CO O x87SW_ES O

[ xs7sw_sF 0 xs7sw.p 1 xs7swu o0
LACZORCSE S REZN

. TEXT:0040F82A Tockbit,exe: SDFS2A #DEC2A
Wourp1  Woump2 Hoump3  USDump4

$oump S

Figure 49

GetMessageW is used to retrieve a message from the thread’'s message queue:

push 0 XB/3TATUSWOrG 4ULU
push o X87SW.8 0 Xx87SW.C3 1 x87Sw.C2 O
g\lsh o X87SW_C1 0O X87SW_.CO O x875w_ES O
e:he::’.‘mrd ptr ss:febp-30§ X87SW_SF 0 X87SW_P 1 Xx87SW.U O

. TexT:004DF969 lockbit.exe:SDF969 #DEDEY
Wouro1  @Yoump2  $Wouwmp3  $Wouwmp4  oumps  @werhi  Ixellocals st

Figure 50

The malicious file translates virtual-key messages into character messages via a call to
TranslateMessage:

espesd
esp+s,
esp+C
0] 034F024A

004DF310 10ckb1T.004DF310
0040F310 lockbit.004DF310

| PO e i e s N ) By L

Figure 51

DispatchMessageW is utilized to dispatch a message retrieved by the GetMessage function:

+TexT:0040FD15 Tockbit.exe:SDFD1S #DF11S

. | Mla . e s e~

Figure 52

Thread activity — sub_4C3430 function

The process sends the LVM_GETITEMCOUNT message to the newly created window (0x1004 =
LVM_GETITEMCOUNT):
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i - 6A 00 push = = X87SW_B O x87SW.C3 O x87SwC2 O
1 o 6A 00 push o X87SW_C1 0 X87SW_CO 0 XB87SW_ES O
| . 68 04 10 00 00 push 1004 X87SW_SF O X87SW_P 0 x87SwW.V o
H . FF 35 BO 8A 4F 00 push dword ptr ds: [4F8ABO]
I - . FF DO |call eax Jeaxzsenay v e
i . 5 |Default (stdcal) v [s 210 unkd

1: [esp] 00£60242

2: [esp+4] 00001004
3: [esp+8] 00000000
4: [espsC] 00000000
5

eax=<user3z.

+TEXT: 00400070 lockbit.exe:SO007D #00170 : [esp+10] 004C3430 lockbit.004C3430

o1  $oump2 YNOump3  Woump4  $Wowmps @ watchi  xelLocals P stct i ms;:
| 068BFECO| 00000000
ErEreTE— i I |~ | Gessrecs | 00000000

Figure 53

The malware calls the InvalidateRect APl many times to add multiple rectangles to the window’s
update region:

° 6A 00 push 0 % = X87SW_C1 O X87SW.CO O X87SW_ES O
| o 6A 00 push 0 X87SW_SF 0 X87SW_P 0 X87SW.U O
\ o FF 35 D4 8A 4F 00 push dword ptr ds:[4F8AD4] S e = m— =
FE—— FF DO {€a1T eax % 2 jeax:Tova) v e s TP [ P
[ ' . = > | Defoult (stdcal) v [5 127 unlock
- R - 1: [esp] 007E02E6
32.Inval (7500€€10) 2: es?»n uoggoooo
3: espvsg 00000000
.TeXT:004C358E lockbit.exe: SCISBE #C298E ; gmo}og;ics;igo]?g::gimﬁgu
WWoump1  Woump2 Woump3  WWoumpd  Woumps  Wwatch1i  IrelLocals ¥ stuct TO68BFF58 8&’,58353[
[FerErEE Taerss i i

Figure 54
We continue with the analysis of the main thread.

The CommandLineToArgvW routine obtains an array of pointers to the command line

argur ents:
. 50 push eax x875tatusword 0000
: . 8B 45 F4 mov eax,dword ptr L::;ebar;] X87SW_B O Xx87SW C3 O x87SwW C2 O
. 88 40 10 |mov eax,dword ptr ds:(eax+10] X87SW_C1 O X87SWCO O XS87SW_ES O
“ FF 70 44 | push dword ptr ds:[eax- | feaxs44] 0 Xx87SW.U 0
I FF D1 | call ecx 5 fecxzcoms [ = T
7 | ss: bo-2 | I =]
l i . o 83 70 DC 02 <mo dword otr e . = ,»sfl—llg !r
Scx=<she1132. CommandLTRETOAFGVIS (FA3505E0 O T T R —
: [esp+s] 043F0000
.TeXT:00459869 10ckbit. exe: $59869 #55C69 g It 00eaa000
WL St At M2 2 ST —
Woump1  $Noump2 SDump3  MDump4  UHDurpS @D wetchi  Ixellocals P Stuct [ B N TON NSNS

Figure 55

The file tries to see if the access token is elevated by calling the NtQuerylnformationToken API
(Ox14 = TokenElevation):

v e 50 | push eax eax: NTQU AG/IM_S > LSeMLY)  AG/iW_s 3 LEmpLY)
. 6A 04 | push &
© 80 45 F4 | 1ea eax,dword ptr ss:febp-Cj eax: NtQu x87Statusword 0000
H o 50 | push eax eax:NTQu: X87SW_B 0 Xx87SW C3 0O x87Sw.C2 O
. 6A 14 | push 14 X87SW_C1 O X87SW.CO O Xx87SW_ES O
: o FFE 75 FC | push dword ptr ss:febp-43 | X87SW_SF 0 x87SW_P 0 Xx87SWw U 0
] -8 | ES 16 F§ F5 FF l h}l Tockbit. 411220 I [ —— =
|| : p
[ . : FF DO call eax eax m:a;u Defauit (stdcal) vs
’ — J3E fes 7 00000334
eax=<ntd11.NtQueryInformationToken> (7704£990) ! 2: es:mlq
2 <
.TEXT:004B1A0A Tockbit.exe: SBIAOA #BOEOA ‘ F 21 0039PA
. iy " ® P 000003
$%0umpl  JSDump2 SN Dump3 N Dump4 SN Dump S Watch1  [*=lLocals & Stuct '0019FADO | 00000014
’M.‘"_ﬂ JAscIT | [~ 019FAD4| 0019FAES
08 30 22 00104 00 00 O 0 00/80 FF 19 00(H0".....4....¥.. |
20AENEAIIIA0-22-0010% 00°99 NI 24: 02790 O MO-LE-2- B0 s sV |0015FADC | 0019FAES

Figure 56

Depending on the result, the malware proceeds by decrypting the "[+] Process created with
admin rights" or "[-] Process created with limited rights" strings. We know that this sample is
supposed to perform UAC bypass in the case of low-level privileges however, this method wasn't
employed on our Windows 10 analysis machine (it's supposed to be used on older Windows
versions).

The process sends the "[+] Process created with admin rights" message to the hidden window by
calling the SendMessageA API:
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51 push ecx X87SW_B O XB7SW.C3 0 X87SW.C2 ©
6A 01 push 1 X87SW_C1 0 Xx875W.CO O X87SW_ES O
68 01 04 00 00 push 401 XB7SW_SF 0 Xx87SW P 0 Xx87SW U 0O
:: é‘s’ 00 88 4F 00 'g;;: dword ptr ds:[4F8800] v e = = ==
eax eax:Send I 121
s> | Defauit (stdcak) v |5 1$10] unkd

e —. 1: [esp] 00180214
eax=<us 12: [esp+4] 00000401
3: espvsg 00000001
.TeXT:004E00E2 10ckDIT. exe: SEODE2 #EOLE2 & ::g’:ﬁo]"gﬁig?,go

$oupt  @oump2 Houre3  WNoumps WMo @ wath1  Iellocas P st S ooaios
| Asoress Twex [asciz i [~ 9196680 | 00og0001

Figure 57

The binary creates a mutex called "\\BaseNamedObjects\\{3FE573D4-3FE5-DD38-399C-
886767BD8875}" to ensure that only one instance of the malware is running at one time
(OXIFO0O01 = MUTEX_ALL_ACCESS):

— o . - - AOIIM_Y > \CWULY)  AOIINLA > \CEULYS
A Lor i eax:neer | x87TW22 3 (Empry)  xs7TW 3 3 (Empry)
8 85 78 FE FF FF lea eax,dword ptr_ss:[febp-15s eax:NTCr. | X87TW.4 3 (Empty)  X87TW.5 3 (Empty)
C7 85 80 FE FF FF 00 00 00 mov dword ptr ss:febp-1 Xe7TW.6 3 (Empty) ~X87TW.7 3 (Empty)
68 01 00 1F 00 push 170001
eax:NICr: x87Statusword 0000
X87SW._B O X87SW.C3 O X87SW.C2 O
X87SW_C1 O X87SW.CO O X87SW_ES O
= 90 FE FF FF 00 00 00mov_dword ptr X87SW_SF O X87SW_P__ 0 _X87SW_U 0
E8 28 BS F6 FF |€am Tockvit. I o [ —— =
FF DO call eax EENECE | oot (ol 1[5 150 ook
1: [es

p] 001
2: [espv4] 001F0001
3: [esp+S] 0019F96C
4: 000000
.text:004BD988 lockbit.exe:$BD988 #BCDES |52 :::—:‘;o]ooassoogo

WWoump1  @oump2  $HDump3  $SDump4  Soumps @ watch1  ellocals 7 stuct

0
Tockbit.0042005C

TasLhis Anssnnce

Figure 58

The NetBIOS name of the local computer is extracted using GetComputerNameW:

push ecx | X87SW_SF O x87SW.P 0 X87SW.U 0O
Ipush dword ptr ss:febp-2] i v
call eax EAXIGRLT) =
> |Defaut stdcal) > |[s 13100 unock

- > — esp.
eax=ckernel32. : [esps4] 0019F0IC

: [espeS] 76756630 <$’lesz.coxnﬁna’lsze>

H 767 . 76720000
.ttxt:WlS%zFS Tockbit.exe: $532F5 #526FS ) |5 3 ::mo] gs;gggosoo(:gba:e.zcounin\(iu112e>
WWoump:  Poump2 WDump3  Woump4  $Noumps @ watch:  Iellocals ) Stuct mﬁw‘m““"l

Figure 59

The malicious executable retrieves the name of the primary domain controller by calling the
NetGetDCName function. LockBit has the ability to propagate on the network and Kill processes
and services via malicious GPOs (group policy objects); however, these features weren't activated
in this sample:

53 lpusn ebk X87SW_C1 O X87SW.CO O X87SW_ES O

6A 00 push 0 X87SW_SF O X87SW.P O X87SW U O

6A 00 lpuggu v . 2

: e FF DO call eax m.mtf Default (stdcal) >[5 {0 kg
: & 1:"[esp] 00000000
eax=<logonc1i.NetGetDCName> (68830800, 12: [esp+s] 00000000

3: [esprs] 0019F75C
4

esp+C] 76756630 <oles2.CoInitialize>
6720000

.Text: 00453637 lockbit.exe:$53637 #52A37 'esptxo] 1‘»672?0()_0791232,{'_77 0

Woump: $Hoump2 Noump3  WNoumpd  WHoumps @ wakchi  Ixellocals @ stuct
T

[2ddrace Tuav lacrrr

S
e

00000000
1. DO19EFDC| 0019F75C

Figure 60

The process opens the Run registry key using RegCreateKeyExA (0x80000001 =
HKEY_CURRENT_USER, Ox2001F = KEY_READ | KEY_WRITE):
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Defout stdea) ~ (s 1] 0] unlock
g espu ooxz “SOFTWARE\\M1crosoft\\windows
00000000
esM 00000000
00000000

H o] 0o498a94 51 sh ecx 3 2 eox:"soF | SR (empt PTW_1

H ® ] 00498495 8D 40 D8 ea ecx,dword ptr ss:febp-25) ::77‘!_2 : Eeup:y; ::rm_: : EWW;
: o] 00s9ma98 51 push ecx ecx: "SOF" Empty. LY,

] o] 00338299 €A 00 push o X87TW_4 3 (Empty) Xx87TW.5S 3 (Empty)
H o] 00398298 68 1F 00 02 00 push 2001F X87TW_6€ 3 (Empty) X87TW.7 3 (Empty)
H o | 00498480 6A 00 push 0

' o] 00438282 6A 00 push 0 x87Statusword 0000

' o | 00498484 6A 00 gush o X87SW_B O X87SW.C3 0O X87SW.C2 O

H o | 00498a86 80 40 ea ecx,dword ptr ss:febp-6£) X87SW_C1 O Xx87SW._CO O X87SW_ES O

: o] 00498439 51 push ecx : © | X87SW_SF O X87SW.P O X87SW.U O

: o] 00433244 68 01 push £0000001 E

.TEXT:0049BAAF 10CKDIT. exe: S9BAAF #IAEAF
ﬂm-vl Woup2  WHDump3  $Woumpd  @Soumps @ wath1  beellocsls & St

OOISFAIZ 54 41 45)SC 4D 69 63|72 6F 73 6F AR E €roso
57 6E 6F |77 73 5C 43|75 72 72 65 ft\mm\(urrt

65 73 6E 00 Vi

FA 00

20]88 o 38 1|03

Figure 61

The file is looking for a registry value called "{9FD872D4-E5E5-DDC5-399C-396785BDC9O75}":

AO/IW_S 3 \EWPLY)  AS/IW_> 3 \EmpLy)

H o] 0o4aca7s 1 sh eck

t o] 0o4scars 8D 8D 48 FC FF FF £a ecx, ,dword ptr ss'lebp-ssal [ebp-388 | X87TW_6 3 (Empty) X87TW.7 3 (Empty)
H o 0049CA7B ecx

1 e | 0049CATC 8D 8D 54 FE FF FF ea ecx,dword ptr ss:febp-1ac) xu7sn!uswd 0000

: o[ 0045CAs2 51 pusn ec 0 x87SW.C2 ©
H o | 0o4acAs3 6a 00 push xo SW_C1 o xl7sa_co 0 X87SW_ES O
H o 0049CASS FF 75 EC push Mrd ptr s5:febp-14f O X87SW_ U 0O
' o | 0049CASS FF 75 D8 dword ptr ss:febp-238

e I A

o Ceotheryval  (73ASEF10! ; {9FD872D4-ESES-DDCS -399C-39
es|

+TEeXT:0049CAS8 Tockbit.exe: $9CASE #98ESS
ﬂm: WWourp2 WWDump3  WOuwmp4  WWoumps @ wetchi  Iellocals st

06220060 000000000000000000 00(00
06220070/ 00 00 00 00{00 00 00 00|00 00 00|00

Figure 62

The malware establishes persistence by creating the above registry value:

0045CD30 push eax

0045CD31 push ebx

004%D32 push 1

0049CD34 00 push 0

004D36 push dword ptr ss:
0049CD39 push dword ptr ss:feb;

ebx:L™\" XC’S!I!USWC

87SW_B O x87SW.C3 O x87Sw.C2 O
X.7M1 0 Xx87SW.CO O XxB87SW_ES O
[ebp-14] P 0 X87SWU O

v |[s_ 12100 unlock

es 05040000 L™ {9FD872D4-E5ES-DDC5-399C-39
esp+8] 00000000

+TEXT:0049C03C Tockbit. exe: $9CD3C #9C13C :o 06220030 (s \Users' \Desktop
ﬂml ﬂmz oump3  $oump 4 >

0000

00‘0
06220070

Figure 63

8 Registy Editor = B

File Edit View Fovorites Help

Computen\ HKEY_CURRENT_USER\Software\Microsoft\ \ ion\R ]
|| > || DeviceAccess A | Name Type Data

LI DeviceCapabilities ¥ (Default) REG_SZ (value not set)

| | ?

[ |15 Hoe - i
REEEY Fenni 0 (0FD87204-E5ES-DDCS-399C-39678560C975) IS CAUsers\ Il Desktop\lockbit.exe
Figure 64

CreateThread is used to create a new thread within the address space of the process:

push ecx

push 0
push dword ptr ss:febp-1
push dword ptr ss: 1!

push 0

x87Statusword 0000

X87SW_8 O x87SW.C3 O x87swcC2 O

XB7M1 0 Xx87SW.CO O x87SW_ES O
0 7 S 0 _Xx87sw U o

00000000
004A2ECO TockbiT.004A2ECO
+TEXT:004BAT4A Tockbit.exe: SBAT4A #BIB4A

Woump1  $oump2  WSDump3  ¥Dump4

@ watch1  Ixellocals ¥ stuct

Figure 65
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As in the case of every thread creation, the binary tries to hide it from the debugger using the
ZwSetInformationThread API.

A file called "C:\windows\system32\2ED873.ico" is created via a function call to ZwCreateFile

(Ox40000000

GENERIC_WRITE,

FILE_OVERWRITE_IF):

004AB8EF

. Text: 00448920 Tockbit.exe: SABI2D #AAD2D

0x80

FILE_ATTRIBUTE_NORMAL,

Ox5 =

. 6A 00
X87r0 STO Empty 0.000000000¢

o 004as8C1 6A 00 push 0
o 003As8C3 6A 00 push 0 x87r1 ST1 Empty 0.000000000(
ol 0osassce A 05 push 5 X87r2 00000000000000000000 ST2 EMPTy 0.000000000¢
o] 00sasec? €A 00 push 0 X87r3 D0000000000000000000 ST3 Empty 0.000000000¢
o[ 004assce 68 80 00 00 00 ?..sn 80 X87r4 00000000000000000000 ST4 EMPTy O.000000000¢
o 004as8CE 8D 85 AC FC FF FF ea eax,dword ptr ss: lebo 354§ Xx87r5 00000000000000000000 STS Empty 0.000000000¢
o 003a8804 C7 85 B8 FC FF FF 18 00 00 mov dword ptr ss: .18 X87r6 3FFF8000000000000000 ST6 Empty 1.000000000¢

004ABSDE 89 85 CO FC FF FF mov dword ptr ss: seax X87r7 00000000000000000000 ST7 Empty 0.000000000¢

004ABBES 80 85 98 FC FF FF lea eax,dword ptr ss.lcbp 368)

004ABSEA :A 00 pus: 0 x87Tagword FEFF

004ABSEC 0 sh eax eax:zwer:

004AS5ED 8 85 B8 FC FF FF ea eax,dword ptr_ss:febp-34sY eax:zwer: | X672 3 gmyw"g e Em;

004A886F3 C7 85 FC FF FF 00 00 0O/mov dword ptr ss'lebp 344),0 > > Y.

004ABSFD 50 h eax eax:zwcr, | X87TW.4 3 (Empty)  x87TW.S 3 (Empty)

004ABSFE 80 85 68 FE FF FF ea eax,dword ptr_ss:febp-195) eax:zwCr: | X87TW_6 3 (Empty) x87TW_7 3 (Empty)

004A8904 C? 85 C4 FC FF FF 40 00 0O/mov dword ptr ss:[febp-33Cj,40 40: '@’

004AB90E 68 40 Xx87statusword 0000

00448913 50 X87SW_B 0 x87SW.C3 O x87SwWwC2 O

00448914 ss:l::p-:s X87SW_C1 O X87SW_CO O XS7SW_ES 0

O04ABILE 55: p-33 X87SW, 0 x87: 0 x87Sw.u o0

004A8928 1.415040

% bump 2

The ICO file is populated using the ZwWriteFile routine:

¥4 ump 3

¥4 Dump 4

Figure 66

i e]oosass3r 6A 00 x87Tagword FFFF

: : gg::ggig 3 85 AD FC FF FF Ea eu.ﬂnord ptr ss:febp-3608 X87TW.0 3 (Empty) X87TW.1 3 (Empty)
i e]oosassio 68 EE 2C 00 00 push zczs X87TW_2 3 (Empty) X87Tw_3 3 (Empty)
| e]oosasaas €8 28 25 4E 00 sh 1ockbit.4E2528 XB7TH_ 4.3 (EMpty) |  XSTTW_S B/ (Empity)
H 004ABI4A 8D 85 98 FC FF FF ea eax,dword ptr ss:febp-363) X87TW.6 3 (Empty) X87TW.7 3 (Empty)
H 004AB950 50 push eax

H 004AB951 6A 00 push 0 x87Statusword 0000

! 00448953 6A 00 push 0 X87SW_B O XB87SW.C3 O x87SW.L2 O
! 00448955 6A 00 push o X87SW_C1 0 x87SW.CO O x87SW_ES O
' 00448957 FF 85 68 FE FF FF push dword ptr ss:febp-198§ X875\ 0 X875 0 _x87SW.U 0O
1 O04ABSSD E8 AE 99 F6 FF Tockbit. 415310 z

L =[5 2100 urlock

.Text:004AB962 lockbit.exe:$ABIG2 #AADE2

@oump1  4oump2 $WDump3  YN0ump4 ¥4 Dump
004E2528 J00 00 01 00|03 00 10 10/00 00 00 00|18 00 68
004E£2538|/ 00 00 36 00|00 00 20 20/00 00 00 00|18 00 A8
004E2548/ 00 00 9E 0300 00 30 30|00 00 00 00|18 00 A8
004E2558| 00 00 46 10|00 00 28 00|00 00 10 00|00 00 20
001625681 90:90: 011002800, 20//99]99:.00: 9592 90:/90, 20

Figure 67

The executable creates the
MAXIMUM_ALLOWED):

“HKCR\.lockbit” registry key using ZwCreateKey (0x2000000

n
5

. Text:004AC3B1 lockbit.exe: SACSB1 #ABCBL

mov dword ptr 55:'2” 1A

bit.415870

Woump2  $%oump3

LIFARS
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4% Dump 4

¥ oump

s 8 watch1

Figure 68

Ieollocals 47 Struct

00197360

X87SW_C1 0 x87SW.CO O Xx87SW_ES O
0 _X87Swu O

. 6A Xs/TS 31§ EWPTY U. UUUUOULLLL
. 6A X87rS 00000000000000000000 STS Empty 0.000000000¢
. 6A sh 0 X87r6 3FFFS000000000000000 ST EmPTy 1.000000000¢
* 4 ea eax,dword ptr ss lebv 3708 eax:zwCr: | x87r7 00000000000000000000 ST? Empty 0.000000000¢
. (44 mov mrg ptr ss: ey 218 e

. 89 mov rd ptr ss: ,QBX eax: r i‘"‘ml‘ﬂ FFFF

: : ;::hux ydword ptr ss:febp-180§ eax:Zwlr: X87TW_0 3 (Empty) X87Tw_1 3 (Empty)

. 50 sh eax eaxszwer, | X872 3 E::?’; oot E:W)

. eax, dwor r_ss:febp-34c] eax:zwcr | X87TW. Y)  X87TW.S

. C.; -o: dword p!: g:-l::p.:ngl.o . X87TW_6 3 (Empry) X87TW_7 3 (Empty)

. 68 push 2000000

. 50 push eax eax:zucr: | x87Statusword 0000

. (44 ,40 40:'9 XB7SW_B O Xx87SW.C3 O x87SW.C2 O

. c7

-

.

.

14 return to ntd11.77021687 from ntdll.770229F0

www.LIFARS.com | 18



LockBit creates the Defaultlcon subkey and sets its value to the newly created ICO file, as
highlighted below:

AG/IM_®w 5> \EmPLY) A9/ IW_3 3 LEWPLYJ

X87TW.G 3 (Empty) x87TW.7 3 (Empty)

x‘7$ll‘“$'°rd 0000
87SW_B O x87SW.C3 O x87SwC2 O
push eax : y: u794_c10 xusq_co o X87SW_ES 0
push dword ptr ss:febp-328]
Jockbit. 415960

0
B85 D4 FC FF FF

sh Mrd ptr ss:febp-32c)
g 80 FC FF FF ?‘é 80§

a eu.mrd ptr ss:febp-3

FF BS D8 FC FF FF
ES 19 90 F6 FF

. Text:004AC947 lockbit.exe: SACI47 #ABD47

$oump2  YWoump3  $Woump4

¥4 Dump S

Figure 69

B Registry Editor - 0O X
File Edit View Favorites Help
Computer\HKEY_CLASSES_ROOT\.lockbit\Defaulticon
> L 3
> L

Name Type Data
a8) (Default) REG_SZ C:Awindows\SysWow64\2ED873.ico

Figure 70

Thread activity - sub_4A2ECO function

The FindFirstVolumeW API is utilized to begin scanning the volumes of the computer:

68 04 01
51

KO7SV.CIO ll?MO 0 X87SW_ES O
0 Xx87SW U O

>[5 2100 urlods

espr4] 00000104
CSW& 004A2ECO Jockbit.004A2ECO
D'C D04A2ECO Tockbit.004A2ECO
0] 00000000

. Text:004A3017 lockbit.exe:SA3017 #A2417
WWoump:  Phoump2 Woup3  $Woumpd  WSoumps @ wathi  ixelloals ) st

Figure 71

QueryDosDeviceW is used to obtain the current mapping for the above volume:

004A3109

Sh 10 X5/3TATUSWOr G LUVY
g‘e‘a ecx wa ptr ss:fesp+374g XB7SW_B O X87SW.C3 0 Xx87SW.C2 ©

X87SW_C1 0 Xx87SW.CO O x87SW_ES O
une\:x.mrd ptr ss:fesp+178]) P
push ecx irrmcemts

04 01 00 00
004A310€ 80 8C 24 74 03 00 00
004A31ES 51
D04A31E6 8D 8C 24 78 01 00 00
004A31ED 51

0 __Xx87SW_U 0
~ (s 12]0] unock

00000104
. Text:004A31EE Tockbit.exe: SA31EE #A2SEE p+10. m:goxga(:“toocéggo

WWoump2 Hoump3  $oump4 @ watch1  Ixellocals & Stct

Figure 72

The malware retrieves a list of drive letters for the specified volume via a call to
GetVolumePathNamesForVolumeNameW:

ecx:LT\\ XB/3TATUSWOrd LUUY
X87SW_B 0 x87SW.C3 O x875w.C2 O
X87SW_C1 0 Xx87SW CO O Xx87SW_ES O
X87SW_SF 0 X87SW, 0 _x87 U o

v |[s 100 unods

H 004A336F 51
004A3370 FF 74 24 24 ?usn Mrd ptr ss:fespr24)

00443 w 8C 24 70 01 00 00 ea e:l.mrd ptr ss:fespr170
00443 push el

p sh ecx

espra,
€5p+8;
esp+C FO18
esp I.O 004A2ECO lockbﬂ 004A2ECO

""" OE43EFFE| O04A2ECO | 10CkD1T. D04A2ECO
O RO.IP. OE43EFFC | DD4A2ECO | Tockbit.D04A2ECO
g4 0643F000| 00000000

0643F004 | 00000000
0643F008 | 00000320
0643F1C0O ZEAEADA | kenoalae zeatacos.

Figure 73
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The drive type of the volume is extracted using GetDriveTypeW:

pr4] O04A2ECO 10CKD1T.004A2ECO
004A2ECO 10ckbiT.004A2ECO
00000000

Figure 74

The malicious process sends a message regarding the identified volume to the LockBit hidden
window, as displayed in figure 75.

004E0914 51 push ecx X87SW_B 0 X87SW.C3 O Xx87SW.C2
sh 1

o
004£0915 6A 01 | XB7SW._C1 O x87SWCO O Xx87SW_ES O
004E0917 68 02 04 00 00 push 402 SW_SF 0 _XS7SW.P 0 X87SWU O
004EQ91C F 35 00 88 4F 00 push dword ptr ds:[4F8800] stcas > e

~ 1[5 Z]0uiod

. Text:004E0922 lockbit.exe: SE0922 #DFD22

Woump2  $Soump3  $Noumpd  ENDumpS

0643E7A0| 75CFO000 | user32.0rdinal264s
0E43E7A4 | 00000000

3 'S 00/ 75¢ | 00000004
00 00100 00 00 00]5C 00 5C 00|2€ 00 5C 00 i 06 4357C0] 90

Figure 75

The malicious file continues the volume search via a function call to FindNextVolumeW:

00444944 68 04 01 00 00 gu h 104 XB7SW_B O Xx87SW.C3 O x87SW.C2
004A4949 80 8C 24 6C 01 00 00 &
00444980 5

1 0 Xx87SW_U
00444981 FF 24 3C

sh 1 o
Anecx.ma ptr ss:fespriscy X87SW_C1 0 X87SW.CO O X87SW_ES O
ecx o

1

|

-

$3F160 L"\\\\7\\Volume(d7e47529~

00000104
004A; 1 it.
+TexT: 00444985 Tockbit.exe: SA4985 #A3DBS D+10 miggcoo ?‘o::bftmggo

Wouwmp:  Phoump2  EHoump3  WMoump4  $Soumps  @wach:  ellocas P stuct

Figure 76

The purpose of the malware is to find unmounted volumes and mount them.

LockBit tries to open the BOOTMGR file from the volume (Ox80000000 = GENERIC_READ, 0x3
FILE_SHARE_READ | FILE_SHARE_WRITE, 0x3 = OPEN_EXISTING, 0x80
FILE_ATTRIBUTE_NORMAL):

AB7IW_S 3 \EWPLY) RS/ IW_> 3 LEWpLY)
X87TW_6 3 (Empty) X87TW_7 3 (Empty)

x87Statusword 0000
push 3 X87SW_B 0 xB87SW.C3 0 x87SW.C2 0O
sh 50000000 X875W_C1 0 Xx87SW.CO O X87SW_ES O
elhecx,mrd per ss:fesprso0f X87SW. O X87SW_P O Xx87SWw U O
ecx — —

DD4A3DES
004A3DEG
004A3DEB
004A3DED

g
8
8

O04A3DEF
004A3DF1
04A3DF6

28
88
38
8
8

AR AL L)
8322288
R3gsges

. Text:004A3DFE Tockbit.exe: SAZDFE #A3IFE
$oumo1  $Hoump2  $SDump3  HDumod  WNDumpS @ watch1  Ixellocals ) Stuct

06437571
06437580

0643E :CO | T0CkD1t. 004A2ECO
0643EFFC Tockbit. 004A2ECO
0643F000
0643F004

BRBBEEYT

0643F5C0O

BRELBIR
88888888
28888888
grsaBeag
28888888
BBENELLR
88888888
R A
88888888

Figure 77

An unmounted volume is mounted by calling the SetVolumeMountPointW routine:
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00444298
004A419C
00444143

X87SW_C1 0 X87SW.CO O Xx87Sw_ES O
3 SF_ 0 Sw_P 0 _X87SW_U o

>[5 2] 0] uriock
Pr4] OCI3F160 LE\NNGT\NYDIcme (27 €07 8250000

004A2ECO 10Ckbit.004A2ECO
004A2ECO Tockbit. 004A2ECO
0] 00000000

51 gush ecx
8D 8C 24 40 01 00 00 ea ecx,dword ptr ss:fespriao]
S1 push ecx

+TexXT:004A41A4 Tockbit.exe: SAS1A4 #A3SAS

Wowmp!  Pourp2  WWDump3  $Soumpd  WNoumps M watchi  bellocals ) Stuct

Figure 78
v Devices and drives (3)
Local Disk (C:) " DVD Drive (D) Local Disk (Z2) -
Wy 2 41 GB free of 79.5 GB Wy 823 VB free of 466 MB
Figure 79

LockBit sends a message regarding the successful mount operation to the hidden window (see
figure 80). After the enumeration is complete, the thread exits by calling the RtlIExitUserThread
function.

004E0914 51 X87SW_B 0 X87SW.C3 O x87Sw.C2 ©

004£0915 6A 01 X87SW_C1 0 XB7SW_.CO O Xx87SW_ES O

004E0917 68 02 04 00 00 n d D XB7SW, o 87SW_ P O x87: U _o
push dword p £ 0 _X87Sw Sw_|

O04E091C FF 35 00 88 4F 00
~|[s 2] (] udock

. TEXT:004E0922 Tockbit.exe: SE0922 #DFD22 esp+10] 62518C49
Wourp2 UWDump3  WWoumpd  WHoumos @ watch1  Iellocss Y st

"SETVOTumeMountPointWSTub™
0000 | user32.0rdinal2e4ds

2
return to ntd11.77062010 from ntd11.770508A0

Tarkhi®s NnaETER

Figure 80

The binary calls the SHChangeNotify APl with the SHCNE_ASSOCCHANGED parameter
(Ox8000000 = SHCNE_ASSOCCHANGED):

pusn o XB/DN.B U X5/DN.LS U XS/dWLZ U
X87SWC1 0 X87SWCO O X87SWES O
e SF O _x87SW_P O X87SW U 0O

>[5 2] udock

L TeXT:004ACAEF Tockbit.exe: SACAEF #ABEEF
$oump!  $ourp2  @MDump3  UOump4 @ watch1  Ixellocals P Struct

Figure 81

A new thread is created by the malware using CreateThread:

004BA7 30 51 push ecx
004BA73E

push 0 x87Statusword 0000
push dword ptr ss:'ebp»xal X87SW_B O Xx87SW.C3 0 Xx87SW.C2 ©
push dword ptr ss:febp-1C X87SW_C1 0 x87SW.CO O X87SW_ES ©
push 0 0 x87SW_ U O

~ s 2100 uno

LTEXTI004BAT4A TOCKDIT. exe: SBAT4A #8984A
$S0oump2 M Oump3 W Dump4

Figure 82

Intel and AMD CPUs implement a functionality called “AES-NI" (Advanced Encryption Standard
New Instructions), which can be used for high-speed AES encryption processing. The binary uses
the cpuid instruction in order to retrieve the CPU type of the machine and the vendor of the CPU:
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0040F65D 31 CO xor_eax,eax
0040F661 81 F9 6E 74 65 6C cmp ecx,gdiplus. 6C6!
0040F667 v 74 2A je lockbit.40F693
0040F669 81 F9 63 41 4D 44 Cmp ecx,444D4163
0040F66F v 74 27 je lockbit.40F698
0040F671 81 FB 43 65 6E 74 cmp ebx,shell32.746E6543
0040F677 v 74 24 je 10ckb1t 40F690
0040F679 81 FB 56 49 41 20 cmp ebx,20414956
0040F67F v 74 1C je lockbit.40F690
0040F681 81 FB 43 79 72 69 cmp ebx, 6 7943
0040F687| v 74 19 je lockbit.40F6A2
0040F689 81 FB 4E 65 78 47 cmp ebx,4778654E
0040F68F| v 74 16 € lockbit.40F6A7
0040F691 v EB 17 mp 1ockb1t 40FGAA
0040F693 83 CE 01 esi

0040F696| v EB 12 :lmp 'Iockbit 40F6AA
0040F698 83 CE 02

0040F698 v EB 0D jmp 'Iockbit 40FGAA
0040F 690 83 CE 03 or esi,

0040F6A0| ~ EB 08 jmp 'Iockbit 40FGAA
0040F6A2 83 CE 04 or esi,

0040F6AS ~ EB 03 imp 'Iocklnt 40F6AA
0040F6A7 83 CE 05 or esi,s

0040F6AA 85 CO test ea

0040F6AC| v 74 55 je ’Iockbit 40F703

Figure 83

Whether the CPU supports “AES-NI" the process sends the "[+] AES-NI enabled" message to the
hidden window using SendMessageA.

The malicious process generates 16 random bytes by calling the BCryptGenRandom routine (Ox2
= BCRYPT_USE_SYSTEM_PREFERRED_RNG):

X87SW.B 0O X87SW.C3 O XxB7SW.C2 O
X87SW.C1 0 x875W.CO O Xx87SW_ES O
_X87SW_SF O x87Sw_P 0 x87Sw_U o

push 2

push dword ptr ','.:lebwcj
push dword ptr ss:febp+s
ush 0

eaxsecrv v
>

espl
espN 004F8828 10Ckb1T.004F
espre} 00000010

esp+C] 00000002
€sp+10] 043F0000

.TexT:004BE184 Tockbit.exe: SBE184 #B8D584
Woump1  $Moump2  @MDump3  $Woump4  Houmps @ watch:  elloals P stuct
; e = = B Ascrr [~ egseste

————

vD’OlFGBZG‘V l z 85 . v 28 ESICE 20 ; o NIy =3
Figure 84

The ransom note is also stored in an encrypted form as a stack string that will be decrypted using
a custom algorithm:

AN AN NN NN AN NN N AN AR R AN RN AR RN AN AN AN

Figure 85
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0019F7C3 | 4G 6F 63 68|42 69 74 20|32 2E 30 20|52 61 6E 73| LOCKBit 2.0 Rans
0019F7D3[6F 6D 77 61|72 65 OD OA|[OD OA 59 6F|75 72 20 64|omware....Your d
0019F7E3| 61 74 61 20|61 72 65 20|73 74 GF 6C[65 6E 20 61|ata are stolen a
0019F7F3|6E 64 20 65|6E 63 72 79|70 74 65 64|00 OA 54 68|nd encrypted..Th
0019F803 |65 20 64 61|74 61 20 77[69 6C 6C 20|62 65 20 70|e data will be p
0019F813|75 62 6C 69|73 68 65 64|20 6F 6E 20|54 4F 52 20|ublished on TOR
0019F823(77 65 62 73|69 74 65 20|68 74 74 70|3A 2F 2F 6C|website http://1
0019F833|6F 63 6B 62|69 74 61 70|74 36 76 78|35 37 74 33|ockbitaptévxs7t3
0019F843 (65 65 71 GA|6F 66 77 67|63 67 6C €D |75 74 72 33|eeqjofwgcgimutr3
0019F853 (61 33 35 6E|79 67 76 6F|6B 6A 61 35|75 75 63 63|a3snygvokjasuucc
0019F863| 69 70 34 79|68 79 64 2E|6F 6E 69 6F|6E 20 61 6E|ipaykyd.onion an
0019F873 |64 20 68 73|74 70 73 3A|2F 2F 62 69|67 62 6C 6F|d https://bigblo
0019F883 | 67 2E 61 74|20 69 66 20(79 6F 75 20|64 6F 20 6E|g.at if you do n
0019F893 | 6F 74 20 70|61 72 20 74|68 65 20 72|61 6E 73 6F|ot pay the ranso
0019F8A3|6D OD OA 59|6F 75 20 63|61 6E 20 63|6F 6E 74 61|m..You can conta
0019F8B3 |63 74 20 75|73 20 61 GE[64 20 64 65|63 72 79 70|ct us and decryp
0019F8C3|74 20 6F 6E|65 20 66 69|6C 65 20 66|6F 72 20 66|t one file for f
0019F8D3|72 65 65 20|GE_GE 20 74|68 65 73 65(20 54 4F 52|ree on these TOR
0019F8E3[20 73 69 74|65 73 0D OA|68 74 74 70|3A 2F 2F 6C| sites..http://1
0019F8F3|6F 63 68 62|62 74 73 75|70 34 79 65|7A 63 64 35| ockbitsupdyezcds

Ansaranasl rr rr rn ar|SF Fr Fr Falma aa ma ralea am ra wmladlriaasuas A

Figure 86

The process creates a registry key called "HKCU\SOFTWARE\2ED873D4E5389C" (0x80000001 =
HKEY_CURRENT_USER, OxFOO3F = KEY_ALL_ACCESS):

X87TW.0 3 (Empty) X87TW.1 3 (Empty)
X87TW_2 3 (Empty) x87TW_3 3 (Empty)
X87Tw_4 3 (Empty) X87TW_S 3 (Empty)
X87TW_6 3 (Empty) X87TW_7 3 (Empty)

00 x87Statusword 0000

00 ush o X87SW_B O Xx87SW.C3 0 xB87Sw.C2 O

8D 90 FA FF FF ea ecx,dword ptr ss:febp-s70f X87SW.C1 0 x87SW.CO O XB87SW_ES O
push ecx SF O X87SW_P O X87SW U O

O04AO4EC push 50000001

gu“ eu onora ptr ss:febp-3c)

Seesssnssene

.TEXT:004A04F1 TockDitT.exe: SAO4FL #9FSFL
ourp2  Hoump3  YSDumps  oumps @ werhi  bellocals P stuct

Figure 87

LockBit is looking for two registry values called “Private” and “Public” under the registry key
above, which don't exist at this time:

push eax eax:"Priv
gusn dword ptr ds:[4F8C90)
ea eax dword ptr ss:febp-335)

xosiw_s 3 \EmpLy xo/IM_> 3 \EmpLy)

X87TW_6 3 (E-pty) X87TW.7 3 (Euoty)

x875tatusword 0000

X87SW_B O x87SW.C3 0 Xx87SW.C2 O

X87SW.C1 0 XB7SW.CO O Xx87SW_ES O
51 0 Xx87SwuU O

v |[s 12100 unlock

004A0S 8F
00440590
004A05 96

so
FF 35 90 8C 4F 00
8D 85 C8 FC FF FF
50

eax:"Prit

6A 00
80 45 BC
50

Dush 0
lea eax,dword ptr ss:fQebp-44)
sh eax eax: "Pri*

esp+4) O019FAAC "Private”
esp+8] 00000000

esp+C) 00197788

€5p+10] 06450000

. TEXT: 00440546 TOCkDIT. exe: SAOSAE #9F9A6
$Soump!  $Hoump2  GHDump3  $NDumpd

Iellocals ) struct

% 0ump S

@ wotch 1

Figure 88

00440635 50
00440636 56

00440637 8D 85 C8 FC FF FF
004A0630 50

004A063E 6A 00
004A0640 8D 45 BO
00440643 50
004AD644

push EIX cax:4mo
g“ea cax, mrc ptr ss:febp-338)

Ave e o Nmeays Awr s o weesys
X87TW_6 3 (Empty) x87TW_7 3 (Empty)

eax:&"0 x§7s5tatusword 0000

X87SW_B O XxB7SW.C3 O Xx87SW.C2 O
X87SwW_C1 0 lB7w_C0 0 Xx87SW_ES O
| x875w_sF 0 _xs7sw 0 _X87SW.U O

~|[5_ 2] 0] uriock
esp+s ;mm &"0 setlinejoin\r\n*
esp+8] 00000000
esp+C] 0019F788
10] 06460000

ush
ea eu.mrd ptr ss:febp-sof {ebp-50]
sh eax eax:&"0 :

+TEXT:004A0647 10CkDit. exe: SA0647 #9FA4T

WSoump2  $WDump3  Woump4

Wourps @ watch1  Ieellocas & Stuct

Figure 89

The malware sends the "[+] Generate session keys" message to the hidden window. It will
compute a public ECC (Curve25519) key and a private ECC (Curve25519) key.

The file generates 32 random bytes via a function call to BcryptGenRandom:
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0D04BELAA
004BE1AC
OO4BELAF
004BE1S,

.Text:004BE1B4 lockbit.exe: SBE1B4 #BDSB4

push 2
push dword ptr ss:febp+c]
push dword ptr ss:febp+
ush 0

@ watch 1

WWoump1  Hoump2 $Hoump3  oumpd  ESDumpS

[

004F 8800

IelLocals ¥ struct

Figure 90

X87SW.B 0O Xx87SW.C3 0 x87Sw.C2 0
X87SW_CL 0 Xx87SW.CO O X87SW_ES O
X87SW_ 0O x87SW P O x87SWuU O
| .

Defauit (stdcal) ~ |[5 12100 uriodke
espra 0 10ckbiT.004F88C0
e5p+8] 00000020
espeC 2

e5p+10] 004F88A0 10CkbitT.004F88A0

The malicious process implements a Curve25519 wrapper in the sub_4300CO0 function. Based on
the above buffer, it generates a session ECC public key:

24 89 15|1E 89 E7 28|27 A6 5D 38|CO ED 90 CE|.$ +',18
«..ZXYN...Q'S: YN

.text:004300EE mov
.text:0e4300F1 lea
.text:004300F8 and
.text:004300FB and
.text:004300FD or
.text:004300FF mov
.text:00430101 mov
.text:00430104 call
.text:00430109 lea
.text:00430110 push
.text:00430111 lea
.text:00430118 lea
.text:0043011C call
.text:00430121 add
.text:00430124 lea
.text:00430128 lea
.text:00430132 lea
.text:00430136 push
.text:00430137 call
.text:0043013C add
.text:0043013F lea
.text:00430143 mov
.text:00430145 call
.text:0043014A lea
.text:0043014E push
.text:0043014F lea
.text:00430153 lea
.text:00430157 call
.text:0043015C add
.text:0043015F lea
.text:00430163 mov
.text:0e430165 call
.text:0@43016A pop
.text:00430168 xor
.text:0043016D pop
.text:0043016E mov
.text:00430170 pop
.text:00430171 retn
.text:00430171 sub_430eC0 endp
.text:00430171

al, [edi+1Fh]

ecx, [esp+12@h+var_A@]
byte ptr [edi], @F8h
al, 3Fh

al, 4eh

edx, edi

[edi+1Fh], al
sub_43CF2e

eax, [esp+12@h+var_78]
eax

edx, [esp+124h+var_50]
ecx, [esp+l24h+var_Fe]
sub_42£790

esp, 4

eax, [esp+12@8h+var_78]
edx, [esp+12@h+var_50]
ecx, [esp+12@h+var_118]
eax

sub_42£830

esp, 4

edx, [esp+12@h+var_118]
ecx, edx

sub_43C93@

eax, [esp+12@h+var_118]
eax

edx, [esp+l24h+var_Fo]
ecx, [esp+124h+var_(8]
sub_42EA30

esp, 4

edx, [esp+12@h+var_C8]
ecx, edi

sub_43C830

edi

eax, eax

esi

esp, ebp

ebp

004F88D0| 04 98 B8 7A|D7 59 D1 7F|0C 7F 51 27|53 3A FF D1

Figure 91

The above operation of generating random bytes is repeated one more time:

004BE1AA

DD4SEIAC
O04BELAF
OO48BEL

push 2
push dword ptr ss:febp«C|
ws: dword ptr ss:febp+

sh 0

.TEXT:0048E184 TOCkbIT.exe: $BE1B4 #BO584

Woump1  GYoump2 Woump3  Yoump4

4 0ump s

LIFARS
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@ watch 1

ellocsls 5 struct

Figure 92

X87TSW._B 0 XB7SW.C3 0O x87SWwC2 O
XB7SW_C1 O x87SW.CO O Xx87SW_ES O
SF 0 P

0 x87Sw U o

>[5 1210 unlock
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The same Curve25519 wrapper is used again to transform the above buffer:

Figure 93

The executable embedded an ECC public key that we call Master ECC public key (highlighted in
figure 94). Based on the implementation of the Curve25519 algorithm, it is used to generate a
shared secret (32-byte value):

. TEXT:0042E6E6 10CkDIT. exe: S2E6ES #2DAES
$oump2  SWoump3  WDump4

0
return to Tockbit.0042E61C from Tockbit.o04

Figure 94

The Master ECC public key is utilized to encrypt the session ECC private key computed above:

57 sh edi
3 4: 2: o ea eax,dword p:ie;s:libp-eq
4 mov e ptr ss: -53,0
50 MRl e x875tatusword 0000
8D 85 7C FF FF FF ea eax,dword ptr ss:febp-84) X87SW_B O x87SW.C3 0O x87SWC2 O
50 push eax X87SW_C1 O Xx87SW.CO O X87SW_ES 0O

SW__P u_o

Al 70 06 4F 00 mov eax,dword ptr ds:[4F0670) X87SW_SF O X87. 0 XB87SW,
88 00 mov_eax,dword ptr ds:[eax o =

YT P ——
X87TW_6 3 (Empty) X87Tw_7 3 (Empty)

1

Woump3  WWoumpd  WWoumps @ watchi  bellocas 2 st

ANt aEARA

Figure 95

We have utilized the capa tool in order to confirm that the above function is used to encrypt data
using Curve25519:

encrypt data using Curve25519 (2 matches)
namespace data-manipulation/encryption/elliptic-curve

author dimiter.andonov@mandiant.com
scope basic block
attsck Defense Evasion::Obfuscated Files or Information [T1027]

examples 0a0882b8da225406cc838991b5£67d11:0x4135f6, 0a0882b8da225406ccB838991b5f67d11:0x416£51,
basic block @ 0x42F89E in function [0x42F6EQ
and:
and:
number: OxF8 @ 0x42FSAD
mnemonic: and @ 0x42F8AB, 0x42F8AD
and:
number: 0x3F @ 0x42F8AB
mnemonic: and @ 0x42F8AB, 0x42F8AD
and:
number: 0x40 @ 0x42F8B0
mnemonic: or @ 0x42F8BO
basic block @ 0x4300EE in function 0x4300C0
and:
and:
number: OxF8 @ 0x4300F8
mnemonic: and @ 0x4300F8, 0x4300FB
and:
number: 0x3F @ 0x4300FB
mnemonic: and @ 0x4300F8, 0x4300FB
and:
number: 0x40 @ 0x4300FD
mnemonic: or @ 0x4300FD

Figure 96
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LockBit stores the encrypted session ECC private key in the
“HKCU\Software\2ED873D4E5389C\Private” registry value:

AB/IW_® 3 \EWPLY)  RS/IW_s 3 \EMPLY)

004A0A4S 6A 70 push 70
004A0A4A FF 35 90 8C 4F 00 sh duord ptr ds: (4F8C90]
00440450 &0 45 CC ea eax,dword ptr ss:febp-343 u7su:usnra

004A0AS 3 6A 03 push 3 87SW_B O XxB7SW.C3 O Xx87SW C2 O
004A0ASS 6A 00 push 0 xa?su_cx 0 X87SW.CO O Xx87SW_ES O
004A0AS 7 50 push eax eax: | X87SW_SF O X87SW.P O Xx87Sw.U O
0330458 FF 75 C4 push dword ptr ss:(febp-3c haxSZSWSE_0 X875

- ) - >[5 (2]l uked

o ; ; 12 [esp+4] 0019FABC “Private”
esp+8] 00000000

ol by

. TeXT:004A0A5B 10ckbit. exe: SADASB #FESS ::n R
ool  Woup2  WWoump3  Wourps  Woures @ watchi  bellocaks ) st

06450000 6C F9 DOD9 OA EE E A0 |32 AS C8 97 ub!
06450010 EC 6C CO 2AE3 39 EE C€C 7F 71 51 1"‘ i 0 1
48 9C B6 27 |ES 18 26

o
00197574 (00223000
0019F575| 00223000
0019F5 ( 0077005‘

AEAAES | Tasbhés nasEanss

Figure 97

LockBit stores the session ECC public key in the “HKCU\Software\2ED873D4E5389C\Public”
registry value:

-8 | 004A0ACE 6A 20 push 20~ ABLAMO:3: AEMPLY).; I XBTIML ) (MY )
® | 0D04A0ADO 68 A0 88 4F 00 push lockbit.4F88A0
o] 00420205 6A 03 push 3 x87statusword 0000
. push 0 XB7SW_B 0 xB87SW.C3 0 x87Sw.C2 O
. lea eax,dword ptr ss:febp-scl [ebp-5C] X87SW.C1 0 Xx87SW.CO O XxB87SW.ES O
. push eax eax:&"o X87SW_SF O X87SW P 0 Xx87Sw U O
. push dword ptr ss:febp-3C vl
4 o . | —
> |Defout(etdeal) ~|[s 1207 unlock
= R esp+4] 0019FA94 &"0 setlinejoin\r\n"
espe+s.
. TEXT:004A0AED 10CKDIT. exe: SAOAED #9FEED :: 10; moouwg Tockbit.004F88A0

&mt lllounoz $oump3  Yoump4  FNDumpS

XS 27 53 28/€9 0O FO C3 6 F4 FC 45 ¥ SrE0DES", 70N |

WF‘W ai B3 08 74
SF 25 A8[37 DS DC D7 |48 50 C5 86|71 DA DS 3E|U_% 70UxKPA.qUO>.

004F8880 D

Figure 98

Figure 99 reveals both registry values with their content:

G _CURRENT,
v | Software A1l Name Type Data
¥ IO Scbe Scfm ) Defoult) REG ST (value not set)
2EDBTIOESI9C
e 6 Private REG_BINARY 246¢19.00 89 00 ee €1 cf 5265 80 32 85 €8 97 ec b <0 28 €3 39 ee b Oc 681 29.cc 7 71 51 2b S b6 27 65 ..
4 foesd 4 Public REG_BINARY 952753 2b €3 3010 <3 24113 Ob 74 66 #4fc 4b da 5 25 88 37 d8 dc 47.4b 50 <5 36 71 da d5 3e

Figure 99

The malware uses I/O completion ports to improve the encryption speed. It creates an /O
completion object by «calling the NtCreateloCompletion  API (OX1FO003 =
IO_COMPLETION_ALL_ACCESS):

push eax ~
sh O x87statusword 0000

X87SW_B O X87SW.C3 O XB7SW.C2 ©
X87SW_C1 O X87SW.CO 0 X87SW.ES O
X87SW_SF O _X87SW P 0 Xx87SWU O
j XS oWs £

< El0uks

push 1F0003
pusha":c;m: 4E2520 - ]
mov. r ptr ds: [(4F8898] , cax
Tockbit s .

. Text:004A0019 Tockbit.exe:$AOD19 #A0119
Soump!  Woump2  $WDump3

Ieellocals 47 Struct

@ watch 1

Figure 100

The binary creates 2 (# of processors/cores) that will handle the files encryption:
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push ecx
h O xg7statusword 0000
X87SW_8 O Xx87SW. C3 0 x87SwC2 O

pus|

push dword ptr ss:l::p—u'

push dword ptr ss: P~ 1C| X87SW_C1 0 x87SW.CO O xB87SW_ES O
push 0 X87SW,_SF 0 x87: P 0 x87SWU 0O

push 0 e ———— i
5 2] unoas

;i R
0049E730 lockbit.0049E730
00000000

Figure 101

The thread affinity mask is set to 1 via a function call to ZwSetIinformationThread (Ox4 =
ThreadAffinityMask):

XB/3TATUSWOT G UULY

X87SW_8 O Xx87SW.C3 0 x87SW.C2 ©
X87SW_C1 O Xx87SW.CO O XS87SW_ES O
X87SW_SF 0 x87SW. P O Xx87SW_U

— 'A}

Figure 102

GetlogicalDrives is used to retrieve the available disk drives:

.Text:004SBESE lockbit.exe: $SBESE #SB28E

| y— lha o~ i e e M. eres Do

Figure 103

The malicious binary determines the disk drive type using the GetDriveTypeW routine:

Figure 104

The process is looking for type 2 (DRIVE_REMOVABLE), type 3 (DRIVE_FIXED) and type ©
(DRIVE_RAMDISK) drives:

L ! F A RS Www.LIFARS.com | 27

Scorecard company

https://t.meﬁgg?ningnets



.text:@e45BFF2

.text:@@45BFF2 loc_45BFF2:

.text:0045BFF2 lea ecx, [ebp+var_2C]
.text:@@45BFFS5 push ecx

.text:0845BFF6 call eax ; dword_4F@86C

.text:@@45BFF8 cmp eax, 3
.text:@@45BFFB jz short loc_45CeeB
f_J =
s
.text:0045BFFD cmp eax, 2
.text:0045C000 jz short loc_45CeeB
1

y
) =]
.text:0045C002 cmp eax, 6
.text:0045C005 jnz loc_45C246

Yyvy

.text:@e45C008
.text:0@45C008 loc_45C0eB:

.text:0045C00B mov ecx, 1Eh
.text:0045C010 call sub_4BABA@
.text:8e45C015 mov [ebp+var_20], eax
.text:0045C018 test eax, eax
.text:0@45C01A jz loc_45C330

Figure 105

For each targeted drive, the malware creates a new thread that will traverse it and locate all files
selected for encryption:

pusn ecx
sh (

x§75tatusword 0000
[ebp-18] XS7SW_B O X87SW.C3 O X87SW.C2 O
X87SW, c1 0 X87SW.CO O X87SW_ES O
0 X87SWU O

Dush Mrd ptr
push dword ptr
push o

lpush 0

cal eax

v |[s 1¢]0] urlock

.TEXT:004BAT4A ToCkDIT.exe: $BAT4A #B9B4A

WWoup1  Woump2 WWDump3  WNDump4  $HDumps @ watchi  Ixellocals & Stt 0T 00000000
Address | Hex |ascix I ] ~ | o3okoes
06700000 JiSA! 00 3A 00[5C 00 00 00|00 00 00 00[00 00 00 00|Z.2.\eeecsrnones | 0O019F9FS
06700010{00 00 00 Juu)) 00 00 nru)u 00 00 urJ|)u 00 00 uu- ................ | ‘

Figure 106

Thread activity - sub_45C960 function

The file compares the drive name with the tsclient (Terminal Server Client) share:

FF 75 08 | push dword ptr ssiffeb [ebp+8]: H X87SW_C1 0 x87SW.CO O XxB7SW_ES O
8D 4C 24 SO | 1ea ecx,dword ptr s W.SF O X87SW P 0 XxB7SW.U 0
51 ush ecx ecx: == —
[ FF DO { 1 eax leax: ‘l!t? | efa it (stdcal) vls = Unlod
Eax=<Kerne132. 15TrcnpiWs (76ATEAFD) 2: 06850000 L2211
3: [esp+8] 0045C960 'lockbn 0045€960
- 4: esp+C] 0045C960 10CKD1T.0045C960
. TEXT:0045CBFC 1ockbit. exe: SSCBFC #SBFFC S: [(esp+10] 06850000 L“Z:\\"
= 0
@4 Dump 1 $iouro3  WWDumpd  WWDumpSs @ warch1  Ieellocs Y stuct CIEERER 06997Ass LIy \\EscTient
45008 FF 75 08 | push dword ptr ss:febp+sy {ebp+8]: | X87SW_C1 0 X87SW_CO O X87SW_ES O
8D 8C 24 ES 00 00 00 Hea ecx,dword ptr s:Ees:vE;! X87SW_SF 0 X87SW_P O XxB87SW U O
51 push ecx ———eey == ——
T FF DO | ealt eax lm.lstn"\mwm ~ [_‘s 2100 unlod
| > <2
B | — nal services"
eax=<kernel32.1strcmpiw> (76A76aF0) 13 06830000 L5 A\ o
il s b aas
4 4 1 4 0
.Text:004500C3 lockbit.exe: $SDOC3 #5C4C3 S3 :::ﬂm osgsoooo gc \‘
¢S 0ump 1 $S0ump2 $HDump3 % Dump 4 %5 Dump 5 '!'wmn 1 lx~liocals 22’ Struct 0699FAG4S | 06850000 L-z_\\- ha e

Figure 107

The CreateFileW function is utilized to create a file called “2ED873D4.lock” (0xCOO0O0000
GENERIC_READ | GENERIC_WRITE, Ox1 = CREATE_NEW, 0x04000100 =
FILE_FLAG_DELETE_ON_CLOSE | FILE_ATTRIBUTE_TEMPORARY):
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00 push 0 AosIm_e 3 LEmps, AosIm_3 3 \EmpLyy
00 01 00 04 push looomn X87TW_6 3 (Empty) X87TW_7 3 (Empty)
o1

00 push o xg7statusword 0000

00 X87SW_B 0 x87SW.C3 0 x87Sw.C2 O
00 00 00 CO ?u:h couooooo X87SW.C1 0 xuﬁ €0 0 X87SW.ES 0
8C 24 20 03 00 00 el eu Mrd ptr ss:fespr3zol) X87: F S 0 x87SwWw.Uu 0

>[5 12100 unlock

L TexXT:004508F3 Tockbit.exe:$508F3 #5CCF3
WWoump2 WHoump3  WWoumps  Youms @ wanhi

ellocals ) Stuct

Figure 108

SHEmMptyRecycleBinW is used to empty the Recycle Bin on the drive (0x7 =
SHERB_NOCONFIRMATION | SHERB_NOPROGRESSUI | SHERB_NOSOUND):

push 7 2
pusl;: dword ptr ss:febp+a)
push O

XBYMIO X87SW_CO O xB7SW_ES O
0 X87SW 0 _XxB7SW .U O

v [s 1100 unos

06850000 L"Z:\\"
00000007

1T,
. text:004SDAEE lockbit.exe: SSDAEE WSCEEE esp+10’ %i&%’%::ﬁ?!%&m

Woump1  $hoump2  PDurp3  WNDumps  WNDumpS @ watch:  Irellocals ) st

Figure 109

The executable retrieves information about the total amount of space and the total amount of
free space on the drive by calling the GetDiskFreeSpaceW and GetDiskFreeSpaceExW APIs:

o 1m_

sh ecx Ao M3 3 \EmpLy s
g:a ecx,dword ptr ss:fesps1ecy "7“’ 63 (Emty) X87TW_7 3 (Empty)

ecx
n eu mrd ptr ss:fesp+38) x87statusword 0000
push e X87SW_8 O Xx87SW.C3 0 Xx87SWC2 O
Tea «x.mrd ptr ss:fespri7s) X87SW.C1 O X87SW.CO O X87SW_ES O
push 0 x87SWw U 0

v [s_ 12300 unlod

51
8D 8C 24 &C 01 00 00

1
8D 4C 24 38

1
8D 8C 24 78 01 00 00

sessssese

0699FBD4
0699FA98
.TexXT:00450C74 lockbit.exe: $5DC74 #50074 esp+10] o;:;;;‘:coc

Woup1  $Moump2  $SDump3  UOump4 ) watch1  Ixellocals 7 Struct

Figure 110

‘“ eu' 4 preiseNespced x:;g:;us:ord”“_c; 0 x87SW.C2 0

X X X

X8TSWC1 0 X87SWCO O XS7SWES O
F 0 x87SW_U__ 0

¥ (s 1] [] unlock

1
8D 8C 24 78 01 00 00
51

75 08

‘Iu e:x o-ord ptr ss:fespr175)
push ecx d

. Text:0045D0ED lockbit.exe: $SDDED #5D1ED
$0ump!  $Moump2 WMDump3 WWDump4  EW0umps M watch1  bellocals 4 Struct

Figure 111

The user interface language for the current thread is set to “English - United States”

ODQSC"O lockbit. 00‘5(9‘0

0045C960 Tockbit.0045C960
"Z:\\"

@ .

Figure 112

The numeric values extracted above are converted into a string that represents the size values in
bytes, kilobytes, megabytes, or gigabytes, depending on their size:
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Figure 113

The drive name and the information regarding its
SendMessageW.

The FindFirstFileExW API is utilized to enumerate the drive:

5 lpush eax ica\:;":: Y
FF D1 call ecx e:x.Fin)ﬂ Default

: lesp+d

esp+8’
es,
Pl

"

(stdeal)
I (e8] 06396040 LTIV

2

3 . 6A 64 | push 64
H . 50 | push eax x87Statusword 0000
i . 88 44 24 |mov eax,dword ptr ss:fesp4cl X87SW_B O X87SW.C3 0 X87SW.C2 O
' . 18 84 24 64 01 00 00 | sbb eax,dword ptr ss:fesp+164] X87SW_C1 O Xx87SwW_CO O X87SW_ES O
' . 50 | push eax X87SW_SF O Xx87SW_P 0 x87SW U 0O
' . 51 "push ecx 9 = = - ——
ag— = —
o> FF D2 call edx ledx str)& Defauit (stdcal) ~1[s Z]0uked
B rrpomrap > - 1: [es 180AB000
| edx=<shlwapi, StrFormatBytesizew> (75FD4CE0) i 2: esgu 00000000
E espvsi 0699FCAS
4 00000064
.Text:0045E1E9 lockbit.exe:$5ELED #5DSEY 5 ::s:cm] 0045(250 Tockbit.0045C960
$Wourp1 Hoump2  §MDump3  UHoump4  Houmps Wwatchi  Iellecals P stuct
Address | Hex |Asc1x | Ia‘l
0699FBEO 34 00 36 00]36 00 20 00/4D 00 42 0000 00 S5 02/4.6.6. .M.8...U.| I

size are sent to the hidden window via

00 n A i ey AW S v sy
: 00 :::" X87TW_6 3 (Empty) XxS7TW_? 3 (Empty)
6A 00 push 0
8D 85 04 F7 FF FF lea eax,dword ptr ss:febp-src) x§7statusword 0000
50 push eax eax:L"Z: X87SW_B O x87SW.C3 O x87Sw.C2 O
6A 00 push 0 X87SW_C1 O Xx87SW.CO O X87SW_ES O
80 85 E4 F2 FF FF lea eax,dword ptr ss:febp-D1c) | X87SW_SF O Xx87SW,.P O X87SW.U O

0 —

v [5 12100 unock

00000000
0699F160
00000000
0] 00000000

_ . 5 At
WWoump1  YWoump2 Hoump3  WDump4  UMoumps @ watch1  Irellocals 4 stuct By osamnan ANANY
JAscTx I [~ faesee0a0
0699ED40 |SAI 00 3A 00|5C 00 5C 00|2A 0O 00 00|00 0O 00 00| Z?e\a\e®ernrrnn zm”ﬂ’g: s
e IE050] 99/99:190:00]29,99./00:90] 900000901 00:90,190: 90 sar s Seae i iaey ‘ 0€99ED2C | 00000000

Figure 114

The following directories will be skipped:

system volume information

o
e windows photo viewer
¢ windows powershell

e internet explorer

e windows security

¢ windows defender

e microsoft shared

e application data

e windows journal

e $recycle.bin

e $windows~bt

¢ windows.old

The files enumeration is continued via a function call to FindNextFileW:
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push eax | X87SW_SF O X87SW_P 0 x87Sw U o

= i T I 5 T

e - — 1: [esp] 0255C4A0
12: lespes] 0699F160
13: [esp+8] 87DSF568 v
4: [esp+C] 7GAETAFC “GetCurrentThreadI
.Text: 00461298 lockbit.exe:$61298 #60698 | €5p+10] 75CF0000 - <useg32 Ordinal2e64s>

Woump1  YNoump2  $MDump3  UNDump4  ¥Soumps @ watchi  Iellocas P Stuct

Figure 115

File extensions are extracted using the PathFindExtensionW routine:

56 | push esi
FF DO 1Ea11 eax

eax=<shiwapi.PathFindExtensionw> (75FC3E60)

esp] 0699F18C L"2«
espr4] B7DSFS68
esp+8] 7GAE7AFC "GetCurrentThreadId”

75CF0000 <user32.0rdinal2648>
. TeXT:0046007F 10ckbit.exe: $6007F #5F47F SHene

eds73d4. Tock™

[y e e e e T e @ .

Figure 116

The binary is looking for a “lockbit” file that would suggest the targeted file has already been
encrypted:

«RtipospPat!

push 0 X87STatuswora 0000
H \ ) push O X87SW_B O Xx87Sw.C3 0O x87Sw.C2 O
H ) 2 push eax eax: R(1Dl X87SW_C1 0 x87SW.CO O X87SW_ES O
. 53 push ebx ebx:L"Z: _X87SW_SF O _x87SW.P O Xx87SWU O
H ' L3 7 11 le:’:‘kbﬂ.ussm e e iy
t Do < = IRT -
B > | Default (stdcal) >[5 1207 unlock
0 v - 2 C ockbit™
eax=<nt
. TeXT:004A0EAS Tockbit.exe: SADEAY #A02A9

$oump:  $Hoump2 NDump3  WDump4  UNoumps @ watchi  ellocals Y Stuct
Address | Hex |AscIr 1

Figure 117

ZwCreateFile is utilized to open the targeted file (0x1I0003 = FILE_READ_DATA |
FILE_WRITE_DATA | DELETE, 0x80 = FILE_ATTRIBUTE_NORMAL, Ox1 = FILE_OPEN, Ox48 =
FILE_NON_DIRECTORY_FILE | FILE_NO_INTERMEDIATE_BUFFERING):

' . 6A 00 push 0

' . 6A 00 push 0 = GS 0028 FS 0053

' . FF 75 DC push dword ptr ss: iehp ;4! €S 0028 DS 0028

H . €7 46 48 01 00 00 00 mov dword ptr ds:[esi+s8],1 €S 0023 §§ 0028

i o 8D 46 34 Jea eax,dword ptr ds:[esi+ ,.] eax:Zwer:

s b g:;a -~ X87r0 00000000000000000000 STO Empty 0.000000000¢

T €880 00 00 00 push 50 X87r1 00000000000000000000 ST1 EmpTy 0.000000000¢

i e B9 FO FF 00 00 moV ecx,FFEQ X87r2 00000000000000000000 ST2 Empty 0.000000000¢

il 80 SE 30 Tea ebx,dword ptr ds:(esi+30] X87r3 00000000000000000000 ST3 Empty 0.000000000¢

HEY 66 01 08 add word ptr d, feax],cx eax:Zwer X87r4 00000000000000000000 ST4 EmpTy 0.000000000¢

I e OF 57 CO xorps xm.xmo X87rS 00000000000000000000 STS Empty 0.000000000¢

' . 89 85 70 FD FF FF mov dword ptr ss:febp-290],eax r X87r6 00000000000000000000 STE6 Empty 0.000000000¢

i :o 85 AC FD FF FF 1eahea; ydword ptr ss:febp-25 4] x87r7 00000000000000000000 ST7 Empty 0.000000000¢

ie A 00 push 0

[ . 50 push eax eax:Zwlr: x87Tagword FFEF

i . 8D 85 68 FD FF FF lea eax,dword :r ss:flebp 53 eax:Zwir: Ty

t o €7 85 68 FD FF FF 18 00 0O mov dword ptr zs5:febp- :9>!.. ::;wg ; f:x"m ’(:71'\'-; ; ng?’;

I e 50 push eax eax:zwer: - PTYY: A7V =Ty

' e 68 03 00 01 00 push 10003 X87TW_4 3 (Empty)  x87TW.S 3 (Empty)

! . 53 push ebx X87TW_6 3 (Empty) X87TW_7 3 (Empty)

' . C7 85 6C FD FF FF 00 00 0O mov dword ptr L

HE— C7 85 74 FD FF FF 40 00 00/mov dword ptr 40: '8’ x87statusword 0000

i . €7 85 78 FD FF FF 00 00 O mov dword ptr X87SW_B O Xx87SW.C3 0 x87SWC2 O

H . C7 85 7C FD FF FF 00 00 OCIMOV dword Dtr X87SW.C1 0 x87SW.CO O x87SW_ES O

} e 66 OF 13 85 AC FD FF FF 1pd qwos tr Ss: Ecba 2543, xmmo SF O X87SW,.P O X87SW.U O

i elo ES 00 41 F7 FF ln‘k}m ’|a<kb1t 415040 v [ ———
I FE eax 12vce R

Ba = S Y | pufagit (stckat) <15 2]00 oo
P S — 7 fes|
eaxw=<ntdll.ZwCreateriles> (7704ECDO)

esp+8] 0699EASS

p] 06AAD030
esp+4] 00010003
06!

+TEXT:004A0F40 Tockbit. exe: SAOF40 #A0340

Woump1  $ouwmp2 WDuwmp3  WDumps  WEDumps @ warchi  Iellocals ) Stuct

Hex |Asc1x 1
0699EACC JOf 00 00 00}00 00 00 00|00 00 00 00|00 00 00 ')f)\ Mecevesacnsannne |
06 E.C.Y.uon

. B. I.N. .o

99EADC |00 00 24 00(32 00 45 0043 00 59 00/13 01 00 12
E

4E.00 AC 74/
0699EAFC | OC 61 02 77 /D8 £8 99 06 /30 £8. 93 06 30 £8 9906/ .
0699€80C |55 €8 99 0674 62 02 77|00 00 00 00|00 09700 00
0699€81C |F2 00 00 00|05 02 00 00|
0699E82C | OE 00 00 00|44 ED 99 06|EE 00 00 00|5C oa 00 00| ...

Figure 118

The targeted file is bound to the I/O completion port created earlier via a function call to
NtSetInformationFile (OX1E = FileCompletioninformation):
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004A1061 push 1 R T YN ST T o = S Y
B onsrd ptr ss:febp- ’scl.en eax:Ntse "';“'—i 3 (Empty) ".;7'-3 3 (empty)
lea eax,dword ptr ss:febp-25C) eax:NtSe X87TW_4 3 (Empty) X87TW_5 3 (Empty)
ah & X87TW_6 3 (Empty) X87TW_7 3 (Empty)

sh eax eax:NtSe
ea eax,dword ptr_ss:febp-25 eax:NtSe x87Statusword 0000

mov mu ptr ss: lebp-‘ssl.e:! X87SW_B O x87SW.C3 0O x87SwC2 O
push e eax:Ntse X87SW.C1 0 Xx87SW.CO O Xx87SW_ES O
sush gword ptr 693£ebx] SF O _X87SWP O Xx87SWu O
- Tockbit.415 =

004A1081

Sescssssnes

.Text: 00441086 Tockbit.exe: $A1086 #A0486
$Woumo!  @oump2 WSoump3  Yoump4

iedlocals ) Struct

WWourps @ watch 1

Figure 119

The NtQuerylnformationFile routine is used to query file information (0Ox5 =
FileStandardinformation):

AB/IW_B 3 (EMPLY)  RS/IM_/ 3 \EWPLY)

004A10F8
004AL0FD
004AL0FF
00441100
004A1106
004A1107
004A11039

push 5

push 18

ush eax 3 ] x”ﬂltusnrd 0000

ea eax,mrd ptr ss:febp-288) 87SW_B O Xx87SW.C3 O Xx87SwW.C2 O

WS: d ds: [ebx) Xl7wlo X87SW.CO O XB7SW_ES O

push dword ptr ds:[ebx X87SW_SF O X87SW_P 0 x87SWw.V O
Tockbit. 4133C0 E

0
8D 85 48 FD FF FF
0

33
B2 22 F7 FF

esped] O699EAES
esp+8! 0699EA3S
esp+Cl 00000018
€5p+10] 00000005

. TeXT:004A110E lockbit.exe: SAL10E #A0SOE
$oump1  Hoump2  $Woump3 WWDump4

Iellocals P Struct

Woumps @ watch1

Figure 120

NtSetinformationFile is utilized to set end-of-file information for the file (Ox14 =
FileEndOfFileInformation):

004A119F 6A 14 :::h 14 - b,
00441141 13 €2 eax, edx SAXINTSE | xg7r0 00000000000000000000 STO EmTy 0.000000000¢
Y 2359 02 Sk wck,d X87r1 00000000000000000000 ST Empty 0.000000000¢

h
004A11A8 eax, edx eax:NrSe | X87r2 00000000000000000000 ST2 Empty 0.000000000¢
004A11AA and ecx,dword ptr ss:febp-3 X87r3 00000000000000000000 ST3 Empty 0.000000000¢
004A11AD 5 DC and eax, M(d ptr ss:febp-2 eax:NtSe Xx87r4 00000000000000000000 ST4 Empty 0.000000000¢
004A1180 edi X87rS 00000000000000000000 STS Empty 0.000000000¢

004A1186 mrd ptr ds:[esiv44],eax eax:NtSe! X87r6 00000000000000000000 STE6 Empty 0.000000000¢
004A1189 | x87r7 00000000000000000000 ST7 ty 0.000000000¢
00441188 Mrd pt; ds: [es1240], ecx £eBEY.

004A118E X, dword ptr 55 x87Tagword FFFF

gg::::s: 3 70 & Oo:f prr ss: l“o S:l X87TW.0 3 (Empty) x87TW.l 3 (Empty)

004A11C6 ss:febp-265], edi X87TW_2 3 (Empty)  X87TW_3 3 (Empty)

004A11CC > sax:ntse | X87TW_4 3 (Empty)  x87TW_S 3 (Empty)

004A11CE dword ptr ss:febp-265] eax:Ntse | X87TW.6 3 (Empty) X87TW.7 3 (Empty)

004A11D4 h eax:Ntse
004A11DS ptr_ss:febp-2coj eax:NtSe x87Statusword 0000

004A11D8 s5:febp-264F, edx X87SW_B O Xx87SW.C3 O X87SW.C2 O
004A1IEL eax:NTSe X87SW.C1 O X87SW.CO O X87SW_ES 0O
004A11E2 3 P mrﬂ pTr ds: [ebx] F O X87SW_P 0 X87SW.U 0
004AL1ES 'Iockbit 415130 ==

.TexXT:004A11E9 lockbit.exe:SA11E9 #AOSED
¥Woump1  $Moump2 NMDump3  oump4  UMoums @watchi  Iellocas P stuct

00 0000 00 00 00|00 00 00 00]8C 03 00

Figure 121
The following extensions list has been found:
e rar""zip"".ckp""db3"".dbf"".dbc" ".dbs" ".dbt" ".dbv" ".frm" ".mdf"
e "mrg"".mwb"".myd"".ndf"".qgry" ".sdb" ".sdf" ".sqgl" ".tmd" ".wdb" ".bz2"
o "tgz""lzo"".db"".7z" "sqglite" ".accdb" "sqglite3" ".sqglitedb" ".db-shm"

e "db-wal"".dacpac"".zipx"".Izma"

LockBit only encrypts the first 4KB of the file. It uses the ZwReadFile API in order to read 0x1000
(4096) bytes:
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® ] 003a2086 6A 00 ?u sh 0

o | 00442088 su; 47 F4 n eax,dword ptr ds:(edi-C] eax:xe. x87Tagword FFFF

o ] 00442088 eax eax: e 7TW,

o | 004a208C FF 37 gush dword ptr ds.[ed ] ::;&g ; E:”:y; ::n\l_; ; g::ty;
o | 004a208E 8D 47 DS ea eax,dword ptr ds.(ed‘ 28] eax:ZuRe. A mpLy. Ty
o 004azoc1 FF 77 FC push dword ptr ds.[ed X87TW_4 3 (Empty) X87TW_S 3 (Empty)
ol cosazocs 50 ch eax X87TW_6 3 (Empty) Xx87TW_7 3 (Empty)
o | 004a20Cs 8D 47 D4 ea eax,dword ptr ds:[edi-2C) 3

o | 0osazocs 50 push eax :n me. x87Statusword 0000

o 00sa20¢9 6A 00 push o X87SW_B O X87SW.C3 O X87SW.C2 O
e J004a20CE 6A 00 push O X87SW_C1 0 Xx87SW.CO O X87SW_ES O
o | 0044200 FF 76 30 push dword ptr ds: [es\ozo] X87SW_SF O X87SW_P O X87SW_U 0O
e | 00442000 ES 4B 31 F7 FF 'lockMt 41522 E .

. ;

< Iig’:"““l

. Text:004A2005 Tockbit.exe: SA2005 #A14DS

WWoup1  $Woump2  @WDump3  WHDump4  WSoumps @ watchi  Iellocals ) stuct

Bl 00 00 00j00 00 00 00|00 00 00 00{00 00 00 00
00 00 00 00{00 00 00 00|00 00 00 00{00 00 00 00
00 00 00 00|00 00 00 0000 00 00 00|00 00 00 00
00 00 00 0000 00 00 00{00 0O 00 00{00 00 00 00
20000000000020220000000000 0002

Figure 122

The GetFileAttributesW function is used to get file system attributes for the ransom note called
“Restore-My-Files.txt”:

0699EF6A

.Text:004A2606 lockbit.exe: SA26D6 #ALADG

-~ . Taml T asl T ams S P

Figure 123

The ransomware creates the ransom note via a call to ZwCreateFile (0x10003 = FILE_READ_DATA
| FILE_ZWRITE_DATA | DELETE, Ox80 = FILE_ATTRIBUTE_NORMAL, 0x2 = FILE_CREATE, Ox40 =
FILE_NON_DIRECTORY_FILE):

eax:ZwCr: X87TW_2 3 (Empty) xlrnn_s s (Empty)
pusn X87TW_4 3 (Empty) 3 (eEmpty)

® ] 004A27AL 6A 00 pusn o GS 0028 FS 0053
o] 00542743 & 9 €5 0028 DS 0028
€S 0023 0028
:: 02 ss
00
X87r0 00000000000000000000 STO EPTY O.000000000(
€8 80 00 00 00
B8 FO FF 00 00 eax:Zwer: X87r1 00000000000000000000 ST1 Empty 0.000000000¢
C7 46 48 O1 00 00 00 r ds: [051‘48] 1 X87r2 00000000000000000000 ST2 Empty 0.000000000¢
66 01 07 X87r3 00000000000000000000 ST3 EMPTY O.00000000!
8D S5E 30 51+30) X87r4 00000000000000000000 ST4 ty O.
6A X87rS 00000000000000000000 STS Empty 0.000000000¢
SO 85 88 FD FF FF g p p-275% ax:znCr | X87¢6 00000000000000000000 ST EMPTY 0.000000000(
€7 85 50 FD FF FF 18 00 00 ¢5.'Q°ﬂ"3q,13 X87r7 00000000000000000000 ST7 Empty 0.000000000¢
50 =2 . eax:zwer:
8D 85 50 FD FF ptr_ss:febp-26 eax:zwcr. | xsrragword FFEE
785530, FELER_00 00 r ss:febp-24c§,0 X87TW_O 3 (Empty)  Xx87TW_1 3 (Empty)
68
OF S

)

00l mov_dword ptr ss:febp-243l, 40 20:'@" X87TW_6 3 (Empty) "'7“‘-7 3 (Empty)
push ebx
mov

Nnawn
W

xl7stntusword
0 x87SW.C3 0 x87Sw.C2 ©O

004, 09 64 00 l' 5 jebp- 2 5C] K.’Ml 0 x87SW_CO O Xx87SW_ES O
004A2513 66 88 movipd qwor X87SW_SF O X87SW_P 0 Xx87SW.U O
0042818 15040 e

. TexT:004A2820 Jockbit.exe: SA2820 #A1C20
$oump1 g% pump2 Woumps @ watch1  Ix-llocals & Struct

Figure 124

The ransom note is bound to the I/O completion port previously created via a function call to
NtSetinformationFile (OX1E = FileCompletioninformation):

push Xe7TW_2 3 (Empty) x87Tw.3 3 (Empty)
By dword per saillebp:2r0; eax eax:NTse: Y

2985 Tea eu.o::grd .§ 3 eb:'iml eax:Ntse | X87TW_4 3 (Empty)  x87TW.S 3 (Empty)
0042988 push & X87TW_6 3 (Empty) X87TW_7 3 (Empty)
00442980 push eax eax:NtSe'
004A298E lea eax,dword ptr_ss:febp-275) eax:NtSe x875tatusword 0000
00442994 mov. Mrd ptr ss:febp-26C),es7 X87SW_B O Xx87SW.C3 0 Xx87SWC2 O
00442994 push e: eax:NtSe | X87SW.C1 O X87SW.CO O X87SW_ES O
00442998 33 push mm ptr sebx] X87SW_SF O X87SW_P 0 x87SWw.VU 0
00442950 ES 'lebit.lﬂii

00442970 1E
004A297F 5

[s 2] 0] unioct

. TeXT:004A29A2 TockDIT.exe: SA29A2 #AIDA2
l!m-w ¥Woup2 $Woump3  oumps  SWoumps @ weti  Iellecs P stuct

03 00 00|90 00 AC 06
o‘”u:oooooooooacosoooo

Figure 125
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The note is populated using the ZwWriteFile routine:

o] 004A2A88 6A 00 push 0 X8/T'3 UDUUUUUUUUUUUUUUDUUU 315 ERPTY U. UUUUOUUUUS
o | 004A2ABA €7 46 2C 00 00 00 00 mov dword ptr ds:[esi+2C],0 X87r4 00000000000000000000 ST Empty 0.000000000¢
o] 004a24c1 3 push ecx X87r5 00000000000000000000 STS EmpTy 0.000000000¢
o | 00442AC2 89 42 2C mov dword ptr ds:[edx+2C],eax eax:Zwnr | X87r6 00000000000000000000 ST6 Empty 0.000000000¢(
o | 004A2ACS mov eax,dword ptr ds:[4F8C78) eax;Zwwr | x87r7 00000000000000000000 ST7 Empty 0.000000000¢
o 00sa24cA & A eax:2war
. oo:ns»\(q W3 x87Tagword FFFF
o 064a2405 s 2 X87TW_O 3 (Empty) X87TW_1 3 (Empty)
4 boprer e o St e X87TW_2 3 (Empty) X87TW_3 3 (Empty)
o] 004a2aE3 50 s X87TW_4 3 (Empty) X87TW_5 3 (Empty)
o | 004A2AE4 : X87TW_6 3 (Empty) X87TW_7 3 (Empty)
o | 0044247 50
. x87Sstatusword 0000
. X87SW_B O Xx87SW.C3 O X87SW.C2 O
. 0 X87SW.C1 0 Xx87SW.CO O X87SW.ES O
. push dword ptr ds:gebx] X87SW_SF O Xx87SW_P 0 X87SW_ U 0
. Tockbit. 41531 —
. . | m——
— Defoult (stdcal) -

nd _encrypt
65 20 64 61[74 61 20 77|69 6C 6 20|62 65 20 70
alae 23 2- 2aliS 22 20 ZL13A ec 22 SAldt L2 5 LaAllaaioniian

Figure 126

The “lock” file created earlier is deleted after the drive enumeration is complete:

o | oo4secor
N oo+

+Text:0045E610 Tockbit.exe:SSEGL0 #5DA10

A Ml A dllia o~ AL e M. s Do

Figure 127

The content of the ransom note is displayed below:

et

L LockBit 2.0 Ransomware

2

3 Your data are stolen and encrypted

4 The data will be published on TOR website http://lockbi €vxSTtleeq) ) S ykyd.onion and https://bigblog.at if you do not pay the ransom
5 You can contact us and decrypt one file for free on these TOR sites

€ htep://lockbi yTkwéwllygmiyhvany3352jayid.onien
7 heop://lockbi 7fqoscéidimsfleudkaik2did.onion
& OR

9 hetps://decoding.at

10

11 Decryption ID: 2EDS873D43FESDD38AS27532BESDOFOCY

Figure 128

The main thread sends the "Scan done, waiting handles..." message to the hidden window.

Thread activity - sub_497060 function

The malware retrieves the locally unique identifier (LUID) for the SeDebugPrivilege privilege

using the LookupPrivilegeValueA routine:

0048ECD1 gush ecx

0048EC02 ea ecx,dword ptr ss:febp-41J
0048ECDS h ecx

0048ECDE push o

0824F7FF "SeDebugPrivilege”
08247820

. TexT:004BECDS lockbit.exe: SBECDS #BECOS e: 10 w;g:go]ggz:;&?m;%go

WWoump! YHoump2 Hoump3  WNDump4  WSoumps @ watchi  frellocals 7 Stuct

XB7SW_B O XS7SW.C3 O Xx87Sw.C2 0
X87SW_C1 O Xx87SW.CO O Xx87SW_ES 0O
X87SW_SF O Xx87SW_P 0 X87SWU O

Figure 129

The privileges of the access token are adjusted to include the SeDebugPrivilege privilege via a

function call to ZwAdjustPrivilegesToken:
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OD4BEDEF push 0 R i R T
004BEDF1 push 0
0048EDF3 ?"‘h 10 x87Statusword 0000
004BEDFS ea ecx,dword ptr ss:febp-303 XB7SW_B O Xx87SW.C3 0 x87SW.C2 O
push ecx X87SW_C1 0 Xx87SW.CO O X87SW_ES O
X87SW_SF O _Xx87SW_P O X87SW.U 0O

-

.Text:004BEDFE lockbit.exe: $BEDFE #BELFE

Wourp2  HDump3 UWDump4

Woumps @ watcht  beliocas st

Figure 130

OpenSCManagerA is used to establish a connection to the service control manager and to open
the service control manager database (OxFOO3F = SC_MANAGER_ALL_ACCESS):

push FOO3F XB7SW.C1 0 X87SW.CO O XB7SW_ES O
push o X87SW_SF O X87SW_P O X87TSW_U

,,,,,, vy
00 ;gg:: 10Ckbit. 00497060

4 .
. Text:004974EF Jockbit.exe: $I74EF #968EF I P+10] 00497060 g:tkbst-oal97050

WWoup1  HDoump2  WHDump3  WWDumpd  Weoumps BB watch1  Ieellocals ) Stuct

Figure 131

A targeted service is  opened using the  OpenServiceA  API (Ox2c =
SC_MANAGER_MODIFY_BOOT_CONFIG | SC_MANAGER_LOCK |
SC_MANAGER_ENUMERATE_SERVICE):

00497580
00497582

push 2C X8TSW.C1 0 X87SW.CO O X87SW.ES O
Wﬂ‘: ﬁbord ptr ds:[ecx+esi=4] XB7TSW_SF O X87SW_P O X87SW.U 0
push ebx €

: fespr4] 05600000 “wrapper”

esp+8] 0000002C 1 1
.Text: 00497586 Jockbit.exe:$97586 #96986 “M w;?;gﬂ g;::b:;mz;gggﬂ

Wowp1 Eoump2  $Woump3 Ixellocals & Stct

$oumo4  WWoumps @ watch1

Figure 132

QueryServiceStatusEx is used to extract the current status of the service:

50
6A 24
38024050!0000

sh eax
p“sh 24 x87s5tatusword 0000

ca eax, ,dword ptr ss:fesp+308] X87SW_8 0 X87SW.C3 O X87SW.C2

X87SW_C1 0 x87SW.CO O x87SW_ES 0
xl7ﬂ.SF o X‘7w 0  x87SW_U 0
= :

~ s 12]0] unock

+TEXT:00497503 Tockbit.exe:$97503 #96903
Wourp2 oump3  $HDump4

4% Dump 5

Figure 133

The EnumDependentServicesA routine is utilized to retrieve the name and status of each service
that depends on the targeted service (see figure 134). These services will be stopped as well (Ox1
= SERVICE_ACTIVE):

AS/IW_® 3 \EWPLY) XS/ IW_/ 3 \EWPLY)

00494466 51 gush ecx
00494467 ea ecx,dword ptr ss:febp-23)
00494464 51 sh ecx
00494468

KB7$‘I!U$U°P¢

875W_8 O XxB87SW.C3 O x87Sw.C2 O
xl7*_€1 0 xB87SW.CO O x87SW_ES O
X87SW_SF 0 X87SW.P 0 X87SW.U 0

Default (stdcal) v 5200 udock
[2: [esp+s] 00000001

esp+8] 00000000
< TEXT:0049A474 Tockbit.exe:$94474 #99574 esOSF

lﬁm: Wourp2 UWDump3  YSoumpd  Whoumes @ warchi  Iellocas ) st

0049A46D
D049A46F 6A 01
0043A4 FF 75 F4

WSKCD ‘5 F8 88|55 FC 88 45|1C 8B 40 24/03 C8 03 C3
0049ACDO| OF 87 04 50|88 04 81 03|C3 EI 80 F7|FF FF 88 45|.

Anzasren

Figure 134
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Every chosen service is stopped by calling the ControlService function (0Ox1 =
SERVICE_CONTROL_STOP):

X87SW.C1 O Xx87SW.CO O Xx87SW_ES O
x7ﬂ_$‘ o xl? 0O X87SW U O

-

4 01
0643FB48 Ty .
+Text:00497AC9 Tockbit.exe: $97ACY #96ECY €5p+10. °333;%20 ?‘xkb:i%:’go‘go

Wouwmp:  oump2 WNDump3  $HDump4  $NDumS Pellocals 4/ Struct

Figure 135

A confirmation message that the service was successfully stopped is sent to the hidden window:

XE/SW_E U XB/SWLS U XB/ONLZ U
X87SW.C1 O Xx87SW.CO O Xx87SW_ES O
| X87TSW_SF 0 x87SW.P 0 X87SWU O

@ watch1  Iellocals 2 Struct

Figure 136

The ransomware takes a snapshot of all processes in the system (0x2 = TH32CS_SNAPPROCESS):

® ] 0049978E

6a 00
64 02

. Text:004997C2 Tockbit.exe: $997C2 #988C2
Wourp1  @HDump2  WHDump3  YNDumps  @NDumps @ watchi  Ivllocals 2 st

Figure 137

The malicious file retrieves information about the first process from the snapshot via a function
call to Process32First:

o] 00499909 X 2 5 XB7SW_SF O X87SW_P 0 X87SW.U 0
o | 0049990A D p D
® || 4

..... A5
espr4] 0643F600
esp+8] 00791835
esp+C] 0000001C

. Text: 00499900 Tockbit.exe: $99900 #98D00

Woump1  Yoump2 WDump3  WNDump4  WSDumpSs M wacht  lellocals st

Figure 138

Interestingly, the malware removes the extension of the process name (if present) before the
comparison with the targeted list:

-

Figure 139

An example of such a comparison is shown in figure 140.
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FF 34 0A
80 8D 88 FD FF FF
51

sh dword ptr ds:[edx+ecx]
ea ecx,dword ptr ss:febp-2753
push ecx

X87SW.C1 O Xx87SW.CO O Xx87SW_ES O
XB87SW_SF 0 X87SW_P 0 Xx87SWw.U ©
T —————————r—

. Text: 00499028 lockbit.exe: $9902B #99128

Wowp!  WWourp2 WYoump3  Whoumpd  Houmps @ wakhi  iellocas & stct

Figure 140

The process enumeration continues by calling the Process32Next routine:

push ecx
| push ebx

| X7SWSF 0 xS7SMP 0 x87SHU O

~ s &0 wieo

esp+4) 0643F600
espes] 00791835
esp+C]_0000001C
p+1i

. Text: 00494049 Tockbit.exe: SIADAY #994A9

Woump:  YHoump2 WMoump3  $Moumd  WWoums @ warhi  Iellocals 4 stuct

Figure 141

OpenProcess is used to open a targeted process (OXIFFFFF = PROCESS_ALL_ACCESS):

FF B85 C8 FD FF FF
€8 FF FF 1F 00

0049€38¢€
0043E3C4
0049E3C6

push dword ptr ss:febp-235§ X87SW_C1 0 Xx87SW.CO O X87SW_ES O
pus: i‘““ X87SW_SF 0 Xx87SW_P O Xx87SW U 0
pus! o =

. Text:0049E3CB Tockbit.exe: SIE3CB #907CB

$Soump!  oump2 UNDump3  NDump4

4 0ump S Pellocals 4 Struct

@ watch 1

Figure 142

A process is killed by calling the NtTerminateProcess API:

X87SW.C1 O X87SW.CO O X87SW_ES O
X87SW_SF O X87SW_P 0 X87SW_ U O

0] s

pr4] 00000001
DABOISF2
76A60000 kernel32.76A60000

10] 75F80000 shlwapi.75FB0000

.text:0049E308 lockbit.exe: S9E3DB #907D8

Woump1  WWoump2 WWoump3  Woumps  Soumps @ watchi  ellocas ) stuct

Figure 143

LockBit initializes the COM library for apartment threading using the ColnitializeEx function (0x6
= COINIT_APARTMENTTHREADED | COINIT_DISABLE_OLEIDDE):

X87SW_SF 0 XB87SW_P O x875wW_U o
_ .

— —

00000006
00497060 lockbit. 00497060
00497060 10ckbit. 00497060
00000000

. Text:0049810F lockbit.exe: $9810F #9750F

$oump1  $Hoump2  WWDump3  WS0ump4  WHoumps @ wath1  bellocals ) Stuct

Figure 144

The ransomware deletes all volume shadow copies on the system by calling the ShellExecuteEx
function and running the commands shown below:

push_ecx

. Text: 00498890 lockbit.exe: $98890 #97C9%0

R —— e e dla . aba - B T =P .

Figure 145
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0643FAl4
0643FA24
0643FA34
0643FA44
0643FAS4
0643FA64
0643FA74
0643FA84
0643FA94
0643FAAS
0643FAB4

Figure 146

The malware also creates multiple processes twice in order to delete (again) all shadow copies
and Windows logs. An example of process creation is shown in figure 147 (0x08000000 =
CREATE_NO_WINDOW):

00499402 51 ?ush ecx

00499403 80 8C 24 94 03 00 00 ea ecx,dword ptr ss:fesp-394) x87Tagword FFFF

SOtaoAll s A DUt o X87TW_O 3 (EmpTy)  X87TW_1 3 (Empry)

00499400 €A 00 pus X87TW_2 3 (Empty) x87TW_3 3 (Empty)

0049940F 68 00 00 00 08 X87TW._4 3 (Empty) X87TW.S 3 (Empty)

00499414 6A 01 h X87TW_6 3 (Empty) X87TW.7 3 (Empty)

00499416 6A 00 push 0

00499418 6A 00 gush 0 x87Statusword 0000

0049941A 80 8C 24 F8 03 00 00 ea ecx,dword ptr ss:fesp+3Fs) X87SW.B 0O X87SW.C3 0 Xx87SW.C2 O

00499421 51 gush ecx i X87SW_C1 O x87SW.CO O Xx87SW_ES O
sl: 4C 24 38 eahe:x.anrﬂ ptr ss:fesp+2s) X87SW_SF O X87SW_P 0 X87SW.U 0O

push ecx * R

Defoult (tdcol) (5 %] 0] unlock

espr4] 0643FC20 "/c vssadmin Delete Shadows /
esp+8] 00000000
esp+C] 00000000
es5p+10] 00000001

YSoumpd  Hoump S

€0 69
77 73
00 00
00 00
00 00
00

1888884
1888822

64 6E 20[44 65
6F 20 2F |41 &C
00 00 00{00 00
00 00 00j00 00
00 00 00|00 00
00 00 00{00 00

3
H

Figure 147
The following processes have been spawned:
e cmd.exe /c vssadmin Delete Shadows /All /Quiet — delete all shadow copies
e cmd.exe /c bcdedit /set {default} recoveryenabled No - disable automatic repair

e cmd.exe c bcdedit set {default} bootstatuspolicy ignoreallfailures — ignore errors in the
case of a failed boot / shutdown / checkpoint

e cmd.exe /c wmic SHADOWCOPY /nointeractive — invalid syntax
e cmd.exe /c wevtutil cl security — clear security log

e cmd.exe /c wevtutil cl system - clear system log

e cmd.exe /c wevtutil cl application — clear application log

The ransomware forwards the "Volume Shadow Copy & Event log clean" message to the hidden
window:

U XB/ON.LS U XB/DNLZ U

5 | X87SW_C1 0 X87SW.CO O XB7SW_ES O
04 00 00 | | XBTSW_SF O Xx87SW_P O X87SW.U O
00 88 4F 00 p pT 5 {

01
FF 35

.text:004E0DE2 lockbit.exe: SEODE2 #EO1E2
Woump1  @Yoump2  SDump3  $Dump 4

[Add
[Add

Wourps @ watch1  Irellocals ) st

Figure 148
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Thread activity - sub_49E730 function

The NtRemoveloCompletion function is utilized to wait for at least a file to be available for

€A 00 push Aviimey s vwmeays AV imes o Awewsyy
80 4C 24 34 Jea ecx,dword ptr ss:fesp+343 XB7TW_6 3 (Empty) X87TW_7 3 (Empty)
51 push ecx "
8D 4C 24 20 lea ecx,dword ptr ss:fesp+20) x§7statusword 0000
51 push ecx X87TSW_B O X87SW.C3 O X87SW.C2 O
8D 4C 24 28 lea ecx,dword ptr ss:fesp+25} X87SW_C1 O X87SW_CO O X87SW_ES O
1 push ecx X87SW_SF 0 X87SW_P 0 X87SW.U 0
| FF 35 20 25 3E 00 ou%;x dword ptr ds:[4E2520] %, = N
FF \ INTR: 5 -
‘ Do [call eax | eax t:- Default (s v[s =10
L = 21:7[esp] 00000;
eax=<ntd1]. NtRemoveIoCompletion> (7704E7F0) 2: E?B.u (,(,SSEEK
3: :esmsj 0658FB38
4: lespeC] 065BFBSO
.TEXT:0049E829 1ockbit.exe: $9E629 #90C29 s: lesp+10] 00000000
g 0000038C |
$S0ump1 YL Dump2 % 0ump3 $HYDump4  PHOumpS @9 watch1  [xelLocals 7 stuct '06SBFB10 o‘;”:x{
[Address | wex | AscII | | A | 0858FB14 ocssrsul\
0658FB38 |00 00 00 00|00 00 00 00|08 02 00 O0|EQ OB OF 27 M+ vrenersss D, W OESBFEIC | 00000000 |

Figure 149
The following file extensions will be skipped:
e .386.cmd .ani.adv.msi.msp .com .nls.ocx.mpa .cpl.mod .hta
e .prf.rtp.rdp .bin .hip .shs.drv.wpx .bat.rom .msc .spl.msu
e .ics .key.exe dll.Ink.ico .hlp .sys.drv.cur .idx.ini.reg
e .Mp3.mp4 .apk.ttf .otf .fon fnt .dmp .tmp .pif .wav. .wma .dmg
e .iso.app .ipa .xex .wad .msu .icns lock lockbit .theme .diagcfg

e .diagcab .diagpkg .msstyles .gadget .woff .part .sfcache .winmd

The files that can be found in the following directories will not be encrypted:

o "$windows.~bt" "intel" "$recycle.bin" "to.msstyles" "boot" "msbuild" "system volume
information"

e ‘"google" "application data" "windows" "windows.old" "appdata" "mozilla" "microsoft
shared" "internet explorer"

e '"opera" "windows journal" "windows defender" "windowspowershell" "windows security"
"windows photo viewer"

The following specific files will also be skipped:

e '"iconcache.db" "ntuser.dat.log" "restore-my-files.txt" "autorun.inf" "bootsect.bak"
"thumbs.db"

LockBit uses multiple aeskeygenassist operations in order to assist in AES round key generation,
as we can see below:
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.text

.text

065BFEBO
065BFECO
065BFEDO | 9F

] =) 1
065BFEEO|F3 BA EE BB|5C A3

Jtext:
Jtext:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:

.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:

Ltext:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:

©043D97@ sub_43D97@ proc near

00430970 movups xmml, xmmword ptr [edx]
90430973 aeskeygenassist xmm@, xmml, 1
00430979 pshufd xmm3, xmm@, @FFh
@e43D97E
00430981 pslldq xmm@, 4
20430986 pxor
©043D98A movups xmmword ptr [ecx], xmml
©0843D98D movaps xmml, xmm@

00430990 pslldq xmml, 4

10043D995 pxor
20430999 movaps xmm2, xmml
0043D99C pslldq xmm2, 4
©@043D9A1 pxor
@843D9AS5
2243D9A9
©@043D9AF
©043D9B4 movaps xmm@, xmm2
20430987
2243D98C
©9043D9C0 movups xmmword ptr [ecx+10h], xmm2
2043D9C4 movaps xmml, xmm@

2e43D09C7
2843D9CC
©043D9D@ movaps xmm2, xmml
28430903
28430908
2243D9DC
©043D9E@ aeskeygenassist xmm@, xmm2, 4
@843D9E6
©@43D9EB
©@243D9EE
©@043D9F3
©043D9F7
©043D9FB
@@43D9FE
10043DA03
2843DAR7
©@043DARA pslldq xmm2, 4
©043DAOF
©@843DA13
©843DA17
@043DA1D pshufd xmm3, xmm@, @FFh
©243DA22
©843DA25
©@243DA2A pxor

movaps xmm@, xmml

Xmm@, xmml

xmml, xmm@

xmm2, xmml

pxor xmm2, xmm3
aeskeygenassist xmm@, xmm2, 2
pshufd xmm3, xmm@, @FFh

pslldq xmme, 4
pxor Xmm@, xmm2

pslldq xmml, 4
pxor xmml, xmm@

pslldq xmm2, 4
pxor xmm2, xmml
pxor xXmm2, xmm3

pshufd xmm3, xmm@, @FFh

movaps xmm@, xmm2

pslldq xmme, 4

pxor Xmm@, xmm2

movups xmmword ptr [ecx+2@h], xmm2
movaps xmml, xmm@

pslldq xmml, 4

pxor xmml, xmm@

movaps xmm2, xmml

pxor xmm2, xmml
pxor xmm2, xmm3
aeskeygenassist xmm@, xmm2, 8

movaps xmm@, Xmm2
pslldq xmme@, 4

Xmm@, xmm2

Figure 150

63
01
BA
01
35
34
a8
8D
8D
12
s

Figure 151

Lima~. Ou. X%. WFUA
6°i»\ £5BN0. E.%Q.

The file content is encrypted using the AES128 algorithm. Basically, the malware uses aesenc
instructions to perform one round of an AES encryption flow:

.text:
Jtext:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
Jtext:
.text:
Jtext:
.text:
Ltext:
.text:
.text:
.text:
.text:
.text:

Yy

©@43D3EQ
©@843D3EQ
©@43DBER
©@@43D8E3
8843DBES
@e43D8EC
©0043D8F0
©@43D8F6
©@43D8FC
©e43D902
08430908
@@43D90E
90430914
©@43D91A
00430923
2e43092C
0430935
22430939
©9043D93C

loc_43D8Ee:

lea eax, [eax+1@h]

movups xmm@, xmmword ptr [esit+eax-1@h]
pxor xmml, xmm@

pxor xmml, xmmword ptr [ecx]

aesenc xmml, xmmword ptr [ecx+18h]
aesenc xmml, xmmword ptr [ecx+28h]
aesenc xmml, xmmword ptr [ecx+38h]
aesenc xmml, xmmword ptr [ecx+48h]
aesenc xmml, xmmword ptr [ecx+58h]
aesenc xmml, xmmword ptr [ecx+68h]
aesenc xmml, xmmword ptr [ecx+78h]
aesenc xmml, xmmword ptr [ecx+88h]
aesenc xmml, xmmword ptr [ecx+9¢h]
aesenclast xmml, xmmword ptr [ecx+@Aeh]
movups xmmword ptr [eax-10h], xmml
sub edx, 1

jnz short loc_43D8E@

|
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06ABO130| 41 41 41 41]41 41 41 41]41 41 41 41|41 41 41 41| AAAAAAAAAAAAAAAA

2A 1A BA EE

06AB0010| 6C OB 52 FS|6D FD 6A 3A|BO EF D5 99|C1 D7 24 F2 j"10 Axso
06AB0020|72 3E B1 2C |60 EA 4C 71|Al 16 DB FF|85 AO 29 67 r>= L. 619
06AB0030| 09 A0 97 A2|C1l 1E EO 8A|SD 47 9D 6E .« .6 .a.]G nA

SE F5 €5 7¢
06AB0040| 94 64 92 12|FE DO 7F F2|A2 B2 B7 6F (03 D2 C8 A2
06AB0050| 80 56 22 43|D3 D6 F6 B5|3D 3B 8C 14|31 Al E1 E3

aY:

06ABO0ODO |19 2F 71 B1|43 D1 1A 41|17 DA 6D B1|DD 98 F1 8F|./qCN.A.UmzY. f.
0GABOOEO | ES 4E 35 E7|53 2E 7C 71|20 7F A7 69|CA 55 79 BE Anscs 1q .§ituy%
06ABOOFO |91 6C 28 BS|EA E6 3E 13|/C7 0D 22 95|AC 2D 9F F3 ea>c
06AB0100|E9 47 BC 77|70 80 DE C9|20 3F 80 44|OF B8 69 C2|é&Guwp.bE 2.D
06AB0110|64 38 44 02|DO FB F6 AF|C4 C5 38 56(BC 99 31 AD|d8D.DUS “AASV%. 1.
06AB0120|9A 3A 40 OC|66 6B AF 5B(CC A9 9E 36|D9 82 87 C4/|.:@.fk [Ie.6U..A
06ABO130| 24 G6E EO A7 |FC F2 OE D3|98 92 65 B2|33 2D 44 SE|$na§io.0..e*3-DA

Figure 154
As we mentioned before, only the first 4KB of the file is encrypted. The encrypted content
written to the file using ZwWriteFile:
o|ooicen:| 85 7% 24 18 Bov dword it o o
o] oossze04 424 1 sfesps1
. god?sws 8 41 20 m eax.mg:nri s:r.::.p[e:!:g] eax:Zwhr ::”n-_o ;d(::::y) X87TW_1 3 (Empty)
o] cosszes 50 push eax: Zwar' 87Tw_2 3 (Empty) x87Tw.3 3 (Empty)
© | 0049EBDC FF 71 2C push Mrd ptr ds:[ecx+2C) X
o] cosse80F 8D 41 04 Tea eax,dword ptr ds: [ecxr4] eax:Zowr X87TW_4 3 (Empty)  X87TW.5 3 (Empty)
o] oossese2 FF 71 28 push dword ptr L [ecx+28] X87TW_6 3 (Empty)  x87TW.7 3 (Empty)
e oos9eBES 50 push eax eax:Zwar
o|oosszeze 51 push ecx x875tatusword 0000
® | O049EBET 6A 00 pusn o X87SW_ 8 0 x87SW.C3 0 x87Sw.C2 O
o] oosagses €A 00 push X87SW_C1 O X87SW_CO O X87SW_ES O
e | oo49EBER FF 76 30 Md ptr ds:[esi«30] XB87SW_SF 0 XxB87SW_P O XxB7SW.U 0O
o J0049EBEE E8 1D 67 F7 FF Tockbit. 415310 )
.

S | Default (stdcal) ~|[s_#]0] unoas

esp+4] 00000000
esp+8] 00000000
esp+C] 06AAD0S0
esp+10] 06AA0054

.TEXT:0049EBF3 Jockbit.exe:$9EBF3 #9DFF3
Woup1  NDump2  (WDump3  WSDumpd  WeDums M watchi  bellocals ) stxt

06AB0000 89 88 60|3E F8 64 12|83 F1 7E D7|2A 1A BA EE

6C 0B 52 F5/6D FD 6A 3A|BO EF D5 99/C1 D7 24 F2

7235llKGOtAzg7aMxGDBFF85A029§7
7F

95 A0 97 A2ica 1€ €0 84150 47 % GE|sE B s g
248892 22 |FE;00 77 F2[A2: B2 BT SE| 0NV COAS

ﬂ

The BcryptGenRandom routine is utilized to generate 32 random bytes:

Figure 155

004BE1AA push 2 X87SW_B O X87SW.C3 0 x87SwW.C2 O
0048E1AC push dword ptr ss:lebpoc X87SW_C1 0 Xx87SW_CO O Xx87SW_ES O
onggt;g pus: 0amwd ptr ss:febp+ X87SW_SF O Xx87SW_P 0 XxB7SW.U O
004BEL pus|

.TexT:0048E184 TOCkDIT.exe: $BE1B4 #B0584

Woump1  GHoump2  WWDump3  YMDumps  WWoumps  wathi  Iellocas P stuct

Figure 156

L ! F A RS WWW.LIFARS.com | 41

SecurityScorecard company

https://t. me/[earnlngnets



The buffer generated above is transformed using the Curve25519 wrapper and then copied to a
new buffer together with the session ECC public key (see figure 157). Based on the
implementation of the Curve25519 algorithm, it is used to generate a shared secret (32-byte

value).
ASCII |
80 F7 25 91[20 63 11 OA[F7 98 91 56| 9#.a.<%. C..%..V
128 56 41 BS . 83 DO 76 .Azxgsge»t.h-bv
E9 DO FO C9 ¥'S+ $*. tfouK
0658F910 /37 D8 DC D7 U_%" 70UxKPA. qUO>

Figure 157

The AES128 key and IV (initialization vector) are encrypted using Curve25519 with the session ECC
public key, as highlighted below:

e 57 Ipush edi AGsim_w 3 \EmpLY)  ASrim_> 3 LEmpLY)
] . 80 45 C | Yea eax,dword ptr ss:febp-643 X87TW_6 3 (Empty) X87TW_.7 3 (Empty)
P . €6 45 F8 00 |mov byte ptr ss:febp-3§,0
e . H | push eax xg7statusword 0000
HER 8D 85 7C FF FF FF |1ea eax,dword ptr ss:febp-543 X87SW_B O X87SW.C3 O X87SW.C2 O
e 50 | push eax X87SW.C1 0 X87SW.CO O X87SW_ES 0
T . Al 70 06 4F 00 |mov eax,dword ptr ds:[4F0670] X87SW_SF O X87SW_P O Xx87Sw.U O
i1 e gggg im{‘eu,mm ptr ds:{eax] : vE : =
> eak p—
Li < = > | Defaut stdcal) v |[s 2100 urdock
P T R, - 1: [esp] OG5BFASS
eax=10ckbit.0042F6E0 2: [esp+d] O6SBFAAS
3: [espr8] 004F88A0 lockbit.004F88A0
3: [es 06420050
.Text:00424D05 Tockbit.exe: $2AD0S #2A105 5: esg:(xo] 06AAD050
WWouro1 $NDump2 $S0ump3  NDump4  EMDumpS @ warchi  fxelLocals 7 struct W!ﬂm
Sadrace Tuav Tasrer i T2/ 065BFAS S| 004F88A0 | 10CkD1T. 00478840

Figure 158

Each encrypted file has a 512-byte footer that will be explained in detail. It's written to the
encrypted file by calling the ZwWriteFile API:

x87Tagword FFFF

. 6A 00 1§wsr\ 0
. 80 41 20 | 1ea eax,dword ptr ds:[ecx:20] eax:Zwar X87TW_O 3 (Empty) X87TW_1 3 (Empty)
. 50 r | push eax = = eax: Zwwr X87TW_2 3 (Empty) X87Tw_3 3 (Empty)
. FF 71 2C | push dword ptr ds:[ecx+2C) X87TW_4 3 (Empty) X87TW_5S 3 (Empty)
. 8D 41 04 | 1ea eax,dword ptr ds:[ecx:4) eax:Zwwr iy TW.?
i FF 71 28 push dword ptr ds:[ecx+26] XS7TW_6 3 (Empty) X87TW.7 3 (Empty)
- 50 push eax eax: Zwwr
- 51 push ecx x87Statusword 0000
. 6A 00 push XB7SW_ 0 x87SwW.C3 0 x87Sw.C2 O
. 6A 00 push 0 (€1 0 X87SW.CO O X87SW_ES O
. FF 76 30 push dword ptr ds:[esi+20] (_SF O XxB87SW_P O x87SWw.U 0
° €8 Ag 69 F7 FF c‘%ﬂ Tockbit. 415310 o|E—— == =
@E— FF Di call eax eax:Zwir e 1=
s | Defaut (stdcal) ¥ (s 210 unock
Znwr 2: [esp+s] 00000000
3: [esp+8] 00000000
4: les 06AAD0S0
< TEXT:0049E970 TOCkbit.exe: $9E970 #90070 s tesg:(xc] 06AAD0S 4
Woump1  oump2 $WDump3  YSDump4  WWDumpS @ watch1  ellocals ) Struet N 00000
s | Ascxr ~
06480000 £4 B0 09116 50 80 6F|CO FS 94 32/CD 63 B2 90| .&%..P 0AS.2Ic".
06ABO010|5F 7A AO F7|6E 42 95 BC (86 C7 19 61|EB Bl 67 03|.2 +nB.%.C.aézg.
06AB0020| 20 C1 E4 5486 D3 24 25 (D4 CF OA 18|68 79 55 70| AST.0°%0..hyup g“gﬁﬁg m
06ABO030|EB 1E 73 E2[A7 CO 43 F8|44 EA OA 35|03 37 OC 2£|&.SAGACE0E.5.7.. 0658FB18 | 06AA007C
06A80040|07 FO 02 3E|11 F6 3B 2A|CC 93 34 78|98 BE EF EC|xd.>.0;*I.4{.%1} 0€SBERIC

Figure 159

NtSetinformationFile is used to append the “lockbit” extension to encrypted files (OxA =
FileRenamelnformation):

6A DA push A B
FF 74 24 18 push dword ptr ss:fesp+15)

R ° = o X8/1W_6 5 (EMPTY)  X8/IW_/ 35 (EMPTY)
Mlaie e
] 182 . 66 OF 13 44 24 48 movipd gword ptr ss:fespr3a],xmm0 x87statusword 0000
T 57 push edi X87SW_B O X87SW.C3 0 XB7SW.C2 ©
e 50 push eax | eax:nese X87SW.C1 0 X87SW_.CO O X87SW_ES O
e . FF 74 24 34 push dword ptr ss:fesp+34) | X87SW_SF O X87SW_P 0 X87SW.U O
{ iy o Eg ;g 64 F7 FF ::R Tockbit. 415130 i =& v C
Fa—— call eax eax:Ntse T
R < > | Default (stdcal) v |5 12107 unlodo
I— % 1: [esp] 000003A8
eax=<ntd1l.NtSetInformationFile> (7704E9F0) 2: esgu 065BFB60
|3: [esprs] 06710000
4: [es 0000003E
.Text:0049ED14 lockbit.exe:$9ED14 #9E114 152 esgﬁo] 0000000A
Woump: g4oump2 Woump3  WSoump4  @Dumps @ wathi  Ixellocals ) Stct e 0 0658FB60
Adoress | Hex A 0658FB14| 06710000
06710000 (@ 00 00 0000 00 00 0O[2E 00 00 DDISC 00 3F 00 DSEAFELE} 000ODOBK
06710010 | 3F 00 SC 0O[SA 00 3A 00|5C 00 74 00|65 00 73 00(? 7 7
06710020|74 00 2E 00|74 00 78 00|74 00 2E 00[6C 00 6F 00 og:;?ég }g::g}?%::g;gg
06710030| 63 00 68 00[62 00 69 00(74 00 00 00{00 00 00 00 =l eec1anae | rarien fa Aumant GEE1ANRE fram Aumand Ardina’

Figure 160

As we can see below, the files are partially encrypted, which is enough to make them useless
without decrypting them:
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%0 HxD - [Z:\test.bt.lockbit]
) File Edit Search View Analysis Extras Window ?

1@~ |@ P 316 [ anst M| he |
&) test.bdt.lockbit

Offsec(h) 00 01 02 03 04 05 06 07 08 09 OA 0B OC OD OE OF

00000F30 A6 CO 91 AF FD A6 D3 4B FB 38 Al D2 DS AF BC AA !A‘\ y!0Kag;00 w2
00000F40 DO 03 22 9D 3B €D ED 8B EO 71 41 54 07 EO 7E 4B D.".;micagAT.a~K
00000F50 CE 5A B6é 19 AE F2 05 DO 4A 39 CE 77 04 BD F9 ED 1z9.®5.DJgiw.ui
00000FE0 CC D8 43 22 15 31 FC 74 1B BF 37 04 62 4A 90 06 I@C".lit.:7.bJ..
00000F70 96 61 FO C5 66 D4 3B CA CA SA D2 CD A2 06 9A OB -adAf0;EEzoic.s3.
00000F80 F4 E9 B9 1B D2 D2 OC FO 97 53 DO C2 €8 D8 59 75 &é&32.00.8-SDAngyu
00000F90 7A A0 B7 A3 EF D5 E1 A4 D5 05 SD FE 72 61 15 F4 z -£i0and.]pra.s
00000FAO C3 6B 01 A7 9E 1D C2 3F B8 CE 81 5C 23 95 2E 85 Ak.§z.A2,I.\#-...
00000FBO 1B 39 BC 7D 36 DO C9 37 F3 D8 A9 C7 1F 51 18 31 .%4}6DE7606C.Q.1
00000FCO 07 OA B6 4C 46 89 7C Al 4F F8 77 E6 F4 03 20 74 ..9LF%|;Oowad. t
00000FDO 91 36 AS 6F 23 D1 DE DD 2A F4 FB 7A 5D 10 2F AE ‘6¥o#NPY*604z)./®
00000FEO CD 32 7E 85 83 OB A2 25 D4 4C 85 93 7A 8C Dé 01 I2~.f.¢30L.."z@0.
00000FFO 04 FD Cé F5 05 D4 96 CF Al 47 85 6E ES5 F8 BC 28 .vE5.0-1;G.ndcM(
00001000 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAAAAAAAAARAAAA

Figure 161
Out of the 512 bytes from the footer, we can highlight the following bytes:
e |ast 8 bytes - first 8 bytes from the session ECC public key
e previous 8 bytes - hard-coded bytes that correspond to this particular LockBit sample

e 112 bytes - session ECC private key that was encrypted using the Master ECC public key
(also stored in the Private registry value)

e 96 bytes - AES key + |V that were encrypted using the session ECC public key

&) testtt.lockbit

Offset(h) 00 01 02 03 04 05 06 07 08 09 OA 0B OC OD OE OF

000027CO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 .....eveeeeennes
000027D0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 .....oeeveeennns
000027E0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ....ceeeeeacoees
000027F0 00 00 00 00 00 00 00 00 00 OO 00 00 00 00 00 00 ...ceveeeeeeeens
00002800 81 E4 BD 09 16 50 BO 6F CO F5 94 32 CD 63 B2 90 .&%..P°oAd~2ict.
00002810 SF 7A AO F7 6E 42 95 BC 86 C7 19 61 EB Bl 67 03 _z <nBeutG.aéig.
00002820 20 C1 E4 54 86 D3 2A 25 D4 CF OA 1B 68 79 55 70 A&T+0*30f..nyUp
00002830 EB 1E 73 E2 A7 CO 43 F8 44 EA OA 35 03 37 OC 2E &.s4SACeD&.5.7..
00002840 D7 FO 02 3E 11 Fé 3B 2A CC 93 34 7B 9B BE EF EC x8.>.8;*I“4{ %ii
00002850 82 3F 56 6E 3D Fé 53 56 EB 03 A0 S5 7E CA DO 19 ,?Vn=5SVé. U~ED.
00002860 B€ DY FO DA €9 DA DC 9B 7A EE 65 AB DB D2 8D C1 9U8UiUU>zie«00.A
00002870 AD 8E 3C CE 6E D6 BC 81 AO 7A 8C 53 Dé 6D 2A BO .Z<inGW. z@SOm*°
00002880 C7 81 F7 7B C3 7B 63 7E FE CO 9A F8 4B EE SD E4 G.={A{c~bASeKi)&
00002890 SC OF CO 86 BS CB 89 CF 3E 1E 11 CB 08 D3 39 Fé \.AtpEwi>..E.0695
000028A0 Cl1 SF E3 OB 52 Fé 71 DB 53 39 74 E8 09 66 45 7D A &.R6qUS9té.fE}
00002880 1E 24 45 02 21 C4 E3 33 FA AA FA 13 4A DO DF FD .S$E.!A&3u*a.JD8Yy
000028C0 CO BC 9E C4 7A 53 1E 41 EB 6A 81 A2 06 07 C2 €4 AnzAzS.A&j.c..Ad
000028D0 BE 58 82 0B 47 4C C4 4C CD 2E 65 40 C8 C7 26 85 3X,.GLALI.e@EGs..
000028E0 45 2C 9C 41 37 BO E9 SD 99 A7 55 BA FA DE 78 F9 E,A7°&)™SU°abxa
000028F0 56 A9 6C D3 1C EF FO 17 02 EO 40 DE FO OF 21 32 V@10.i8..a@ps.!2
00002900 3C €7 55 FB A9 44 BC C6é 35 A3 54 F2 4A 41 C4 65 <QUGGDESLTOJAAe
00002910 28 D9 3A FA AC B2 D5 FO 9F 3A 36 86 35 11 DC 5B (U:u-~*08¥:615.0[
00002920 [39 23 1A ES 80 F7 25 91 20 63 11 OA F7 98 91 56| 9#.3€+%" c..="'V
00002930 |05 CS A3 C4 28 56 41 BS EA DO CD 2E F1 B3 DO 76| .Ath(VAuedi.A’dv
00002940 (1B B6 AE 05 56 D8 99 BD SF EB A3 CF 82 8F A8 89| .9®.Ve™s: &£%,. %
00002950 (49 D2 11 DD €D 4B AD 66 75 A2 E8 63 0D AF F7 01| IO.¥mK.fucéc. =.
00002960 |69 70 74 92 A8 C3 39 FE 9F 99 2C 2F OD 9E 59 9F| ipt’ “Agp¥™,/.zY¥
00002970 (42 15 4E AE 13 SE EF 6F Cl A9 19 7A CA 4C Al 4C| B.N®.ZioA®.zEL;L
00002980 24 6C F9 DO DS OA EE E1 CF 92 65 A0 32 AS C8 97 $1udU.ial’e 2¥E-
00002990 EC 6C CO 2A E3 39 EE AB OC 6F 81 29 CC 7F 71 51 1lA*&%i«.o0.)i.qQ
000029A0 4B 9C Bé 27 E5 18 26 D5 AB A8 F2 63 SA 8D AC AS Koeq'd.&l«"0cZ.-¥
000029B0 SB A2 ES 64 CO 15 4B 18 2F 27 5B 6F 6A ED 5A 8A [¢&dA.K./'[ojiz3
000029C0 DD 01 71 CA 95 43 31 C2 FB D1 58 7C 9B 52 OA 90 Y.gE-ClAGNX|>R..
000029D0 E1 DO 87 54 AO 63 A8 2F 41 58 55 24 11 91 08 19 4&D#T c'/AXUS.'..
000029E0 8F 34 A9 Al C9 8A 6A 31 82 15 3A 3B Al S5 EB 76 .4@;ESjl,.:; Uév
000029F0 [2E D8 73 D4 3F ES DD 38]AS 27 53 2B E9 DO FO C9| .2s023¥8¥'S+&DSE

Figure 162
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We can observe the icon of the encrypted files in figure 163:

Local Disk (Z:) v O
[0 Name Date modified Type Size
[&f Restore-My-Files.txt 2/7/2022424AM  TXT File 1KB
1 test.txt.lockbit 2/7/2022 4:52 AM LOCKBIT File 11KB

Figure 163

We continue with the analysis of the main thread.

The binary sends the "Cleanup" message to the hidden window via a function call to
SendMessageA.

Printing ransom notes

The process enumerates the local printers using the EnumPrintersW function (0x2 =
PRINTER_ENUM_LOCAL):

AV ML v AMEAYS AW IWes 2 sy
X87TW_6 3 (Empty) X87TW_7 3 (Empty)

. 51 push ecx
. 80 40 F8 lea ecx,dword ptr ss:febp-&)
. 51 push ecx
o FF 75 F8 push dword ptr ss:febp-5) x87statusword 0000
. 53 push ebx X87SW_B O Xx87SW.C3 0 x87SW.C2 O
© 6A 01 push 1 X87SW.C1 O X87SW.CO O X87SW_ES O

H . 6A 00 push o X87SW_SF O X87SW_P 0O Xx87SwWw.U O

i - FF 75 E8 | push dword ptr ss:febp-1:53

B+ FE DO jcall eax =

. N s 1100 unloat

00000002
00000000
00000001
_06300000

eax=awinspool . EnumPrinterse (689F3850)

. Text:004A93F9 Tockbit.exe:SAI3FI #ASTF9

$oumo1  YH0ump2  W4Dump3  ENDumpd  Woumps @ watchi  Iellocals ) stuct
Address | Hex |Aasc1x P
06300000 [0 00 00 0000 00 00 l)fJiDO 00 00 00{00 00 00 00| Reccrcaveann e

06300010/ 00 00 00 00|00 00 00 00|00 00 00 00|00 00 00 00|,
06300020| 00 00 00 0000 00 00 00|00 00 00 OOiOO 00 00 00

Figure 164

The ransomware avoids the following values that don't correspond to physical printers: "Microsoft
XPS Document Writer" and "Microsoft Print to PDF".

The OpenPrinterW routine is utilized to retrieve a handle to the printer:

push 0 X87SW_C1 0O Xx87SW.CO O Xx87SW_ES O
push ecx | X87SW_SF O XB87SW_P 0 Xx87SW_U o
lgi’ﬂ ebx ieo-:L’fax e e e
1 eax ‘eax:Openpi v
5 | Default (stdcal) v i[5 210 unod
e5p! TFax ]
esp+4] O019FATS

esp+8;
esp+C) 06300028 &L"Fax”™

JTEXT:I004AALES TOCkDIT,.exe: SAALES #AISES I s
ool  @Hourp2 Noump3  Woum4s  Wowmps @ wahi  Ieellocals P st mm. S botorars |
T < 10019F95C

e luav Taerrr

Figure 165

StartDocPrinterW is used to notify the print spooler that a document is to be spooled for printing:

51 pusn ecx ecx: &L Fa XB7SW.C1 O XB7SW.CO 0O XS7SW_ES ©

; .
H . 6A 01 push 1 X87SW_SF O Xx875w_P 0 Xx87Sw_uU o
! . FF 75 DC push dword ptr ss:febp-243 [ebp-24]: e
e EF DO lcall eax eax:Stafd v =
| ] . Come = | pefout (stacat) >[5 [3]0] unock

J[1: [esp) 025568C4 “00"
espr4] 00000001
esp+8] 0019F970 &L“"Fax™

(esp+C] 06300028 &L"Fax"

eax=<winspool. STartBOCPrInterns (GB9EF730)

. TEXT:004AAIFE 10CkDiT.exe: SAASFE #AITFE i o L emm————
WWourp1  YHoump2 $Woump3  UWDump4  WWDumps @ watchi  bellocals Y stct Homssl :%m—ri'—
T ~  0019F95C | 0019F970 | &L"Fax"™

[addracc Tuax Tascrr

Figure 166
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The StartPagePrinter API notifies the spooler that a page will be printed on the printer:

. JAAS 4E FF 75 DC push dword ptr ss:febp-24) R -
Io— FE DO |call eax
H p NS — r——

eax=<winspool.StartPagerrinters (EB9F3A90)

. TEXT:004AA551 10CKDIT, exe: SAASS1 #A9951

o Wla | Ml Mlla_ s M~ M. e Do

Figure 167

The ransom note is printed via a function call to WritePrinter:

. push ecx X87SW_B O x87Sw.C3 0 x87Sw.C2 o
. FF 7 push dword ptr ss 8 XB7SW.C1 0O xB87SW.CO O xB87SW_ES O
. EE ss FC FE FF FF push dword ptr XS7SW_SF 0 X87SWP O X8TSWU O
. push dword ptr 24 [ebp-24]: e T —
> FF Do |call eax [eaxiwrite v | —
. 5 Defall(std(d) v {5 12100 unod
2 S i [esp] 025568C4 "
eax=<awinspool. WritePrinters (6B9F52A0) > ‘gg,. o
3: }espwi 00000200
: [espec

0019F 97¢
LTEXT:004AAGAS TockDIT.exe: SAAGAS #AJAAS jgo1sraIC = - —

oump!  Hoump2 YNWDump3  WWoumpd  ENDumps @ watch1  Iellocals ¢ Stxct

Address | Hex |Ascix ] ll
06440000 |40 6F 63 68|42 69 74 20|32 2E 30 20|52 61 6E 73 EockBit 2.0 Rans 1
06440010(6F 6D 77 61/72 65 0D DA/0D OA 59 6F |75 72 20 64| omware. JYour d

0644002061 74 61 20|61 72 65 20 _}_..j__ﬁ.E__& 65 6E 20 61| ata are 5’016" a
06440030/ 6 64 20 65(6E 63 72 79170 74 65 64/00 0A 54 65|nd encrypted..Th

Figure 168

The EndPagePrinter routine notifies the print spooler that the application is at the end of a page
in the print job:

| o |oosaazen FE 75 DC push dword ptr ssiflebp-233 & G B e ——
FF— FF DO |can e | éax: EndPa v = —
] ofe o o—— =75 | Defout (stdcal) ~ (s 2100 unos
- T F ] 025568C4 “90"
eax=<winspool.EndPagePrinter> (689F3C00) 2: esgu ossooozsogl. "Fax"
3: Eesms; 00000002
.Text:D04AATFO lockDit.exe: SAATFO #AIBFO lr‘; Yes_‘pvc 009?0200
PP e I I O B R PO C AR IEEFELERS 0255684 | 00"
Figure 169

The printing operation is effected 10000 times, as displayed in figure 170:

il et =

.text:004AA7ED

.text:@@4AA7ED loc_4AATED:

.text:@84AA7ED push [ebp+var_24]
.text:004AA7F0 call eax ; dword_4F3D3C

.text:@84AA7F2 mov eax, [ebp+var_1(C]

.text:@84AA7FS inc eax

.text:@@4AATF6 mov [ebp+var_1C], eax

.text:004AA7F9 cmp eax, 9999

.text:@84AATFE jl loc_4Ar41e
Figure 170

The print job operation is completed by calling the EndDocPrinter and ClosePrinter APlIs.

LockBit continues the printer enumeration by searching for network printers in the computer's
domain, network printers and print servers in the computer's domain, and the list of printers to
which the user has made previous connections. These function calls can be seen below (0x40
PRINTER_LENUM_NETWORK, 0x10 = PRINTER_ENUM_REMOTE, Ox4 =
PRINTER_ENUM_CONNECTIONS):
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00449262

Aorim_> 3 \EmpLy)
X87TW_7 3 (Empty)

. " Aorim_s >
00449263 ?ul ecx, X aword ptr ss:febp-2) X87TWC6 3 (Enpty)
o] 00sa9268 1 push ecx

push 0 x87Statusword 0000

X87SW_B 0 Xx87SW.C3 0 x87Sw.C2 O

X87SW_C1 0 x87SW.CO O X87SW_ES O
X87SW_SF O Xx87SW_P O Xx87SW.U O

-

.TeXT:004A9272 Tockbit. exe: $A9272 WAS672
5 oump 2

Figure 171

00449262

1 sh ecx Aorim_w >
00449263 4 F8 rﬁ. ecx,dword ptr ss:febp-3) X87TW_6 3 (F-W‘Y)
004A9266 push ecx

00449267 push o x87Statusword 0000

00449269 push 0 X87SW_B 0 x87SW.C3 0 x87SwW.C2 O
00449268 push 1 X87SW_C1 0 x87SW.CO 0O Xx87SW_ES O
004A926D 6A 00 push 0 XB7SW_SF 0 XB7SW.P 0 Xx87SW.U O

| 003A926F push dword ptr ss:febp-13
> ~ s 1200 uos

Aorim_3 3 Lsmpys
X87TW_7 3 (Empty)

.TeXT:004A9272 10CKbIT. exe: SA9272 #AS672
$oump1  Woump2 UWDurp3  UWOump4  WWDumpS B wathi  bellocals Y st

004AABD7 S! EC FF 75 DC 88 42124 8D 04 45|0F B7 OC 18 ; vl!.-n.'..
DO4AABE7 | 88 4. 80|04 88 88 04/18 03 €3 A3 |2C 8D 4F 00| .Buvavsnns
004AABF7 | FF oo SF 5E|33 CO 58 88|E5 50 €3 CC €c cc cc p‘”.z.‘.l]thi

Figure 172

e ] 004A9262

D e T A R e 2
X87TW_6 3 (Empty) X87TW_7 3 (Empty)

X87SW_SF 0 x87SW.P O Xx87SWw.U O

51 gush ecx
00449263 80 40 F8 ea ecx,dword ptr ss:febp-&j
D04A9266 51 push ecx
00$A9267 6A 00 push 0 x87statusword 0000
6A 00 push o X87SW_B O X87SW.C3 0 X87SW.C2 O
: o1 push 1 X87SW_C1 O Xx87SW.CO O X87SW_ES O
00
FF 75

push 0
push dword ptr ss:febp-18

DOIAS26F

m
@

v [5 12100 ok

LTEXT:004A9272 TOCkDIT,exe: SA9272 #AS672
WWourp1  goump2  WWOump3  UMoumps  WWoumps M wath:  Icellocals ) Stt

D04AABD7 S5 EC FF|75 DC 88 42|24 8D 04 48/0F B7 OC 18 BS. . H.e. .
D04AABE7 |88 42 1C 8D |04 88 88 04 18 03 C3 A3 e £,.0.
§8|€5 5D €3 cc[EC cC A ATiix:

OOSMBEZ|EE 00, SESEIAICO

Figure 173

LockBit Wallpaper Setup
The ransomware sends the "[+] Setup wallpaper" message to the hidden window.

The GdiplusStartup APl is utilized to initialize Windows GDI+:

Xs/>Tatusworo
?:. «x,mrd ptr ss:Bebp-cc§ X87SW.8 O XO7M3 0 x87sw.C2 O
ecx X87SW_C1 O Xx87SW.CO O X87SW_ES O
e:hecx.mrd ptr ss:febp-00§ XB7SW_SF 0 X87SW.P O Xx87SW.U O

6A 00

8D 8D 34 FF FF FF
8D 8D 30 FF FF FF
51

.TeXT:004873AE lockbit.exe: S873AE #BGTAE
US0ump1  ESDump2  W4Dutp3  W4oump4  NDumpS @ watchi  Deltocals Y Stuct

Figure 174

The file retrieves the width of the screen of the primary display monitor via a function call to
GetSystemMetrics:
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epﬂ 043F0000

.TeXT:004B74F0 10ckDIT. exe: $B74F0 #B68FO AR T R

-, el O el T e

Figure 175

The malware allocates memory for Windows GDI+ objects using GdipAlloc:

-~ . Tams

Figure 176

A Bitmap object is <created based on an array of bytes by «calling the
GdipCreateBitmapFromScanO function (0x26200a = PixelFormat32bppARGB):

51

6A 00 push 0 x87statusword 0000

68 0A 20 26 00 X87SW_B 0 X87SW.C3 0 X87SW.C2 0

6A 00 push 0 X87SW_C1 O X87SW_CO 0 x87SW_ES O

E: ;? gg XB7SW_SF O Xx87SW_P 0 x87SW_U 0O
g [

v [5 [2]0J unlock

esp-H] 00000438
3: [esp+8] 00000000
[esp+C]_0026200A

.Text:0041B01D Tockbit.exe:$1BOID #1A41D

@Yoump2  @4Dump3  @Dump4  @HDumps @) watchi  Iv-llocals 7 stuct

Figure 177

CreateStreamOnHGlobal is utilized to create a stream object:

004E0251 X87SW_C1 O x87SW.CO 1 X87SW_ES
D04E0252 sh O D X87SW_SF O X87SW_P 0 Xx87Sa_U
004£025 4 D pti bp- — -

esp+8] 0019E204
737
.TeXT:004E0257 10CKDIT.exe: SEO257 #DFEST espsC] 58857373

Wourp!  $Soump2  $MDup3  NOump4  $Woumps @ watchi  Ixellocals P Stct

Figure 178

The binary creates a Bitmap object based on the above stream using
GdipCreateBitmapFromStream:

00424220 X ¥ ¥ X87SW_SF O X87SW_P O X87SW.U O
D042A2AE push dword p :febp+s — ===

L TEXT:00424281 10CkbIT.exe: $24261 #29681
Woump2 Hoump3  $Hoump 4

Iellocats 2 struct

& watch 1

Figure 179

A new private font collection is created via a call to GdipNewPrivateFontCollection:

esmc snsnn
esp+s

Pr - Pre - P - weae CEE T L IS

Figure 180

The malicious process adds a memory font to the private font collection:
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FF 75 €8 push dword ptr ss:lebs;xal 0 Xx87SW.C3 1 XxB7SW.C2 0O
88 75 EO mov esi,dword ptr ss:febp-20) X87SW_C1 0 Xx87SW.CO O Xx87SW_ES 0O
FF 75 E4 h r ss:febp-1CHY 0 XB7SW.U O

FF 76 04

v (s {2100 uoa
HE

.TeXT:00419CEE Tockbit. exe: S15CE6 #190E6 Rt

Woumo1  Woump2 WMoump3  Woump 4

5 0ump 5

Figure 181

The GdipGetimageGraphicsContext function is used to create a Graphics object that is associated
with an image object:

. pusn ecx XB7SW.C1 0 X87SW.CO O XB7SW.ES 0
. mov ecx,dword ptr ss:febpral X87SW_SF O XB7SW_P 0 X87SW.U O
. push dword ptr ds:[ecx+4 - B
4 . Sty

0019€2CC
58857373
0019FA34

pellocdls Y st

Figure 182

The malware creates multiple SolidBrush objects based on different colors using the
GdipCreateSolidFill routine:

X87SW_SF 0 XxB87SW.P 0 Xx87SW.U 0

> {5 12100 unog

0019€200
00000780
4
. TEXT:00416E91 10CkDIT. exe: S16E91 #16291 e Bl

$ouro1  PNoump2  WNDum3  UWDup4  WDumpSs @ wathi  bellocals P st

Figure 183

All SolidBrush objects are used to fill the interior of multiple rectangles using GdipFillRectangle.
The GdipSetPageUnit APl is utilized to set the unit of measure for a Graphics object:

push dword ptr ss:febp+sf XB7SW_SF 0 X87Sw_P 0 x87Sw_U
push dword ptr ds:[esi e -

esp+8] 00000280
.Text:004188D2 1ockbit. exe: $188D2 #17FD2 EEH1C) 0UIRD0:

$ouro1l  YSoump2  WWoump3  WNDumpd  WWoumps @ watch1  bellocs ) st

Figure 184

GdipCreatePenl is used to create a Pen object:

s = xg7statusword 4000

X87SW_B O XB7SW.C3 1 x87Sw.C2 O
X87SW.C1 0 xB87SW.CO 0 Xx87SW_ES ©
XS7SW_SF O X87SW_P 0 Xx87SW.U O

push esi
push 0

push ecx
movss dword pTr ss:
push dword ptr ss:febp

.TexXT:0041702E Jockbit.exe:$1702E #1642E
W01 Poump2  $NDump3  NDumo4

5 0ump 5

Figure 185

LockBit creates a GraphicsPath object via a function call to GdipCreatePath:
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X87SW_SF O X87SW_P O X87SW.U O

+TEeXT:004170E0 lockbit.exe: $17DEQ #171E0
$Wourp!  Poump2  NDump3  Moumpd  SHoumps @wahi  Iellocals P stuct

Figure 186

The process performs multiple GdipAddPathArcl calls in order to add elliptical arcs to the current
figure of the path:

<« ==

e]oos183EA FF 75 14 push dword ptr ss:febpsT x87statusword 4000

o] 004183ED FF 75 10 push dword ptr ss:febp+1 X87SW_B O x87SW.C3 1 x87SwC2 O

o] 00418370 FF 75 OC push dword ptr ss:febpeC] X87SW_C1 0 Xx87SW.CO O xX87SW_ES O

o] 00418373 FF 75 08 push dword ptr 5s5:febpr X87SW_SF O X87SW_P O X87SW.U O

o] oosisire FF 36 push dword ptr ds:({est

+ 0 : C —

| < i S ~|[s 12100 unkd

.Text:004183F8 lockbit.exe: $183F8 #177F8

ool  Woup2 WNDump3  $HDump4  WDumps @ watch1  Iellocdls ) Stct

06722F 40 31 50 74 68|00 00 00 00]00 00 00 00| BEATAPTA.+ssnrss

nesssseales S ALlza se 23 nelaa an an anlen an an aalale aus

Figure 187

The ransomware performs function calls such as GdipFillPath and GdipDrawPath in order to
transform the path. It creates a FontFamily object based on the Proxima Nova Font family:

00419E7D
00419E7E
00419E81

s6 es1 X87SW_C1 O x87SW.CO O X87SW_ES O
FF 75 F4 :febp X87SW_SF O xB7SW_P 0 x87SW.U O
FF 75 08 push dword ptr bp+& [ebp 3 S

+TEXT:00419E84 Tockbit.exe:$19€84 #19284
$ouo1  §owmp2 $W0ump3  PDump4

Iellocals ' stuct

@oumps & watch 1

Figure 188

A Font object is created based on the above object via GdipCreateFont:

0041A366 push esi
00414367 6A 02 pus!

h > xg7statusword 4000
00414369 push dword ptr ss:febp+C) X87SW_B O x875W._C3 1 Xx87SW.C2 O
0041A36C push ecx XB7SW_C1 O X87SW.CO O X87SW_ES O
0041A36D movss dword ptr ss:fespd, xmmo X87SW_SF 0 XB87SW_P O Xx87SW.U 0
0041A372 8 push dword ptr ss:febp-5f s =

.Text:0041A375 Jockbit.exe:$1A375 #19775

@oump1  ourp2  Woump3  WHourp4  Woumps @ wachi  Illocals st

Figure 189

The GdipDrawlmageRect function is utilized to draw an image:

00419836 FF 75 F4 push dword ptr ss:Febp-CF X87SW_SF O XS7SW_P O X87SW.U O
00419839 push dword ptr ds: = —

&

.Text: 00419838 lockbit.exe: $19838 #18C38

WWoump!  $Noump2 WHDump3  WNoump4  WNDoumps Bwah1  Iellocals P stuct

Figure 190

The malware measures the extent of the strings that will appear in the wallpaper by calling the
GdipMeasureString API:
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i ] 00419610 push o

i 0041961F push 0

! 00419621 push dword ptr
H 00419624 sh O

{ 00419626

i 00419629

: 0041962C

\ 0041962E

) 00419631

. TEXT:00419633 Tockbit.exe:$19633 #18A33

X87SW_SF O Xx87SW_P 0 x87SW_U

Wouo1  oump2 WWoump3  ENoumpd

0019F62C (4% R.1.0. .y.
0019F63C (20 00 66 00/69 00 & 00|65 00 73 0020 00 73 00| .f.i.1.e.
0019F64C | 74 00 6F 00|6C 00 65 00|6E 00 20 00|61 00 6E 00[t.0.1.e.n.

Figure 191

s e gy s e smeyeng s
X87TW_4 3 (Empty) x87TW_S 3 (Empty)
X87TW_6 3 (Empty) x87TW_7 3 (Empty)
x87Statusword 0100

X87SW_B 0 Xx87SW.C3 0 x87SW.L2 O
X87SW_C1 O X87SW.CO 1 Xx87SWES O
o

5 (2100 uod
Fespr4] 0019F62C L"A1l your files stolen and &

esp+8] FFFFFFFF
esp+C] OSDSEEEO

The process draws the strings based on a font, a layout rectangle, and a format via a call to

GdipDrawstring:

] 0041346F 75 F8

H 00419472 75 €8 mov esi,dword ptr bp-1
H 00419475 4D D8 lea ecu,n-ord ptr s bp-2

push dword ptr ss: lebEa'
53
00419475 00 push 0

$ 1 push ecx

H 004194 75 F4 push dword ptr sz:fevp-cl
H 0041947E 6A FF push FFFEEFEF

H 00419480 push dword ptr ss:febp:sj

00419483 push dword ptr ds:{esi

Figure 192

The file extracts the path of the %TEMP% directory:

.TexT:0048785A lockbit.exe: $B785A #BECSA

WWouro!  $Soump2 WHDump3  WSoump4  WWoumps Bwathi  bellocas P st
Figure 193

GetTempFileNameW is utilized to create a temporary file:

FF 75 FO
8D 8D 10 FD FF FF
6A 00

6A 00

sh dword ptr ss:febp-10§
g:a e(x,n-ord ptr ss:febp-2Fo

. Text:0048799C lockbit.exe:$B799C #BEDIC

X87SW_SF O X87SW.P O x875WyU 0O

WWoump2 Wowmp3  oump4

Figure 194

X87TTW.4 3 (Ewpty) X87TTW.S 3 (EmpLy)
X87TW_6 3 (Empty) X87TW_7 3 (Empty)

x87Statusword 0100

X87SW_B O Xx87SW.C3 O Xx87SW.C2 O
XB7SW_C1 0 X87SW.CO 1 XxB7SW_ES O
XB87SW_SF O XB87SW_P 0 X87SW.Uu 0

> [s 1310 ulock

esl 0019F62C L"A11 your files stolen and er
esp+8] FFFFFFEF
esp+C] OSDSEEEQ

107”‘0 X87SW_P O Xx87SW.uU O

&

| unock

0019F800
043F0000
00223000

X87Statusword 4000
X87SW_8 O Xx875W.C3 1 x87Sw.C2 O
X87SW_C1 O XB7SW.CO O XB7SW_ES O

The GdipGetlmageEncoders function is used to retrieve an array of ImageCodeclnfo objects

containing information about the available image encoders:

FF 75 08 push dword ptr ss: m*
FF 75 E8 18]
FF 7S E4

. Text:00418323 lockbit.exe: $18323 #1A723

X87SW_C1 0 X87SW.CO O Xx87SW_ES O
XB7SW_SF 0 Xx87SW_P 0 Xx87Sw.Uu O

06800000
espC mxns

$%0ump 1 @YDump2  WSDump3  WSDump4  NDumpS @ watch1  belocals Y St

Figure 195

LIFARS
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The image constructed in memory is saved to the disk in the temporary file created earlier:

00414840 6A 00 X87SW.B O X87SW.C3 1 X87SW.CZ ©
D041AB4F push d-ord ptr ss: ebpqc X87SW_C1 O x87SW_CO O Xx87SW_ES ©
D041AB52 pusn dword ptr ss:febp+s [ebp+8]:L X87SW_SF O X87SW_P 0 Xx87SW.U ©
00D41AB55 FF 7 push dnora ptr ds: es!u - - -—=
~ [s 15100 uock

Iy sp] ;1660 —

a i 68C0000 L"C:\\Users\' \Appoata\\Lo¢
esp+8] 0019FA10
SSPIC)00DONTIC

“4oup3  H0wws  Woumps M wawhi  fellocas P stuct

EC]31 49 60 6700 00 00 00|01 00 00 00| K-, T A Dt ar7RA | NRANDNAN

Figure 196

Figure 197 shows the wallpaper that will be set:

'3 LOCKHLFX]

ARER (sl IMPORTANT FILESEANISTOLEN AND ENCRYPTED!

All your files stolen and encrypted
for more information see
RESTORE-MY-FILES. TXT
that s located In every encrypted foider

Figure 197

The RegOpenKeyA API is utilized to open the "Control Panel\Desktop" registry key (0x8000000T1
= HKEY_CURRENT_USER):

€] 004850C2 51 sh ecx ecx:"conty X87SW_B 0 XB7SW.C3 0 x87Sw.Ccz ©

¢]004850C3 8D 40 AE ea «x.o-ord ptr ss:febp-52§ X87SW_C1 0 X87SW_CO O Xx87SW_ES ©

® J 004880CE 51 push ecx: "Contt XB7SW_SF 0 xB7SW_P 0 Xx87Sw_VU o

e} oosBs0C7 68 01 00 00 80 Sh 50000001

. v =
NE— g 5 | Defaut (stdcal) ~ s 12100 urlock

2: [esp+4] OOL19FA9E "Control Panel\\Desktop"
3: [esp+8] 0019FA84
.TEXT:004B80CC Tockbit.exe: $880CC #B874CC 4: [esp+C] 043F0000

$oump!  @oump2  $WDump3  $Woumpd  WWoumpS @ watchi  Ixellocals 7 Stxt

Figure 198

The "WallpaperStyle” registry value is set to 2, and the “TileWallpaper” value is set to O by calling
the RegSetValueEXA routine (Ox1 = REG_SZ):

00488225 sh e eax:“wally | ASLIm-T 3 \SmpLys Ao/ im_3 3 Lcupiy)
00488226 ea eax.Mrd ptr ss:febp-243 X87TW_6 3 (Empty) X87TW_7 3 (Empty)
00488229 push e eax:"wall)

push 1 x87Statusword 0000

?“‘"‘ 0 X87SW_B 0 X87SW.C3 0 X87SW.C2 O
0048822€ ea eax,dword ptr ss:febp-64) X87SW_C1 O X875W.CO O Xx87SW_ES O
00488231 push eax 1"wally X87SW_SF O X87SW_P 0 x87SW.U 0O

00488232 push dword ptr ss:febp-6C]
. ~ [s 1100 unod

espvd oo;suoc “wal nwsry‘le
00000000
espvc 00000001

.
.

.

® | 00488224
® ] 0048822C
.

.

.

.

v [ =

.Text:00488235 10ckbit.exe:$88235 #87635
Itumol ﬂtnnnz WUoump3  UWDump4  UWDumpS AP watchi  beeliocals ) Stct

00‘!‘“0 55 FC 8B |42 24 8D 04 48 OF B7 OC|18 88 42 1C
00488658 | 80 00 .' ll 04 X‘ 03 CS E’ 55 FA FF VF ll 45 F4 .e
B v

nasseceel s

Figure 199
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> \empLy g

. ush eax Aosim_w > smpiys  Aosim3
. ea eax,dword ptr ss:febp-25] X87TW_6 3 (Empty) X87TW_7 3 (Empty)
. push eax eax: "Tile

. push 1 x87Statusword 0000

. push 0 X87SW_B O X87SW.C3 0 X87SW.C2 0

° lea eax,dword ptr ss:febp-:6] X87SW_C1 O X87SW_CO O X87SW_ES O

b push eax eax:"Tilel X87SW_SF O Xx87SW_P O Xx87SW_U O

* | push dword ptr ss:febp-&Cj T T —
. |call ecx "

.

.TexT:00488399 lockbit.exe:$B8399 #87799

g DO000IAC s
: [esp+s] 00000000
Wouwmp3  GWoumpd  Woumps @ wath1  Ixellocas ' stuct | “Ti1emartpaper~
5 JascIx | ~ || OD19FZEO o
a0 00 _30 06132 00 00 00/AQ 94 A2 €8/80 07 00 00|0.0.2... .¢K....| 0019F7ES ACS
00197308 |BCEA 19 00 |38 07 Aa 732000 aC0g 8 02 00 00 M.l it l il O019F7EC

Figure 200

The Desktop wallpaper is set by calling the SystemParametersinfow function (0Ox14 =
SPI_SETDESKWALLPAPER, Ox3 = SPIF_UPDATEINIFILE | SPIF_SENDCHANGE):

Default (stdcal)
1:

S -1 s 4
eax=<user32.SystemParametersl 2: esgﬂ 00000000
3: [esp+8] 068C0000 L"C:\\users\‘.\\‘owau\\r.o(
|4
+TEXT:00488627 T0CKbIt.exe:$B8627 #B7A27 | e5peC) 00000003 oo

Wouwrol (Houp2 WM0ump3  WWDump4  EWDuwmpS @ watch1  Ivellocals ) Stct Hmn“ ml
| DO19F7ES | 068C0000 L"C:\\Users' -\mltl Local\\Temp\\8397.
T —— — T — ~ | 013E7Ee| 85860008 | L Cx \usersh AROET N A

6A 03 push 3 X87SW_B O XB7SW.C3 O X87SW.C2 O
FF 75 FO push dword ptr ss:febp-10] | {ebp-10]:1 X87SW_C1 0 XxB87SW_CO O x87SW_ES ©
sh 0 X87SW_SF O X87SW_P 0 X87SW.U ©

v [s 310 unock

Figure 201

As we can see in the next picture, the registry values were successfully modified:

25| TileWallpaper REG_SZ 0

3| TranscodedimageCache REG_BINARY 7a 30100 36 90 7e 00 80 07 00 00 38 04 00 00 33 b1 88 97 26 1c d8 01 43 00 3a 00 5¢ 00 55 00 73 00 65 00 72...
3% TranscodedimageCount REG_DWORD 000000001 (1)

8| UserPreferencesMask REG_BINARY 9e 1e 07 80 12 00 00 00

‘," REG_SZ C:\Users\llB\AppData\Local Temp\B397.tmp.bmp

#5| WallpaperOriginX REG_DWORD 0x00000000 (0)

| WallpaperOriginY REG_DWORD 0x00000000 (0)

ab) WallpaperStyle REG_SZ 2

Figure 202

Extract and save the HTA ransom note to Desktop

LockBit sends the "[+] Extract *.hta file" message to the hidden window. The HTA ransom note is
stored in an encrypted form in the executable. It is decrypted using the XOR operator (key = 0x38).

The malicious binary creates a file called “LockBit_Ransomware.hta” on the user Desktop
(Ox40000000 = GENERIC_WRITE, Ox2 = CREATE_ALWAYS, 0x80 = FILE_ATTRIBUTE_NORMAL):

] €A-00 x push 0 X87TW.0 3 (Empty) X87TW_1 3 (Empty)
~ et s X87TW_2 3 (Empty) X87TW_3 3 (Empty)
. 6A 00 push 0 X87TW_4 3 (Empty) X87TW_S 3 (Empty)
. 6A 00 push 0 X87TW_6 3 (EmpTy) X87TW_7 3 (Empty)
. 68 00 00 00 40 ush 400
. 80 85 OC 87 FF FF ea eax, eax:Creat: x87statusword 0000
. S0 push eax eax:Creat: X87SW_B O X87SW.C3 O Xx87SwW.C2 O
. E8 FB BB F7 FF €811 1ockbit. 410F90 X87SW_C1 O XB7SW.CO O XS7TSW_ES 0
. s8 Cs moV_ecx, eax eax:creat: | X87SW_SF O X87SW.P O X87SW.U O
. €8 64 CO F7 FF E&11 Tockbit. 411400

—| £ 00 |cail eax L
p ERO0== eax = <

eax=<kernel32.Createrilem> (76ACD0ED)

. TeXT:0049539C TockDiT.exe:$9539C #9479C
Wourp1  @oump2  HDoump3  WHoumpd  Moumps  Wwachi  Ielloas P stuct

ess | Hex |ascax
001981A0 |6F 00 63 0068 00 42 Qﬂisi 00 74 O0|SF 00 S2 OOED.(.k B

00198180| 61 00 6€ 00|73 00 6F 00|60 00 77 00(61 00 72 00|a.n.s
001981C0| 65 00 2E 00|68 00 74 00|61 00 00 00| |e...h.t.

1FC [L7C:\\Users\ il \D€5KTop\ \Locke1 T_Ransomware. hta"

Figure 203
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The WriteFile APl is used to populate the HTA file:

00495 3AE 6A 00

00495380 8D 28 89 FF FF

00495386 S51

00495387 40 ¢

00495384 E8 21 4F 02 00

0049538F 50

004953C0 55 oC

004953C3

004953C4 45 A0
0

004953C7
ES C3 BB F7 FF
88 C8

004953C8
004953CD
004953CF

.Text: 00495304 lockbit.exe: $953D4 #947D4

push ecx

gu. ecx,dword ptr ss:febp-7eoa]

mOV_ecx, ma ptr ss:febp-643
T.4BA2E0

H‘l

push eax

push
sh e

X
mov_eax,dword ptr ss:febp-60¥
ax

mov eg;.mrd ptr ss:febp-£43

lockbit. 410F90

mov. e;.x, eax

kbit. 411540

eax:writel

wm-vl &nnpz Yoump3  §%0ump4

3 “74@“3‘*““61643E%
“KOOLOSLZEJI.H?‘?O;O‘SM 2 4

The ZwCreateKey API is utilized to

MAXIMUM_ALLOWED):

® ] 0044D813 6A 00

| 0044D815 6A 00

o | 00440817 6A 00

© ] 00440819 80 85 D8 FD FF FF
© | 004ADB1LF €7 45 E4 18 00 00 00
o oo4ane26 89 45 EC

® ] 004AD829 8D 45 E4

© | 004AD82C 6A 00

o 00420828 50

o | 004AD82F 80 45 EO

o | 00440832 89 ES

o] 0040835 68 00 00 00 02

® | 004ADS3A S50

® ] 004AD83B €7 45

o 00320842 89 7D F:

© | 004405845 89 70

e {o00saD848 €8 23

.

. Text:004AD84D lockbit.exe: SADSSD #ACCAD

4% Dump 5

@8 watch 1

peellocals & Struct

™ d><met
Ttp-equiv="Co

Figure 204

eax:writel
eax:writel

eax:writel
£

Default (stdcall)

xg7Tagword FFFF

X87TW_0 3 (Empty)
X87TW.2 3 (Empty)
X87TW_4 3 (Empty)
X87TW_6 3 (Empty)

x87Statusword 0000

X87SW.B O x875W.C3 0 x87sw.C2 ©
X87SW_C1 O x875W_CO O Xx87SW_ES O
X87SW_SF O X87SW.P 0 Xx87SW.Uu ©

v s 12100 unock

X87TW_1 3 (Empty)
X87TW_3 3 (Empty)
X87TW_S 3 (Empty)
X87TW_7 3 (Empty)

es)| O 0000
esp+8] 00008909
esp+C] 00198418

Pt ) PO

open the “HKCR\lockbit” registry key (0x2000000 =

ptr _ss:
553

s5:febp-14§, eax
ptr ss:febp-1cy

Tr_55: -2
R H A

52 febp-1

3 p- 1
ss. eba—c cd{
.edi

1m‘t. ‘15870

oump2 Houp3 Woumps 9

[00 3A 00[SC 00 77

REG_SZ):

.Text:004AD992 lockbit.exe: SADII2 #ACDI2

& watch 1

Peellocals ) Struct

Figure 205

eax:ZnCre.
eax:Incre.

X87r4 3FFF8000000000000000 S'N Empty 1.0000000000
y 96.

X87r7 4005C000000000000000 ST? EmPT)

x87Tagword FFFF

X87TW_0 3 (Empty)
X87TW_2 3 (Empty)
X87TW_4 3 (Empty)
X87TW_6 3 (Empty)

Xx87statusword 0000
X87SW_B O x87SW.C3 O x87SwC2 O

X87TW_7 3 (Empty)

X87SW.C1 0 x87SW.CO O Xx87SW_ES O
XB7SW_SF O x87SW_P 0 X87SW.U O

-

set to "LockBit" by calling the ZwSetValueKey function (Ox1

push o
push e.

?ush Mrd ptr ss:fep,
ea eu.o-ord ptr ss: Ee

sccg
bp-230)

sh Mrd ptr 55:Jebp-208
Jockbit. 415960

Woup1  oump2  Woump3 Eoump4

&9 watch 1

Pollocds 4 struct

Figure 206

eax:zwset'
[ebp-scC]
eax:Zwset

eax:Zwset

A rmay s Gy AW tmes s ey
X87TW_6 3 (Empty) x87TW_7 3 (Empty)
x875tatusword 0000

X87SW_B 0 X87SW.C3 0 X87SW.C2 O
X87SW_C1 O X87SW.CO O XB7SW_ES O
X87SW_SF O X87SW_P O X87SW.U O

00197FSC
00000001

The malware creates the “HKCR\Lockbit” registry key by calling the ZwCreateKey API (0x2000000

= MAXIMUM_ALLOWED):

LIFARS
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O04AF1AE
004AF180
004AF182
O04AF1B3
DO4AF1BA
004AF1CL
004AF1ICS
004AFICT
004AF1CS
004AF1CA
004AF1CD

XB/F§ SFFFSUUDUUUUDUUUULUU 314 EMPTY 1. UUUUUUUUOU
X87rS 4005C000000000000000 STS Empty 96.000000000
X87r6 4005C000000000000000 ST6 Empty 96.000000000

X87r7 4005C000000000000000 ST7 Empty 96.000000000

ptr_ss:febp-228)

v ss-khp 19

ax
ptr ss‘lebp- g

et it

x87Tagword FFFF
X87TW_0 3 (Empty) X87TW.1 3 (Empty)
X87TW_2 3 (Empty) X87W3 3 (Empty)
X87TW_4 3 (Empty) x87TW.S 3 (Empty)
X87TW_6 3 (Empty) X87TW_7 3 (Empty)
x87Statusword 0000

X87SW_B O X87SW.C3 O X87SW.C2 0O
X87SW_C1 O X87SW_CO O X87SW_ES O
cop-5§, edi X87SW_SF 0 X87SW_P 0 XB7SW.U O

Defauit (stdcall)

| esps4] 02000000
espe8] 00198170
5p+C ] 00000000

805588528328229

m
@
23
5
n
"t
5
B2

. TeXT:004AF1ES lockbit.exe: SAFIES #AESES

WWoump2  $oump3  $Youmps  $Dumps Peellocals Y Stuct

Figure 207

The Defaultlcon registry value is set to “C\windows\SysWow64\2ED873.ico” using
ZwSetValueKey (Ox1 = REG_SZ):

A

X87TW_6 ; (!lpty)

:l?sutuswora

87SW_B 0 xB87SW.C3 0 xB87SwW.C2 O
xl?Ml 0 Xx87SW.CO O Xx87SW.ES O
X87SW_SF O XB7SW_P 0 Xx87SWU O

v.[s #]0] o

A tmes e Aweeny s
X87TW_7 3 (Empty)

1t 415

.text:004AF257 lockbit.exe: SAF257 #AEGS7

$oumo1  Woump2 WHDump3  WSDumpd  WHoumps @8 waich1:

Figure 208

The process creates the following registry subkeys: "shell", "Open", and "Command". The (Default)
value is set to "LockBit Class" using ZwSetValueKey (Ox1 = REG_SZ):

004B00SE 50 e S e 2 AV S v sy
FF 85 C4 FD FF FF gush o-oru ptr ss: le X87TW_6 3 (Empty) x87TW_7 3 (Empty)
8D 85 DO FD FF FF eaeumrdp
6A 01 xs75tatusword 0000
64 00 push o X87SW_B O x87SW.C3 O X87SW.C2 O

push eax

X87SW.C1 O X87SW.CO O X87SW_ES O
push dword ptr ss: Iebp 209
lod: 415

50
FF 75 EO X87SW_SF O Xx87SW_P 0 X87SW.U O
E8 E8 58 F6 FF

00197FSC
0000000:
. text: 00480078 10ckbit. exe: $B0078 WAF47S SIpiC - .

oump1  Yoump2  WSDump3  WSDump 4

% oump 5

Figure 209

The (Default) registry value under the Command key is set to open the HTA ransom note:

00480542 5 h eax 2 =z eax:Zwser' | AS/IM_% 3 (EWPLY)  AS/IW_> 3 (EWPLY)
00480543 BS C4 FD FF FF [lmsh dword ptr ss.lebg;ncl {ebp-23C) X87TW.6 3 (Empty) x87TW.7 3 (Empty)
00480549 85 DO FO FF FF n eax, dword ptr s5:febp-2303 cax:Zwset'

0048054F 6A 01 x87Statusword 0000

00480551 push 0 X87SW_B 0 1(075'_;3 0 x87swc2 o

00480553 so push ;l: a a eax:Zwset' X87SW_C1 0O SW_CO O X87SW_ES O

00480554 FF 75 FC pus| rd ptr ss:febp- X87SW_SF 0 su_r 0 x87sw.u o0

00480557 Tockbit. 415960 T == =

< i —— R i

esp+4] 00197F5C
esp+8] 00000000

. TeXT:004B0S5C 10CKDIT. exe: $BOSSC #AFOSC SRS Ohoacood

ﬂmwz Wourp2  H0ump3  YWDumps  WN0umps @ wach1  bellocals 4 Stuct

ozsm»t QQ3A 00 5C 00(57 00 69 O0|6E 00 64 00

Figure 210
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File Edit View Favorites Help

c _CLASSES ROOT\Lockbd e
v Lockba ~ [ Name Type Data
j Ocfaukicon 28] Defautt) REG_SZ R - ~C:\Wsers I\
v shell
v | | Open
_ Command

Figure 211

The NtOpenKey routine is utilized to open the “HKCR\.hta" registry key (0x2000000 =
MAXIMUM_ALLOWED):

A e % \weAys AW imes v Ly

X87TW_4 3 (Empty) X87TW_S 3 (Empty)

X87TW_6 3 (Empty) X87TW.7 3 (Empty)
x87Statusword 0000

ebp- 1. X87SW.B 0 Xx875W.C3 0 x87sw.C2 ©

mov dword ptr ehp ~C| ed\ X87SW_C1 O X87SW_CO O Xx87Sw_ES O

mov. o‘:::d ptr ss;senp edi xl?ﬁ_sF o xl7Sl_P 0 Xx87SW.u O

Kbit. 415
v [s 1100 unlock

ea eax,dword ptr_ss:febp-220§
mov dword ptr ss:febp- x:ﬁ edi

. TEXT:004B0CF6 10CKbiT. exe: SBOCFE #BOOFE R

$Woump1  GHourp2  $W0ump3  WMoump4  WMoumps @ wathi  Ivellocals ) Stuct

Figure 212

The malicious binary retrieves the (Default) registry value via a function call to NtQueryValueKey
(Ox2 = KeyValuePartialinformation):

i @] 00480006 50 push eax  eax:NtQuer | Tazew s S o v ) 4
i e]oo4s0007 68 00 01 00 00 sh 100 X87TW_4 3 (Empty) X87TW.5 3 (EmpTy)
i eJoo4aso00C 80 85 30 F4 FF FF ea eax,dword ptr ss:febp-200] X87TW_6 3 (Empty) x87TW_7 3 (Empty)
i e]oo4so012 50 push eax
i eloo480013 6A 02 ?ush 2 x875tatusword 0000
H ] 00480015 8D 85 DO FD FF FF ea eu dword ptr ss:febp-230) X87SW_B O x87SW.C3 0 Xx87Sw.C2 O
i eJoossooia 50 push e XB7SW.C1 O X87SW.CO O X87SW_ES O
H o] 0048001C FF B85 EO FD FF FF push Mrd ptr ss:febp-22 X87SW_SF O X87SW_P O X87SW.U O
! o 00480022 E8 19 4E F6 FF Imbll 415840
. i
= ' EaEr

esped] 00197FSC
] fonl
. text:00480027 10ckbit.exe: $B0D27 #BO127 S3pIC] 00l

WWoump2 WWoump3  WHoump s

Woump S Ieellocals ) Struct

Figure 213

NtOpenKey is used to open the “HKCR\htafile” key (0x2000000 = MAXIMUM_ALLOWED):

004B11ED 50 :Ntoper || Aol 2 Ao im_3 3 L=wpiys
o XB87TW_4 3 (Emy) X87TW_S 3 (Empty)
O04BLIEE 8D 45 DC ?‘e‘l eax.mrd pt l:bp lsi iNtOpe: X87TW.6 3 (EmPTy) X8 23 ( 243

004811F1 89 70 ES mov Mra ptr ss:
00481174 50 00 00 00 02 DO
004811F9 :NTOpe: x87Statusword 0000

004B11FA ¢7 45 Fo 40 00 00 00 :febp-1: 40 ‘e’ X87SW_B8 O x87SWw.C3 O
00481201 7 F ebp-C| X87SW_C1 O X87SW.CO O

00481204 70 F mov_dword ptr ss:febp- X87SW_SF O X87SW.P O
00481207 44 48 F6 FF lockbit. 415 e =

. Text:004B120C 10ckbit. exe: $B120C #BOGOC L SEDIC Y OIR2S 4

WSoump2  ¥oump3

001’7&‘ (00 52 €8 00]65 00 6& 0Oly.\.m. 2. c.h. 00!57>80 OOXQIICC "shel132.d11"
------ . 00157554 | 00223000
< ) 00197588
....... holi-pedl. o
SN, ® ‘.T 001975C0 OOOOWOI

0019770C

antazzr sl nannnntn

Figure 214

The Defaultlcon registry value is set to “C:\windows\SysWow64\2ED873.ico” (0x1 = REG_SZ):
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00481921

eax:zwSer: | A°/Im_s 3 yEmpiy RS/ IM_> 3 \EmpLy)
00481922 BS BC FD FF FF ?ush md ptr ss'le [ebp-244) X87TW.6 3 (Ewoty) X87TW.7 3 (Empty)
00481928 85 DO FD FF FF ea nx dword ptr ss: p 230. eax:Zwset'

0048192E o1

00481930 6A 00 9\!5 0 X87SW_B 0 x87SW.C3 O
00481932 push e

eax:Zwset' X87SW_C1 0 X87SW_CO O
00481933 75 DC push anord ptr ss:febp-243 X87SW_SF 0 Xx87SW_P O
00481936 25 40 F6 FF Tockbit. 415960 e —

x87Statusword 0000

E esp« ooxswsc
.TexT:00481938 lockbit.exe: $81938 #B0D3B l
Woump2 Woump3  Houmpd

1o

Vi wiv v
8888

88
i
88

001975AC | 00198254

00197580 | 001981CC | "Shel132.d11"
00223000
00000000

88888
@8N w
88888

oo

nEc\omuq

8888888
fibatl
8888
8888888}

0019771C

8
8
9

AnnnanAn

Figure 215

The file opens the Run registry key using RegCreateKeyExW (0x80000001 =
HKEY_CURRENT_USER, Ox2001F = KEY_READ | KEY_WRITE):

00496054 sh e 5 ecx:L"SOF X87TW_1 3 (Empty)
00496055 4D DC fea ec ecx dword ptr ss: lebp 243 [ebp-24]: 7TW_3 3 (Emp:
00496058 push ec ecx: L SDF X8 3 (Empty)

00496059
00436058
00496060
00496062

7TW_2 3 (Empty)
X87TW_4 3 (Empty) x87TW_5 3 (Empty)
X87TW_6 3 (Empty) X87TW_7 3 (Empty)

xg75tatusword 0000

00 ?\lsh 0 X87SW_B O x87SW.C3 O x87SwW.C2 O
8D 84 FE FF FF ea ecx,dword ptr ss:febp-17¢) X87SW_C1 0 X87SW_CO O X87SW_ES O
N

push ec eCX:ILTSOF SW_P O Xx87SW.U ©O
01 00 00 80 push 80000001 § :

> |[s_$]0] unock

ooxmm L"SOFTWARE\\M1Crosoft\\window:

00
1F 00 02 00
00

push 0
push zoou
push 0

00

push 0

SN8RERETNBY

. TEXT:00496072 Tockbit.exe:$96072 #95472
ﬂmx _$4oup2  $Houw3  Woums @ wotch1  Irellocals 5 stct

oouwm 00 00]46 00 54 00|52 00 41 00
00198020 | 5C 00 40 0069 00 63 00|72 00 6F
00198030 00|5C 00 57 00|69
00198040 75
00198050 $6 00 65 00|7.

6E
72
E 73

Figure 216

The ransomware creates a value called "{2C5F9FCC-F266-43F6-BFD7-838DAE269E11}!, which
contains the path to the HTA note (Ox1 = REG_SZ):

H e ] 00496EA4 50 eax:L"{2¢! AS/IM_® 3 \EMPLY) RS/ W/ 3 \EWPLY)
§ o | 00496EAS FF 75 FO sn word ptr ss:feb, {ebp-10]:1

' o] ooasssas 8D 85 40 FF FF FF ?ua eax.dword ptr ss.‘ebp ~COJ x87statusword 0000

H o | 00496EAE 6A 01 X87SW_B 0 X87SW.C3 O X87SW.C2 O
H o | 00436€80 6A 00 pusho X87SW.C1 0 X87SW.CO O XB87SW_ES 0
H e Joos96E82 50 push eax eax:L"{2¢! X87SW_SF 0 X87SW_P 0 x87SW.U ©
H 0y BT FF 75 DC push dword ptr ss:febp-24) e

O - c

H 4 e

v |[s 2100 unlock
esp+4) 001980CC L"{2C5FIFCC-F266-43F6-BFD7-83¢
esp+8,

. TEXT:00496E86 10CKDIT. exe: SIGEBE #IG286 $E3DIC1 00000001
“Dtml ¥oump2 SDump3  WOump4s  ¥SDumps

001981FC [43) 00 3A 0015C 00 55 00]73 00 65 00|72 00 73 00|€

0019820 | 5C 00 00(SC 00 44 00/65 00 73 00

0019821C | 68 00 74 VO|GF 0O 70 00|SC 00 4C _00|6F 00 63 00 O INEE

0019822C | 68 00 42 00(69 00 74 00[SF 00 52 00|61 00 6E 00 Soasatec | =snat3az:dnI”
0019823C |73 00 6F 00(6D 00 77 00[61 00 72 00|65 00 2E 00 00228000 A
0019824C |68 00 74 00161 00 00 00/00 00 00 00100 00 00 00 Ec19022000

Figure 217

ShellExecuteW is utilized to open and display the above ransom note:

00495997
00495999
004955998
00495990
00495943
00495944
D04959AA
00495948
00495 9AD
00495982
00495984

o1
00

7TW.0 3 (Empty) Xx87TW._1 3 (Empty)
_2 3 (Empty) x87Tw_3 3 (Empty)
7TW_4 3 (Empty) x87TwW.5 3 (Empty)
xc;m_s 3 (Empty) x87TW_7 3 (Empty)

00
95 OC 87 FF FF

o

?'e'. edx,dword ptr ss:febp-7aF4)
sh ed

85 44 89 FF FF

fea eax,dword ptr ss:febp-7esch
push eax

X.7$!l!0$'°l'd 0000
0o ish 0 87SW_B 0 x87SW.C3 0O x87SwC2 O
EE OF F7 FF E Tockbit. 413940 SW.C1 0 X87SW.CO O Xx87SW.ES O

X
& MOV _ECX, &ax :shell xi’ﬂ_SF 0 X87SW_P O Xx87SWw.U O
27 EA F7 FF Tockbit. 4143E0 )

n.uzwan

GSD’ Wl”434 L of
001981FC L"C: \\users\‘-\\puktoo\\w
00000000

Anen2u8neges

sessesssssses

.Text:00495989 lockbit.exe: $95989 #94089
@ouro1  GNowp2  Hoump3  ESoump4 58434 | ’

I.Qll "‘ 3A 00|SC 00 55 00|73 00 65 00

0019820C (5C 00 00|5C 00 44 0|6 ;

0019821C | 68 OUTer X 00i5C_00 4C_0Q|6F
1 69 00 00 52 00 6E 00198194 043F0000

0019623c | 7300 v 0016000 3/00.72 00 0015815¢ | 0046005¢ | Tockbit. 004c005C

0019824C | 68 00 74 0Ol61 00 00 00 00i00 00 Ansans sl ansannss =

Figure 218
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YN (o] I IMPORTANT FILES Y STOLEN AND ENCRYPTED!

ARy NEMEts 10 (#8108 yOUS Files With The Ti-party Sofware will b8 fatal for your fies!
Ta recewery your data and net to allow data ieakage, it is possibile only EBwrcugh parchase of a private key from us

There is only one way to get your files back:

ATTENTIONI

Through a standard browser
e wie 793 Tor browser (or Brave) 1o access ihe TOR st
@ Brave (supports Tor knks) & FreFox ® Chrome © Edge O Opera
* D0 NGLIENAMe encrypled s
* Open link - sdesendog al saiftw L
s - + DONGE Iy 1o decrypt using hird party Sofware, & may cause permanent data loss.
. O your s parmes prce ey 303 the lee 15 cu)

Tor Browser may be Diccked in you Couniry of corporate Retwork. Lise higs (Exidges sepromeci org of use

Threugh a Tor Browser - recommended Tor Browser over VPN

* Downioad Tor Browser - [igs ey sl iny anG insial i

Tor Beowser user Manual hiips (nb-manual iprojes! crg/about
Open one of Inks in Tor browser and tolow Instructions on B63¢ pages
ey 5 -

* ormimr . Ot DI NI (1O ABAADIG Y T 5ee QU QI LA LS ek Saspp, iy Ry HOK OF PYTErS. [ agDic A1

sand Ve sy WheTE e Can 56 (at of e companics which refued 10 pay fmnzom

.

Al your stolen important data wil be baded int our biog ¥ you 9 ot pay mnsoM

[
These inks work onfy n the Tor begwsen

# Falow the nstructions on this page

Figure 219

LockBit deletes the registry value used for persistence named "{9FD872D4-E5E5-DDC5-399C-
396785BDC975}". We believe this value was created to resume the encryption process in the case
of a reboot:

. FF 75 EC ‘Dush dword ptr :::[cb:ﬂ:] ‘jcbn-l-‘::\ X87SW_SF 0 X87SW_P O X87SW.U O

. FF 75 D8 push dword ptr ss:febp-2& e

. FF DO | can eax jeaxinegDE v =

. FF DO 2 5 5 e [T ) v |5 13100 uniock
e rTr e Ty T T T Tr Ty 1: [esp) 000003AC
eax=<advapi32.RegDeletevaluens (73A61180) esp+4] 06980000 L"“{9IFD872D4-ESES-DDCS~399C~39¢

esp+8] 04370000

.Text:0049C4B4 lockbit.exe: $9C484 #98884 R
B = bk ——— .
WWourp1  Yoump2  WHoump3  Woump4  Woumps @ watchi  Iellocals ) Struct gxsr?zol ‘ocsooooo L"{9FD872D4-ESES-DOCS-399C-39678580C 975 "

Figure 220

The executable sends the "[+] Removed autorun key" message to the hidden window using
SendMessageA. There is a call to ZwSetloCompletion afterward:

' . 6A 00 pusn 0 XB/3LALUSIUTY VLU
H . 6A 00 push 0 X87SW_B O Xx87SW.C3 O X87SW.C2 ©
' B 6A 00 push 0 X87SW_C1 0 x87SW. CO O Xx87Sw_ES O
H ° 6A 00 push 0 X87SW_SF O X87SW_P O X87SW.U O
) . FF 35 20 25 4E 00 ush dword ptr ds: [4E2520] T ———
BEg— FF DO lgm eax eax:Zwset v
T 4 S o— o—— —

eax=<ntd11.zwsetioConpletions (770500F0)

. Text:004A2C6A lockbit.exe: SA2C6A #WA206A

Soump1  Dump2 UDump3  WWDump4  GWDumpS @ watchi  Iellocals ) St

__| DO19F,
Adacess loex Jascxx I ~ || O0aoFARS | 00000000
001974E8 [5B 26 50 20(52 65 60 6F|76 65 64 20(61 75 74 6F | L+) Removed auto| \mml

Figure 221

The malware deletes itself when the system restarts by calling the MoveFileExW function (Ox4 =
MOVEFILE_DELAY_UNTIL_REBOOT):
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e

X875W_B O x875W.C3 0 x87Sw.C2 O
X87SW.C1 O Xx87SW.CO O XxB87SWES O

X87SW_SF O Xx87SW_P 0 X87SwW_U L]

6A 04 push 4
6A 00 push 0
88 40 10 mov eax,dword ptr ds:[eax+10] |
FF 70 3C push dword ptr ds:[eax+3C] [eax+3C]:!
FF DL S can ecx 2 PSR iMover
< >
eF1leExw> (76A74270) 3 ]
3:
§4: L
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Figure 222

e3p4C

_—
025321E4 | L"Ci\\Users s T.exe’
D019F8C8 | 00000000
. 1/ 0019F8CC | 00000004

There is also a second process that will handle the executable deletion:

00000000
00000004
043F0000_

"crmd.exe /C ping 127.0.0.7 -n 3 > Nul & fsutil file setZeroData offset=0 length=524288
\"C:\\Users\\<User>\\Desktop\\lockbit.exe\" & Del /f /g \"C:\\Users\\<User>\\Desktop\\lockbit.exe\""

By pressing Shift+F1, we can access the hidden window:

LockBit 2.0 Ransom - o X
4 < LOCKE
L N Active: 0 Completed: 5657
Statistics

Location Used Total Complete Disk use

C 7906GB 795GB [ e e e e

Z\ 384 MB 466 MB 0 fe——————————————————]

Figure 223

LockBit 2.0 Ransom - a X
7\
4 =) LOCKEM

— '

Active: 0 Completed: 5657
Log

LockBit Ronsomware 2.0
[-] Process created with limited rights
[+] AES-NI enabled
[+] Getting session keys from registry
Found volume \\?\Volume{d7e47823-0000-0000-0000-100000000000}\ on \Device\HarddiskVolume1
Found volume \\?\Volume{d7e47829-0000-0000-0000-b0e213000000}\ on \Device\HarddiskVolume2
Found volume \\?\Volume{fce79¢e0-b01f-11e6-b968-806e66€6963)\ on \Device\CdRom0O
Scan done, waiting handles.

Figure 224
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Indicators of Compromise

Registry Keys

Key: HKEY_CLASSES_ROOT\Lockbit\shelN\Open\Command

Data: "C:\Windows\system32\mshta.exe" "C:\Users\<User>\Desktop\LockBit_Ransomware.hta"
Key: HKEY_CLASSES_ROOT\Lockbit\Defaultlcon

Key: HKEY_CLASSES_ROOT\.lockbit\Defaulticon

Key: HKEY_CLASSES_ROOT\htafile\Defaultlcon

Data: C:\windows\SysWow64\2ED873.ico

Key: SOFTWARE\Microsoft\Windows\CurrentVersion\Run\{2C5F9FCC-F266-43F6-BFD7-
838DAE269ET11}

Data: C:\Users\<User>\Desktop\LockBit_Ransomware.hta

Key: SOFTWARE\Microsoft\Windows\CurrentVersion\Run\{9FD872D4-E5E5-DDC5-399C-
396785BDC975}

Data: <LockBit 2.0 file path>

Key: HKCU\Software\2ED873D4E5389C\Private

Key: HKCU\Software\2ED873D4E5389C\Public

Key: HKCU\Control Panel\Desktop

Data: Wallpaper = %AppData%\Local\Temp\<wallpaper>tmp.bmp
Data: TileWallpaper =0

Data: WallpaperStyle =2

Files Created
C\Users\<User>\Desktop\LockBit_Ransomware.hta
C:\windows\SysWow64\2ED873.ico
C\Users\<User>\AppData\Local\Temp\<wallpaper>.tmp.bmp

C\2ED873D4.lock (or any drive)

Processes spawned
cmd.exe /c vssadmin Delete Shadows /All /Quiet

cmd.exe /c bcdedit /set {default} recoveryenabled No
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cmd.exe /c bcdedit /set {default} bootstatuspolicy ignoreallfailures
cmd.exe /c wmic SHADOWCOPY /nointeractive

cmd.exe /c wevtutil cl security

cmd.exe /c wevtutil cl system

cmd.exe /c wevtutil cl application

cmd.exe /c vssadmin delete shadows /all /quiet & wmic shadowcopy delete & bcdedit /set
{default} bootstatuspolicy ignoreallfailures & bcdedit /set {default} recoveryenabled no

cmd.exe /C ping 127.0.0.7 -n 3 > Nul & fsutil file setZeroData offset=0 length=524288
\"C:\Users\<User>\Desktop\lockbit.exe\" & Del /f /g \"C:\Users\<User>\Desktop\lockbit.exe\"

Mutex

\BaseNamedObjects\{3FE573D4-3FE5-DD38-399C-886767BD8875}

LockBit 2.0 Extension

Jlockbit

LockBit 2.0 Ransom Note
Restore-My-Files.txt

LockBit_Ransomware.hta
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Appendix

List of processes to be killed

wxServer wxServerView sqglmangr RAgui supervise Culture Defwatch winword QBW32
QBDBMgr gbupdate axlbridge httpd fdlauncher MsDtSrvr java 360se 360doctor wdswfsafe
fdhost GDscan ZhuDongFangYu QBDBMgrN mysqgld AutodeskDesktopApp acwebbrowser
Creative Cloud Adobe Desktop Service CoreSync Adobe CEF Helper node AdobelPCBroker
sync-taskbar sync-worker InputPersonalization AdobeCollabSync BrCtriCntr BrCcUxSys
SimplyConnectionManager Simply.SystemTraylcon fbguard fbserver ONENOTEM wsa_service
koaly-exp-engine-service TeamViewer_Service TeamViewer tv_w32 tv_x64 TitanV Ssms
notepad RdArCEF sam oracle ocssd dbsnmp synctime agntsvc isqglplussvc xfssvccon
mydesktopservice ocautoupds encsvc tbirdconfig mydesktopgqos ocomm  dbeng50
sqbcoreservice excel infopath msaccess mspub onenote outlook powerpnt steam thebat
thunderbird visio wordpad bedbh vxmon benetns bengien pvisvr beserver raw_agent_svc
vsnapvss CagService DellSystemDetect EnterpriseClient ProcessHacker Procexp64 Procexp
GlassWire GWCtISrv WireShark dumpcap jOgnjkol Autoruns Autorunse4 Autorunso4a
Autorunsc Autorunsct4 Autorunsct4a Sysmon Sysmon64 procexpb4a procmon procmont4
procmon64a ADExplorer ADExplorer64 ADEXxplorere4a tcpview tcpviewb4 tcpviewb4a avz
tdsskiller RaccineElevatedCfg RaccineSettings Raccine_x86 Raccine Sqlservr RTVscan
sqglbrowser tomcate QBIDPService notepad++ SystemExplorer SystemExplorerService
SystemExplorerService64 Totalcmd Totalcmd6e4 VeeamDeploymentSvc

List of services to be stopped

wrapper DefWatch ccEvtMgr ccSetMgr SavRoam Sqlservr sglagent sqgladhlp Culserver
RTVscan sqlbrowser SQLADHLP QBIDPService Intuit.QuickBooks.FCS QBCFMonitorService
msmdsrv  tomcaté zhudongfangyu vmware-usbarbitator64 vmware-converter dbsrvi2
dbeng8 MSSQL$MICROSOFTH#H#WID MSSQL$VEEAMSQL2012 SQLAgent$VEEAMSQL2012
SQLBrowser SQLWriter FishbowIMySQL MSSQL$MICROSOFT##WID MySQL57
MSSQL$KAV_CS_ADMIN_KIT MSSQLServerADHelper100 SQLAgent$KAV_CS_ADMIN_KIT
msftesql-Exchange MSSQL$MICROSOFTH#SSEE MSSQL$SBSMONITORING
MSSQL$SHAREPOINT MSSQLFDLauncher$SBSMONITORING
MSSQLFDLauncher$SHAREPOINT  SQLAgent$SBSMONITORING SQLAgent$SHAREPOINT
QBFCService QBVSS YooBackup YoolT vss sgl sve$ MSSQL MSSQL$ memtas mepocs sophos
veeam backup bedbg PDVFSService BackupExecVSSProvider BackupExecAgentAccelerator
BackupExecAgentBrowser BackupExecDiveciMediaService BackupExecJobEngine
BackupExecManagementService BackupExecRPCService MVArmor MVarmor6c4
stc_raw_agent VSNAPVSS VeeamTransportSvc VeeamDeploymentService VeeamNFSSvc
AcronisAgent ARSM  AcrSch2Svce CASAD2DWebSvce CAARCUpdateSve WSBExchange
MSExchange MSExchange$
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