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Network Forensics Analysis

MM

o

o

o

For us, this will encompass:

Examination of Snort alerts

Generation and inspection of Zeek logs

Examination of traffic that traverses your network
Correlation of indicators of noteworthy or anomalous activity

Network flow analysis using SiLK (introduced later in this section)

Use of tcpdump for overview, large file inspection, and filtering packets

Use of Wireshark on smaller pcaps
Use of tshark for command-line environment

Inspection of host-based logs

SEC503 | Intrusion Detection: In Depth 5

Most of our focus so far has been identifying signatures or interesting log entries traffic through an IDS (in our
case, Snort or Zeek). This really only gives us a snapshot of an instance in time. We have already broadened
our view through the use of Zeek for scripting correlations and building smarter anomaly detection, but is
there more that we can do? In this book, we have two goals: draw together everything covered so far into a
cohesive scenario and introduce you to the most up-to-date methods that are being researched in this field.

In the morning, we will employ Snort alerts to attempt to focus our analysis. We continue to embellish the
analysis using Zeek, mostly for logs that Zeek generates, along with scripts and Zeek’s file extraction
capabilities. The Zeek logs contain artifacts of interest for various protocols. For instance, the http.log
contains the request URL, method, and hostname. The dns.log contains DNS queries and responses in a single
file of easily readable text data. Zeek offers connection data as well as the capability to correlate data in
protocol logs for a given connection. We will examine the generation and inspection of Zeek logs as a means
of comparing its recorded activity with that of other logs and alerts. Zeek is capable of traffic analysis in ways
that other tools are not, such as default inspection of any files that traverse the network.

We'll continue to use our old favorite tools. We’ll use tcpdump, mostly to get an overview of particular traffic,
for large packet inspection and for filtering packets at times to a pcap that has a more manageable number of
records for Wireshark inspection when the original pcap is too large for Wireshark. Wireshark distinguishes
itself from all the other tools because it reassembles packets into more coherent sessions and because
Wireshark has an abundance of protocol dissectors that offer us a view into the protocol fields and values.

We will place more emphasis on tshark, the command-line version of Wireshark. Tshark can do some of the
same analysis as Wireshark, yet without the overhead of Wireshark's graphical interface and process-intensive
rendering of protocols. Finally, we will use some logs that contain Windows Events, firewall activity, and
SMTP traffic.

© 2021 David Hoelzer
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Before Jumping In...

When do network engineers and security people run sniffers?

o Isn'tit the same answer as, "When do administrators look at logs?"

If you only ever look at your sniffer output when something's wrong...

o Grab some engineers and security analysts.

o Graba 15-, 30-, or 60-minute packet capture from a sensor (or a live tap!).

o Book a conference room with a projector (bring bagels).

Task:

o Whatis it?

Let's
Demonstratel!

o Does it belong here? (If we don't know, who will find out?)

"o o . P '@
o Ifnot, who's going to make it go away? O
o Add a filter to get it out of our view. D
P
-
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Before we jump right into reconstructing events, we'd like to give you a suggestion that is directly related to
raising the awareness of network engineers and security analysts. If you think about it, we only tend to run
sniffers in the same way that administrators look at logs; when there's something wrong. There is something
fundamentally wrong with this model! If you only look when there's something wrong, you have no baseline, no
context, no notion of what "normal” looks like for your network!

To change this (and dramatically improve your ability to identify "wrong" when investigating an incident), we
want to recommend a useful process that should be done every quarter or so. Book a conference room and
schedule a meeting with your network engineering staff and IDS analysts. Make sure that the meeting room has a
projector. Prior to the meeting, grab a reasonable snapshot of packets off a backbone or segment within your
network. You want it to be large enough that it is a good representation of "normal" and small enough that you
can filter it efficiently on your system.

During the meeting, hook your laptop up to the projector and open up the packet capture. The group's task is to
start with the first packet and figure out what it is and whether or not it belongs on your network. If your team
can identify it and you know it belongs, add a display filter to eliminate packets of that type. For example, you
see a DNS request heading to your internal name server; reasonably, you would create a filter that eliminates al/
DNS traffic going to and from your internal name server.

If your group runs into something that it cannot identify easily or the purpose of which is unknown, someone at
the meeting must take an action item to go and find out what it is and why it's there. If it's needed, get it

documented. If it's not needed, make it go away. In the meantime, once it's assigned, move past it in the capture.

In the end, the only packets displayed should be the ones assigned as action items. Save these packets into a file;
you will start the next meeting of this type with those packets to make sure they have been dealt with.

If you did this quarterly, how well would your team get to "know your network?"

6 © 2021 David Hoelzer
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Indication of an Issue

Possible ways to learn of an issue:

o IDS/IPS alert

o Call from the help desk

o Firewall/server/syslog logs

o SIM correlation alert

o Antivirus host issue

o Receive indication from another network that your network is attacking them
o Agency/corporate bulletin—that is, warning of a phishing attack

o Twitter/internet exposure

o Unusually high/low network throughput

o Visualization anomaly like a spike or dip of normal behavior

SAN.S SEC503 | Intrusion Detection: In Depth 7

The first phase of any network forensics analysis is learning of some kind of issue. There are many ways for this
to occur. You may learn of a possible incident via an IDS/IPS alert. Firewall or server logs can supply indications
of suspicious traffic or even content for something more specific, such as a web server log. If you've
implemented a syslog server that collects data from different hosts, it may expose details of one or more host-
based events.

Security information/event management software and devices are meant to correlate input from multiple different
sources to determine if there are events of interest on the network. And although not part of network forensics,
antivirus can indicate that a particular host has been infected. This may warrant further scrutiny of network traffic
to and from the host to see if there are concurrent issues with the host, possibly exfiltration of data.

You can also learn of issues with your network from another network that yours may be attacking. In addition,
perhaps your entire company or agency is a target of some kind of attack, such as a phishing campaign. You may
learn about this because affiliate branches or networks of your agency have received a similar attack.

You may learn of security issues in a roundabout way if they are somehow associated with network performance
or flow. If there is a known baseline of performance and known baseline of average flow, it is much easier to
determine when there is some kind of anomaly. Poor network throughput could be a result of some security
incident that warrants investigation. Finally, if you use some kind of visualization tool, an anomaly of some sort,
such as a spike or dip of normal behavior patterns, may provide an empirical indication of an issue.

© 2021 David Hoelzer 7
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Forensic Analysis

What resources do you have available to investigate an issue?

o Full-packet capture

o Network flow

o A combination of both
o Neither

o Log files from hosts/network traffic

SAN.S SEC503 | Intrusion Detection: In Depth 8

When performing network forensics, you are typically looking at something that has already occurred and
requires some kind of retrospective analysis. This means that captured data must be at your disposal or there
can be no investigation.

The best type of captured data contains the entire packet, including the payload. However, many sites cannot
save this data or retain it for long periods of time just because it is so voluminous. Another type of capture is
something such as SiLK or NetFlow data that retains metadata about traffic flows, with pertinent data such as
IP addresses, port numbers, and time, and may include byte or packet transfer numbers. Although not as
comprehensive as full-packet captures, it can supplement full-packet capture to provide indications of traffic
flow, acting like an index or starting point into a more defined investigation. In addition, because there is far
less data, it can often be retained for a longer period of time.

Ideally, both full-packet and flow data are available. In this situation, the flow data can validate that traffic
from an indicator did occur and give more precise times and communicating IP addresses/ports. This may be
used to examine full-packet capture for those exchanges.

And don't forget about the value of log files from the host or from network devices such as firewalls. They can
provide additional data and corroborate existing data from other sources.

If you do not retain any network data, you are at the mercy of the alert-driven sensor, such as Snort, to warn
you of possible malicious activity. However, you have no way to retrospectively analyze what transpired.

8 © 2021 David Hoelzer
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Data Collection Challenges

Even if you collect traffic, challenges may be present:
o Short data retention period
o Full-packet capture of event of interest?
o Data collection on network of interest?
o Encrypted traffic
o Nonstandard port usage/tunneling
o NAT/DHCP attribution issue
o Risk introduced by storing data

SMS SEC503 | Intrusion Detection: In Depth 9

Even if you have been diligent about using a variety of different sensors, both alert and data-driven on your
network, there may still be challenges that either hamper or preclude network forensic analysis of a particular
incident. There may be a short retention period of data, especially for full-capture data. The data associated
with the incident may be long gone. Also, some of the investigations, such as a phishing attack, may require
full-packet capture and you may not collect it.

It's also possible that your sensors may not be in a location that captures the traffic you need. Many large sites
have sensors closer to the perimeter and may miss intranet exchanges. Also, if you need to look at payload
content and the network transfers are encrypted, you cannot see the content. And sometimes, an alert-driven
sensor such as Snort may be configured to look for content on a standard port. So, if a nonstandard one is used
or some kind of tunneling is used, it is possible that you may not see alerts that may be present in the traffic.

Even though you may have some kind of indicator that specifies an IP address of interest, you may be looking
at a NAT translation by some router. Or your network may use DHCP, and the IP address is assigned to a
different host. These are attribution issues; you found the traffic—you just may not know its true origin.

It is ironic to think that the same data that may indirectly be helpful in protecting your network may also create
more risk for the site that stores it. You must protect the stored data against attackers, both inside and outside
threats. Also, consider that the possession of such data may be subject to subpoena if law enforcement sees
value in it for investigating a breach and subsequently finds your site liable for faulty or noncompliant
practices. The point is that you need to be aware of the benefits and disadvantages of storing data.

© 2021 David Hoelzer 9
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Investigations Using Network Forensics

Exact methodology of network forensics analysis is based on:
o The types of data available
o The incident type
o The incident details

» Iterative process
o No precise formula for methodology
o Exposed indicators may direct your analysis.

SMS SEC503 | Intrusion Detection: In Depth 10

There is no one-size-fits-all standard methodology for network forensics analysis. You have to approach the
analysis depending on the type of data you have available. Do you have full-packet capture, or do you have
network flow? Is the data you need still available?

Also, the method you select to investigate the issue is going to be different if it concerns looking for malicious
content, such as an infected host, versus an indicator of throughput problems between certain times.

A final influence on your investigation includes the details available about the incident from the original
indicator. The more details you have, the more likely you are to have a focused investigation. If the indicators
are vague, you may need to be resourceful, and the investigation may progress in phases in which you become
more focused as you learn more from all your sources.

10 © 2021 David Hoelzer
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Perform Scenario-Based Network Forensics Analysis

You will be performing a forensic analysis momentarily.
You will have pcaps, logs, and tools available for analysis.

The scenario will be approached in terms of phases of
exploitation.

* These map directly to the Cyber Kill Chain.

 There are extra scenarios at the very end of the labs if you would like to
test yourself further.

o We strongly recommend that you complete these labs during your certification exam
preparation!

o You might start them during the bootcamp if you are in a live class.

SMS SEC503 | Intrusion Detection: In Depth 11

Let's set the stage for the agenda. Unlike many of the previous sections, this section will contain less instructor
teaching and more student analysis. The intention is for you to learn by doing analysis rather than listening to
an instructor talk about how to do analysis. You will examine data associated with three different incident
attack scenarios.

The idea is to simulate what you might encounter in your work as an analyst. There is an incident of some sort,
and you are asked to investigate what happened. At your disposal are packets in a capture pcap, a variety of
logs, and the tools you've used thus far, as well as some new ones.

We will approach each scenario in terms of phases of exploitation, much like how incident handlers approach
their investigation.

© 2021 David Hoelzer 11
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* Practical NetFlow
Applications

* Modern and Future
Monitoring
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Modern and Future Monitoring

Network Traffic Forensics

Cyber Kill Chain and You
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Lockheed Martin Cyber Kill Chain®

RECONNAISSANGE

Harvesting email addresses,

A thoughtful time-oriented Conerncs nfrmation .
description of the phases that
attackers must progress through

* Not all attackers are that thoughtful...

o For example, reconnaissance could effectively Delivering weaponized bundle to the
be a“drive b)’" victim via email, web, USB, etc.

o Not all attackers have well-defined goals. (Co—
;=\=

This course is somewhat unique...
INSTALLATION

Installing malware on the asset

* We touch every aspect of this Cyber Kill
Chain that involves observable activities.

ACTIONS ON OBJECTIVES

WEAPONIZATION

Coupling exploit with backdoor
into deliverable payload

Command channel for remote
manipulation of victim

With ‘Hands on Keyboard" access,
intruders accomplish their original goals hatps:/ fuwwlockheedmartin.com/

Exploiting a vulnerability to execute
code on victim’s system

The Lockheed Martin Cyber Kill Chain is not unique in its depiction of attacker methodologies, nor is it
particularly new. It is just one of the more common and current ways that attacker activities are being
described. If you meditate on the various aspects of the kill chain as presented and how this course maps to
that kill chain, you will come to the realization that the techniques and skills that you have learned in this class
cover every observable aspect of the kill chain.

For example, reconnaissance that is in any way connected to packets entering our networks or monitored
systems would have been collected if we were capturing all packets. Even if these did not trigger an alert, we
might be able to correlate them with activities occurring later in the chain. Weaponization is entirely out of our
view since that happens at the attacker’s system, but attempts at delivery, some of which might fail, would also
leave packet evidence. When the delivery turns into successful exploitation, this too will leave digital
footprints on our network. As the attacker operates remotely to install additional stages of malware or other
tools onto hosts, all this activity will leave network traces, even if they are encrypted. When the attacker
begins to operate a C2 channel, this will almost certainly leave network fingerprints unless it is entirely out-of-
band (not on the network at all). When that C2 channel is used to perform actions on objectives, all of this has
the very real potential to leave tracks in our network data.

The key, then, is the ability to reconstruct what has occurred based on the network and system traces that have
been left behind. The beautiful thing about using packets for this is that even diskless malware must at some
point pass over the network, leaving behind packets!

© 2021 David Hoelzer
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Phases of Exploitation

Pre-exploitation
o Reconnaissance

Exploitation
o Successful penetration

Post-exploitation
o Maintaining access
o Privilege elevation
o Internal network reconnaissance
o Lateral movement
o Goal achieved

SMS SEC503 | Intrusion Detection: In Depth 14

Exploitation can be divided into three separate phases, including pre-exploitation, which occurs for the
purpose of gathering data about the target site or host; the exploitation itself; and the activity that occurs after
exploitation that is meant to achieve the attacker's goal.

Pre-exploitation involves reconnaissance to gather data about the site, such as hosts in the network and
listening ports. Additionally, an attacker may connect to the target site's web server(s) to gather employee
names, positions, and email addresses. This traffic may be detected by the monitored site's analysis (depending
on the volume of it), packet capture, and sensor placement. Reconnaissance may be sought from social
networking sites such as LinkedIn for employee positions, user forums for software questions by the target
sites' employees to gather data on supported products, or search engine queries.

Exploitation occurs when an attack is successful, giving the attacker access on a host on the target network.
There are many ways for this to occur, including social engineering attacks such as phishing and opening
malicious documents or attacking vulnerabilities that have not been patched. One of the most useful tools for
penetration is Metasploit, which we will encounter in some of the attack scenarios in this section’s exercises. It
is easy enough for a novice or inexperienced attacker to use successfully.

The attacker must maintain some kind of access to achieve the intended goal and/or to maintain a long-term
presence. One means of accomplishing this is by creating connections that originate from inside the firewall to
bypass firewall restrictions. Also, a backdoor can be installed for future access, or covert communication can
be established using command and control channels.

Ultimately, an attacker would like privileged access by becoming the administrator for Windows hosts or
domains and a superuser for UNIX-like hosts. Depending upon the method of attack and the privilege level of
the attacked user or process, the attacker may or may not have the highest access desired. Metasploit has the
capability of performing a series of attempts to gain administrator access via the use of its Meterpreter
functionality with the express purpose of facilitating post-exploitation activity.

14 © 2021 David Hoelzer
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From Packets to Timeline

Failed
Exploit Privilege Data
Attempts Escalation Exfiltration
Initial Initial Lateral
Probing Compromise = Movement

Figure out what you know about when things happened
and what else you need to know.

SAN_S SEC503 | Intrusion Detection: In Depth 15

Very early in the class, we showed you a similar timeline. Thinking of things in terms of a timeline or even
building a timeline of the incident that you are analyzing is incredibly helpful. As you analyze packets and
reconstruct events, try to figure out where on the timeline you are. Based on that, develop theories of what
things should have come before or might have come afterward. This can help you to know what it is that you
are looking for as you sift through the packets!

© 2021 David Hoelzer 15
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Modern and Future Monitoring

What Is NetFlow?
Using SiLK
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Network Flows

* NetFlow/IPFIX
o Built into enterprise switches/routers/firewalls — you should have this configured!
o NetFlow was originally a Cisco product that has emerged as an IETF standard.
o NetFlow versions 5, 7, and 9 are the most common.
o IPFIX is sometimes viewed as NetFlow v10.
= Intentional step away from being Cisco driven
» sFlow/jFlow

o www.sflow.org — Industry standard for sampling flows

= Statistically, samples flow data periodically; much less granularity

o jFlow is Juniper's implementation of sFlow

SAN.S SEC503 | Intrusion Detection: In Depth 17

Thus far in this course, we have been very packet focused. We did step away from this a bit when we worked
our way through Zeek. With Zeek, we tended to be far more session and event oriented. Zeek logs, while full
of wonderful information, present far less data than is actually present in the network communication.

Network flow analysis moves back even further. Network flow data, which is most commonly recorded using
NetFlow or IPFIX formats, records absolutely no packet content. Instead, it generates metadata records that
describe which host connected to which other host using which protocol, which ports, keeping track of how
many bytes went by, how many packets there were, what the aggregate TCP flags were, and more.

When we talk about setting up full packet captures, students will often balk. Even though you can readily
appreciate the tremendous value of having all of the packets, there is clearly a cost associated with capturing
them all. This is why we suggest starting by collecting everything at your egress/ingress point first to see how
much value it adds for you and to allow for better investigations. When it comes to NetFlow, however, things
are very different. This is the one single thing that every enterprise network should have configured. In fact,
there’s no reason not to. Your devices, almost without exception, already support it. It’s simply a matter of
building a collector and turning it on.

NetFlow was originally part of the Cisco line of products, but some years ago it became an industry standard,
and it is now under the control of an IETF working group. While NetFlow versions 5 and 7 are very common
to find, since our switching and routing hardware often stays in use for many years, version 9 is the most
current format. This version has support for logging things like MAC addresses, VLANSs, and other fields,
which may or may not be populated, depending on how you’ve configured your receiver. IPFIX could be
viewed as more of a "fork" of NetFlow than as a new protocol; in fact, some in the industry refer to it as
NetFlow v10. It adds additional field types and more flexible field definitions.

An entirely different approach is to collect only statistical information about flows that are passing by. This is
what sFlow is all about. Obviously, this will be far less granular since it is not making an effort to record
information about every flow, but only aggregate statistics about flows. jFlow is Juniper's implementation of
sFlow.

© 2021 David Hoelzer 17
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An untapped source of intelligence you've already paid for!
* You must configure it and store it somewhere... Has that even been done?

* If you are, it seems almost no one is looking at it for anything beyond statistics.
o There are great (expensive) visualization tools for NetFlow. Most use it for health monitoring.

 Switch/router firmware can be buggy and inconsistent in reporting flows.

Is there a way to "normalize" all of this?

SMS SEC503 | Intrusion Detection: In Depth 18

We believe that NetFlow data is incredibly valuable. We’ve also come to the realization that the network
engineering community at large seems apathetic about NetFlow. This is very unfortunate since it is one of the
most valuable sources of rich, long-term data about your network... and you’ve already paid for it! Every
enterprise class network solution (routers, switches, firewalls, and others) has NetFlow support built in
(though, for some, we may need to pay some extra licensing fees or even add management cards to a Cisco).
All that we must do is create a repository to store the data in and configure our devices to send the data there!

Our experience tells us, however, that the NetFlow implementations in various switches, routers, and firewalls
can be somewhat buggy. For example, we have seen Cisco devices that fail to log critical NetFlow fields, even
when they are configured to do so. We have Avaya devices that will randomly generate flows that appear to be
in the far future or in the distant past. We have seen other vendors' devices generate flows that claim to
transfer terabytes of data in seconds over gigabit links. All these things can call into question the overall
accuracy of your NetFlow data.

Is there a way to leverage NetFlow and correct for these issues? Yes!

18 © 2021 David Hoelzer
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SiLK - System for Internet Level Knowledge

Free NetFlow implementation from CMU (cert.org)
» Provides a repository that can accept any version of NetFlow or IPFIX
 Can accept NetFlow data from any vendor
» Can generate NetFlow records from network data directly!

Provides tools to manipulate, search, and output flows

+ Facilitates iterative and progressive analysis of data by piping results
between a suite of commands

* Perfect for subnets where we need intra-host communication data
* Provides forensics for pre-/post-incident activity
» Supplements signature-based detection
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SiLK is free tool from Carnegie-Mellon University's CERT that can be used as a repository for NetFlow data
from any source that you have in your network, a NetFlow sensor that can convert network packets into
NetFlow data in real time, and a suite of analysis tools for manipulating and reporting on the data in the
repository. SiLK allows you to store massive amounts of data in a repository using an efficient packed binary
format. The repository location is selected by the administrator upon installation and represents a directory and
subdirectories that store the collected NetFlow data.

We can use SiLK to perform network behavioral analysis. Intrusion detection and prevention systems are not
particularly adept, nor should they be, at recognizing or analyzing network flow anomalies. They mostly
concentrate on finding attacks by assessing the payloads sent. Although some have the capability to look for
network anomalies such as SYN floods or port scans, these are processes best left for network behavioral
analysis, such as finding the top 10 talkers per hour by packets, bytes, and flows sent or received. Network
behavioral analysis relies on summary data and not a particular individual packet or payload.

SiLK (or NetFlow, generally) is not limited to performing behavioral analysis. NetFlow data is the perfect
solution for networks where we are unable to collect all of the packets. We suggested in Book 4 that we might
not have visibility of intra-subnet communication (i.e., communication between hosts connected to the same
switch) since our tap would typically be connected between the upstream port and the router. What if a host
connected to that switch becomes compromised? While we can use our packet data to determine if that host
communicated across the router after the compromise, how can I easily determine if there was lateral
movement to other systems on that same subnet? While I won't have the packets, the NetFlow data can tell me
almost instantly if that host communicated with any other hosts on the subnet within any given time period.

All of this can be accomplished using a suite of command-line tools that make up the SiLK suite of tools. We
will explore some of these tools in this book and in the accompanying exercises.

© 2021 David Hoelzer 19
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What Is a Flow?

* Summary of unidirectional traffic that shares a 5-tuple of:
o Source IP
o Destination IP
o Source port
o Destination port
o Protocol

« Data associated with a flow includes:
o Above 5-tuple
o TCP flags
o Total bytes and packets
o Start time, end time, duration, acquiring sensor identification
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The recording unit for SiLK is known as a flow record. The SiLK flow record is based on NetFlow but may
record additional items as well, supporting all versions of NetFlow and IPFIX, including custom record types.

A flow record summarizes the traffic between given source and destination IPs, ports, and the protocol. The
notion of ports may vanish if not supported by the protocol. For example, if we are looking at ICMP flows, the
source port field will contain the ICMP type, and the destination port field will contain the ICMP code.

An important concept to grasp with NetFlow when compared to the packet data we are accustomed to is that a
flow record is unidirectional. Consider a TCP session, for instance. Two flows are created for this session: one
from client to server and another from server to client.

A flow record is stored with a 5-tuple used to distinguish the flow—source/destination IPs, the ports, and the
protocol—along with all TCP flags, if any, used in the flow, the aggregated number of bytes and packets for the
flow, a start and end time, and the duration. Additional support is available for things like application
identification, geographic localization, and others. There is some metadata in each record that identifies the
sensor name that collected it.

20 © 2021 David Hoelzer
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NetFlow and SiLK Peculiarities

« Arefresh interval must be configured.
o 10 minutes seems to be common, but there is no standard.
o Every interval, sensors flush data about every connection to the repository
= Connections crossing interval boundaries will appear in multiple intervals.
= We must stitch these together to determine aggregate data using 5-tuple.

« The repository has to live somewhere.
o Hierarchical directory structure
» Used for “partitioning” criteria
» Sensor, type of traffic (in, out, etc.), time interval
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NetFlow and SiLK have a peculiarity that you need to be aware of to properly interpret the data. A refresh
interval must be configured on the sensor or probe that is generating the NetFlow data sent to the repository.
There is no standard for this time interval, and each sensor can have a different interval configured. Ten
minutes seems common, though we have seen intervals set as high as 30 minutes. An interval this high can
create some spiky loads on busy networks since all the metadata about every connection that occurred in the
interval must be streamed to the server at the end of the interval. The longer the interval, the more data that is
streamed.

Regardless of the interval used, whenever the interval elapses, all the data about all current (and ended) flows
from that interval are sent to the repository as an update. Following the update, the sensor will flush all this data
out of its memory. This brings us to something that might seem peculiar. From NetFlow’s point of view, all
sessions end when the interval boundary is crossed. This isn’t how network protocols work, however.
Therefore, the very next time that a packet from an existing sensor passes, the sensor will note it as a new
connection! How can we stitch these together? Primarily through the 5-tuple that is used to identify each flow.
Since some protocols could reuse port pairs, we might need to look at things temporarily to disambiguate
connections, or, using a protocol such as TCP, we can look at the flags that were seen in the interval.

SiLK is an excellent choice as a repository solution. Not only is it free, but it supports all versions of IPFIX and
NetFlow that are currently in use today.

© 2021 David Hoelzer 21
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Refresh Intervals

00:00 00:10 00:20 00:30 00:40
1 1 1 1 1

| Flows |

1 1
New Flows Seen Ended Flows Aggregate Length
1 All

00:00 1,2,3 1,2,3 00:40+
00:10 1,3,4,6 1,3,4,6 2 1 ~00:05
00:20 1,5,6 1,5,6 3 2 ~00:08
00:30 1,5,6 1,5,6 4 1 ~00:06
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The notion of how flows cross refresh intervals often confuses people at first. We are used to thinking about
network connections in terms of when they start and end based on when the communication first begins and
when that communication ends. NetFlow views things differently. Instead, NetFlow is effectively taking
snapshots of the network connections over time and reporting that data at the end of a snapshot (or refresh)
interval.

Think of it this way. We are setting up a camera with a timed exposure. Our camera will open its shutter for
ten minutes at a time. Everything that passes in front of that lens in that time will be captured, then the shutter
closes. Our camera, however, is set up to automatically take a series of ten-minute exposures.

Using the camera analogy, and imagining that we can make sense of the image created, looking at one of the
snapshots we might know that a dog was present during the interval. Was the dog already here when the
shutter opened? We can't tell. Did the dog wander off immediately after this shutter closed? We have no idea.
The only way to answer those questions would be to look at the refresh intervals to the left and right of the
current interval.

This is precisely how NetFlow data is captured. When a refresh interval starts, the device's memory of
NetFlow data is flushed, so we are starting fresh during every interval. When the very first packet is seen for a
connection during that refresh interval, it will be recorded as a brand-new flow. For the duration of that
interval, related information about packets in the same direction will be aggregated to that flow. At the end of
the interval, everything that the sensor has collected will be sent to the repository, and the memory will be
flushed again.

This means that if we wish to determine how long a connection existed, we need to find all of the flows related
to that connection, even if they occurred across multiple time intervals.

22 © 2021 David Hoelzer
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* Network Forensics
e Practical NetFlow

Applications

* Modern and Future
Monitoring

MM

What Is NetFlow?
Using SiLK
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» Workhorse of SiLK tool suite

 Input consists of binary efficiently packed flow records
» Default output is binary format

» Processes flow records for specified characteristics

 SiLK tools maintain the data as binary records in memory
to allow for easy and efficient piping between tools.
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We are going to spend some time reviewing the rwfilter command and the associated syntax and processing
because it's the workhorse of the SiLK tool suite. Rwfilter is typically the tool you can use to extract the flow
records of interest to you. You can think of it as a means of filtering, kind of like BPF only more
comprehensive and easier to use. Most of the other tools in the suite take their input from rwfilter output for
further processing.

The default input to rwfilter is flow data from the repository. You can specify your own flow data, or rwfilter
can accept binary flow output from other rwfilter commands as input data. The default is to maintain this
same binary flow output.

Because SiLK was written to store massive amounts of data efficiently, it tries to leave the data in binary
format and in memory as long as possible to maintain that efficiency. Therefore, the rwfilter command has a
default mode of preserving the binary format unless you explicitly pipe the output to another command that
processes it and formats it as ASCIL.

Rwfilter uses many different parameters to specify the type of traffic you'd like to process in terms of
direction into or out of the network, a particular sensor from which you'd like to extract the data, and many
other different selection criteria, including but not limited to source and destination IPs and ports, time of
capture, duration, number of packets/bytes, and protocol.

24 © 2021 David Hoelzer
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Wrapping Your Head Around NetFlow

NetFlow processing is extremely different from packets!
* Records are unidirectional.
* There are no packets.
* There is no payload.
* There is a summary of sessions/conversations only.

* Determining what happened may require us to stitch together records from
multiple refresh intervals.
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If you try to use SiLK tools (especially the workhorse command rwfilter) like tcpdump, you'll get frustrated. Not
only is the data very different from that to which we have become accustomed, but there are inconsistencies
within the tool suite and command-line options. This means that, more than any tool we've examined in this
course, these tools will frequently require you to consult the manual pages to figure out how to get the output you
need.

There are a few important things to keep in your mind as you review NetFlow data:

* Always try to remember that each flow record is unidirectional. This means that a ping and the corresponding
response will be recorded in two separate flows. The same is true of a web request; there will be a flow from
the client to the server and a separate flow from the server to the client. This is the thing that most tends to
confuse people at first.

» There are no packets. If we had the packets, we might use them directly, but we are using NetFlow, perhaps
because there are no packets to look at. (More on this later... there's a reason we might use NetFlow over
packets even when we have the packets.)

* Since there are no packets, there is also no payload available. This means that we must use our expertise in
how network and application protocols function to make an educated guess as to what is happening in a flow.

*  What we are viewing in the NetFlow data is effectively an aggregated summary.

* Since flows are distinct from the connections, we have to remember that the connection may exist across
multiple refresh intervals. This will require us to find all the related flows and view them together to
understand the overall conversation.
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Using rwfilter

Most pipelines will begin with this command.

* First, decide where the data is coming from.

o The repository is the default unless you tell it otherwise.

o You can also specify a SiLK format file containing NetFlow records.

o You can even chain together rwfilter commands, so the pipeline could be the source.
* Specify selection criteria.

o Which sensor? What type of flow? What time frame?

o Effectively, this translates into which files in the repository?
* Specify a partitioning criteria.

o Which hosts, protocols, ports, etc.

o If you want everything, ——-proto=0-255 is a quick and easy shortcut.
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The primary tool that we use to interact with SiLK is rwfilter. When using this tool, we must decide where
our data is coming from first. The default source of data will be the repository. You do not need to do anything
special to retrieve data from the repository; rwfilter knows how to do this automatically. You can, however,
also specify a SiLK-formatted NetFlow data file as the source. We'll look at doing this in a couple of pages.
You might even chain together several filtering commands, so rwfilter will allow you to use the pipeline as an
input data source.

We must also specify what SiLK terms selection criteria. This ends up translating to the set of files in the
repository that SiLK will consult. The files are organized by the type or directionality of the communication
(next slide), the sensor that collected them, and the time periods or refresh intervals that they cover.

Finally, we must also specify a "partitioning" or filtering criteria. This defines the hosts, protocols, networks,
ports, flags, or any other piece of data that is stored within a NetFlow record as the search criteria for reporting
that flow in the output. When we are first looking at our data, it is common to want to see everything and to
then narrow that view down. An easy way to see all the flows is to specify ——proto=0-255, which asks for
all IP protocols.

26 © 2021 David Hoelzer
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Which Data?

SiLK automatically partitions data based on direction.

Inbound int2int Internal to Internal
inweb Inbound HTTP out Outbound
outweb Outbound HTTP extl2ext External to External
inicmp Inound ICMP outicmp Outbound ICMP
other Other innull/outnull  Blocked In/Outbound

Defining other types requires source code modifications.

SMS SEC503 | Intrusion Detection: In Depth

One of the partitioning criteria that we can define is the type of traffic, or the directionality from SiLK's point
of view. There are ten predefined classes that are used by default, as defined in the slide.

How does SiLK know if something is inbound or outbound? Part of the configuration of SiLK is to define
which network address ranges are considered internal and which are considered external. This is configured in
/data/sensors.conf. SiLK uses the configuration information there to decide whether something is
inbound or outbound.

Some of these types are special, however. For example, innull and outnull are not values that SiLK will
usually assign if we are using the accompanying flowmeter software to generate NetFlow data. These types
are usually limited to firewalls and routers being used as NetFlow data sources. They indicate that a flow was
seen attempting to come inbound, for example, but the packets were denied or dropped.

It is possible to define additional types, and we can easily do so within the main SiLK configuration file.
However, for those types to be used, we would have to modify the SiLK source code.

We find that we usually want to look at all the SiLK data, regardless of direction, in our general queries. An
easy way to do this is to define --type=all.

© 2021 David Hoelzer 27
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L] o L]
Using a Repository: The Most Typical Use
sans@sec503:~$ rwfilter --type=all --proto=17 --start-date=2018/10/01 --end-date=2018/11/01 --
pass=stdout | rwcut | more
sIP| dIP|sPort|dPort|pro
| packets| bytes|
flags| sTime| duration] eTime | sensor|
192.168.2.35]| 74.117.214.3| 123] 123]
17| 1] 94|
12018/10/01T01:01:30.486]2162833.860|2018/10/26T01:48:44.346] ERS|
192.168.2.35] 74.117.214.3] 123 123
17| 1] 94|
12018/10/01T01:01:32.486]2192465.290|2018/10/26T10:02:37.776 ERS|
192.168.2.35] 74.117.214.3| 123] 123]
17 1] 94 |
12018/10/01T01:01:32.486]2244581.300/2018/10/27T00:31:13.786] ERS|
192.168.2.35] 74.117.214.3| 123] 123]
17| 1] 94 |
12018/10/01T01:01:33.486]2285626.520(2018/10/27T11:55:20.006 ERS|
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In practice, NetFlow data should be stored in a repository, and the repository should be receiving NetFlow
data from the sensors (your routers, switches, firewalls, etc.) throughout the network continually. In this way,
you can use the rwfilter command to query records directly out of the repository with no fumbling around to
find files.

In the slide, you can see that we have told SiLK that we are interested in --type=all traffic, or all traffic,
regardless of type or directionality. We then used a selection criteria using --proto=17, which instructs SiLK
to select only UDP protocol packets. We also asked SiLK to show us flows from between October and
November of 2018. Lastly, we tell the rwfilter tool to --pass=stdout, or send all flows matching this criteria to
standard output.

In our case, we requested data from a specific time frame. How would we know which time frame to use?
That would be driven by whatever has motivated you to look at your NetFlow data. Was there some indication
or other warning that brought you here? Or are you here because you are doing some threat hunting, just
looking for interesting or unusual patterns?

If you use rwfilter without specifying a start or end time, SiLK will automatically show you data from the last
hour from your repository. If you specify a start time, it will show you one hour from that starting date or time.
If you specify an ending date, it will show you the last hour of that date.

The rweut tool is one of the tools we can use to process flow data. This tool will print the flow data in human
readable format for you. With no options, it will print the default set of fields using tabs and vertical pipe signs
as separators.
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Making Things More Readable

sans@sec503:~$ rwfilter --type=all --proto=17 --start-date=2018/10/01 --end-date=2018/11/01 --
pass=stdout | rwcut --fields sip,sport,dip,dport,bytes | more

sIP|sPort| dIP|dPort| bytes|
192.168.2.35| 123]| 74.117.214.3| 123] 94|
192.168.2.35| 123| 74.117.214.3| 123] 94|
192.168.2.35] 123]| 74.117.214.3| 123] 94|
192.168.2.35| 123] 74.117.214.3] 123]| 94 |
192.168.2.35] 123]| 74.117.214.3| 123] 94|
192.168.2.35| 123]| 74.117.214.3| 123] 94|
192.168.2.35] 123]| 74.117.214.3| 123] 94|
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With the rweut tool, we can also specify the fields that we wish to see. In this example, we have limited the
output to only the source IP address, the source port, the destination IP, the destination port number, and the
total number of bytes in the flow.

While this happens to be the order in which the fields appear within the flow record by default, we are not
restricted to this order. The various fields will be displayed in whichever order to specify the field names that
you pass to rwcut.
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Statistics

SiLK provides some very useful statistics functions!
* rwstats allows you to "bin" the data.
* rwcount allows you to "bin" the data by time.

* rwuniqg allows you to find uniq values.

romia o oo

pro| Records| INPUT: 12614033 Records for 65520 Bins Date, Records, Bytes, Packets,
2| 25782 | and 2316423618461 Total Bytes 1539594000,2310.31,8552467.29,15518,
6112614033 OUTPUT: Top 5 Bins by Bytes 1539594900,1663.78,7790346,17126.42,
58| 21434 | dPort | Bytes| $Bytes| cumul %| 1539595800,2749.7,16295474,31483.02,
132 1] 4431203730268095| 8.795035| 8.795035| 1539596700,1664,6193512.22,15513.00,
41 | 1] 55879 15110595545| 0.652324| 9.447359|
17| 4439098 25012 15094894062| 0.651647[110.099006 |
1] 20077 | 6110| 14442214876| 0.623470(10.722476|
58337 14440801761| 0.623409|11.345886|

One of the places that NetFlow and SiLK really shine is in the area of the statistics that can be generated.
Consider the examples on the slide. In the first column, we have asked SiLK to tell us how many and which of
the unique IP protocols appear within our network within a given time period. Think about the power of this.
The data generated for the slide is looking at just over a one-month period, but we can easily look at a year or
more. Finding the unique protocols used over the past year will take a SiLK repository a few seconds to
process. How long would it take you to answer that same question if you had a year's worth of packets?

The middle column is showing which destination port numbers have the greatest number of bytes sent to them,
regardless of which connection those bytes are seen in. Again, the results are available very quickly.

The final column changes the output format a bit. Rather than using the standard SiLK columnar output, we
have modified the options so that it produces comma-separated values. These rows are showing us how many
flows, bytes, and packets were seen during each 15-minute time frame. That data is perfect for passing into a
visualization tool!

If you would like to try these commands yourself, these are the commands that were run on the class VM to
produce the output above:

Rwuniq:
rwfilter --type=all --start-date=2018/10/01 --end-date=2018/11/15 --proto=0-255 --pass=stdout | rwuniq --
fields proto

Rwstats:
rwfilter --type=all --start-date=2018/10/01 --end-date=2018/11/15 --proto=6 --pass=stdout | rwstats --fields
dport --bytes --count 5

Rwcount:
rwfilter --type=all --start-date=2018/10/15T09 --end-date=2018/10/15T09 --proto=0-255 --pass=stdout |
rwcount --bin-size=900 --timestamp-format=epoch --column-separator=, --no-columns
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Quick Research: Weird Protocol

You may have noticed protocol 41 on the last slide.
* What is it? When did that happen? Who was involved?

* SiLK answers the question very quickly!

sans@sec503:~$ rwfilter --type=all -start-date=2018/10/01 --end-
date=2018/11/15 --proto=41 --pass=stdout | rwcut --fields
sip, sport,dip,dport,proto, type

sIP|sPort]| dIP|dPort|pro| type |
131.193.34.220] 0] 74.89.64.229] 0] 41 |ext2ext]

* Since this is ext2ext traffic, it appears to be misdelivered from our ISP.
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Of course, we can find out who was involved! First, generating the statistical information on the previous slide
took only a few seconds. In our experience, with modestly sized hardware, you can produce reports such as
this for multiple years’ worth of NetFlow data in minutes... not days or hours!

To find out who is involved, we know the time frame and we know the protocol, so we now search our
repository for protocol 41 within that time frame and send the output to rwcut. As you can see, in under two
seconds, we are able to identify the hosts involved. Since we can see that this was seen in the Perimeter
sensor and we know (we know... we don't expect you to know!) that the external IP address for the network
being defended is 74.89.64.229, we can rest easy, knowing that this weird protocol packet did not originate on
our network; instead, it tried to get into our network.

Was it successful? Absolutely not. How can we be so sure? Think about it for a moment. Remember that we
are specifying --type=all in our rwfilter command? This will cause it to check the flows for a/l our sensors.
Therefore, since this flow was only seen in the perimeter, we can be confident that the packet did not traverse
the firewall!

We just went from very high-level information to deciding if something was a threat in seconds... and we
didn't use any signatures to do it!
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Many Fields

* The version of SiLK on the VM supports 29 fields.

o Some are not available because we did not populate geographic data.

sans@sec503:~$ rwfilter --type=all --proto=0-255 --pass=stdout | rwcut --fields 1-15,20-29 | head -2

sIP| dIP|sPort|dPort|pro] packets]| bytes| flags]| sTime |
duration| eTime | sensor | in| out| nhIP|cla]| ty
pe| sTime+msec| eTime+msec| dur+msec|iTyliCol|initialF|sessionF|attribut|appli]

* Note that many of these are not in the default set!

o Of particular note: initialFlags

MM

NetFlow (and SiLK) supports many different fields. You can refer to these fields by name or by number.
Especially when working with a new NetFlow repository, we will usually ask the system to dump out fields 1—-
60 just to see what happens. If you do that with the repository on the VM, you will find that there are a few
fields (16, 17, 18, and 19) that produce errors; this is because we have not provided IP-to-geographic-location
mapping data. However, if we skip over these fields, we find that this installation has fields up through 29.

Realize that SiLK will only display the fields that are set as the default in its configuration. We are bringing
these extra fields to your attention because at least one of them is extremely useful. Let's talk about initialFlags.
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Flags vs. initialFlags

Flags is the aggregate from all packets seen in the flow:
* initialFlags is only what appeared in the first packet seen
* Format:--flags-initial=<flags you want>/<flags mask>
* Allows you to identify easily who started the flow
* Allows you to determine if the flow started in this hour

sans@sec503:~$ rwfilter --type=all --start-date=2018/10/01 --end-date=2018/11/01 --flags-initial=S/SA --
pass=stdout | rwcut --fields sip,dip,dport,flags,initialflags | more

sIP| dIP|dPort| flagslinitialF|
192.168.2.86| 172.20.5.239145265] S | s |
192.168.2.86]| 172.20.5.239145265| S | s |
192.168.2.86]| 172.20.5.239145265] S IS |
192.168.2.161] 34.239.109.14| 9543|FS PA | S |
SMS SEC503 | Intrusion Detection: In Depth 33

The Flags field in NetFlow represents the aggregate flags from a session. In other words, if the flow started
with a SYN, then an ACK went by, then a PUSH ACK, then a whole bunch more ACKs and PUSH ACKs,
finally ending with a FIN ACK, the aggregate flags would be FSPA. This shows the aggregate (or all) of the
unique flags that appeared.

Which flags were in the first packet seen? Well, we know the answer because we just said that it was a SYN.
What if you didn't have this inside information?

It turns out that NetFlow will store the flags from the first packet separately in initialFlags. This allows you to
find things like connection initiations and listening ports! To do so with SiLK, we use the --flags-initial
option. Yes, we know it's backward. ©

To use this field, our bit-masking knowledge comes into play. Along with flags-initial, you must specify two
additional values. The first is the list of flags that you want to find or which are required for there to be a
match. The second is the set of flags that is examined. When we say, "the flags that are examined," you should
think bit mask™!

In other words, using BPF, we could say something like tep[13]&0x3f=0x02 to find initial SYNs. To do this
in SiLK, we would write —flags-initial=S/FSPARU. So we say which flag(s) we require and list the flags that
should be masked on, just like we did with BPF!
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Flow Continuation

If the flow started in a previous hour, the initialFlags must not be S or SA.

sans@sec503:~$ rwfilter --type=all --start-date=2018/10/01 --end-date=2018/11/01 --flags-initial=S/S --

fail=stdout | rwfilter --input-pipe=stdin --flags-initial=A/A --pass=stdout |

sip

MM

,dip,dport, flags,initialflags | more
sIP|

209.85.232.109

17.36.205.4]

17.36.205.4]

17.249.172.28]

dIP|dPort|

192.168.2.40|65464 |F
192.168.2.40|65463|F
192.168.2.146(49687|F
192.168.2.43149790|

Allows you to determine the actual duration of a connection

rwcut --fields

flags|initialF|

PA | PA |
PA | PA |
PA |F PA |
PA | PA I
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This leads to something that might at first seem odd. NetFlow data is logged at two points. The first is when
the connection ends. The second is after a period of time has elapsed. While the time period is configurable,
usually at your sensors, SiLK uses a default of 30 minutes. This means that, if a connection starts up and
continues for an extended period of time, you will never see it until the end of the current time period.

However, this also means that in the next time period, the connection is now viewed as existing. So what
happens to the initialFlags in this case? They will report the first flags seen in that session! You can see some
examples in the slide. We have filtered the data so that we are only looking at flows that are continuations
from the previous period. It is purely coincidental that, for the first pair of these, the flags and initialFlags
match. Consider the first flow listed. This indicates that the very first packet seen had PUSH and ACK set, but
that at some point after that, the FIN bit was also set, implying that this flow ended during this period. In other
words, we know that this flow started during some prior refresh interval and that it ended during this refresh

interval!
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Converting from Packets

It can be very valuable to convert from packets to NetFlow.

* We have a packet capture or repository with more than a gigabyte of packets.

* We are running more than one or two commands against the entire capture.

* Why not preprocess it all to NetFlow first, then answer questions?

* This can be a huge time saver.

MM

sans@sec503:/sec503$ analyze backbone | rwp2yaf2silk --in=- --out=backbone.silk
sans@sec503:/sec503$ rwuniqg --fields proto backbone.silk
pro| Records|

6| 778967 |

58| 344 |

171 100258

1] 50008 |

When we find ourselves using a packet capture or repository that is larger than a gigabyte or two, and we
find ourselves running multiple commands against that entire capture or repository, it's time for us to think
about converting that data to NetFlow. For example, in this course we have queried the backbone data
repeatedly. How many ports are listening? How many ports are probed? How many hosts are there? These
and many other questions have been tackled in our bootcamp work. Some of these commands can take
minutes to run.

What if we converted the entire repository into NetFlow data first? We can answer all those questions in a
fraction of the time because we do the up-front processing of the packets first. All of the queries then make
use of the much smaller, very efficiently indexed, NetFlow data!

The command rwp2yaf2silk converts a standard libpcap file to flow format. You have to install both the
SiLK tool suite along with another open-source package known as Yet Another Flowmeter (YAF) and all the
prerequisites that YAF requires in order to install and run it.

The rwp2yaf2silk command has two required command-line switches: the --in switch and the --out switch,
which specify the name of the input libpcap file and the name of the created file to store the output flow
records, respectively. The above command uses the data in the backbone repository to generate a set of
NetFlow records that we can use with SiLK.

Just to make sure we successfully converted to flow records, we run the rwuniq command on the converted
file. We ask for the list of unique protocols that were seen in the data, passing the backbone.silk file as the
data source. Our results are delivered almost instantly!
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rwfilter Statistics

We can use the --print-statistics option to see
what's involved in a query.
* Rather than running an expensive query against the entire repository, we can gauge
just how expensive it will be, first.

rwfilter --type=all --start-date=2018/01/01 --end-date=2019/12/30 --
proto=0-255 --print-statistics

Files 11510. Read 62059218. Pass 62059218. Fail 0.

* This query examines 11,510 files, reads 62,059,218 flows, all of them match, and
none of them fail
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A useful option that rwfilter includes is the --print-statistics option. This option allows us to evaluate just how
expensive a query against a repository is going to be before we perform the full query. It's sort of like profiling
the query.

For example, in the slide we ask for all of the flows between January 1, 2018, and December 30, 2019, asking for
all protocols. The output reports that answering this question will require 11,510 files to be examined. Within
those files, there are more than 62 million flows, all of which match. If we were to send that through rweut, we
would have hundreds of thousands of pages of output, which is probably undesirable.

36 © 2021 David Hoelzer
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* What to do with extracted records’ required parameter:

o --pass=stdout

o --fail=stdout

o --print-stat: Print count of records passing/failing to screen
o --print-vol: Print counts of flows/bytes/packet

o --max-pass: Maximum number of flows to pass

o --max-fail: Maximum number of flows to fail

SAN.S SEC503 | Intrusion Detection: In Depth 37

An output parameter is required to designate the type of output and whether or not the filtered flows should
pass or fail further processing. The --pass=stdout option passes the selected flows for further processing by
piping them to another command such as rwcut. Conversely, the --fail=stdout option passes flows for further
processing that failed to meet the selection criteria. As an alternative, the --pass and --fail options can
designate a filename to store the binary output rather than passing it to another command for processing.

Some summary options print the number of records that pass or fail the selection or print the flows, bytes, and
packets to the screen. For instance, you may want to take a sampling of traffic and limit the number of flows
for further processing. This can be accomplished using the --max-pass and --max-fail to designate the number
of flows to process.
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SiLK Wrap-Up

MM

Handy tool for examining network flows
Extremely different from tcpdump/Wireshark

Many different commands to examine different aspects
of traffic summary

Best used with tools that capture packet data
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The many SiLK commands give a different perspective on traffic analysis. You typically use the rwfilter
command to begin your analysis process and examine flows of interest by using different parameters. SiLK is
concerned about network flows—a summary of traffic in a single direction.

The SiLK tool suite analyzes traffic in an entirely different manner from the other tools we've examined—
tcpdump and Wireshark, which are more concerned with sessions of data between hosts, packet headers, and
data. The SiLK tools are best used with full packet capture tools that contain data because the abbreviated
output of SiLK often provides a good starting point for further investigation.

© 2021 David Hoelzer
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SiLK Exercises

Workbook exercises “SiLK and NetFlow”

SA.N.S SEC503 | Intrusion Detection: In Depth 39
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* Network Forensics

e Practical NetFlow
Applications

 Modern and Future

Monitoring

MM

40

Modern and Future Monitoring

Being Data Driven
What Is Machine Learning?

Experiments with Analytics and Machine
Learning
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Alert-Driven versus Data-Driven Sensor

Alert-driven sensor:
- Generates message/alert on traffic
- Provides minimal contextual data with alert

- Generally, does not capture other packets associated with the
same session

Data-driven sensor:
- Collects traffic, perhaps payload too
- Stores, perhaps in some efficiently searchable format

- Analyst or canned scripts responsible for finding/searching for
noteworthy events
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Another major thing that we would like to use as the premise of this entire section is the idea of moving from
being alert driven to being data driven.

We’ve covered monitoring and alerting systems such as Snort and Suricata in this class. Other technologies
work in the same fundamental way. For instance, if you have a SIEM, the most common configuration is to
aggregate logs and generate alerts based on signatures within those logs. These are all alert-driven systems,
and they make our workflow alert driven.

While Zeek can be used as an alerting system, for us it is more of a correlation engine. By the end of that
material, we had learned how to implement correlation systems based on behaviors within our network data. In
other words, we aren’t waiting for some particular signature to match; we are instead reacting to patterns and
behaviors within our data. This is a start at data-driven analysis. SiLK and other NetFlow-like tools are often
used to simply log information about connections on our network, but when used properly, these represent
tremendous sources of data that can be marshalled to perform anomaly detection or even predictive activities.

A data-driven sensor just blindly collects traffic. It does not try to interpret or associate any meaning to the
collected packets. Oftentimes a data-driven sensor stores the data in an efficient format for optimized
searching through a large amount of data (NetFlow does this). The analyst is responsible for finding or
searching for noteworthy events or creating tools and systems that can identify interesting patterns, behaviors,
and events.

We like to refer to the process of purposeful data-driven search and analysis as ”looking for trouble."
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Become Data Driven

If we only ever wait around for alerts, we will always be in a
world where enterprises are compromised for six or more
months before detection!

How can we change this dynamic?

This is the land where Threat Hunting lives!

SMS SEC503 | Intrusion Detection: In Depth 42

We want to encourage you to take the things you have learned in this class, and that you are learning in the
exercises, and to use them to start looking at your network in new ways. If you think about it, there's really
something wrong with six or more months being the average amount of time that an enterprise network is
compromised before it's detected (according to the Verizon breach reports). What can we do to change this?

There must be something. It feels as though what we are doing now (i.e., waiting around for our systems to tell
us there's something wrong and for the vendors to send us new signatures) must not be sufficient. If it were,
the average would be shorter than six months, wouldn't it? Think about some of the major compromises that
have occurred; often the intrusion is not detected by a security tool! Instead, these compromises are often
detected because of secondary effects. This could be something like the attacker inadvertently filling a hard
drive, taking a system down; use of compromised credentials or PII on other sites, leading to fraud detection
systems at banks potentially identifying the common source of the data; or because the attackers eventually get
bored and begin to use the compromised network to attack others (or conduct false flag operations).

Clearly, we need to change from being reactive, waiting for alerts to happen, to being proactive, hunting for
unknown threats through advanced analysis techniques.

42 © 2021 David Hoelzer
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Think About This

Think about application protocols and how they influence
the payload.

« Won'’t an application protocol typically have a header of some kind?
+ Could we identify unknown protocols by finding common initial payloads?

If you graphed the frequency of each of the following, what
would you predict that it would look like?

» TCP sequence numbers

« TCP port numbers

« IP ID numbers

 IP checksums

SMS SEC503 | Intrusion Detection: In Depth 43

To start using this on your network, start thinking about things in new ways. Stop focusing on signatures and
alerts so much and start thinking about anomalies and behaviors. Signatures and alerts still have their place,
but we know that there is far more happening than signatures will find!

For example, you know a great deal about network protocols now. Think about application layer protocols.
While every protocol is different from every other, are there still commonalities? For example, if you were
going to implement some kind of file transfer protocol, wouldn’t you need some type of application header
that is used to initiate transfers, define filenames, indicate transfers have completed, resume transfers, and so
on? Wouldn’t this require some kind of application layer header? If an application uses a header, doesn’t it
make sense that the format of it and perhaps even some of the bytes within it will be somewhat static if we
were to look at a large number of them?

Take a few moments and see if you can produce some quick sketches of what you would expect a histogram
(frequency analysis) of TCP sequence numbers to look like for large numbers of packets, regardless of the
session. What about TCP source port numbers? IP IDs? How about checksums?

Once you have some ideas jotted down, continue through this section to see what we find when we graph this
data out!
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Other Visualization Options

Visualizations are everywhere! There are limitations.

* SecurityOnion » Weird countries are great.
* Every SIEM/SEM  Large flows are great.
1] — a—

18,893 < ,

Threat hunting with these can be very difficult!

The views are designed to find known things.

¢ ¢ ; N\
O_ == | _) = | o

SMS SEC503 | Intrusion Detection: In Depth 44

Before we start looking at some custom visualizations, it is important to acknowledge that there are many free
and commercial options available for visualizing your data. For example, the venerable Security Onion
offering by Doug Burks includes some wonderful visualizations using Kibana that are generated from your
Zeek and Snort logs out of the box. On the commercial side, we have every single SIEM and SEM on the
market today, in addition to some very nice visualization tools from companies like SolarWinds and Arbor
Networks.

As wonderful as these are, especially as a dashboard view of the network over time, we find them to be of
somewhat limited value when it comes to threat hunting. Certainly, having a visualization that shows me a
heat map of connections to other parts of the world is handy. That might be a strong indicator that something is
wrong. Having a diagram that shows me hosts involved in large flows is also very nice, as is a chart showing
me which alerts are happening most frequently in my organization.

The trouble is that these are only useful at looking at the data in ways that the creator envisioned. For example,
it is quite challenging to convince Security Onion to allow you to look at more than a 30-minute swath of data.
Additionally, there is no way to ask any of these tools to drill into arbitrary bytes or fields within packets and
represent that data in any kind of visualization.

For these reasons, we’re going to explore some “homebrew” visualizations. These are largely made possible,
not because of our ability to write code, but because of our deep knowledge of networks and communications.
This knowledge allows us (which includes you at this point!) to ask interesting questions that these tools can’t
answer.
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Handy Tool: PAE

B
-

File

MM

PAE: Packet Analysis Engine

o Consumes raw pcap files

o Very fast

o Generates frequency analysis (and other) as output

» Has a handy Python script that will turn that into a graph!

Terminal - sans@sec503: /sec503/ShowMeThePackets/PAE
Edit View Terminal Tabs Help

sans@sec503: /sec503/ShowMeThePackets/PAE$ ./pae -r ../../final/backbone.cap -i -q| ./plot.py [}
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Extracting the first 32 bytes of application layer data to look for headers and graphing out arbitrary fields in
packets may sound like a difficult things to do. If you're thinking about taking the ASCII tcpdump output and
jamming it into Excel, please don’t! If you don't crash Excel, you're not looking at enough data for it to be
useful, and there is a better approach.

A much better alternative is a tool called PAE (Packet Analysis Engine). This is a very simple tool written in C
that can take massive packet captures, process them very quickly using hash tables, and spit out frequency
analysis information. The output is just raw data, so we need something else to make it look a bit better. For
this purpose, there is a Python script that comes with it that will turn the data into a pretty graph. (While PAE
is very fast, be aware that Python can be very slow, especially when trying to graph sequence numbers, which
are in a 32-bit space!)

Let’s look at some different ways to graph out data that we find useful.
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Handy Feature for Payload Similarities

Finds very uncommon and very common "app headers"

v Terminal - sans@sec503: /sec503/ShowMeThePackets/PAE

File Edit View Terminal Tabs Help

sans@sec503: /sec503/ShowMeThePackets/PAES ./pae -r ../../final/backbone.cap -q | more
2 e S i i i +
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One of the things that we find PAE especially handy for is identifying very rare and very common payload
data. This is called Long Tail Analysis. This term comes from a histogram view of the data. When we graph
the frequency of arbitrary data (like packet payload bytes), the majority of the data will tend to cluster around
the average or mean. The standard deviation is the average variance from the mean. The further from the
mean, the fewer items you will find in this bell curve. In this bell-shaped curve, the very frequent and very

infrequent items appear in the “tails” to either side.

There is an option in PAE to set the "Anomalosity" value for data. This number implements a notch filter. A
notch filter keeps things that are outside of the notch (the "tails") and eliminates the center (the mean). If you
leave this number alone, you will only see data that appears several standard deviations from the mean. The
mean is the average frequency with which any given payload appears. PAE analyzes 32 bytes by default, but

an undocumented option, -b, allows you to specify the number of bytes to analyze.

How is this helpful? Take the output in the slide. The very first payload occurs more than 6,000 times in just a
few days. It appears to be binary data. There's nothing that looks especially recognizable, but since it appears
so frequently, it is almost certainly some kind of application header. Could we use some of this data to extract

the related packets and then begin to research? Of course!

The two payloads following are also very clearly application headers. Looking at the bytes, we can see that
they appear to follow the same structure. Is the fourth related? We can find unknown protocols this way.

Think about command and control beacons. Usually there will be a very standard structure to the beacons.

This provides another way for us to find them!
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Sequence Numbers

25000
We know you can't read the numbers...

3 Does this look how you expected it to?
15000

19876&899/

1233655294

84317110 10000

12259200

14107256

3410148217 7_77_77_:—-———'

1365362115

1955804344

3397979901

395964641 5000

Here we can see an example of the output from PAE. First, we fully understand that the numbers on the graph
are likely too small to read from a distance on a projector screen. We're sorry about that, but the actual
numbers don't matter. The big question: Does this graph look anything like what you predicted a frequency
analysis of sequence numbers would look like? Probably not!

Think about what some of this means. For example, we see that there are two sequence numbers that appear
thousands of times more frequently than any others. What would cause a sequence number to repeat over and
over and over? Could this just be an outlier? Probably not. It's just too many repeated instances.

Instead, think about how TCP behaves. The sequence number tracks the number of bytes sent by a host during
the connection. Additionally, every time someone sends you data, regardless of how much, you must ACK
that data. What if there were a large file transfer? While the sequence numbers for one side of the connection
would continually increase, the sequence numbers in the other direction would remain static!

OK, so there were two large transfers, downloads, videos, or something... But there's more that we can
ascertain. What if we looked more closely and found that, say, 15 sequence numbers all appeared way more
frequently than the average, and they all appeared exactly the same number of times? Would a hypothesis that
this indicates that multiple people downloaded the same file or watched the same cat video make sense? Could
we test that? Do we have tools that would allow us to extract packets based on the sequence number?

© 2021 David Hoelzer
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The Advantage of Developing Analysis Methods

When you think of an interesting analysis, try to generalize

* Perhaps you cutting and grepping as a first cut

* It won’t be pretty, but it works, and you can test your theory.

If it turns out to be useful, generalize and automate!
Andy and the “Sequence Number Challenge” from server:

* 00:03:10.93 tcpdump with sed (the answer on the server)
* 00:18:45.18 tshark with some parsing
* 00:43:0.19 Python/Scapy
* 00:00:30.08 PAE
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If you think up an analysis that sounds useful, test it out! It doesn’t matter how long it takes to run, and it
doesn’t matter how “pretty” your approach is; it only matters if the result is useful to you. If you come up with
something that’s really useful, though, you should definitely take the time to not only automate it, but to
generalize it!

What this means is that you should take some time to figure out how to write a Zeek script, for example, or to
write a simple Scapy script. Possibly, you should take a complex set of parsing instructions and save them into
a shell script so that you can use them again and again. Here we take this even further. Since we find it useful
to perform some statistical analysis and visualization on arbitrary bytes in very large numbers of packets,
we’ve written some code to do it!

Andy Laman, a major contributor to this course, decided to solve one of the challenges in the score server four
different ways. The question asks you to identify the sequence number that appears most frequently in the
internal network. The solution provided in the score server will take about three minutes to run. Solving the
problem with tshark will take nearly 19 minutes to run. Running a Scapy script takes nearly 45 minutes. Using
PAE, we can answer this question in 30 seconds!

What’s the lesson? It’s what we said at the outset of this page. If you come up with something that seems
useful, test it out. If it is useful, take the time not only to automate it, but to generalize it so that you can apply
it to many problems rather than just one!
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TCP Ports
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We know you can't read the numbers...
Does this look how you expected it to?
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We can do the same type of analysis using the port numbers. Here we find some ports that are not very
surprising: ports such as 22, 80, and 443. But the fifth most common port is 57382. What is that? Was that
being used as a client port? Is it a service port? Can we find out?

Are you already looking at the data in an entirely different way? Are you finding things for which there was
likely no alert!? This is entirely the point. We are now finding things to research and investigate based on the
data rather than an alert.
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Does this look how you expected it to?

We know you can't read the numbers...

Huh? What caused this?

7000

50

We can apply the same process to the IP ID numbers. While there are a couple of interesting outliers that we

should research, there's another behavior that's super interesting. Notice that at around the middle, there is a
p g

sharp drop in frequency. What could cause this?

We're not going to answer this question here. Think about it. Research it, if you can. You might be surprised to

discover that there is almost nothing out there that describes this behavior. If you think you've figured it out

and want to chat about it, reach out to us in the class Slack channel, and we'll see if you've figured it out!
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IP Checksums
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Lastly, we've included the checksums. The checksums turned out to be an interesting item for those of us who
developed and maintain this class. The research is still in progress, but our initial theory was that no checksum
would be any more likely than any other.... However, after seeing this, we've thought about it a great deal
more, and we suspect that the checksum is far less "random" than you might think!

While we haven’t put a great deal of energy into this particular analysis (because we suspect that the value is
quite low), it does turn out that if you run this same test on large numbers of packets from different networks,
you will see roughly the same shape, but it will shift to the left or the right. Our suspicion is that this is
correlated with the change in network addressing within different networks.
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Graphing SYNs Over Time

There is very clearly some very regular activity here!

Packets over time

- DOV
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The diagrams that we have looked at so far just graph the frequency of the data from some large chunk of
time. Don’t limit yourself to this view! When we think about networks and communication, time-ordered
sequential behavior is how it all works.

What if we selected some feature of communication and graphed the frequency of that feature over time rather
than simply determining how common that feature is overall? For example, what if we asked, “If we were to
look at our network as ten-minute slices of time over the course of 48 hours, how frequently do we see SYN
packets originating from within our network within those time slices?”

That still might be confusing to read... but it’s much easier to look at! What we’ve done in the slide is produce
a graph based on the following tcpdump command line:

mergecap -w - packets/backbone/dailylogs/2019-05-0[23]1/* | \
tcpdump -tt -r - -n ’"tcp[13]1&0x12=0x02" | cut -f 1,3 -d ' '

The output of that command will be a UNIX timestamp followed by the source IP address from the network
monitored. We’ve taken those lines and pushed them through a Python script named “freq.py” to look at this
data in ten-minute time slices. You will use this script in the next exercise.

What does this do? Look at the slide! It is very clear that there is some kind of very regular behavior occurring
within the network. We might not know what it is from this graph, but this gives us yet another starting point
to investigate activities in the network!
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Apply Data Science, Statistics, and Machine Learning

Very powerful analyses are often easy to apply

* Applying Fourier analysis to the data on the previous slide makes the periodic SYN
scan on this network appear almost instantly.

* Applying a DBSCAN analysis with some custom transformations to the dns.log
data (from Zeek) for this network instantly reveals an lodine C2 channel.
(See the next slide.)

* Machine learning can allow you to create smart anomaly detection to find almost
anything.We'll talk through and demonstrate this in this book.

Where can I learn how to do this stuff?
» SEC595:Applied Data Science & Machine Learning for Cybersecurity Professionals

SAN.S SEC503 | Intrusion Detection: In Depth 53

Based on what we've covered in this class, we have a lot of different things we know about network, transport,
and application protocols. We can use our domain-specific knowledge to create wonderful analyses and to
identify anomalous behaviors when we visualize network activities. How can we go further?

The industry is benefiting more and more from the application of data science approaches. One obvious piece
of evidence of this is the huge investment in marketing machine learning and Al solutions, or at least so-
called Al solutions, in the network monitoring space. We're going to investigate how this works and try to
come up with a usable real-time protocol anomaly detector in the second half of this book. If you really want
to dig into this, though, we'd recommend you seriously consider the SANS SEC595 course:
https://www.sans.org/cyber-security-courses/applied-data-science-machine-learning/

Just two of the things that are covered in that course include Fourier analyses and unsupervised clustering
techniques such as DBSCAN. Carefully applying a Fourier analysis to the data on the previous slide makes it
immediately apparent that there is something happening every hour like clockwork. Is it possible to detect this
kind of thing automatically? Absolutely! We'll show you how.

One of the other minor topics is the use of unsupervised clustering techniques. One of the techniques covered
in the class is DBSCAN. Let's see how that helps us with some DNS analysis on the next two slides.
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DBSCAN Applied to Zeek Logs

Transformations to turn DNS names into numeric values

* Applied an unsupervised clustering technique, DBSCAN

* These immediately become visible as an unusual cluster. query qtype rcode

54215 zdzqaabbccddeeffgghhiijjkkllmmnnooppqqrrssttuu.. 10.0
55000 Omkb8m\xe2\xd933j1i\xcb\xc0\xd9\xc9\xe2\xf7\xf.. 10.0
55202 0Oejb2\xf4\xd1\xdegs\xc9q\xf473p\xccb\xcbmww\xd.. 10.0
55208 Ouob7x9\xcd4bet\xbd\xf2\xd73\xbe9\xe61n\xc9\xe2.. 10.0
55779 0iwb6h\xc9\xc43\xe2m\xd0zqzy\xf6\xe6v\xc5\xc3\.. 10.0
56740 Omobfebr\xf9\xc6y\xda3\xe6\xcei\xf1\xde\xc80\x.. 10.0
56742 O0qgpbhy\xd131\xcd\xc7\xf4\xf9uf9koy\xc3wj\xdirn.. 10.0

MM
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We're not going to dive into data science or machine learning at this point. That's well outside of the focus of
this course. For now, however, we will simply state that we need to transform everything that we want to
analyze into some kind of numeric representation. You'll see some of this as we walk through a high-level
intuitive discussion and explanation of machine learning and its application to real-time protocol discovery in
the second half of this book.

For now, just trust that we worked out a method to transform all of the data concerning hostnames in the
dns.log generated by Zeek. After transforming the data into a number of different numeric features, we applied
a principal component analysis to the data to do some dimensionality reduction, then applied the DBSCAN
clustering algorithm.

The goal of any clustering algorithm is to attempt to identify and group things that are somehow related.
DBSCAN is, we find, especially useful when working with network data. In the slide, we are showing you an
abbreviated view of some of the data returned. The data seems unintelligible, but you actually know what that
is. The long strings of characters are the DNS hostnames and domain names that were resolved. Normally,
these are all in the log in the order that they appear. Finding something unusual can be difficult, unless you
already know what it is. By applying DBSCAN, all the DNS queries that look like this end up in a single
cluster. What can we do with this?

© 2021 David Hoelzer
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What Are Those?

Lookup was for:

* zdzqaabbccddeeffgghhiijjkklimmnnooppqqrrssttuuvvwwxxyyzz.microsOft.com

Could we find this manually?
* Sure! If you already know to look for it

» Applying data science techniques allows us to find this kind of thing automatically.

Even so, could we just look at the names ourselves?
* Sure... but what if your dns.log has > 50,000,000 domains in it?
* What if we told you the approach we took reduced that to ten clusters?

* Can you look at ten things?

SMS SEC503 | Intrusion Detection: In Depth 55

Let's look more closely at one of these names. You can see here a string of ASCII characters followed by
"microsOft.com." That is just one of the DNS names resolved that ended up in one of our clusters. You might
look at that and say, "Okay, but why do I need data science to find that? That's obviously weird and should be
investigated."

Sure, it's weird, and that's easy to see. But what if that DNS query name is buried in more than 50,000,000
DNS queries? How easy will it be to see now? What if we told you that, using the technique we've described,
we can take 50,000,000 queries and turn it into 10 or fewer clusters? If you only have ten clusters to look at, it
makes it very easy to find something like this.

What is this, by the way? This is evidence of an lodine covert C2 channel running on the network. Does that
seem like something you'd like to find quickly? Again, we'd suggest you think about SEC595 for some great
tools and techniques for finding this kind of activity. The course isn't specific to network monitoring. Instead,
the course can be applied to almost any set of problems you have as a cybersecurity professional.
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Basic Analytics

Workbook exercises “Basic Analytics"

SMS SEC503 | Intrusion Detection: In Depth 56

Please turn in your workbook to the Basic Analytics lab so that you can experiment with some of these
techniques yourself!
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Modern and Future Monitoring

Being Data Driven

What Is Machine Learning?

e Network Forensics Experiments with Analytics and Machine
. Learning
* Practical NetFlow
Applications
* Modern and Future
Monitoring
SMS SEC503 | Intrusion Detection: In Depth 57

The material so far should give you ideas of visualizations that you might want to create that would be
particularly useful within your environment. Let’s take this a step further and push into the current frontier in
information security: machine learning and artificial intelligence.
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Our Approach

Our approach in this section is very \7 é 5/
different: /;/
* High-level, intuitive approach to machine

learning e'e \D

* Some things are greatly simplified... don’t fret
over the deep details.

ow I stopped worrying
and learned to love the
N-dimensional
multivariate tensor
calculus!

=

Dr. StrangeBob

SMS SEC503 | Intrusion Detection: In Depth L1]

Throughout this class, we have taken a bottom-up approach. If you recall, this means that we would start from
the most elemental components and progressively build our understanding of how things work by assembling
those fundamental elements into more and more complex understandings of packets, protocols, and
communications. This section is completely the opposite.

We, along with Doctor StrangeBob, are going to try to develop an intuitive understanding of the principles that
stand behind modern machine learning approaches. Along the way, we hope you learn some important lessons
about how machine learning works and, more specifically, what it doesn’t do. It is our hope that, based on the
following material, you will both be able to communicate with some authority about the current state of
machine learning and Al relative to security products and possibly even to be able to apply some of these
techniques within your enterprise to devise interesting machine learning applications.

Please bear in mind that, while we have made diligent efforts to be accurate in this section, we are by no
means going to attempt to be thorough. This means that some of how things are explained will be gross
oversimplifications. We have made an effort to ensure that nothing that we say is wrong, but there is definitely
much more to the story than what we are saying here. Still, we all use technologies every day that we could
not personally re-create and likely do not deeply understand.
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Intuitive Understanding: Linear Regression

Might not seem like machine learning... but you might be
surprised how closely related it turns out to be

+ Take a graph of a bunch of data points.
o In our case, bytes per second on a network link
 Analyze the graph, looking for a line that best fits the data.

y=mx+b
f(x)=mx+b

Machine learning, as it stands today, is largely a field of applied mathematics. Those words might cause you
some dismay, but we are going to work hard to demystify many of the terms you will hear bandied about in
machine learning books, articles, and marketing slicks.

To get started, we’re going to talk about linear regression, which we can think of as one of the most basic
examples of machine learning as it is performed today: /inear, involving straight lines, and regression, which
is used in this field as a measure of relationships between variables. For example, if we were to look at the cost
of housing, it seems reasonable that the cost will go up relative to the quality and availability of public
services. This is one of the reasons that housing in the New York metropolitan area is so much higher than it is
in Saskatoon in Canada. There appears to be a relationship between these two variables. Measuring that
average difference is called regression.

When we talk about a linear regression, we are trying to come up with the formula for a line that best captures
the relationship between these values. For our purposes, perhaps we want to measure the number of bytes per
second passing across a network link. A linear regression could potentially help us to predict how many bytes
per second our network is likely to carry a year from now, allowing us to plan accordingly.

When we talk about lines, we can call back to the basic algebra and geometry that you learned in secondary
school: y=mx+b, where x is the x coordinate (in our case, this might be time), y is the y coordinate (in our
case, the number of bytes at that time), m is the slope of the line (the change in y relative to the change in x),
and b is the “Y intercept,” or the point along the Y axis where this line crosses. This same formula can also be
written using f(x) to replace y. There’s really no difference; this just gives us a handy way to say that f{x)
represents the set of operations that we perform on x to produce y.

© 2021 David Hoelzer
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Our Laboratory

We will do all our demonstrations and experiments with

Jupyter.
» Web-based interactive Python “notebook”

What you have:
+ All the demos in the book are on your VM.
+ All the experiments in the labs are on your VM.

What you are using:
» Python 3.9, Keras, NumPy, Scipy, Sklearn, TensorFlow, Matplotlib

The exam can only cover material printed in books!

SMS SEC503 | Intrusion Detection: In Depth 60

Since we’re taking an intuitive and exploratory approach to this topic, we’re going to invite you to either
follow the directions in your workbook (if you are taking this class OnDemand or through some other self-
guided modality) or the directions that your instructor provides. All the things that are shown in the slides and
all the experiments that you will conduct will make use of a very handy tool called Jupyter.

Jupyter provides a web-based interface to a Python notebook-style tool. These notebooks allow you to create
chunks of code (and to take notes because it’s a notebook!) and execute them... and then edit them and
execute them again, iteratively tinkering with your code as you experiment.

In the long term, after working through something using Jupyter (which we absolutely use in the real world to
develop machine learning applications within our business), we can take the code that we come up with and
plug it into a Python script to use in production.

Since we have placed all the exercises and experiments into Jupyter notebooks, it is also very easy for you to
take those notebooks somewhere else and use them to experiment within your environment. There are a
number of dependencies required to make this work, which we have included in this slide as well as
documented in the workbook.

We have chosen to build these demos/experiments in this way for two big reasons. First, Jupyter is probably
the most commonly used tool by machine learning developers for exactly the kind of experiments we are
about to do. Second, GIAC can only test you on things that are printed on paper in a book that SANS gives
you. This means that you are responsible for everything in the course books, including the workbook, but you
are not responsible for the content of the Jupyter notebooks that don't appear in these slides! This seems fair
since this isn't a data science or mathematics course. ©
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Getting Started

We need to do some math, so we import NumPy.
We also need data, so we ask NumPy to load our data set.

: Jupyter Netflow Regression Last Checkpoint: 8 hours ago (unsaved changes) P Logout
File Edit View Insert Cell Kemel Widgets Help Trusted | Python3 O
B o+ = BB 4 % MHRin B C P Code v | B2
In [ ]: import numpy as np
In [ ]: # Load Netflow statistics for multiple days
data = np.genfromtxt("sample data/flowStats.csv”,delimiter=",",skip_header=1)
| In [ ]: print(data)
SMS SEC503 | Intrusion Detection: In Depth 6l

Let’s get started with our first experiment. Since this is our very first experience with Jupyter, and since this is
not a Python class, we’ll walk through this example very slowly and explain everything that’s going on.

We know that we want to perform “linear regression,” which involves mathematics. While Python has built-in
support for mathematical methods, there is a well-known Python library called NumPy that is both highly
optimized and offers some advanced mathematics capabilities that are not built into Python.

After telling Python to import NumPy and to provide us with a convenient “handle” or “alias” to access the
capabilities that NumPy offers (‘np’), we will ask NumPy to use a handy function that it has called genfromtxt.
(It is good practice in Python to ask for libraries to be imported to an alias in this way. While simply importing
all of NumPy could be done, eliminating the need to use the ‘np.” notation, this would also “pollute” the
namespace, overwriting other functions with the same name.)

We’ve asked NumPy to load the data in that CSV file into a variable named data. Just to make sure everything
is working so far, we’ll ask Python to print out the result.

© 2021 David Hoelzer 61
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Examine the Data

data = np.éenfr‘om‘txt( "samp-le_dataf"Fllo'nISta}:s .csv",delimiter=",",skip_header=1)

Our data is a count of the

number Ofbs/ tes Ol'l a In [3]: print(data)
d.
neFWOI'k at lfferent [[2.16600008e+81 7.774000002+03 ]
1 [2.208000000+61 5.339570002+05 ]
p01nts In time. [2.308000000+61 1.524520002+05]
. [2.40800000e+81 2.669308080+05]
e The data is “two [2.56000800e+81 7.69964608e+05]
. . v e [2.60000000e+01 1.241753002+06]
dimensional” in that each [2.70000080e+01 1.306100002+05]
[2.800000000+81 1.632616002+06]
row has: [2. +81 8.1 +05]
[3.00200000e+81 2.427499000+05]
[3.19800000e+81 2.356706000+05]
o An hour number [3.260000002+01 3.590740082+05]
[3.30000000e+01 1.134210002+05]
o A byte count [2.40000800e+81 1.143012080+86]
[3.508000000+81 7.327830002+05 ]
[2.608000000+61 4.8301532002+06]
[3.70800000e+81 2.637600080+05]
[3.30800000e+61 3.8353348080+061
SMS SEC503 | Intrusion Detection: In Depth 62

Python prints out the content of data, showing us pairs of numbers inside of square brackets. NumPy uses the
square brackets to indicate a NumPy array. In fact, you can see that it is showing you that you have an array
that is composed of lots of smaller arrays.

Each of the smaller arrays has two values in it. These values were loaded out of the CSV file and represent an
hour number (column 1) and a byte count (column 2). This data was extracted using the rwflowstats tool (part
of SiLK) from a real network. It represents the number of bytes passing the sensor during each hour.

Let’s attach a few more terms to our data. We can say that the data in the CSV file has two dimensions
because it has two columns for each row. The term dimensions, used in mathematics, refers to a number of
related values. If there were two or three values, or dimensions, we would frequently think of them as
coordinates, which can be visualized by graphing them onto coordinate axes (like X and Y for two
dimensions, or X, Y, and Z for three dimensions).

Another way to refer to a set of coordinates is as a vector. A vector that has only one value in it isn’t typically
referred to as a vector but is instead called a scalar. We will simply state that a scalar value is a single value
that can do nothing other than scale another value or vector.

To summarize, we have created a NumPy array that has a number of rows. Each of those rows has a two-
dimensional array within it, which we can also call a two-dimensional vector.
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Manipulate the Data

In [5]: print(f"The data has {data.ndim} dimensions of shape {data.shape}")

Manipulate the data: The data has 2 dimensions of shape (79, 2)
. We have ’79 TOWS Of tWO In [7]: |# Let's grab the first sixty hours of data, selecting only the data in
K . # column 1... so, in rowfx], we want column{1], which is the byte count
values (dimensions) each. # for that hour.

bytes = data[@:6@,1]
# Print the result out so we can see if we got only byte counts.

* To test our “learning,” we print (bytes)
will want to reserve some

« ”» [7.774800082+03 5.88857060e+05 1.52452000e+85 2.660300002+05
data as a “test” set. 7.690640802+05 1.24175300e+4856 1.886106802+05 1.032616082+86
, 3.160200802+05 2.42740080e+86 2.356706800+06 3.50074008:+85
o Let’s take the first 60 values 1.13421000e+85 1.14391260e+06 7.32788000e+05 4.801582002406
« : » 2.637600802+05 3.353848002+86 2.854500800+04 7.628254082+86
to do our learnlng- 5.342693092486 4.45370480e+06 5.34050508e+86 ©.600507002486
.. 0.05534180e+06 1.05260260e+87 1.136720402+07 1.549218082+687
o We can use the remaining 1.49209283@2+87 1.89828550e487 9.68557788e+@6 0.884224082+86
3 » 1.698070802+07 2.458660002+85 2.280251802+07 1.087028782487
values as “test Val‘%es to see 1.641822002+07 2.71983200e+87 2.18312110c+07 1.06891608:2+86
hOW well our resultlng 2.36934119e+07 1.15858748e+87 4.481760290e+87 2.56370850e+87
: 4.32123330e+07 5.02371500e+85 5.586047400+07 1.2045044824687
approach can predlCt the 1.48257110e+87 6.385443@0e+86 5.00250748e+07 2.8823146082+87
outcomes. 4.208845402+07 7.417984402487 7.614465402+07 1.794022182487
3.778315882+87 1.871541302+08 1.56858608e+87 0.850548102+07]
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Let’s ask Python to confirm some of what we’ve said so far. NumPy arrays have some handy functions that
aren’t available on normal Python arrays. One of those functions is ndim, which returns the number of
dimensions in an array. The other is the shape function, which tells us how the array is structured. When we
ask how many dimensions our overall array has, Python tells us that it has two dimensions. When we ask it
what shape the array has, it tells us that it has 79 rows of two dimensions.

Before we try to create a line that “fits” this data, let’s reserve some of the data for testing. This is an important
step in machine learning activities. We always want to have some data set aside that we can use to verify how
well our model, or predictive approach, fits real data. It should be obvious that our model should fit the
training data very well! If it doesn’t, we are likely using the wrong approach to try to model our data.

To set aside some data, we will use a very handy capability that NumPy arrays make available: simple array
slicing. Note the line that states the following:

bytes = data[0:60,1]

What this does is it copies the second column of the rows at offsets 0 through 60 (remember, array columns
are referenced by the offset, which should feel very natural for you) into a variable called “bytes.” We then
print out the contents of that variable just to make sure it’s what we expect.
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More prep:

 Create an array, “hours,”
that will serve as our X
axis.

Magic handwaving:

* Define a function that can
plot stuff.

 This isn’t a Python class,
so we’re going to provide

you some utility functions.

Preparing to Plot

In [ ]:

# Create a set of hours that we can map this against. Honestly,
# we could have simply used the entire dota set as-is, but

# then we wouldn't have had an excuse to slice an array and

# create a range

hours = range(@,bytes.size)

# Next, we'll graph the data as-is. We need plotlib.
import os

import scipy as sp

from scipy.stats import gamma

import matplotlib.pyplot as plt

def plot_data(x, y, models=None, mx=None, ymax=None, fig_ idx=None):

Plot the data (y) over time (x).

models, if present, is an array of polynomial models generated

by polyfit()

X = range(@,x[-1])

plt.figure(figsize=(12,6), dpi=388) # width and height of the plo

plt.scatter(x, y, s=18)
plt.title("Bytes per Hour")
plt.xlabel("Time")

SEC503 | Intrusion Detection: In Depth

Since we’ve split the byte data away from the hours that they were associated with, we will need to create
something to use as the X axis in any graph that we create that maps bytes against hours. To do this, we ask
Python to create a list of numbers that goes from zero to the length of the byfes array that we just created. This
should give us a list of numbers from 0 through 59. In fact, it really wasn’t necessary for us to proceed in this
way. We chose to because, otherwise, the hour numbers will be massive timestamps. This approach allows us

to use very tame numbers in a very small range. ©

The part that comes next is some more complex Python code that defines a function that we can use to graph
out the values that we have in these arrays. Don’t worry about this code at all! Simply view it as a “recipe”
that you could copy and paste to experiment with graphing out two-dimensional data by passing it two arrays
of the same length. We will see this in action very soon.

64
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Bytes over Time

MM

leB

Bytes per Hour

SEC503 | Intrusion Detection: In Depth 65

The next step in our notebook, which isn’t actually pictured here, is asking it to plot the x and y arrays of bytes
and hours. The hours are on the X axis and the number of bytes is on the Y axis.

Unsurprisingly, the graph indicates that the number of bytes per hour is increasing over time. An important
question is, “How quickly is our volume of data increasing?”” Again, one of the reasons that we might care
about this is for future planning and forecasting. I’d greatly prefer to be able to predict when we will exceed
the current capacity of our network and to plan upgrades ahead of that, rather than wait for the network to

become unreliable and sluggish!

Another reason we might want to predict this is to look for indications of threats. Could a massive and
unexpected spike in data flow indicate an exfiltration? Could the number of bytes accessed per hour on our file
server indicate that ransomware is currently encrypting the file server?
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Linear Regression

If you had to draw a line that best fit that data, what would
it look like?

* Intuitively, you would draw a line that was as close to the middle of all of
those points as possible.

» Mathematically, you are trying to limit the error between the line and the
points.

» A very common way to do this is called the Mean Squared Error.
\ -
n o —
1 B )
_Z()’i =97 el
n L VI
1=
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Intuitively, we could simply try to draw a line that represents an “average” number of bytes of increase. While
we could visually estimate where that line should go, a much better approach would be for us to apply some
mathematics to the problem. The most common way to solve this problem, linear regression, is to determine
what the average error is between our line that approximates the average and the actual data. When we say
error here, all that it means is the difference between the approximation and the actual data.

For example, imagine that our estimate is that hour 10 will have 2.4x10* bytes. Yet, the actual measured
number of bytes comes in at 3.6x10% We can work out the difference between these two, which represents the
amount of error. What we’d really like to do is work out the formula for a line that minimizes the error over
the length of the entire line rather than for a specific point.

We cannot simply add up the amount of error for every point. What if one point is off by +1,000,000, but
another point is off by -1,000,000? If we simply add those together, we would inaccurately conclude that there
was no error at all!

Instead, we calculate something called the Mean Squared Error. We already know that mean means average.
What does squared error mean? We subtract the predicted value (typically represented in machine learning as
“y hat”) from the measured value (y) at each value of x and square the difference.

Why square the difference? Well, if we square the difference, it has the effect of making all of the errors
positive! When we take the average, it gives us the average square error for the entire line!

66 © 2021 David Hoelzer
https://t.mel/learningnets

Technet24


https://technet24.ir
https://technet24.ir
https://technet24.ir

Linear Regression with NumPy

Let,S get NumPy tO do the In [9]: ;?e:fee:iii(:z? ii‘rg;':function that gives us the sum of the squares of the di

hard stuff: return np.sum( (F(x)-y) **2)
« We create an error In [1@]: # Next, we try a naive approach of a straight Line approximation of our fi
function. :: ;’Eelp;‘f;if;ttfﬁzfﬁon performs this... regression analysis? We can speci
o This is just for us... we don’t £p1 - np.polyfit(range(e,len(hours)), bytes, 1)
need to do this. fp1
e« Then we ask NumPy to out[18]: array([ 962336.@4623507, -10774002.66393442])

find values that best fit our

In [11]: |# These means that f(x) = 2.58462016 * x + 996.506..., or y=mx + b

data." # To convert that array into a function, we pass it to np.polyld, where 1t
1 = np.polyld(fpl)
o Hmmm.. Two values...? error(f1, hours, bytes)
e This has an MSE of 1.6. out[11]: 1.6341676893883622e+16
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Certainly, you could work to analyze this by hand and work out the parameters for the equation of a line that
minimizes the error (has the smallest mean square error). That is tedious. Fortunately, NumPy has a function
that will work this out for us!

First, let’s define a function that calculates the error for us. Those first few lines will calculate the mean square
error across the entire set of values of x and y using a function that we pass to it. Where can we find a function
to use to approximate our line?

NumPy provides the polyfit function for just this purpose! Polyfit allows us to pass in two arrays along with a
degree, from which it will calculate the function of that degree that best fits the data.

What? What’s the degree? The degree is the value of the highest exponent used in a polynomial. WHAT? This
is getting worse! Polynomial??? Relax. A polynomial, which you learned about in secondary school, simply
means “many terms.” (It literally means “many names.”) For example, the polynomial equation “y = x? + 3x —
4" is of degree 2 because 2 is the highest value of an exponent in the equation. If you recall the formula for a
line (y = mx + b), this is a first-degree equation.

So, polyfit determines what the coefficients for each term in the equation should be. We can convert that into
an actual formula using the polyld function and then pass that to our error function. This gives us an
absolutely enormous error value!

(In case you’re worried about some of these details, relax... remember that we are only introducing the
mathematics to give you an intuitive feeling for what’s happening... in the end, the math won’t matter.)
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Two Values?

polyfit() generates an array of two values...
« If you already see where this is going, AWESOME!
+ If not, that’s ok... Here’s where those go:

yields
y=mx+b —— y=962336x + (—107740002)
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To really drive this home, let’s look at what has been calculated. The polyfit function came up with an array of
two values. Those two values can be plugged into the standard formula for a line as the coefficients for each
term. This means that we now know the slope and the y-intercept for the line that NumPy thinks minimizes the
error (or loss) between the approximation and the actual data!

This is headed somewhere really big. We’re not ready to tell you where it’s heading or how it applies, so let’s
just recap what you should know right now.

Linear regression is an algorithm that is used to calculate the coefficients that represent the formula for a line
that approximates the relationship between two values. This line is the best fit for the data, and we know that
because this line minimizes the error, or loss, between the approximation and the actual data over the entire
length of the line.
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Here’s How That Looks

MM

1e8 Bytes per Hour
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What does this look like? It looks like the next graph that the notebook will produce, which is pictured in the
slide above. Notice that there are values to the left, though, that don’t really seem to be represented by our line.
Additionally, as we move further to the right, the actual values seem to be more and more distant from the

approximation....
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What About Machine Learning?

In fact, this is about the most basic form of machine
learning.

* The “learning” isn’t what you may have though it was!

* The learning is figuring out what coefficients to plug into the formula that
best approximates the data that you see.

» This is a basic intuition to grasp.

This example can also illustrate other difficult concepts.

* Overfitting can be difficult to describe, so instead let’s intuit what it implies.
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What we have just done really is machine learning! How so? We have asked the computer to automatically
follow an algorithm that determines what the correct coefficients are that will minimize the mean squared
error over the length of the line!

How is this learning? It is leaning in that the computer worked out the values that produced a line that
minimized the error. That still might not do it for you. In fact, this is a very important point that we are at right
now. It turns out that the word learning in the realm of machine learning doesn’t mean what a typical
layperson would think that it means. Learning, in the context of machine learning, in general and linear
regression specifically, means that the computer applied an algorithm that allowed it to find the values that
minimized the error for the function of the slope of this line. That’s it!

Clearly, this isn’t how most humans would define “learning.” There isn’t any real understanding that has
happened. All that has really happened is that the computer followed an algorithm that allowed the computer
to adjust the values of the coefficients. That in itself is huge... and it is learning in this context... but it’s,
perhaps, not what you (or your CISO or CEO) might have expected learning to mean.

We have chosen the example of linear regression because it is one of the simplest mathematics applications we
can use to illustrate machine learning, but there are other reasons too. Some of those will become apparent as
we get deeper into the material covering deep learning and neural networks. There is, however, another term
that people wrestle with that we think linear regression can be used to illustrate very simply: overfitting.
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Another Intuition: Added Complexity

A line is close... a higher order polynomial must be better!
 Let’s ask NumPy to figure out the coefficients for a couple of other orders:

In [13]: # Clearly this is insufficient. We can quickly try te fit to other functions by using polyfit to find
# coefficients for higher order polynomials:

num_hours = range(@,len(bytes))

fp2 = sp.polyfit(num_hours, bytes, 2)
f2 = sp.polyld(fp2)

fp3 = sp.polyfit(num_hours,bytes, 3)
3 = sp.polyld(fp3)

fpd = sp.polyfit(num_hours,bytes, 15)
f4 = sp.polyld(fpd)

# And let's Look at the errors:

print("f1: ", error(fl, num_hours, bytes))
print("f2: ",error(f2, num_hours, bytes))
print("f3: “,error(f3, num_hours, bytes))
print("f4: ",error(f4, num_hours, bytes))

f1: 1.6341676893883622e+16
f2: 1.36420822432146718e+16
£3: 1.3281158881951732e+16
f4: 1.1988119391641146e+16
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Before we jump straight to overfitting, let’s think about this a bit more deeply. What we’ve done so far is
linear regression, which by definition uses a straight line. Looking at the data, though, it is likely apparent that
a straight line is unlikely to ever represent growth in a reasonable way. Over time, the error will likely become
worse and worse.

What if we used higher order equations to attempt to model the data? This seems like a great intuition! What if
we tried a second or third order equation? Would that better represent the data?

To try this, we will make use of the polyfit function again. Previously, we asked it to create a first order
equation (a line). Let’s ask it to create a second, a third, and a fifteenth order equation to represent our data!
The line wasn’t bad, so clearly more or higher orders must be better!

You can see that in the notebook we have started with a numerical approach. Using the same loss function, we
ask it to compare the loss or error for our first, second, third, and fifteenth order equations. We can see that the

error or loss is definitely going down!! That must be good, right?

Let’s have a look at the graphs of these functions.
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Second Order Polynomial
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The second order equation definitely looks better. It is now capturing at least some of the data to the left,
though it seems a bit high at hour zero. More importantly, we can see that as time goes by, this is a much
better approximation of the data over time! It is clearly curving up, following the trend in our actual data!
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Third Order Polynomial
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MM

If a second order polynomial is better, a third order must be even better! In fact, it is! Notice that the dotted
line actually drops down toward zero near hour zero, and it more closely follows the increase over time!

If a third order equation is this much better, let’s just crank it way up!
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Second and Third are Better... Fifteenth Must Be Awesome!!!
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Our fifteenth order equation, however, looks less promising. Certainly, it appears to be doing good things
toward hour zero, but the further we go to the right, our function begins to have oscillations that look less and
less right, and then it seems to shoot off to infinity!

As you look at this, recall that, among the functions that we fit to this data, this one had the lowest error
overall! Let’s zoom into this equation a bit because there is a really important lesson here.
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Overfitting/Overtraining Intuition

Clearly something’s wrong.

+ Are we modeling potential behavior?

* Or are we simply trying to hit every single
point in the data set?! . * .
When you hear “overfitting,” this is .
exactly what’s happening.

+ If you check the notebook, the fifteenth order polynomial has the lowest
MSE.

« However...
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When we zoom way in and look at the behavior of the function, we can get a much better feeling, or intuition,
about what’s happening. Have you heard the English expression, ”Missing the forest for the trees?” In a sense,
that’s what has happened.

This fifteenth order function really isn’t approximating the entirety of the data anymore. Instead, it is really
minimizing the error at specific points in our data. In a sense, it is so focused on the trees that it can no longer
see the forest, or the overall behavior.

Of course, the function can’t “see” anything at all. The behavior that we are seeing, though, is known as
overfitting. Our function is really just trying to hit every single point that it can rather than trying to
approximate the overall behavior of the data. When working with machine learning algorithms, if we overtrain
or overfit, our model will be exceptionally good at properly categorizing or classifying the training data, but it
will perform very poorly with real-world data!

This tells us a couple of things. First, overfitting is bad! If we overfit, we can have a model that seems great
but works very poorly. In fact, that same model may have worked far better had we stopped the training
process sooner!

There’s another thing this tells us. When we are monitoring the loss function or the error (these are the same
thing), we should probably stop training when the error or loss begins to change very slowly. When the loss
number becomes stable, chances are that we are heading into the realm of overfitting.
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Overfitting Destroys Predictive Ability
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Just to drive this point home, take a look at the predictive ability of our fifteenth order equation. In the short
term, it had the lowest overall error, but if we push this out to 30 hours after the sample data, you can see that
it predicts that our network data will plummet to zero bytes somewhere around hour 78! This is clearly wrong.
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What We Know/Suspect So Far (1)

+ Linear regression finds the coefficients for the equation of a line that best
fits a set of data.

o “Best fits” means “minimizes the error”... in our case, mean squared error.

* Creating higher order equations might approximate the data better.
o MSE is lower
o The algorithm is “learning” what the best-fit coefficients are for the polynomial.

« It is easy to cross over from approximating general behavior to simply
hitting every single point.
o This is called “overfitting.”

o The resulting function will match the training data very well, but it will perform very
poorly with any other data.

» In other words, it is very unreliable when it comes to making predictions.
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Let’s summarize where we are so far and some key takeaways.

* Linear regression is an algorithm or process that is used to attempt to find a line that best fits a set of
data points. This means that we are attempting to minimize the error, or the loss, between the actual
data and the line itself.

» Using higher order functions can sometimes approximate or fit the data much better. This leads to a
lower loss, or error.

*  Whether we are using a linear regression or a higher order regression, when the computer uses the
algorithm to revise the coefficients used in the function to minimize the loss, this process is called
learning.

* There is a very real risk that we can cross over from approximating (or fitting) the data to overfitting,
which simply means that we now fit our training data so well that we are unlikely to have actually
captured correlations, making the model very unreliable for predicting future events.
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What Machine Learning Is Generally About Today

We spent many years doing this... Remember expert Now we give the algorithm data and known labels,

MM

78

systems of the 1990s? and it produces rules.

Predictions

Predictions
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We’re now ready to talk about more modern methods of machine learning and how it has changed. In the past
(say, the 1990s and early 2000s), machine learning was all about creating a system where we would provide
data and a set of rules governing relationships in that data, and the machine (or program) would produce a set
of predictions about that data. If you have ever used an “expert system,” which were all the rage into 2000 or
so, this is how that system worked. A programmer spent a lot of time analyzing the data and wrote a whole
bunch of rules, often in the form of a decision tree, that was then used by the system to create predictions. The
problem with this is that the program cannot “learn” how to handle new data; the programmer must create new
rules.

The ideas behind deep learning and neural networks have actually been around for a couple of decades, but
it’s only since the evolution of high-end graphics cards that we could implement them practically. This might
seem entirely unrelated, but the modern approaches to deep learning make heavy use of linear algebra
techniques. High-end graphics cards, specifically GPUs (Graphics Processing Units), are highly optimized
vector processors. That term might sound familiar! Remember, we said that our array of values was really a
multidimensional vector.

Anyway, the video game industry largely created an enormous market opportunity, resulting in lots of research
and development into high-end vector processors for graphics, which make use of quaternions (four-
dimensional vectors... Okay... A quaternion is something much more complicated and specific than that, but
just go with it if you’re in the know...®) for high-speed 3D translations. These devices, however, are perfect
for handling any kind of general high-dimensional vector arithmetic (linear algebra)!

What does this mean? It means that we could implement algorithms that allow us to feed data and predictions
to the algorithm, and the algorithm can give us a set of rules! Truly, an innovation in machine learning!
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What Kind of Rules?

In a linear regression, “rules” means “coefficient values.”

« What if we had a lot of different facts about a problem and we fed those all
into a series of simultaneous regressions?

o Facts = Features

o Categorization/predictions = Labels

* While the above isn’t 100% accurate, it’s good enough for now because we
are effectively doing this:
Y =0c(WX + D)

* Of course, there are lots of math things hidden in there... For example, X is
the matrix representing all the features and sigma is some nonlinear
activation function.
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When we say that the algorithm will give us rules, what exactly do we mean? You might think, “If it’s round
and if it’s red, it’s an apple.” While this is a set of rules, it is a very high-level set of rules. A computer would
have to understand what red means and what round means before rules like this could ever be generated.
(Never mind that the computer doesn’t know what an apple is!) Even so, this is effectively what’s
happening... but at a mathematics level.

What if we had a lot of facts about some problem and we were able to transform those facts into numbers?
What if we used those numbers to create, not one regression analysis, but multiple simultaneous regression
analyses? This is at the heart of what deep learning means today.

When we talk about deep learning, we need to provide a set of features that will be used for learning. These
features are the facts that we will feed in. More specifically, the features will ultimately be represented as
multidimensional vectors (arrays of values).

When we try to transform that data from a set of features to some set of predictions (possibly categories), we
are coming up with labels. In fact, think of it this way: We are trying to come up with an equation that, when
we feed the features into it, it will transform the features into a label. What do we mean by transform? Well,
remember y=mx+b. This formula takes a value x and translates or fransforms it into a corresponding value for
y. That’s it! Except that our vectors might have 10,000 features!

That brings us to the really scary formula in the slide. As scary as it is, there’s definitely something familiar
about it! This says that the predictions (Y-hat) are equal to some function, sigma, applied to a coefficient, w
(the weights), multiplied by the vector of features plus a value, b (a bias).
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A Few Last Things

Instead of telling you about it, we want you to try it out.

* The next lab walks you through the experiment, demonstrating concepts and
helping you to understandings and intuitions.

» Itis critical that you understand that this is an empirical science. How do you
know what shape to make your neural network? You just guess!

o Iknow that sounds fishy, but that’s how it is. Remember, this is an evolving discipline!

A very important key to all of this is linear algebra
(matrices).

» Converting trigonometric translations into quaternions is what allows us to
apply highly optimized vector-based arithmetic using GPUs for video games.

* This is the same type of mathematics that most ML uses!
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That still sounds incredibly complicated, but at the heart of it we hope that you can see that it looks very much
like the formula for a line! Sure, there are other things happening, and we’re now calling it the weight instead
of the slope and the bias instead of the y-intercept, but that formula is in there! It’s true that we are applying
this arbitrary thing called sigma, which is known as an activation function, to add nonlinearity (to make it not
act like a line), but this is a very valuable thing to recognize! You will see why very soon when we talk about
how we minimize error in deep learning.

Before we get to that, there’s a super important thing to understand at this point. Since we’re dealing with
mathematics, it feels like everything should be very formal and there should be well-defined methods for
determining precisely how we go about building a machine learning system. This is false!

While there might be some function, not yet discovered, from which the large variety of deep learning
methods can be derived (Long-Short Term Memory, Convolutional Neural Networks, Recurrent Neural
Networks, etc.), foday this is very much an experimental science. What this means is that we know that a
certain design of a neural network works well to solve a problem because of empirical means, not because of
some formal proof.

Empirical here is a big fancy word that means that we know something works based on our experience and
based on something that we can show experimentally... not based on a formal or logical proof. In fact, it is not
unusual for data scientists to spend a great deal of time trying to figure out how a modern machine learning
algorithm comes to a specific prediction!
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Let’s Not Learn Linear Algebra

Vector-what?

» A vector is simply an ordered list, array, or set of numbers.
* We describe its “shape” and “dimensions.”

[15.2 —-3.1 0.01]

* This is a 1 by 3 vector; that is, 1 dimension (rows) by 3 dimensions (columns).
o This is also called a “row vector.”
o Ifit were of shape 3x1, it would be a “column vector” (three rows stacked in a column).

o Ifit has more than one row and column, we call it a “matrix” (e.g., 3x4).
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We’ve said several times that all of this makes heavy use of vectors and linear algebra. Linear algebra sounds
as though it is the algebra of lines, but that’s really not accurate. In fact, in many ways, the word “linear” has
nothing to do with this branch of mathematics. More than anything else, linear algebra is a way of representing
related (or possibly related) mathematics problems as matrices (grids of numbers), vectors, and scalar values.
Linear algebra is a set of rules and principles that govern how arithmetic can be performed on these matrices
in efficient ways. This is a world of fancy words with specific meanings. This can make the field seem opaque,
but as is true in other specialized fields, using unusual words that have very specific definitions is quite
valuable; there can be no confusion over what is meant if you understand the word. For example, quaternion
sounds quite fancy... but all that it means is a vector having four terms. The four terms, in computer
graphics, are the three-dimensional coordinates with a 1 in the added term.

The real power of linear algebra is that quite complex ideas can be represented as relatively simple matrices.
This allows us to apply some very well-defined arithmetic rules, potentially resulting in very powerful
computational results that would be far more difficult to accomplish with other methods.

While this isn’t a Python class, there’s a chance that you might intuitively pick up some Python recipes as we
work through this section. This is even more decidedly not a linear algebra class. We definitely will not dig
deeply into this topic.
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A Bit More Not-Linear Algebra

A set of vectors taken together is called a tensor-.

» To be more accurate, a vector is a rank 1 tensor, and a matrix is a rank 2
tensor; these are special cases of the general idea of a tensor.

» That’s all we need to know about it, but this should give you some intuition
about what TensorFlow does!

We represent our “features” with vectors.

* Linear algebraic operations place some requirements on us.
o For example, all our feature vectors must be of the same shape or dimensions.

» We often spend far more time preprocessing the data into something that
will work with matrix operations than we do building the neural network!
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Still, there are a couple of other ideas that we’re going to introduce to you. Our purpose in doing so is much
less to teach you linear algebra and more to familiarize you with terms that you will commonly run into when
researching machine learning approaches and reading documentation related to machine learning algorithms
and tools.

We already have a feel for what a vector is. It turns out that a collection of vectors has a very fancy name:
tensor. That’s really all that we need to know. A fensor is effectively an array of vectors. Said another way, a
tensor is a matrix.

This term comes up because of a wildly popular Google project called TensorFlow. Even with the limited
knowledge that we have at this point, this tells us that it’s some kind of software that manipulates sets of
vectors.

We use this approach because linear algebra, particular the vector capabilities in GPUs that apply linear
algebraic functions, allows us to manipulate and transform the data very quickly. Therefore, we will represent
our features as numeric values that reside within vectors.

One of the most important rules in linear algebra is that our matrices typically have to be of the same shape or
number of dimensions (this isn’t strictly true, but remember, this isn’t a linear algebra class!). This means that,
if we are going to represent data that has variable lengths, we must somehow manipulate that data so that it is
all of the same length. If we can’t do this, we can’t apply this approach for machine learning! This, though,
creates a situation that is very common in machine learning: It often takes far more effort to massage the data
into a condition where you can use it than it does to actually create the machine learning model!
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Multi-hot Encoding/Vectorization

To get the features to be of the same shape, we will
vectorize them.

* As it turns out, we almost always want our features to be represented as
values between 0 and 1 or -1 and +1.

» Conveniently, there is a “shortcut” encoding that we can use to vectorize
many types of data.

Let’s build an intuition about it.

+ Consider the following data involving three packets where we are using TCP
options as features:

Packet 1: SACK, MSS, WSCALE, Fast Open, NOP
Packet 2: MSS, WSCALE, MultiPath
Packet 3: MSS, SACK, Timestamp
SMS SEC503 | Intrusion Detection: In Depth 83

One of the approaches to turning variable-length data into static-length vectors is that of vectorization, of
which one-hot and multi-hot encoding are special cases.

Vectorization simply means that we are taking the raw data and transforming it into a vector. This naturally
implies that we are also converting it into numeric values. In most cases, especially when dealing with deep
learning, we will want to convert the data to a value between -1 and 1 (or 0 and 1, which is a subset of that
range). This is also known as normalizing the data. Really, this just means that we are scaling the data so that
the full range of values is represented by some value between -1 and 1.

Let’s explore vectorization and multi-hot encoding with a practical example. Let’s imagine that we want to
capture the TCP options in a packet as a set of features. If we look at three different packets, we find that they
have different TCP options turned on. Not only are there different options, but the options might even be in a
different order. How can we turn these into vectors?
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Vectorization
Packet 1: SACK, MSS, WSCALE, Fast Open, NOP
Packet 2: MSS, WSCALE, MultiPath
Packet 3: MSS, SACK, Timestamp

They aren’t all the same shape... and they have different

values.

" Tsack | mss | wscaus | 75 | mularath | rastopen
Packet 1 1 1 1 o) o) 1
Packet 2 o 1 1 0 1 (o)
Packet 3 1 1 o) 1 (o) o)

They are now all the same shape... they've been vectorized!
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What if we were to think of the complete set of possible TCP options as a series of columns in a spreadsheet.
Then, for each packet, we set each column to zero if the option isn’t present and to one if the option is present.

The advantage of this is that we have taken a variable-length set of options and turned it into a static-length
vector! Along the way, we also translated the options into numbers, and those numbers have automatically
been normalized since they are either zero or one! Any value that is “hot,” or on, is represented as a 1, while
missing values are represented with a 0. Since multiple options can be turned on at the same time, what we
have created is a “multi-hot” representation. It’s true that we have lost the order that the options appeared in.

We did mention this other term, one-hot encoding. This is very similar, but not the same. In fact, look at the
name. Literally, one thing will be Aot. In other words, in the resulting vector, only one element will be set to
one, or hot. If we were to one-hot encode the TCP options for the first packet in the slide, we would get the
following matrix:

SO OO O
OO OO m O
S OO OO
OO OO OO
[l el e N i e )
SO RO OO

Remember, this represents just one packet! Each column represents an option, and each row represents the
position of that option in the options list. Note that within each row, only one element is hot.
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Learning vs. Understanding

Workbook exercise "IMDB Experiment"

SMS SEC503 | Intrusion Detection: In Depth 85

That’s enough theory for now. Please follow the directions in your workbook to access the notebook for the
IMDB experiment!
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A Word on Learning

Clearly, “learning” doesn’t mean what you thought it meant!

* Learning is really minimizing the error between the training data and the known
labels.

o If we haven’t said it already, this is Supervised Learning because we are telling it what the
right answers are in the training data.

o Unsupervised Learning simply means that we do not provide correct labels while training.

Minimizing the error in a linear regression is easy to picture and draw.
» What if it were a 3D graph? The line would become a plane.
« What if we had a 4, 5, 10, 15, or 20,000-dimensional tensor?
o We are now adjusting the slope of a hyperplane.

o The learning process involves back-propagation, which is working out the slope (gradient) of
the hyperplanes, attempting to find the lowest error (or global minimum).

= This is called Gradient Descent and is the most common way we do machine learning today.
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The IMDB example that we just worked through is a classic problem in the machine learning space. While the
classification of movie reviews may not seem directly applicable, there are some important lessons, and we
can definitely come up with useful applications.

For a useful application, consider using an approach very much like this one to create a model that can predict
whether or not an email is junk. Certainly, that would be useful! And this approach accomplishes that without
writing a signature. We could certainly reach out to a Python neural network from Zeek, passing decoded
MIME content through our network to decide if its junk.

Still, there are some really important lessons. One of the most important is that even though we are learning,
which we clearly understand to mean “automatically updating coefficients to approximate a function that
minimizes loss,” it is also very clear that our network does not understand the movie reviews at all! The
specific approach that we are using here is a supervised approach, which means that we have provided it with
pre-classified training data. This approach is called a “Bag of Words™ approach because we are simply
tracking which words are used, completely disregarding the order that the words are in (which might help with
context). Certainly, we could use word vectors as a way of preserving the order, but we’re not going to expand
this particular network.

The other major point to take away is that we have moved from minimizing the loss of a line to representing
the overall loss of our function as the gradient (slope) of the multidimensional hyperplane, which we attempt
to minimize. The slope of a line is the change in y relative to the change in x. The gradient of a surface is its
slope, but in more than two dimensions. gradient descent is one of the most common approaches used today to
minimize the value of the loss function when performing deep learning.
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What We Know/Suspect So Far (2)

» Deep learning neural networks operate very much like a linear regression.
o It’s definitely not the same... but the algorithms learn by minimizing the error.
o We can wrap lots of fancy math names around this:

= We are using n-dimensional tensors, which are effectively acting as a representation of the
multivariate coefficients of incredibly complex hyperplanes.

= The gradient descent technique is used to find a global minimum of the error function
across these hyperplanes by using back-propagation to derive the partial derivatives (just
think “slopes relative to other features in the tensor”).

* The machine makes good predictions, but definitely does not understand.

o Really, we’ve produced a very complex statistical model that determines the like{ih?)d
that something is true based on the terms that happen to appear in the data. —

Determine the global minimum . P
of the gradient of the dﬁ (

hyperplane for an n-
dimensional tensor!

Geordi LeBob
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This means that, at a very high level, deep learning neural networks really operate very much like linear
regression. Rather than looking at fitting to a single line, however, we are passing in multidimensional tensors
with perhaps tens of thousands of values, which represent hyperplanes. What’s a hyperplane? Well, we know
what a line is. If we take a line and extend it in the Z axis (third dimension), we get a plane, that is, a flat
surface extending in the x and y dimensions. A hyperplane is that three-dimensional plane now projected into
four or more dimensions! What does it look like? No one has any idea. ©

Still, the point is that deep learning neural networks are intuitively an n-dimensional application of multiple
simultaneous high-order regressions being applied to the data all at the same time. When you read about back-
propagation, this refers to determining the current gradient of the loss function, which can be used to learn (as
in, adjust the coefficients or weight vectors and biases), progressively improving the predictions that can be
made!

This seems a good place to point out the literal meaning of the term “artificial intelligence.” Really, this means
“fake intelligence.” While this isn’t what people normally mean when they say this term (people usually mean
computer intelligences taking over the world because they’re smarter than us), whenever we can use an
algorithm that appears to do something that takes intelligence, we are looking at artificial intelligence.
Obviously, it’s possible for this term to be used very loosely on products!

What we’ve seen is that even a model that can make very nearly perfect predictions has no real understanding
of what’s happening. This problem sits at the crux of modern research in the machine learning and artificial
intelligence space.
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Modern and Future Monitoring

Being Data Driven

What Is Machine Learning?

* Network Forensics Experiments with Analytics and
. Machine Learnin
* Practical NetFlow &
Applications
* Modern and Future
Monitoring
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The IMDB example is interesting, and we’ve certainly managed to learn quite a few very fancy sounding
terms... but how can we apply this to our networks? Let’s experiment!
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Practical Applications and Experiments

Movie reviews are nice, but how can we use this?

* Let’s create a model that can tell IPv4 packets from non-IPv4 packets.

o That’s a binary classification problem.

o It’s trivial, but still... the model will differentiate between them without us telling it how to!
» Categorical classification can be much more interesting.
* Could we take this further?

o How about a classifier that can distinguish operating systems based on TCP options!
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Let’s kill two birds with one stone. We want to see a way that we can directly translate what we’ve done so far
to network-related activities.

We are going to try to develop a proof-of-concept model that can tell the difference between IP packets and
packets that are not IP. While this is certainly a trivial problem, it has the potential to sit at the foundation of a
much more complex model. For example, what if we had a model that could not only tell IP from not IP, but it
could distinguish common transport layer protocols? What if we took that even further and had models that
were able to determine if something that was TCP and appeared to be HTTP because of the port that it is on
behaves like HTTP? Now that would be useful!

We won’t go quite that far... we only have a limited amount of time. However, we will absolutely be covering
everything that you need to know to be able to build a set of models that can do precisely this! If you want
help taking things to that level, SEC595 is definitely the place to go.

One of the last things that we will do is attempt to perform real-time anomaly detection for protocols on a
network. That's something that we could use tomorrow.
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Is It IP?

Workbook exercise "IPv4 Binary Classification"
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Please follow the directions in the workbook under “IPv4 Binary Classification,” which will give you
directions on how to access the associated Jupyter notebook.
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Thoughtful Discussion

Don’t minimize what this network does.
* We provided frame headers as bytes.
* We didn’t tell the network where any of the header fields are.
« It still works out to identify IPv4 packets pretty well!

What could go wrong?
* Your training data really matters... at least as much as feature selection.
+ For a binary problem, you’d like your training/test data to be 50/50.
o Extend that for the number of classifications that you have.
 Feature selection matters!
o In this case, we gave it the first 14 bytes of every frame, IP or not.

o Could our model inadvertently correlate the addresses rather than the “0x0800” we use?

SMS SEC503 | Intrusion Detection: In Depth 91

Let’s think this over. What we’ve built isn’t really that “smart,” but it’s still important. You and I can look at
these packets and very readily decide which protocol they are. We have tools that can be directed to select
packets based on the protocol in use! But in this case, our model is able to tell the difference between
protocols without us ever defining where the protocol header values are or what they mean! That’s huge!

There are definitely things that can go wrong. One of the critical parts of machine learning is figuring out what
the features should be (known as feature selection). For example, if we provide our network with features that
include MAC addresses, the model could easily develop false correlations that have nothing to do with the
protocol in use! This could mean that we’ve selected our features poorly... but it could also mean that our
training data is insufficient!

Generally, the more training data you can provide, the better. That training data needs to be representative of
real-world conditions. If we were creating a model that is intended to generally predict protocols on any
network, we would either need to reject the addresses as features (since every network will be different) or
include training data that adequately covers all the addresses likely to be seen in the real world!

It’s also important that our training data is well balanced. This means that we don’t want it skewed toward any
particular outcome. If we are training a neural network for binary classification, we really want a 50/50 mix in
our training data.
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Improving That Model

Can you improve that model? How?

+ Ultimately, we’ve given the model lots of data that is unrelated to our
outcome.

» The model has found false correlations, likely involving the MAC addresses.
o This is strongly influenced by our training data.
o If we had lots of data from lots of networks, our network would be much better.

* Our main problem here is feature selection.
o Sometimes we don’t know what the features are, so we rely on the system to find them.

o In this case, we should tell it because we definitely know where the features are.
Your mission:
* Adjust that network to narrowly use the ethertype as the feature.

SMS SEC503 | Intrusion Detection: In Depth 92

How could we improve the model that we’ve built so far? We’ve given the model a great deal of data, not all
of which is related to the problem at hand. Should we reduce that? Or could it turn out that there actually are
important correlations in there that we are completely unaware of. For example, imagine that we started
passing IPv6 data through a network. If we weren’t aware that multicast is really a layer 2 protocol, our
network might discover the relationship between the destination MAC addresses that would be found in IPv6
multicast traffic, actually learning something that we weren’t aware of!

Still, it does seem that we could define this network more reliably if we were more selective about our
features. Let’s see if we can do that. Can we modify this network so that it uses only the ethertype in the frame
to determine the type of traffic that is present?
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Is It IP? (Take Two)

Workbook exercise “Binary Classification with Better Features"

SMS SEC503 | Intrusion Detection: In Depth 93
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Something More Practical

Let’s build a model that classifies the embedded protocol.

* You generally need to have the same number of output neurons as you have
categories.

This is still trivial since we can just look at offset 9.
* Oh, the places you will go!
o Use the first 20 bytes of data payload as your features.
o Use the bits in the first 20 bytes of data as your features! (Only 160 dimensions!)

o Pull NetFlow statistics data for the number of connections, bytes, and timing for
connections.
= Train to identify web browsing, file downloads, video watching, exfiltration, email...
o Create a Zeek script that outputs statistics on hosts periodically that can be fed to a
network.
= Remember, Zeek has Python bindings and can execute any external code you want it to!
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With this foundation, we’re ready to tackle bigger, more practical problems. Let’s try to build a classification
system that determines what the embedded protocol is according to the IP header! For now, we could look
directly at offset 9... but think about other ways to accomplish this task if we have a great deal more data!

What if we used all 20 bytes of the IP header as our features?

What if we took the 20 bytes in the IP header and exploded them out into a 160-dimension row vector that
represents each of the bits in the header! This would allow our network to potentially learn really granular
things about fields like the fragmentation bits and the differentiated services byte! If we were looking at TCP,
it should trivialize the task of differentiating the TCP flags!

What if we periodically used rwflowstats to pull data on the number of connections, along with the number of
bytes and the timing of connections, and built a network that could classify different types of network
behavior? Could we even build something in Zeek that periodically calls a model, or perhaps there is a model
running full time that subscribes to a broker channel and reacts to behaviors in our network?

Oh, the places you will go!
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Classifying the Unknown

In the examples so far, we know or can guess how many categories
there should be.

* Are there more operating systems than Windows (7, 8, 10, 2008, 2012), Linux,
FreeBSD, Solaris, and macOS? How many more can you name?

* Are there more behaviors than web browsing, watching videos, sending email, and
exfiltration data?

* Are there more than a handful of application protocols? How many are there?

We could use unsupervised learning to create a model that identifies
anomalies or outliers.

* This can be challenging and requires massive amounts of data.

» Could we accomplish something similar with a multiple classification system?
o Let’s try!!! (In the next lab... ©)

SAN.S SEC503 | Intrusion Detection: In Depth 95

It might have surprised you that our neural network performed so poorly on that problem! As an educated
guess, we’d say that this is most likely because of one of a couple of problems, or perhaps a combination of
problems. These are the problems in the order of what we suspect to be most likely:

1.  We really need vastly more training data.

2. We need to figure out some other important and relevant features.

3. A dense network just isn’t good at this; likely a recurrent or convolutional network would perform
better on this particular problem.

There’s yet another problem with both these approaches. Have you already figured out what it is? All of these
require us to tell the system how many different categories there are! This leads to an important realization:
We need some way to classify something as a thing that our network has no idea how to classify!

One way to approach this problem is to feed one model from another model. For example, perhaps we create a
decision tree that first asks, “Is this something that we have seen before?” If the answer is yes, it can then be
fed to a neural network that tries to classify the system. If the answer is no, it’s time for human intervention
and more training!

Another, related possibility is an unsupervised approach. Remember that the difference between supervised
and unsupervised is whether or not we provide labeled data for training. One of the approaches that seems
most appropriate (to us) is Stochastic Outlier Selection, which goes back to the 1990s (if not earlier)!
Unfortunately, this requires massive amounts of data, which is why most systems will require that you allow
them to learn about your network for a month or more.

Could we accomplish something similar using far less data? Maybe. What if we created a model that could
classify data into known protocol classifications? This is a tractable problem, and we might be able to leverage
it to find the unusual!
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Finding Different

Workbook exercise “Finding Different"
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Let’s experiment a bit with a neural network that identifies outlier protocols!
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Making This Better

A set of autoencoders makes this incredibly accurate.
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What we've built in class with this last experiment is something that you can take and use tomorrow. We've
been asked, "Have you tried this on a live production network?" Absolutely. Will it have false positives? Will
it have false negatives? Yes to both. However, even something as simple as this has proven to be incredibly
useful in finding previously unnoticed protocols running on networks that we monitor.

A more advanced version of this approach using a slightly different technique is the idea of an autoencoder.
An autoencoder is sometimes described as an unsupervised learning technique, though we would describe it as
self-supervised. When we train an autoencoder, it becomes very good at reconstructing whatever it has been
trained to analyze. For an easy-to-understand example, we use autoencoders to take noisy or grainy video, or
an old photo with missing pieces, and reconstruct a good facsimile of the missing bits.

In a similar way, if we train an autoencoder to identify SSH traffic and then give it NTP traffic, we can
observe a measurable reconstruction error that is significantly higher than how SSH traffic is interpreted.
Consider the image in the slide. Here we show twelve autoencoders, each of which has been trained to identify
a specific application protocol. The blue line (the lower line) shows the reconstruction loss when we ask the
each autoencoder to analyze data for which it has been trained. The orange line (the upper line) shows the
reconstruction loss for any other protocol. You can see that these are easily linearly separable, making this
incredibly accurate for protocol identification!

When we group these together into a single solution, we now have a machine learning tool that can quickly
identify whether something is known or not, generating very useful real-time alerts.
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Important Conclusion

These experiments represent what are being sold as products today.
* Tinkering with and discovering a useful model can be time consuming.
* The training data and features really matter-.
o If not done very well, the model is useless on other networks.

o Even so, the more general the model, the less “sensitive” it is.

= Otherwise, we would have to train it on massive amounts of data from our network!

All commerecial systems, when finding something that doesn’t fit the
current model, rely on human analysts to manually classify the data.

* This is often hidden between terms like, “Sent to the cloud for analysis.”
» Misclassification is a real possibility.

» The model must learn over time.
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We’ve covered a great deal of material in this short section. In fact, we’ve covered much of what you would
expect to learn in a full semester class on machine learning just in this section!

It’s our hope that this gives you enough of an intuitive feel for how machine learning works that you can do
one or more of the following:

* Accurately interpret marketing claims about Al and machine learning products.

» Communicate intelligently and usefully with your decision makers about how to invest in these
technologies.

* See ways that you can possibly begin to apply machine learning in your network today.

Currently, all the commercial systems that we have reviewed are effectively training networks and decision
trees, but if those networks or trees find things that they don’t understand, they alert a human. Those humans
must understand the network deeply or they cannot make good supervision decisions for the algorithms.
Perhaps most importantly, we have seen examples of a network having a high degree of confidence that it has
classified something correctly... but it was obviously wrong. These technologies are wonderful, but they
aren’t silver bullets!
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Learning Over Time

You have taken a few first steps.

» We hope that this gives you really cool ideas of what to do when you get home.

o Ifyou want a deeper dive into building practical ML solutions, “Applied AI/Machine Learning for
Cybersecurity Professionals” (SEC595) could be the answer!

“I want to characterize current behavior on my network!”
+ Take what you've learned so far and research:

o Long Short-Term Memory networks, which are generally excellent for behaviors over time

o Recurrent neural networks operate differently from LSTMs but are also excellent for data of a
sequential nature (like language and audio).

o Convolutional Neural Networks are typically used for image and video analysis.

= These might be very relevant for network behavior since they are especially good at finding patterns that
“move.”

o Finding cats in pictures, even though the cats could be in different positions or places

o To us, this seems potentially very applicable to network behaviors.
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We’d encourage you to hit the ground running when you get back home. In order to do really good research
with these tools, you absolutely need to have data. We’d encourage you to capture every packet that you can!
Is NetFlow already deployed? Do you have the data going into a repository? If you don’t, make that happen!
The more data you have, the more intelligence you can begin to pull out of that data.

Especially for network-based behaviors, the next step in your research should likely be Long Short-Term
Memory networks. These tend to be very useful with data that can be represented as a time series, which is
certainly how communication functions. Recurrent neural networks similarly have good outcomes with
sequential data.

You might even decide to go more deeply into this space. Imagine creating an Al solution that not only
classifies data types but also classifies user behavior... perhaps even categorizing the videos that your
employees are watching on YouTube so that you, too, can find out where the best cat videos are!

If you like the approach taken here but want to engage in a deeper exploration of practical applications in
information security, you might look for the new SANS video-based course, “Applied Machine Learning for

Information Security.”

Clearly, there are incredibly powerful possible applications. It’s up to you to decide what you need to know!
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Machine learning and AI aren’t what people think they are.
» They are simply statistical models applied in interesting ways.
 Figuring out how to preprocess the data is often the most difficult part.

Visualization is useful, but only if it’s meaningful.
 There are many simple tools that create beautiful network visualizations.

o Most are of only limited value.
o Rarely do they help you to find the unknown.
 Being able to create your own visualization can be very powerful.

o Allows us to be data driven rather than alert driven
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Bootcamp!

Scenario 1, Real-World Scenarios
Wrap up any remaining Bootcamp work from sections 1-5.
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For our final bootcamp, we have a real-world scenario that we'd like you to work through. You will find this at
the end of the Section 5 workbook material.

There are several labs in the workbook labeled “Real World Scenario.” Your assignment is the first of these.
The remaining scenarios are provided for your enjoyment (and possibly exam preparation), but need not be
completed before proceeding to the capstone.

You should also use this time to work through and complete any outstanding bootcamp questions on the score
server (other than extra credit questions).
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