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Welcome to SANS Security 511.6, Capstone: Design, Detect, Defend!
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Course Outline

¢ Day 1: Current State Assessment, SOCs, and
Security Architecture

e Day 2: Network Security Architecture

* Day 3: Network Security Monitoring

e Day 4: Endpoint Security Architecture

e Day 5: Automation and Continuous Security
Monitoring

)Day 6: Capstone: Design, Detect, Defend

Continuous Monitoring and Security Operations 2

Next up: the Design, Detect, and Defend capstone!
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Please Get Connected

e Please plug into the network and ensure you have
connectivity
e Ensure all VMs are in bridged mode

— In VMware Player, go to Player -> Removable Devices -
> Network Adapter

— Choose “Bridged” and ensure “Connected” is checked
e Then type the following to ensure you have

received a DHCP address:

— Windows: c:\> ipconfig

— Linux/Unix/OSX: $ ifconfig

Continuous Monitoring and Security Operations

W

Please ensure that the cat5 cable you’re using has tabs both ends. These often break off, leading to
layer 1 problems during the exercise.

Also, ensure that your Ethernet port’s link light is on.
You should receive a DHCP address on the 10.5.100.0/23 subnet.

If you would like to use one or more static addresses: please use 10.5.102.X, and ask your instructor
for “X” (your last octet). You may then also use 10.5.103.X, 10.5.104.X, etc. Also: ensure your
netmask is 255.255.0.0!

Note: if you have VMware Workstation, you may configure bridged networking by going to: VM ->
Removable Devices -> Network Adapter -> Settings

In VMware Fusion, it is: Virtual Machine -> Network Adapter -> Settings

© 2015 Seth Misenar and Eric Conrad
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Connect to the Scoring Server

e Both Windows and the Sec-511-Linux VM will be
needed today

e Type the following from both to verify connectivity:
— Windows: C:\> ping 10.5.11.6
- Linux: $ ping 10.5.11.6

e Then surf to: https://10.5.11.6
— Note the "s” in https!

— You may use whichever browser/OS is most convenient
for you

— Note: cut and paste will be very helpful!

Continuous Monitoring and Security Operations 4

Please ping from both Linux and Windows to verify connectivity to the scoring server:

$ ping 10.5.11.6
C:\> ping 10.5.11.6
The ability to cut and paste will be *quite* useful as you enter flags into the scoring server.

The Sec-511-Linux VM has VMware tools installed, and should support cut and paste. Please test
cutting and pasting between Windows and Linux to verify.

© 2015 Seth Misenar and Eric Conrad
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Accept the Certificate

e IE: Continue to
this website

e Chrome: Proceed
anyway :
¢ Firefox: see notes

This Is probably not the site you are looking for!

o ezt 1 reach 10.8.01.6 Sut writend T astually seached 8 $oroe idencd g davk ot
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The scoring server is also available at https://score.sec511.com (and has a public DNS entry). Any host
or VM with Internet access will be able to resolve score.sec511.com and access the server via the
name.

The Linux VM has this entry in its /etc/hosts file, so you may access https:/score.sec511.com from
Linux, and will not receive a certificate warning.

Your Windows host or VM will not have the hosts file entry, so it will be simplest to use the scoring
server’s IP address directly: https://10.5.11.6.

. . o = This Connection is Untrusted
Firefox requires three steps: vi4
| % You have as!(ed Firefox to connect securely to 10.5.11.6, but we can't confirm that your
connection is secure.
Narmaly, when you try to connect securely, sites will pi trusted i ion to prove that
. you are gong to the nght place, However, this site’s identdy can't be verified.
1. I understand the risks what Sloutd T Dot
2. Add Exception If you usually connect to this site without problems, this error could mean that semeone is

trying to impersonate the site, and you shouldn’ continue,

3. Confirm Exception Get me sut ofheet
Technical Details

1 Understand the Risks

1f you understand what's geing on, you can tell Frefox 1o s1art trusting this site’s identification.
£venif you trust the site, this error could mean that someone Is tampering with your
connection,

Don't add an exception uniess you know there's 2 good reasan why this site doesn't use tusted
wentificaton

| Add Exception.. |

© 2015 Seth Misenar and Eric Conrad
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Create an Account

C

¢ Go to https://10.5.11.6
— Then: User Registration

SAND

Welcome to NetWars!

Account Creation

The following page can be used to register for an account:

Continuous Monitoring and Security Operations

You should now see the NetWars Scoring Server. Please click on “User Registration.”

© 2015 Seth Misenar and Eric Conrad
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Create a User

e Choose a username/password
— Usernames will be publicly posted
— Please keep it PG-13!
— And remember the password!

User Registration

e You will not be ..
able to access
guestions until —
the instructor e commaen

begins the CTF -

Continuous Monitoring and Security Operations 7

Choose a username and password.
Your username will be posted on the leaderboard, so please keep it professional.
Also: please choose a good password, and remember it.

You will not be able to access questions until the instructor starts the game. At that point all accounts
will be able to access the CTF.

© 2015 Seth Misenar and Eric Conrad
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Game Design

There are multiple levels

— And multiple “missions” per level

~ You may attempt missions in any order

Some questions are gateway questions

~ Correct answer unlocks more questions

Other questions are grouped

- You may answer some of these, and leave others blank
— "Submit Answers” will only submit answered questions

New levels unlock when sufficient points have been
acquired

Continuous Monitoring and Security Operations 8

Gateway questions will have the following text:

( This question must be answered correctly before proceeding )

Windows Security Logs - {10 pts}

Whatis the Security Event ID for the error message a "service is marked as an interactive service. However, the system is configured to
not aliow interactive services™?
( This question must be answered correctly before proceeding )

Short Answer;

More questions will unlock once the gateway question is answered correctly.

© 2015 Seth Misenar and Eric Conrad
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Game Design 11

e There will a number of network resources
referenced in questions
— For example: log files, event logs, web interfaces, etc.
e You may be directed to access a system or copy a
log file via the network
— All systems will be on the 10.5.11.0/24 subnet
e These credentials will be used (unless specified
otherwise):
- Username: Student, Password: Security511

Continuous Monitoring and Security Operations 9

The network you will be accessing is 10.5.11.0/24. In other words, every system you access will begin
with 10.5.11.*, such as the score server at 10.5.11.6.

The credentials will be the same you use to access the Sec511-Linux-VM, unless otherwise indicated.
If a domain is needed to access a Windows system, use SEC511.

If a network resource is required to answer a question, the question will give specific directions. For
example: “Use scp to copy a log file from student@10.5.11.25:example.txt”

© 2015 Seth Misenar and Eric Conrad
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Hints

e Some questions have up to three hints
Hints deduct points immediately

First hint: deduct 30% available points
— “Go to workbook section 2-2 (OpenAppID)”

Second hint: deduct another 30% available points

— “Begin on step 6, and substitute the /pcap-links directory
for analysis.pcap”

Third hint (deducts all available points for that
question):
— Step-by-step instructions for completing the challenge

Continuous Monitoring and Security Operations 10

Hints are available for many questions. You can use hints in a number of ways. Remember the CTF is
designed for learning and/or competing to win. You don’t have to do both!

Please keep this in mind: points are deducted immediately!

One way to use hints is strategically: 70% of something is better than zero percent. If you can’t answer
a question, a hint can provide the necessary boost. The time saved may be critical.

The other way to use hints is to complete steps you may be unable to complete otherwise. You can use
hints to complete the entire CTF this way: the final hint is the answer.

10 © 2015 Seth Misenar and Eric Conrad
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Hint Example

e A sample question is worth 10 points
from your score

net gain of 7 points (10 minus 3)

e Worst-case example (10 point question):
— Reguest first (-3 points) and second hint (-3 additional
points)
— If you are still stuck: request the final hint (-4 points),
which will provide the answer
— Then answer the question, for a net gain of 0 points

Continuous Monitoring and Security Operations

— You request a hint, which immediately deducts 3 points

- You then answer the question, winning 10 points, for a

Once you request a hint for a specific question: it is best to see it through to the end. Assuming a 10-
point question, the first hit will deduct 3 points immediately. If you stop there, you will simply be

down 3 points.

If you cannot answer the question after the first hint, request the second. Another 30% of question
points will be deducted immediately, making you negative 6 points for a 10-point question.

If you still cannot answer the question, request the third hint, which will immediately deduct the final
40% of available points. You will be down 10 points on a 10-point question. Then answer the question

winning 10 points, for a net gain of zero points.

© 2015 Seth Misenar and Eric Conrad
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Attitude Is Everything
* Today’s goals:
— Put everything we have learned this week into
hands-on practice
— Learn
— Have fun while competing to win

e Hints can be used strategically and/or to
complete every challenge

e Anyone may complete the entire CTF

e . e b

Continuous Monitoring and Security Operations 12

Attitude Is Everything

We designed the NetWars capstone to be enjoyable for all: from management to the hands-on
experienced hunt teamer with years of experience in the trenches.

Hints are available at varying costs, from subtle nudge to “here’s how you do it: type this...”

The capstone provides an opportunity to learn, and/or an opportunity to compete. You may choose the
“no hints” method to maximize points, the “more hints” method to maximize learning, or a
combination of the two methods.

12 © 2015 Seth Misenar and Eric Conrad
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How it Works

[ — — e e — — —

e There is no penalty for one wrong answer to
a question

e After that, each wrong answer deducts a
point from your total

e This is done to
— Encourage high quality work
— Discourage blind guessing, brute forcing, etc.

Continuous Monitoring and Security Operations 13

There is no penalty for one wrong answer to a question:

Error!
wevutil.exe answered incorrectly. You have lost 0 point(s).

There is a one-point penalty for each incorrect answer after the first:

Error!
wevutil.exe answered incorrectly. You have lost 1 point(s).

© 2015 Seth Misenar and Eric Conrad
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Once thé InStructor

e Log into
server

the scoring 4

Thes tour wil gude you through the use of the
NetWars Scoring Server.

e Take the tour! —™™

e Then go

Success!

to “Level One”

Congratulations! You have unlocked level 11

Scoreboard | Game Progress : Level One |

Continuous Monitoring and Security ®perations

Level one will unlock once the instructor begins the game.

You may take the tour to familiarize yourself with the scoring mechanics.

Then go to “Level One.”

14
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Flags with SHA1 Answers

 “Flag” answers must be hashed (SHA1)
— These will have a “Convert to SHA1" option

wevutil.exe -

What is the wevutl syniax 1 expoit the securlly fog to “ctf evi™?

opton, and that the answer is compietety lower case

Fot axampie

veevutil exe opiont opion2 el

Flag  wevutl exe foo bar baz cf.evix

wevuil.exe option} option2 eic..

Flag {d8582ee2d7edel493d71501 218448831 c7 161 ConvertEd answer
Continuous Monitering and Security Operations 15

Hashed answers will always have a “Convert to SHA1” link on the right, which will automatically
hash the string entered in the Flag:” box.

Be very careful with case and spaces with SHA1 answers! A change of a single character will make
the answer incorrect. The question will specify case when necessary (for example: Windows
commands).

You will need to provide the correct case when you should be able to determine it. For example: Linux
is case sensitive, and Linux commands are usually lower case.

The server will generate the error you see below if you enter something that is nota SHAI hash in a
flag question that requires a SHA1 answer. There is no penalty for this error.

Error!
wevutil.exe does not appear to be in the form of a SHA1 hash.

© 2015 Seth Misenar and Eric Conrad 15
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Answering Your First Question
Answer the first question
— Enter “7030” and press “Convert to SHA1"
— Then submit the answer

{~1 Hide Mochde Questions.

- -  — OO0

Windowrs Securtty Logs - 1© 1}

What Is the Secusisy Event ID for e error mescage & “senice is marked as an inesacave service However, The sysiem s condguret 1
1ot aliow interactve services™?

{ This question must be ly betore pr )

Rag 7030

) Success!
d :/: ' Windows Security Logs answered correctly. You have earned 10 point(s).

Continuous Monitoring and Security Operations 16

The first question is:

What is the Security Event ID for the error message a "service is marked as an interactive
service. However, the system is configured to not allow interactive services"?

This is a flag question, with a SHA1 hash answer.

We’re being generous and giving you the first answer: 7030. Enter that, and press “Convert to SHA1.”
Then press “Submit Answers”.

Yay, points!
It will become more difficult shortly, we promise!
We discussed event 7030 during the 511.5 section Critical Event 1: Service Creation

Sysinternals PsExec generates no errors, but Metasploit’s generates Event ID 7030

The MIehTND service is marked as an interactive service. However, the system is
configured to not allow interactive services. This service may not function properly.

16 © 2015 Seth Misenar and Eric Conrad
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Game Advice

¢ Read the questions *very* carefully
— Every word counts!
o Inspect your USB carefully
— The included tools and resources may be hints

o Everything you need to win is in the room

— Contained in your VM, on the USB, or in a local network resource
that will be explicitly referenced

— Internet access is not needed to complete any challenge

e If the challenge states that it is based on specific files, then
use those files, plus related tools
— Do not add unrelated data to the challenge!

Continuous Monitoring and Security Operations 17

It may go without saying: but read the questions carefully! Students often lose points due to
carelessness.

Your USB contains a few files that are hints, check it out.

Most of the challenges are based directly on previous labs. If you are stuck: flip through the lab
workbook. This is one of the reasons we placed all of the labs in a dedicated book.

© 2015 Seth Misenar and Eric Conrad
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More Ground Rules

e Please follow the CTF Golden Rule
— Treat our systems and your competitors as you would
like to be treated

e You may only access systems on 10.5.11.0/24 and
your own systems

e You may not do any of the following
— DoS anyone/anything
- Mess around with layer 2, ARP, etc.

— Attack or attempt to exploit any servers, any
infrastructure, other student systems, etc.

Continuous Monitoring and Security Operations 18

Please play according to the rules: they are designed to ensure maximum learning and enjoyment for
everyone!

The instructor reserves the right to dismiss any student who does not comply with their rules.

18 ©® 2015 Seth Misenar and Eric Conrad
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Declaring a Winner

o We will play until roughly
2:00 PM
— Assuming a 9:00 AM start time
e The winner is the player who
either
— Scores all the points
— Has the most points when the game ends

e The instructor will then recap the game

Continuous Monitoring and Security Operations 19

Today will be a lot more free-flowing than days 1 through 5. You may take breaks or lunch whenever
you’d like.

The game will last roughly 5 hours, or 9 AM to 2:00 PM, assuming a normal conference start time.

© 2015 Seth Misenar and Eric Conrad
https://t.mel/learningnets

19



Any Questions?

* The game is about to DO YOULIKEICATSIOR" 4
D0GS:) "

begin
— If you have any last-

minute questions: now is
the time to ask

* We provided the first
answer: 7030

o After that, it's up to you!

Continuous Mon;ton_ngand 'ée-c.l;ir"itgz.(.j-perations 20

If you have any questions, please ask them now!

Otherwise, let the games begin!

[1] http://kidvskat.wikia.com/wiki/File:1-1 - Let The Games_Begin.png

20 © 2015 Seth Misenar and Eric Conrad
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Index

Version A13_01

Please let us know if you find any errors in the index. Also, reach out if you have
suggestions to improve the index (e.g. keywords that should be added, removed, or
have page references added or removed). The easiest way to submit these

improvements is to email 511@contextsecurity.com.

Seth Misenar and Eric Conrad

Sec511 Index - 1
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$HOME_NET 3:79, 4:86,4:130

$TRUSTED 3:77-78

dil 5:56, 5:145, 6:82

.evt 6:43-44, 6:128, 6:131

evtx 6:43-44, 6:128, 6:131

.exe 4:121, 5:56, 5:64, 6:104-105

Jjar 3:118, 4:49, 6:40

Abnormal 1:140, 1:160, 2:144, 2:164, 3:34, 3:36, 3:41, 4:53, 4:154

Access token 1:112, 2:116, 3:24, 3:139, 4:175, 5:132, 5:152, 5:154-
155, 5:157, 5:161

ACT, Application Compatibility Toolkit 5:129-130

ActiveX 1:90, 1:93, 2:94, 2:.97
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Adobe Reader 1:90, 1:96, 2:94, 2:100, 5:28

ADS, Alternate Data Stream ; 5:69-70

Adversary Deception 3:3,3:134-135

Adversary success 1:20, 2:42, 4:20
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4:145, 6:87
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6:28
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Antivirus 3:157, 4:21, 4:46-48, 4:55, 4:63, 4:73, 4:115, 4:125,
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Application Monitoring 5:48

Application Whitelisting 5:48, 5:62-63, 5:71, 5:77, 5:85, 5:87-88, 5:92, 5:94,
5:182, 6:50

Application Whitelisting, Bypass 5:83

Application Whitelisting, Phase 0: Whitelist 5:57,5:72-76

Building

Application Whitelisting, Phase 1: Targeted 5:77-79

Detection

Application Whitelisting, Phase 2: Strict 5:80-81
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Cached Credentials 5:152-153

CAPEX 1:58, 1:153, 2:61, 2:157

Carving 4:3, 4:69-70, 4:74, 4:89

CDM, Continuous Diagnostics and Mitigation 1:24, 6:6, 6:10-13, 6:23

Centralized Logging, Windows 5:175-176, 6:114

Change Detection 5:41-42, 6:96-98
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Ciphertext 4:131

CIS, Center for Internet Security 5:34-35, 5:37,5:39, 6:124
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Critical Controls, 19 4:123

Critical Controls, 2 4:123, 4:135, 5:16, 5:61, 6:52, 6:74, 6:101, 6:108, 6:148
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Critical Controls, 3 4:135, 6:47, 6:52, 6:148

Critical Controls, 5 5:8, 5:16, 5:96

Critical Controls, 8 5:61
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Meterpreter

Microsoft Account
Microsoft Office
Mimikatz
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Risk Informed 1:122,2:126

Risk Management 1:37,1:122, 2:126, 6:8, 6:12, 6:14, 6:18

RMF, Risk Management Framework 6:9

Router 1:38, 3:29-30, 3:34, 3:41-45, 3:47, 3:143, 6:97-98

RTF 1:79, 1:97, 2:83, 2:101
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4:113

Shell 1:48, 1:64, 1:107, 1:111, 2:51, 2:67, 2:111, 2:115, 6:84,

6:101, 6:118-119, 6:133, 6:141

Sec511 Index-9

https://t.mel/learningnets



Shellcode
SI Firewall

SID
SIEM

Signature Evasion
Signature Matching
SiLK
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Sniffing, Virtual
Snorby

Snort

Snort Frontends

SOC

Social Engineering
SP 800-117
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6:75

6:8, 6:14-17, 6:23

6:8

1:46,1:67, 2:49, 2:70, 3:67, 4:86, 6:103, 6:109-110
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4:64, 4:81

5:39-40

1:84, 2:88

4:64, 4:75-76, 4:89

4:5, 4:61, 4:75-76, 4:89, 4:117, 4:152, 4:154, 4:157
4:30, 4:38, 4:40, 4:43, 4:145

5:3, 5:49-57, 5:59

5:3, 5:49, 5:51-53

4:84-86

1:13, 2:35, 3:26, 4:21-25, 4:142, 5:180

3:93, 3:95, 4:22-23, 4:39, 4:79, 5:68, 6:101

1:141, 2:145, 3:95, 3:101, 4:39, 4:139-140, 4:144, 6:84
5:152,5:157,5:168, 6:110, 6:132-133, 6:146-147,
6:152, 6:162

1:112, 2:116, 3:39, 4:39, 4:159-167, 4:173, 4:175, 5:54-
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55, 5:68, 6:147

TCP/6667, IRC 3:97,3:101, 4:39, 4:53, 4:141

TCP/80, HTTP 1:45,1:112,1:121, 1:135-136, 2:48, 2:116, 2:125,
2:139-140, 3:39, 3:42, 3:95, 4:39, 4:44, 4:79, 4:138,
4:141, 4:147-148, 4:154, 4:159-167, 4:175, 5:68, 5:145

tcpflow 4:77

Teensy 1:85, 2:89

Threat Intelligence 1:128, 2:132, 3:4, 3:98, 3:106, 3:120, 3:149-150, 3:153,
3:157,5:185

ThreatExpert 3:160

ThreatTrack 3:160

Time synchronization 3:57,4:91, 4:103-104

Time Zone 4:104

TLS 1:112, 2:116, 4:13,4:117, 4:160, 4:162-165, 4:167,
4:169

True Positive 4:24,4:130,5:77-78

tshark 4.35, 4:37, 4:77-78, 4:80, 4:152, 4:175

tspkg 5:162

TTPs 1:128, 2:132, 3:150

Tunnel 1:141, 2:145, 3:53, 4:139-141, 4:143-144, 4:162, 4:166,
6:40,6:102, 6:106

Two-Factor Authentication 5:133,5:169

UAC, User Account Control 5:120-121,5:123-127, 6:182

UDP/123,NTP 3:57, 4:91, 4:103

UDP/53, DNS 3:13, 3:39, 3:51, 3:115, 4:52, 4:141, 5:68, 6:86-90, 6:93,
6:184

UDP/69, TFTP 5:68

URL Analysis 3:156, 3:159-160

USB 1:77, 1:85, 1:141, 2:80, 2:89, 2:145, 4:110, 5:68, 6:43,
6:129, 6:148-149, 6:162, 6:172, 6:180, 7:17

User Rights, Windows 5:99-100, 5:108, 5:111, 5:154, 5:193

User Visibility 3:98

User-Agent 4:3,4:40, 4:107, 4:151-155, 4:157, 4:178

UTC 1:9,1:129, 2:32, 2:133, 4:103-104

Virtual Patching 3:64, 3:66, 3:68

VirusTotal 3:157-159, 5:50, 5:57, 5:115, 5:166

Visibility 1:121,1:132-133, 1:160, 2:125, 2:136-137, 2:164,
3:44-45, 3:78, 3:90, 3:98, 3:101, 3:142, 4:178, 5:180,
6:15

VLAN ACLs 3:142,3:144-146, 5:180

VNC 1:112,2:116, 5:157, 6:139

VPN 1:34, 1:65, 1:141, 2:19, 2:27, 2:68, 2:145, 2:171, 3:35,

3:166, 4:135, 4:138-139, 4:162, 4:180, 5:195, 6:40,
6:47, 6:61, 6:102, 6:108, 6:185-186

Vulnerability assessment 1:38, 4:8, 6:82

Vulnerability Scanning 3:16, 5:20, 6:3, 6:47, 6:58, 6:73-74, 6:76
Watering Hole 1:77, 1:84, 2:80, 2:88, 3:17-22, 5:121
WhDigest 5:145-147,5:150, 5:162, 5:165, 5:168
Web Application Firewall 1:26, 2:8, 3:3, 3:63-64, 3:66-70

wecutil 6:119

Wepawet 3:160

wevutil 6:128

WFAS, Windows Firewall with Advanced Security 5:175-177, 6:132, 6:150-151, 6:162
Whitelist Integrity 5:65
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Windows Event Collector
Windows Remoting
winrm

Wireshark

WMF

WPAD

WSUS, Window Server Update Services
X.509

XLS

XLSX

XOR

Zero-copy

Zero-day

Zone.ldentifier

6:119

6:118, 6:173

6:118, 6:173

1:60, 1:63-64, 2:63, 2:66-67, 4:32, 4:35-36, 4:65, 4:68,
4:70,4:81, 4:119-122,4:132, 4:143, 4:161, 4:164,
4:167

1:79,1:97, 2:83, 2:101

3:114-115

4:124,5:23-29

4:55,4:131-132, 4:162, 4:165, 4:169-175

1:97, 2:101, 3:160, 5:70

1:97, 2:101, 3:160, 5:70

1:135, 2:139, 4:147

4:68

6:78

5:69-70
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