Installing Security Gateway

In this section, we will cover deployment and initial configuration of a Security Gateway.

Note: Kindly make sure the IP address are different here as compared to the
videos so make sure to have the IP address same as in the lecture to follow us side

by side.

Deployment

As mentioned in our lecture, Security Gateway can be deployed in three different

options:

1. Check Point Security Appliance;
2. Open Server;

3. A Virtual Machine.

Note: in the practical part of this lecture, we will be installing our lab Security Gateway

as a virtual machine.

Check Point Security Appliance

With Check Point, there are four categories of Security Gateway Appliances:

o Small and Medium Business,
o Enterprise,
e High End Enterprise and Data Center,

e Large Data Centers and Telcos, also known as Scalable Platforms (SP).

Note: SMB and SP appliances use different OS and software and are not part of our

discussion.
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Similar to what we have noted previously for the case of Smart-1 deployment, Check

Point Security Gateway comes preinstalled with at least one version of Check Point Gaia
software. If you want to re-image the appliance or install a software version different

from the available factory defaults, look into sk65205.

Open Server / virtual machine

If you are deploying your Security Gateway on an Open Server or as a virtual machine,

consult with the Hardware Compatibility List to make sure your deployment option is

supported by Check Point. Installation flow for open server and a virtual machine is

practically identical.

Installing a Software Gateway
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https://supportcenter.checkpoint.com/supportcenter/portal?eventSubmit_doGoviewsolutiondetails=&solutionid=sk65205
https://www.checkpoint.com/support-services/hcl/

In our lab, we will be installing a Security Gateway as a virtual machine. Let us review

the lab configuration:

Virtual Lab

g O

Security Management Server
192.168.1.100

Usser PC
192.168.1.10

<

PCwikth SmartConscle
192.168.1.20

Active Directory
Web Server (¥5)
172.16.20.100

ethl

Internet
Check Polm
Gatewsy

oth0 . 192.168.206.5
ethl - 172,16.20.25¢
ehl - 192.168.1.254

Create a new virtual machine with the following parameters:

¥ Devices
o Mernory
[ Processors
i Hard Dtisk (SCSI)
(=) CD/DVD (IDE)
%5 Network Adapter
¥ Network Adapter 2
EI Metwork Adapter 3
USE Controller

I Sound Card

= Printer

Q Display

4GB

2

50 GB

Using file ChUse...
MAT

Custom (VMnetl)
Custom (VMnetd)
Present

Auto detect
Present

Auto detect
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Note there are three different NICs defined. The initial installation flow is very similar to

the Management Server installation covered in the previous lecture. The only difference

is about configuring interfaces.

Check Point Gala RBB.18

{ Management Port |

You have multiple network ports on this
system, Choose the port you would like
to use for managing the system,

m.z lllnk. u'p)

[ I Blink selected port

At this step, choose NIC that shares a network with Lab User PC (VMnet2). In our case, it
is eth2. Set up IP as 192.168.1.254 /24 and leave Default gateway settings empty.

Check Foint Gaia EBB.18

Managesent Interface (ethd) |

1t 168
2E

Default gateway:

[ ) DHCF zerver on thiz interface

Continue the installation and reboot.

[nitializing Security Gateway
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Initialization process is very similar for any Gaia based deployment: an appliance or
open server, management or gateway. You are already familiar with the process from

the last lecture.

In your browser, connect to https://192.168.1.254 and login with admin user and the

password you have defined during installation process (vpn123 in our case). Start the

First Time Configuration Wizard and choose “Continue with R80.10 configuration”.

Leave interface eth2 settings as is.

[Iﬂ Check Point

Management Connection

Irheripon eihd

Configrre 17wk Yoy 2
1P pioeda: 192,968, 1 (2%
Subnet masic 255, 285 %5 0
Diefmit Gabewy

Configure [Pyl Leaj bt

e EXE

Wizard will advise you to set up other interfaces. Skip them at this point by pressing

Next. We will set up other networks later on.

[_f] Check Point

Internet Connection

Corifigune the interfaoe b connect b the interset (optional) I

nberface Fsk b
Carigure Py o w
Corfigure IPv: o v

Cancel
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In Device Information menu, set up the machine hostname (SG), domain name

(testlab.local) and the Primary DNS Server (8.8.8.8):

Device Information El’ﬂ Check Point

rost Mame 65
Dompin Neme Ll oo il
Primany DNS Server: LEEE X

Seonndsry DMS Seneer

Tertiary DNS Serven

Leave Date and Time as default and press Next.

Choose “Security Gateways and/or Security Management” for Installation Type and

press u Next:

Installation Type J&] Check Point

B Svunity Galesy S5 Satuny MBnaement
bt Doy Sevoer

oo P Y G|
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For Products, chose only Security Gateway. Press Next to continue.

Products J&] Check Point

o | Spcurity Gatiwly
] Secwity Managemes

Uit i & part of & duster, bype Chriherl 2

o Automaticaly ciownicsd Blade Contracts and other Important dats frighly recommended)

i For more formation ool ptg
X

Choose No for Dynamically Assigned IP (DIAP) and press Next:

Dynamically Assigned IP

Doy thes gabeway have 3 dynamecally assgred P addeess (DAIP galeway |7
Ves

& Mo
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The last part of the Wizard is about SIC - Secure Internal Communication. In a few
words, all parts of Check Point based Security System are using TLS encrypted channel
to interconnect. This tunnel is known as SIC. It uses certificate based encryption.
Certificates are issued by the Management Server and are initialized with an activation

key we are defining at this step.

For further information about SIC, feel free to click on “learn more about SIC” link in the

menu.

Secure Internal Communication (SIC) Fﬂ:jheck Paoint

Ativarion ey LTS —— -

Confirm Activation Key: | weenas] -

¥ Legen more stond S0

Press Finish to conclude the initialization process. The machine will reboot.

First Time Configuration Wizard Summary ] Check Point

Tour 6n0E will De I:I'M"‘%;‘_'tt withy g T loaifg pASDLIIE

SeCurity GREWEY

o] Irgnine prodedt experence by iending dils bo Check Polst
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After reboot, you will be able to login into Gaia WebU]I, same as in the case of SMS in

the previous lecture.
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Congratulations, you have successfully finished installation and initial configuration of

two major elements of Check Point security system: Security Management and Security

Gateway.
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