Getting Started with SmartConsole
In this part, we are starting to work with the main Check Point security administration
tool: SmartConsole. We will install it, review its new look and feel, and interconnect

Security Management Server (SMS) and Security Gateway (SG).

Installation

SmartConsole is a Windows based GUI Client. To install it, we need to get an installation
package. The easiest way to obtain it is to download it from our SMS. Open WebUI to
your lab SMS (https://192.168.1.x) and log in.

On Overview screen, press “Download Now!” green button at the top of the page.

Download the installation package and start installation:
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In the welcome pop-up window accept Check Point EULA and press Install:
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The installation process will take some time:
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Press Finish at the end:
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Connecting to SMS

Launch SmartConsole application. You will see administrator login screen. If you
remember, during SMS installation we have chosen to use OS credentials to login with
SmartConsole. Type in Gaia admin username and password, and IP address of your

Security Management Server.
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Confirm SMS Fingerprints and press PROCEED:
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First connection 1o server 192.168.1.100

SmartConsole

To veridy server identity, compare the foliowing fingerprint
with the one displayed in the server, #

Fingerprint: RUE LA OVA MILT GAD MATE GAUL
RENT JUNO LUKE WANE TIRE

I Check Point

The main SmartConsole window opens. At the center, there is What’s New tutorial

describing the basic functionality of SmartConsole application.

Go through the Tutorials screens, especially if you are already familiar with R77.30

SmartDashboard. The R80.x SmartConsole has quite a different look and feel.
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Close the What's New tutorial. You can always go through it again by pressing What's

New icon at the left bottom corner of SmartConsole screen.

The default view is Gateways and Servers, where you only have a single object at this
point: the SMS. In the bottom part of the screen, you see the summary information
about it: License Status, active Software Blades, CPU and RAM utilization. To get further

info, click the Device & License Information link:
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In the pop-up, choose Device Status > System Information:
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You can see more details about resources utilization:
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Browse System Counters > System to review graphic representation of utilized

resources.

O Devee Ramm

g

Lostarn Conrtary

o
.
[ & 3w | “
| { -
& »
s .
v
2
s i i i
- 4
i 2 § i
~ o e - - Y- e T e [
O Uniscw 3 1) ) + 1 % L
——— » * * K [ \; el
p— O Uner 9 o H g5 Pecet
po— ) Karel t 1 2 » M
prm— et o S I St Juiw o4 a2 3 "

https://t. me/learningnets



