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Artificial Intelligence

10%

NI
CISCO.
CCNA Exam v1.1 (200-301)
6.0 Automation and Programmability
6.1 Explain how automation impacts network management
Wi Compare traditional networks with controller-based networking
6.3 Describe controller-based, software defined architecture (overlay, underlay, and fabric)
6.3.a Separation of control plane and data plane
6.3.b Northbound and Southbound APIs
6.4 Explain Al (generative and predictive) and machine learning in network operations



Artificial Intelligence

&

Human Intelligence Simulated by Computer Systems
Learning Self-Correction

What is Al?

Source: Cisco U



Artificial Intelligence

Machine recognizes patterns in the data

v

v

Generative Al

(Artificial narrow intelligence) (Generative artificial intelligence) (Artificial general intelligence)
E.g. smart speaker, self-driving car, Do anything that
web search, Al in farming and a human can do
factories. I~

% Claude DAYID, BereA

A%

a4
Source: Al for everyone: Coursera



Artificial Intelligence

" Artificial Intelligence
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Artificial Intelligence

Source: Cisco U



Artificial Intelligence

Types of Al — Predictive and Generative
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Traditional Code

If it’s raining
then take umbrella
Else

take Hat

AU
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CEINE

if (ball.collide(brick)) {
removeBrick();
ball.dx=-1*(ball.dx);
ball.dy=-1*(ball.dy);

}

*
*
*
*
*
*
*
*
*
*
*
*
*
—

Source: Introduction to TensorFlow: Coursera



How would you code this (activity recognition)?

0101001010100101010
1001010101001011101
0100101010010101001
0101001010100101010

Speed <4

o~ N

1010100101001010101
0101010010010010001
0010011111010101111
1010100100111101011

Speed > 4

)
v/
F

1001010011111010101
1101010111010101110
1010101111010101011
1111110001111010101

Speed > 12

1111111111010011101
0011111010111110101
0101110101010101110
1010101010100111110

Who knows?

Source: Introduction to TensorFlow: Coursera



Traditional programming

Rules: Programming Language

Data: Various sources like variables or databases etc.

UIES

Traditional ANnswers

Programming

Source: Introduction to TensorFlow: Coursera
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Machine learning

Answers and data in, rules out.

Rules

ﬁ Traditional Answers
Data

' Programming

Answers

Machine %
Data

' Learning

Source: Introduction to TensorFlow: Coursera
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Machine learning

Get lots of data

Add labels to indicate what the data is

Answers I
Machine %
Data

' Learning

Source: Introduction to TensorFlow: Coursera
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Machine recognizes patterns in the data

Activity Recognition

N

)

0101001010100101010
1001010101001011101
0100101010010101001
0101001010100101010

Label = WALKING

o~ N

1010100101001010101
0101010010010010001
0010011111010101111
1010100100111101011

Label = RUNNING

1001010011111010101
1101010111010101110
1010101111010101011
1111110001111010101

Label = BIKING

Source:

1111111111010011101
0011111010111110101
0101110101010101110
1010101010100111110

Label = GOLFING
(Sort of)

Introduction to TensorFlow: Coursera



Machine learning

Answers and data in, rules out.

Rules

ﬁ Traditional Answers
Data

' Programming

Answers

Machine %
Data

' Learning

Source: Introduction to TensorFlow: Coursera
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Machines can learn in 3 primary ways

Supervised Learning

Unsupervised Learning

Reinforcement Learning

AU
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Visual example of how Machine Learning works

https://teachablemachine.withgoogle.com/

= Teachable Machine

New Project

#) Open an existing project from Drive.

e}

Image Project Audio Project Pose Project

=N,
Teach based on images, from Teach based on one-second-long Teach based on images, from

files or your webcam. sounds, from files or your files or your webcam.
microphone.

AU
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https://teachablemachine.withgoogle.com/

Visual example of how Machine Learning works

= Teachable Machine

N New Image Project

Standard image model Embedded image model
Best for most uses Best for microcontrollers

224x224px color images 96x26px greyscale images
Export to TensorFlow, TFLite, and TF.js Export to TFLite for Microcontrollers, TFLite, and TF.js
Model size: around 5mb Model size: around 500kb

‘_i! See what hardware supports these models.
Image Project Audio Project Pose Project

Teach based on images, from Teach based on one-second-long Teach based on images, from
files or your webcam. sounds, from files or your files or your webcam.

microphone. ‘g\
INNA
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Visual example of how Machine Learning works

= Teachable Machine

Class 1

Add Image Samples:

Training

Preview + Export Model

Train Model

Class 2 You must train a model on the left
before you can preview it here.

Add Image Samples:

[ Add aclass

A0
DAVID BOMBAL




Visual example of how Machine Learning works

Change class name to Cat. Click on Choose images from your files, or drag & drop here

X Add Image Samples: X Add Image Samples:

Choose images from your files, Choose images from your files,
or drag & drop here or drag & drop here

o o
Import images from Import images from
Google Drive Google Drive

a- 0 a- I

P
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Visual example of how Machine Learning works

Select the cat photos you want to upload and press Open.

30 Image Samples

Choose images from your files,
or drag & drop here

% Home
IPG File

P Gallery

JPG File
@ Dawid - Personz

o

Import images from
Google Drive

a-

JPG File
B Desktop . . : 24 11:0¢ IPG File

+ Downloads . — 63 PG File
J| Documents
P Pictures
o A s
File name: | "shutterstock_600817 "shutterstock_19¢ “shutterstoc ~ | Custom File

Open Cancel

N NN
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Visual example of how Machine Learning works

Change class name to Dog. Click on Upload and Choose images from your files, or drag & drop here.

Class 2 Dog

Add Image Samples: Add Image Samples:

(e 2 e L

Webcam Upload

PN
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Visual example of how Machine Learning works

X Add Image Samples:

Choose images from your files,
or drag & drop here

A
Import images from
Google Drive

a-

~3
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DAVID BOMBAL




Visual example of how Machine Learning works

Select the cat photos you want to upload and press Open.

> Downloads * dog > dog

9 Image Samples

Choose images from your files,
or drag & drop here

% Home
8/15/2024 11:06 PM
| Gallery
8/15/2024 11:06 PM JPG File
@ Dawid - Personz
f2024 11:06 PM IPG File

o
Import images from
Google Drive

5/2024 11:.06 PM JPG File

il Desktop 8/15/2024 11:06 PM JPG File

¥ Downloads 306143 8/15/2024 11:06 PM IPG File

3 Documents rstock 1875668464 8/15/2024 11:06 PM JPG File

P9 Pictures k_1926736298 /2024 11.06 PM

o AAiarim
4340401" "shutterstoc ~ | Custom Files

Open Cancel
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Visual example of how Machine Learning works

Click on Train Model.

= Teachable Machine mﬂ f{“‘ ﬂi ,?L %

x 9 Image Samples

Training

Preview T Export Model
Train Model

Import images from
Google Drive

a- 5

You must train a model on the left
before you can preview it here.

~3

(2] Add aclass
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Visual example of how Machine Learning works

Select File from dropdown. Click on Choose images from your files, or drag & drop here. Upload a photo to test the model.

Lo

Preview T Export Model

Input Webcam W

There was an error opening your
webcam. Make sure permissions
are enabled or switch to image
uploading.

L

Preview T Export Model

Input @@ ON

There was an error opening your
webcam. Make sure permissions
are enabled or switch to image
uploading.

Preview T Export Model

Lowl

Preview T Export Model

[SaS)

or drag & drop here

Input ® on File

o
Import images from
Google Drive

3|

Choose images from your files,
or drag & drop here

o
Import images from
Google Drive

Choose images from your files,

DAVID BOMBAL



Supervised Learning

Al is trained using labeled datasets

5 ! [NNFA
......................................................................................................... DAVID BOMBAL
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Source: Cisco U



Supervised Learning

Supervised Learning
Classification

Supervised Learning
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Unsupervised Learning

Does not rely on labeled datasets

Al uncovers patterns or groupings by itself

: =N
L 4 (7 2
..............................................................................................................................
Source: Cisco U a\
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Unsupervised Learning

Unsupervised Learning

Unsupervised Learning

v
Dimensionality Association Anomaly
Reduction Rules Detection
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Reinforcement Learning

Al system learns from the results of its actions

Like “trial-and-error” learning method

Reinforcement Learning

Success

A

S Gi U DAVID BOMBAL
ource: ISCO EDUCATE.MOTIVATE
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Artificial Intelligence

Types of Al — Predictive and Generative
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Predictive Al

Analyze historical data to forecast future outcomes

Relies on machine learning algorithms to identify patterns and trends within vast datasets

DAVID BOMBAL
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Generative Al

Goes beyond prediction to create novel insights, employing sophisticated machine learning

models like Generative Adversarial Networks (GANs) and transformer models.

- .
---------------------------------------------------------------------------------------------------------------------

N
. DAVID BOMBAL
Source: Cisco U EDUCATE MOTIVATE




Generative Al

A particular kind of generative Al called Generative Pre-Trained Transformer (GPT) gained in

popularity thanks to its advanced language processing capabilities..

Write a “hello , 0:

world” function ‘ ‘ rint( g
INn python.

hello_world()

.
....................................................................................................................................................................................................................
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Generative Al

Goes beyond prediction to create novel insights, employing sophisticated machine learning

models like Generative Adversarial Networks (GANs) and transformer models.

A
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Generative Al: Demos

Examples:
1. Midjourney
2. Suno

3. ChatGPT

A
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Hallucinations

Al confidently gives you incorrect information

&

---------------------------------------------------------------------------------------------------------------------------------------------------------

A Here is the image of a cozy
‘ and modern living room
without an elephant

Source: Cisco U



Hallucinations

ChatGPT (Dall-E example)

(D @ ChatGPT 40

Draw me a room without an elephant

=S

AU
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Here is an image of a modern living room without an elephant. Let me know if there's anything else
you'd like! \Z




Retrieval-Augmented Generation (RAG)

Reduce Hallucinations and out of date answers

Combines the capabilities of a retrieval system and a generative mode

A Routers operate at the
Internet layer of the

TCP/IP model.

Prompt + Context

At what layer of the TCP/IP Q m O"@ ‘ m l
model are routers? \ N :

3y
Y
R
N

Retrieval System

lllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllll

Source: Cisco U
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