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Step- 1

*** Download Veracrypt from official website and install it

https://www.veracrypt.fr/en/Downloads.html
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VeraCrypt

Home Source Code Downloads Documentation Donate Forums

Note to publishers: If you intend to host our files on your server. please instead consider linking to this page. It will help us prevent spreading of obsolete versions, which we believe is critical when security
software 1s concerned. Thank you.

Supported versions of operating_systems

PGP Public Key: https://www.idrix fr/VeraCryvpt/VeraCrypt PGP public key.asc (ID=0x680D16DE, Fingerprint=5069A233D55A0EEB174A5FC3821ACD02680D16DE)

Bleeding edge builds based on latest source code are available at https://sourceforge net/projects/veracrypt/files/VeraCrypt?e20Nightly%20Builds/.

Latest Stable Release - 1.25.9 (Saturday February 19, 2022)

. ﬂt?l"l"im:i'mmr:

EXE Installer: VeraCrypt Setup 1.25 9 exe (21.1 MB) (PGP Signature)
MSI Installer (64-bit) for Windows 10 and later: VeraCrypt Setup =64 1259 msi (29 MB) (PGP Signature

o
°

2 Portable version: VeraCrypt Portable 1.25.9.exe (20.9 MB) (PGP Signature)

o : VeraCrypt 1259 Windows Symbols.zip (18.4 MB) (PGP Signature)




Step- 2

** Create a new Encrypted Volume

on Wizard

VeraCrypt Volume Creation Wizard

(® Create an encrypted file container

Creates a virtual encrypted disk within a file. Recommended for jnexperienced
LSErs,

Mare information

() Encrypt a non-system partition/drive

Encrypts a non-system partition on any internal or external drive (e.g. a flash
drive), Optionally, creates a hidden valume.

() Encrypt the system partition or entire system drive

Encrypts the partition/drive where Windows is installed. Anyone who wants to
gain access and use the system, read and write files, etc., will need to enter
the correct password each time before Windows boots, Optionally, creates a
hidden system.

More information about system encryption

Help < Back Next> | | Cancel




Step-3

** Now add randomness by moving your mouse

M VeraCrypt Volume Creation Wizard — *
Volume Format
e [ uick Format
ick Forma
Filesystem FAT Cluster | Default -
Cloynamic
Random Pool: 783EAT2CDDST6D04240C59B2085E000] E
Header Key:
Master Key:

| | Abort

pone| speed| e

IMPORTAMT: Move your mouse as randomly as possible within this windaw. The
longer you move it, the better. This significantly increases the cryptographic strength
of the encryption keys. Then dick Format to create the volume.

Randomness Collected From Mouse Movements




Step- 4

** Now you can mount the encrypted disk to use it

M VeraCrypt — *

WVolumes Systern  Favorites  Tools  Settings  Help Homepage
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| Create Volume | | Volume Properties... Wipe Cache

Volume

’ w |C:'VJsersV\mmar‘l.DownIoads‘Programs‘\Tesﬁng v| | Select File. .. |
VeraCrypt

[#] Never save history | Volume Tools. .. | | Select Device... |

| Dismount ‘ | Auto-Mount Devices ‘ | Dismount All ‘ | Exit ‘
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