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DVWA, or Damn Vulnerable Web Application




{l

You should be on Kali Linux or Parrot
OS in VMWARE, Virtual Box or running

natively on your PC



we can simply install DVWA in automated manned with kali
repositories. Just use the following command

>sudo apt install DVWA

= kali@kali: ~
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[— sudo apt install duwa

[sudo] password for kali:

Reading package lists ... Done

Building dependency tree... Done

Reading state information ... Done

The following packages were automatically installed and
catfish dh-elpa-helper girl.2-xfconf-@ libgdal31 pythe
python3-1magesize python3-snowballstemmer python3-sph:
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Once DVWA is installed, you can use the following command
to start it

>dvwa-start
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Use the default credentials (admin/password) to log in to the
DVWA web interface. A setup page will open. Scroll down and
click on create/ reset the database
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Apache.

allow url_fopen = On
allow url_include = On

These are only required for the file inclusion labs so unless you want to play with those, you can igr

|_-Creale ! Reset Database

Database has been created.

‘users' table was created.

Data inserted into 'users’ table.
'gueh_ybook' table was created.

Data inserted into ‘guestbook’ table.

Backup file /config/config.inc.php.bak automatically
created

Setup successful!
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Now, you can access DVWA and start your web pentesting.
Once done, you can stop dvwa with the following command

>dvwa-stop
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