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Analysing HTTP Traffic




Analyse HTTP

*» Visit the following website. The site operates on Http only and
thus allows us to capture traffic in plain text

http://testphp.vulnweb.com/

& C A Notsecure | testphpyvulnweb.com/login.php

W Bookmarks Yahoo! @@ Live Cricket Scores |... @ Speedtest.net - The... ﬁ Welcome to Facebo... E Google News

MNacunetix fele lelp:

Acunetix Web Vulnerability Scanner

home | categories | artists | disclaimer  your cart | guestbook | AJAX Demo Logout test
search art If you are already registered please enter your login information below:

Browse categories Usemame : | |

Browse artists Passwaord - I I

—

Signup

Your profile You htpsshtsimedlesmingnets

Signup disabled. Please usé the username test and the password test.
Our auestbook



Now Open Wireshark and capture the traffic. Now login
the site. The traffic will be captured in Wireshark

M Wik

File Edit VYiew Go Capture Analyze Statistics Telephony Wireless Tools  Help

Am 0 | RDREB Re=>=F I5/Eaaan

|I|L:: a display filter ... <Ctrl-/>

Mo, Time Source Destination Protocol  Length Info
515 45.781526 2494 :da@8:21:30: :6e.. 2487 :d000:d:44F9:69.. TCP 86 443 -+ 54528 [SYN, ACK] Seqg=8 Ack
516 45.781683 2467 :dee6:d:44f9:69.. 2404:d406:21:308::6e.. TCP 74 54528 =+ 443 [ACK] Seq=1 Ack=1 Wi
517 45.711375 2407 :dee6:d:4419:69.. 2404 :d486:21:308::6e.. TLSv1.2 279 Client Hello
518 45.752487 2404 :d466:21:30: :6e. 2407 :d666:d: 44f9:69m TCP 74 443 -+ 54528 [ACK] Seq 1 Ack=286

524 45.923895 2487 :d808:d:4419:69.. 2404:d480:21:38: :6e... TCP 74 54528 + 443 [ﬁCK] Seq=286 Ack=38
525 45.9260855 2467 :d886:d:4419:60.. 2404:d400:21:38: :6e.. TL5v1.2 288 Client Key Exchange, Change Ciph

.967559 : . 2487 74 443 » 54528 [ACK] Seq=3812 Ack=3
529 45.967686 2404 :d496:21:30: 16e. 2487:d000:d:44f9:69.. TLSv1.2 332 New Session Ticket, Change Ciphe
538 45.968360 2467 :deea:d: 4419:69.. 2484:d480:21:30: :16e.. TLSv1.2 161 Application Data
[ T T ]l ok = T ATy A2 e A AAFD L C0 AR e A AR T PR e TLCard G T R R T
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Analyse HTTP

** Filter the Http Post request with following filter and you wiill
be able to see the credentials

http.request.method==POST

‘ “WiFi

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Am e RBRE I==2ZFTLZT EQaaan

[ [http.request.fethod==POST

Mo, Time Source Destination Protocol  Length Info
148 25.633366 192.168.18.11 44.225.249.3 HTTP 715 POST /userinfo.php HTTP/1.1 (application/x-www-form-urlenco
380 36.719779 192.168.18.11 44.223.249.3 HTTP 711 POST /fuserinfo.php HTTP/1.1 (application/x-www-form-urlencoc

o

2e 3@ 2e 38 28 53 61 66 61 72 69
33 36 @d @2 41 63 63 65 7@ 74 3a
2f 68 74 6d 6c 2c 61 78 78 6c 69 6.
Ge 2f 78 68 74 6d 6c 2b 78 6d 6c 2
69 63 61 74 69 6T 6e 2f 78 6d 6c 3
39 2c 69 6d 61 67 65 2f 61 76 69 &

B

3

Frame 388: 711 bytes on wire (5688 bits), 711 hytes captured (5688 bits) on interface \Device
Ethernet II, Src: HonHaiPr_46:7d:c5 (7@:18:8b:46:7d:c5), Dst: HuaweiTe_5e:8d:19 (c@:fe:c2:5e:
Internet Protocol Version 4, Src: 192,168.18.11, Dst: 44,228.249.3

Transmission Contrel Protocol, Src Port: 54521, Dst Port: 8@, Seq: 1683, Ack: 5773, Len: 657
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fon/x-www-form-urlencoded

» Form item: "unene” = "test” fttng: [/t me/learningnets

> Form item: "pass” = “"test”

67 65 2f 77 65 62 7@ 2c 69 &d 61
Ge 67 2c 2a 2f 2a 3b 71 3d 3@ 2e
6C 69 63 61 74 69 6f 6e 2f 73 69 &
65 78 63 68 61 6e 67 65 3b 76 3d &I
20 Fa 27 04 Ba B4 FC £E £ T fT e
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Analysing FTP Traffic




Analyse FTP

**» To analyse FTP traffic, use the following filter and then look
for the credentials

t

M fip.pcap - X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
amie TRE Re=EF IS @ Q& O
(A [fe BT -]+
Mo. Time Source Destination Protocol  Length Info ~
4 @.8@4399 192.168.8.193 192.168.08.114 FTP B84 Response: 228 Chris Sanders FTP Server
5 @.8@5259 192.168.0.114 192.168.08.193 FTP B9 Request: USER csanders -
o 6 9.886568 192.168.0.193 192.168.0.114 FTP 91 Response: 331 Password I‘Equil‘Ed for csanders.
7 0.807647 192.168.9.114 192.168.9.193 ETP 65 Request: PASS echo
8 0.689936 192.168.8.193 192.168.9.114 ETP 84 Response: 238 User csanders logged in.
9 0.610088 192.168.8.114 192.168.9.193 FTP 68 Request: SYST
16 0.811397 192.168.8.193 192.168.0.114 FTP 73 Response: 215 UNIX Type: LB
11 0.811529 192.168.8.114 192.168.0.193 FTP 68 Request: FEAT
12 0.813560 192.168.8.193 192.168.0.114 FTP 133 Response: 211-Extensions supported:
13 0.813710 192.168.8.114 192.168.0.193 FTP 88 Request: CLNT FlashFXP 3.4.8.1145
14 9.814991 192.168.8.193 192.168.08.114 FTP 88 Response: 288 "FlashFXP 3.4.8.1145" noted.
15 9.817594 192.168.0.114 192.168.08.193 FTP 61 Request: CWD /
16 9.822128 192.168.8.193 192.168.08.114 FTP 189 Response: 258 (WD command successful. is current direttnry.
17 9.823511 192.168.8.114 192.168.0.193 ETP 59 Request: PID
18 0.924814 192.168.8.193 192.168.9.114 FTP 85 Response: 257 /" is current directory.
23 2.652615 192.168.8.114 192.168.9.193 ETP 62 Request: TYPE I
A 71 1 1 103 1 1 114 ETD. A . T o T v
> Frame 7: 65 bytes on wire (528 bits), 65 bytes captured (520 bits) 0000 88 15 T2 46 76 ef 08 16 ce 6e Bb 24 08 00 45 88 - @v.
> Ethernet II, Src: HonHaiPr_6e:8b:24 (@@:16:ce:6e:8b:24), Dst: ASUSTekC_4@:76:ef (80:15:f2:48: | “910 88 33 a7 e6 40 8@ 82 @6 d@ 5a cB a8 68 72 c@ a8 3@
> Internet Protocol Version 4, Src: 192.168.8.114, Dst: 192.168.8.193 oon @@ cl o3 7183 15 df b3 b3 @e 6 7 01 8558 18 g P
P - 137, Dst Port: 21, Seq: 16, 2ck: 88, Len: 11 ::?: g; cd e9 6b @@ @@ 58 41 53 53 28 65 63 68 6F @d ( k- -PA 55 echo-
~ File Transfer Protocol (FTP) o
v PASS echo\rin %
Request command: PASS
Request arg: echo
[Current working directory: ]
Lo I m .
Hupos.JrLmic/ical [R)
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