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SECURITY OPERATION CENTER (SOC)

Air Traffic Control Center:
Role: Manages the safe takeoff, flight, and landing of planes.
Tools: Radar, communication systems, flight tracking.

Security Operations Center (SOC):
Role: Manages and monitors an organization’s IT systems to
protect them from cyber threats.
Tools: Advanced software, monitoring systems, threat
detection tools.

How It Functions:

Monitoring: Just as air traffic controllers use radar to track planes,
SOC teams use Tools/tech to monitor network activity.

Detection: SOC experts look for unusual or suspicious activity on
the network, similar to how controllers identify potential issues with
flight paths.

Response: SOCs act quickly to address and mitigate threats, akin
to how air traffic controllers take action to avoid potential collisions
or safety issues.
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Importance of SOC in Cybersecurity

1.Centralized Security Monitoring

2. SOC Role: Aggregates security data from various sources within an organization into a
single view.

3. Benefit: Provides a comprehensive overview of network activities, making it easier to
identify and address potential threats.

2. Incident Detection and Response

-—
.

SOC Role: Continuously monitors for signs of cyber threats or breaches.
2. Benefit: Uses advanced tools to detect, investigate, and respond to security incidents
promptly, ensuring the organization remains protected.

3. 24/7 Surveillance:

1. SOC Role: Provides round-the-clock monitoring and response capabilities.
2. Benefit: Ensures that any security issues, whether during the day or night, are detected
and addressed immediately, maintaining constant vigilance.

4. Threat Intelligence and Analysis:

1. SOC Role: Utilizes threat intelligence to understand and anticipate new types of cyber
threats.

2. Benefit: Helps in staying ahead of potential attackers by strengthening defenses and
preparing for emerging threats.
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Key Functions of SOC

Compliance and Reporting:

SOC Role: Ensures compliance with cybersecurity laws and standards.
Benefit: Produces reports, maintains records of incidents, and ensures adherence to
regulatory requirements, supporting organizational and legal obligations.

Continuous Improvement:
SOC Role: Regularly updates security tools, refines processes, and trains staff.

Benefit: Keeps the SOC agile and responsive to new and evolving cyber threats, enhancing
overall security posture.
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Importance of SOC in Cybersecurity

*Continuous Monitoring

*Analogy: Like security cameras in a large shopping mall that
constantly record activities.

*Function: The SOC continuously monitors network traffic, system
logs, and user activities. This 24/7 surveillance helps detect and
address any unusual or suspicious activity in real-time.

Incident Detection and Response

Analogy: Similar to a fire alarm system that triggers an alert and initiates a response
when smoke or heat is detected.

*Function: The SOC uses advanced tools to identify signs of cyberattacks or
breaches, and then takes immediate action to respond, contain, and resolve the
incident.

Threat Intelligence and Analysis

' WEATHER FORECAST

*Analogy: Like a weather forecasting center that uses data to predict and prepare for

storms. ol
*Function: The SOC collects and analyzes threat intelligence to understand and *:
prepare for current and emerging cyber threats, helping to fortify defenses against

potential attacks.
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Importance of SOC in Cybersecurity

*Incident Management

*Analogy: Comparable to handling emergencies in a hospital with established procedures for
assessment and treatment.

*Function: Manages the entire lifecycle of a security incident—from detection and response to
investigation and recovery. Ensures systematic handling and continuous improvement of
incident response processes.

*Vulnerability Management

*Analogy: Like regularly inspecting and repairing a building’s security systems to prevent
breaches.

*Function: Conducts assessments to identify vulnerabilities in IT infrastructure and
applications. Prioritizes and implements fixes to reduce the risk of exploitation by attackers.

Compliance and Reporting

Analogy: Similar to schools maintaining records and reports for education authorities.
Function: Documents security activities and ensures compliance with regulations.

Generates reports on incidents, system performance, and adherence to industry standardg
for audits and regulatory purposes.

Forensics and Investigation

Analogy: Like forensic experts investigating a crime scene to gather evidence and
understand what happened.

Function: Conducts detailed investigations post-incident to understand the breach, analyz
impacts, and gather evidence. Performs root cause analysis and implements corrective
measures to prevent future incidents.
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Security Information and Event Management (STEM)

Security Camera Network Analogy to Explain SIEM Log Collection

* Imagine a Shopping Mall with Security Cameras

* The Problem with Isolated Cameras

* The Central Control Room - Solving the Problem
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Security Information and Event Management (SIEM)

What is SIEM and Key Functions of it?

SIEM enables organizations to collect, correlate, and
analyze security information from various sources to

identify and respond to potential threats. ﬁ

Key SIEM Functions: \ i
1. Log Collection [ ': e
2. Normalization o L

3. Event Correlation v, o rhetatien
4.Real-Time Monitoring and Alerting :
5.Incident Response and Automation

6.Threat Intelligence Integration
7.Reporting and Compliance
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Security Information and Event Management (SIEM)

Benefits of SIEM:

Centralized Visibility: SIEM collects data from all parts of the network, giving security teams a comprehensive view of
their security posture.

Early Threat Detection: By correlating events and analyzing patterns, SIEM can detect threats early, often before they
cause significant damage.

Faster Response Times: With real-time alerts and automated responses, SIEM helps reduce the time it takes to identify
and respond to security incidents.

Regulatory Compliance: SIEM provides the reporting and auditing capabilities required to meet regulatory standards,
reducing the risk of fines or penalties.

Improved Efficiency: By automating many security processes, SIEM enables security teams to focus on high-priority
incidents rather than getting bogged down by manual tasks.
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Endpoint Detection and Response (EDR)

Imagine a security system for your digital world.

Endpoint Detection and Response (EDR) is a technology that monitors your devices and protects them from cyber threats in real time.
threats in real time. It's like having a digital guardian watching over your data, ensuring it stays safe.

& Made with Gamma
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What is EDR and How it Works

1 Continuous Monitoring

EDR constantly monitors your devices, collecting data about file access, running processes, and network connections.
This data helps to understand normal behavior patterns and detect anomalies.
2 Threat Detection

Using a combination of signature-based detection, behavioral analysis, and machine learning, EDR identifies suspicious activities and potential thr

3 Alert Generation
When an EDR system detects a threat, it immediately alerts the security team with details about the suspicious activity, severity, and recommend

4 Incident Investigation

EDR aids in incident investigation by providing a detailed timeline of the attack, including the affected files, processes, and network
connections, helping to understand the attack's path.

5 Response and Remediation

EDR allows security teams to respond to threats quickly and effectively, either manually or automatically, by isolating infected devices,
terminating malicious processes, and quarantining harmful files.

6 Threat Intelligence Integration
EDR integrates with threat intelligence feeds, constantly updating itself with the latest attack techniques to proactively detect and prevent emergi
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Why EDR is Essential

1 Real-time Response

EDR enables instant response to cyber threats, allowing security teams to take action

as soon as suspicious activity is detected. Every second counts in cybersecurity.

2  Proactive Threat Hunting

Instead of waiting for attacks to occur, EDR empowers security teams to actively
search for threats, proactively identifying potential vulnerabilities and preventing
attacks before they happen.

3  Complete Visibility

EDR provides a comprehensive view of activities on every device, leaving little room for
attackers to hide, and ensuring that security teams have a complete understanding of
what's happening within their network.

4  Post-Attack Analysis

After an incident, EDR's detailed data helps to understand how the attack occurred,
identify the root cause, and implement better security measures for future prevention.
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Example: Suspicious Activity and EDR Detection

Scenario

A text editor, normally used for writing, attempts to connect to the

L internet and download files from a suspicious website. This is unusual
behavior, as text editors typically don't need internet access for basic
functionality.

EDR Detection

2 EDR detects this abnormal behavior, knowing that the text editor
typically doesn't access the internet. This discrepancy raises a red flag.

Alert

3 EDR generates an alert notifying the security team of the suspicious
activity, providing details about the application, the attempted connection,
and the downloaded files.

Response

4 Based on the alert, EDR may automatically block the internet
connection, quarantine the text editor, and prevent the potentially
malicious files from being downloaded.
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Email Security:
Protecting Your
Communications

Techniques and technologies to safeguard email
from cyber threats
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Components of Email Security

1 Authentication

SPF, DKIM, DMARC verify legitimate email sources

2 Spam Filtering

Blocks unwanted content using blacklists and analysis

3 Encryption

TLS and end-to-end encryption protect sensitive information

4 Malware Protection

Scans attachments and links for threats

5 Data Loss Prevention (DLP):

Monitor outgoing emails to prevent the unauthorized sharing of sensitive data.

6 Multi-Factor Authentication (MFA)

Combines something you know (password) with something you have

n & Made with Gamma
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Common Email Security Threats

e

Phishing

Deceptive emails to steal information

(O

Malware

Malicious software spread via email

ot

Spam

Unwanted bulk emails

A

BEC

Business Email Compromise attacks
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Popular Email Security Tools

1 Proofpoint

Advanced protection and phishing detection

2 Mimecast

Anti-phishing, anti-spam, and data leak prevention

3  Cisco Email Security

Protects against email threats like malware

4 Microsoft Defender for Office 365

Protects against malicious email threats
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Threat Intelligence Platforms

Understanding How Threat Intelligence Helps SOC Teams

What is Threat Intelligence?

Data gathered to understand and protect against cyber threats.

Purpose

These platforms help organizations stay informed about emerging threats to defend proactively.
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Analogy & Importance
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How Threat
Intelligence works
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Top 5 Threat Intelligence Tools

1. MISP (Malware Information Sharing Platform)

2. ThreatConnect

3. Anomali

4. Recorded Future

5. IBM X-Force Exchange

Open-source platform focused on sharing threat data between communities.

Comprehensive platform for threat analysis and collaboration.

Provides actionable intelligence and integrates with SIEM/SOAR.

Real-time intelligence with deep data analysis.

Cloud-based platform with global threat intelligence.



Key Benefits & Conclusion

1 Informed Decisions

SOC teams can act fast and effectively.

2 Improved Security

Prevent potential attacks before they happen.

3  Collaboration
Integrates with other security tools for automated responses.
Conclusion:

Threat Intelligence Platforms are essential for modern cybersecurity. They act like a

weather forecasting system, helping SOC teams stay one step ahead of attackers.



Introduction to
Vulnerability
Management

Welcome to Vulnerability Management 101. This crucial process helps

helps organizations identify, assess, and address security weaknesses. Think of
weaknesses. Think of it as routine maintenance for your digital infrastructure.

\ infrastructure.

We'll explore its importance and how to implement it effectively. Let's dive in

and fortify your defenses!
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Key Steps in Vulnerability Management

1 Identify

Use scanning tools to detect vulnerabilities across networks, software, and devices.

y) Assess

Evaluate the severity and potential impact of each discovered vulnerability.

3 Prioritize

Rank vulnerabilities based on risk, focusing on the most critical issues first.

4 Remediate

Address vulnerabilities through patching, configuration changes, or other fixes.

5 Verify & Monitor

Re-scan systems to confirm fixes and maintain ongoing vigilance for new threats.
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Car Maintenance

Regular inspections
Diagnose issues
Prioritize repairs
Fix problems
Ongoing check-ups

Vulnerability Management: A Car Analogy

Vulnerability Management

Vulnerability scans
Risk assessment
Prioritization
Remediation
Continuous monitoring
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Why Vulnerability Management Matters

Proactive Defense Risk Reduction

Identify and address weak spots before attackers can exploit them, Minimize the likelihood of successful cyberattacks by eliminating known
them, strengthening your overall security posture. vulnerabilities in your systems.

Compliance Business Continuity

Meet regulatory requirements and industry standards, avoiding potential Prevent system downtime, financial losses, and reputational damage
fines and legal issues. damage caused by security breaches.

& Made with Gamma


https://gamma.app/?utm_source=made-with-gamma

- D

Conclusion: Continuous Protection

o

Regular Scanning

1 Consistently identify new vulnerabilities as they emerge in your evolving

evolving IT environment.

Swift Response

2 Quickly assess and address discovered vulnerabilities to minimize

minimize exposure to threats.

Ongoing Vigilance

3 Maintain a proactive stance through continuous monitoring and

and improvement of security measures.



Top 5 Vulnerability Management Tools

e Nessus: A widely used vulnerability scanner that helps identify vulnerabilities, misconfigurations, and compliance violations.
e Qualys VM: A cloud-based solution for continuous visibility into network assets, offering automated prioritization and scalability.

e Rapid7 InsightVM: Provides live vulnerability monitoring and management across your entire IT environment, including
dynamic asset discovery and automated remediation.

e OpenVAS: An open-source vulnerability scanning tool offering continuous scanning, flexibility, and integration with various platforms.

e Tenable.io: A cloud-based version of Nessus for advanced vulnerability management, including continuous monitoring,
analytics, and cloud-native architecture.



Introduction to Secure
¢ "4 Web Gateway(SWG)

- SECURE
WEB WEB | ~ - =
GATEWAY

E A Secure Web Gateway is a critical cybersecurity solution that helps

organizations enforce security policies, protect against advanced
- threats, and ensure safe internet usage. Unlike basic proxies, SWGs
offer deeper inspection and protection features, ensuring that your

network is safe from evolving threats.
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How Does a Secure Web Gateway Work?

Let's walk through how a Secure Web Gateway operates step by step:

1 User Requests Access
When a user tries to access a website, their request first passes through the Secure Web Gateway.

2 Inspection & Filtering

The SWG performs deep packet inspection to analyze the content of the request. This includes scanning for malicious code,
phishing attempts, or any policy violations.

3 Policy Enforcement
The SWG applies corporate security policies, determining if the user is allowed to access the site or application.

4 SSL Decryption
For encrypted (HTTPS) traffic, the SWG can decrypt and inspect data to detect hidden threats.

5 Response Handling
If the request passes all checks, the SWG forwards it to the destination web server, receives the response, and sends it back to the

This multi-layered approach ensures security and compliance.
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. \ Key Features of Secure Web Gateway

e, A Secure Web Gateway offers several powerful features designed to protect users and the network:
r Advanced Threat Protection
l ' | Protects against sophisticated attacks such as malware, zero-day threats, and ransomware.

- O
i ﬂ SSL/TLS Decryption
. J e The SWG can decrypt and inspect encrypted traffic, ensuring threats aren't hidden in SSL.

L N
‘m ©
N Data Loss Prevention (DLP)

Monitors outbound traffic to prevent sensitive data from being leaked outside the organization.

T ~ TR/

- 25 S ) -
\ — o » v =y ’
;: \ — ;;_ :.,,,.,..._,.__.m,,; g _— Content Filtering =

~— 'Wr — Blocks access to inappropriate or dangerous websites, ensuring users stay safe and proé’uctlve
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Web Gateway as a Security Checkpoint

Let's imagine a Secure Web Gateway as a security checkpoint at an airport:

Passengers

Before passengers (your web traffic)
board the plane (access the internet),
they go through multiple layers of
screening.

Security Checkpoint

The security checkpoint (SWG) scans for any
prohibited items (malware, phishing attacks)
and checks the passengers against a list of
rules (corporate security policies).

Screening Process

If something suspicious is found, the passenger
is stopped (request is blocked or flagged). If
the passenger clears all checks, they proceed
to board the plane (access the website).

;
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Top 5 Secure Web Gateway Tools

Here are the Top 5 Secure Web Gateway Tools used by organizations to protect their networks:

Zscaler A leading cloud-based SWG offering advanced threat
threat protection, SSL decryption, and DLP.

Forcepoint Known for its deep integration of DLP and threat intelligence,
Forcepoint is great for protecting sensitive data.

Symantec (Broadcom) Offers powerful cloud and on-premise solutions with robust
malware protection and policy enforcement.

Cisco Umbrella Provides cloud-delivered security with DNS-layer protection,
blocking malicious activity before it reaches your network.

Palo Alto Networks Prisma Access Offers advanced threat protection and SSL inspection in a
scalable cloud-based solution.



Introduction to IDS and IPS

Intrusion Detection System (IDS)

An IDS is a security system designed to detect unauthorized
access or unusual activity on a network. Think of it as a security
camera that monitors and alerts you if any suspicious behavior
occurs.

Intrusion Prevention System (IPS)

An IPS is like an IDS, but with an added layer of action. While an
IDS simply monitors, an IPS not only detects suspicious activity
but also takes immediate action to block or prevent the threat.
You can think of it as a security guard who intervenes as soon as
a threat is detected.
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How Do IDS and IPS Work?

e

Monitoring Traffic

Both IDS and IPS monitor incoming and
outgoing network traffic, analyzing data
packets to detect any unusual or

malicious behavior.

Signature-Based Detection

They use known signatures or patterns
patterns of attack to identify potential
potential threats. For example, if a
certain sequence of network traffic
matches a known malware attack,

IDS/IPS will flag or stop it.

Anomaly Detection

Besides signatures, IDS and IPS can

can detect behavior that deviates from
from normal network traffic, signaling
signaling potential new or unknown

unknown attacks.

The key difference here is that IPS actively stops the threat, whereas IDS just alerts administrators for further investigation.

Action

IDS: If a potential threat is detected, the
detected, the IDS sends an alert to the
the security team but takes no direct

direct action.

IPS: An IPS, on the other hand, will block
block the traffic, preventing the threat
threat from entering the network, and

and also generate an alert.
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IDS vs IPS: Real-World Analogy

Pl

IDS (Intrusion Detection System)

Think of an IDS like a security camera that only alerts
only alerts you to potential intruders. It won't stop
stop them from entering, but it will let you know

know something suspicious is happening.

T

IPS (Intrusion Prevention System)

An IPS acts like a security guard, who not only
detects an intruder but also prevents them from
from entering your property. In this case, you'll be
you'll be alerted and the threat is stopped

immediately.

Real-World Example: DDoS Attack

Imagine a DDoS attack (Distributed Denial of Service)
like a massive flood of traffic trying to overwhelm
your server. An IDS will alert your team, but the
attack will continue until you manually intervene. An
IPS, on the other hand, will automatically block the
flood of traffic, preventing the damage before it can

Ooccur.
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Key Differences Between IDS and IPS

Criteria

Function

Response

Placement

Impact on Network

Action

IDS (Intrusion Detection System)
Monitors and detects suspicious activity
Passive: Alerts administrators of threats
Placed outside the line of communication
Minimal impact (monitoring only)

Provides alert/log for investigation

IPS (Intrusion Prevention System)
Detects and blocks suspicious activity

Active: Blocks malicious traffic automatically
In-line with traffic flow

Can cause slight latency (due to traffic filtering)

Automatically mitigates threats in real-time
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Top 5 IDS/IPS Tools (Gartner Rated)

YOU DESERVE THE BEST SECURITY

Palo Alto Networks (PA-Series, VM-Series) Cisco Secure IPS (Firepower) Check Point IPS
Series)
o Integrated with Threat Prevention . .
o Comprehensive Security
J Real-time Threat Detection , .
o Integrated with Threat Intelligence o Extensive Threat Coverage
o Cloud-Ready .
o Advanced Malware Protection . ThreatCloud Integration
o Comprehensive Security

Trend Micro Tipping Point

. Advanced Threat Prevention

o
& CHECK POINT

"l v
Z:RTINET

Fortinet FortiGate IPS

o High-Performance Threat Detection.
° Low Latency.

o Unified Security



SOAR (Security Orchestration, Automation, and Response)

> SECURITY e > SECURITY
ORCHESTRATION -~ ORCHESTRATION

SOAR stands for Security Orchestration, Automation
,and Response. It’s a platform that connects various
security tools, automates workflows, and guides analysts
in incident response.

Security Orchestration:

SIEM tool may detect a threat, and SOAR ensures that information is passed

to a firewall to block the IP address AUTOMATIOH’
WORKFLOWS

Automation:

Rather than an analyst manually searching for

threat intelligence data, SOAR can automate this task.

Response:

SOAR comes with playbooks, which are predefined response
actions tailored to specific types of incidents.




How SOAR is Solving the SOC Alert
Fatigue Problem: A Growing Trend

SOC teams often deal with thousands of alerts per day,
ranging from minor anomalies to critical threats

The constant barrage of notifications can lead to "alert
fatigue,' where analysts struggle to keep up, sometimes
leading to missed alerts or delayed responses to real
threats.

The Growing Adoption of SOAR

SOAR automates routine, repetitive tasks, allowing SOC
teams to scale their operations without needing to increase
headcount

This trend is particularly driven by the need to improve
incident response times, reduce manual efforts, and
alleviate the stress caused by alert fatigue.
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2.Core Components of SOAR

Orchestration: SOAR connects different security tools like SIEMs, firewalls, and antivirus systems, ensuring
they work together seamlessly.

« Example: If an endpoint detects a suspicious file, SOAR can automatically send it for analysis and block it
across all endpoints.

Automation: SOAR automates repetitive tasks, reducing human effort.

« Scenario: In a phishing campaign, SOAR automates the initial investigation, cutting response time from
hours to minutes.

Response: SOAR uses playbooks to guide incident responses.

+ Playbook Example: During a brute-force attack, SOAR can lock the account and notify the user afteﬁj%é
detecting failed login attempts.



