External Devices Configuration Lab:

200 | s°s

254 192.168.1.0/24
orH I T —perd) AN 0)—
MGMT-PC =

192.168.100.x =

> WAN-SW
(0)
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> Wint1 » Ubuntu
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P Kali

—e0r1 2

OWASP

Win-SRV

P SRV
Metasploitable

Management Subnet

192.168.100.0/24

FortiGate Management IP

192.168.100.200

Internal Servers Subnet

192.168.1.0/24

FortiGate Firewall External

100.0.1.0/24

FortiGate Firewall Internal IP

192.168.1.254

FortiGate Firewall External IP 100.0.1.254

SRV1 IP Address 192.168.1.1

SRV2 IP Address 192.168.1.2

SRV3 IP Address 192.168.1.3

External Winl11 IP Address 100.0.1.1

External Ubuntu IP Address 100.0.1.2

External Kali IP Address 100.0.1.3

Devices Username Password

FortiGate 7.0.9 Admin No password by default

Linux Kali 2025.1c kali kali

Linux Ubuntu 22.04 Desktop | user Test123
Windows 11 x64 SE user(Administrator) Test123
Linux Metasploitable 2.0 msfadmin msfadmin
Linux-OWASP root owaspbwa
Windows Server 2012 Administrator Test123
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Windows 11:

Network Connections

MNetwork and Internet settings

ER |

Organize v Disable this network device Diagnose this connection Rename this connection f this connection
WIT Network C...
] W' Ethernet Properties *
General Netwarking
Connection Connect using:
IPv4 Connectivity: Internet I Intel(R) PRO,1000 MT Netwark Connection
IPv& Conneclivity: Mo network access .7]
Media State: Enabled [w
Duration: 02:30:13 This connection uses the following items:
Speed: 1.0 Gbps Client for Microsoft Networks
I3 File and Printer Sharing for Microsoft Networks
Details... 3
Activity
= O 4 Intemet Protocal Version 6 (TCP/IPvE)
Sent L. Received
- Install... Uninstall
Bytes: 23,631 27,193 o
Description
Allows your computer to access resources on a Microsoft
¥y Properties ¥y Disable Diagnose petnarks
Close
OK Cancel
" Internet Protocol Version 4 (TCP/IPvd) Properties
General General
Connection ‘fou can get IP settings assigned automatically if your network supports
S this capability. Otherwise, you need to ask your network administrator
IPv4 C ti : Internet
v4 Connectivity ntemne for the appropriate IP settings.
IPvE Connectivity: Mo network access
Media State: Enabled Obtain an IP address automatically
Dixabin: UZS1S0Y © Use the following IP address:
Speed: 1.0 Gbps
IP address: | 100 |
Details... [T ——
etals Subnet mask: [255 .255.255. 0 |
Default gateway: |00.0 .1 .254 |
Activity
Sent l Received © Use the following DNS server addresses
Preferred DNS server:
Bytes: 27,685 40,627
Alternate DNS server:
W Properties W Disable Diagnose ) ) )
Validate settings upon exit Advanced. ..
Close
Cancel

2 | P a g e Created by Ahmad Ali E-Mail: ahmadalimsc@gmail.com , WhatsApp: 00966564303717

https://t.me/learningnets



mailto:ahmadalimsc@gmail.com

Ubuntu 22:
@ QEMU (Ubuntu = m]

Activities apr20 18:37 » L DO

*s )

I;’-a. Wired Connected v I

Turn Off

| Wired Settings

(M Balanced >

© Settings

8 Lock

@ Power Off / Log Out >
@ QEMU (Ubuntu - O

Cr settings apr20 18:38

Network

Settings

Network
Wired +

Connected () ©

Bluetooth

(3 Background

Bluetooth

Cancel Wired

Appearance Details  Identity IPv6  Security 4

0 Notifications

8
(3 Background . el
2l

IPv4 Method Automatic (DHCP) Link-Local Only

Q. search Disable

Shared to other computers

O Multitasking OFF | O |
B Addresses . .
Applications
. 100.0.1.2 255.255.255.0 100.0.1.254 i
& Privacy
< online Accounts
= Sharing DNS Automatic ()
8.8.8.8,1.1.1.1
Il sound
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Kali Linux:

O P A ONB|& G

*) Favorites

@ Recently Used

%° Settings Manager

T Accessibility

I Al Applications
| " ] Advanced Network Configuration

I Usual Applications

l'_ Appearance

Q 01 - Information Gathering @ Bllictooth Add prers

@) 02 - Vulnerability Analysis @ 5uuctooth Manager

03 - Web Application Analysis e Clipboard Manager Settings
@ 04 - Database Assessment Y Color Profiles

{3 05 -Password Attacks 2 5 Default Applications

@ 06 - Wireless Attacks Desktop

@ 07 - Reverse Engineering
£ 08 - Exploitation Tools

= Display

O H A ONAL|a C

Floppy Disk

0 Network Connections

Name Last Used v
~ Ethernet

E Wired connection 1

File System
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) Editing Wired connection 1

Connectionname  Wired connection
General Ethernet 802.1X Security DCB Proxy IPv4 Settings IPv6 Settings

Method Manual

E Addresses

File System Address Netmask Gateway Add

100.0.1.3 24 100.0.1.254
Delete

DNSservers 8.8.8.8,1.1.1.1

Search domains

Require IPv4 addressing for this connection to complete

Routes...

Cancel v Save

Open Terminal type below command to bring down the interface and bring back to get ip
address which we configure manually.

Sudo ifconfig ethO down

Password: kali

Sudo ifconfig ethO up

Ifconfig ethO

FlOpPy Disk - kali@kali: ~
File Actions Edit View Help

eth® down

— [~

5 eth® up

Y

)

E ethd: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
L inet 100.0.1.3 netmask 255.255.255.0 broadcast 100.0
.1.255

il inet6 fe80::f84c:58c7:338f:2d03 prefixlen 64 scopeid

0x20<1link>
ether 50:00:00:0c:00:00 txqueuelen 1000 (Ethernet)
RX packets 15896 bytes 16481088 (15.7 MiB)
RX errors @ dropped 32 overruns @ frame 0
TX packets 9219 bytes 1044452 (1019.9 KiB)
TX errors @ dropped @ overruns @ carrier @ collisio
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