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Linux Metasploitable 2.0 msfadmin msfadmin
Linux-OWASP root owaspbwa
Windows Server 2012 Administrator Test123

1| P age Created by Ahmad Ali E-Mail: ahmadalimsc@gmail.com , WhatsApp: 00966564303717

https://t. me/learningnets



mailto:ahmadalimsc@gmail.com

Go to Scans > New Scan. Choose Host Discovery to open.

enable Nessus Essentials Settings

Scan Templates

< Back to Scans

My Scans

All Scans

Scanner

Trash

Policies G Ilﬂl}

Plugin Rules

=2

@ a

Host Discovery Ping-Only Discovery
Terrascan

3

Name: OS-ldentification. Targets: IP address of targets 192.168.1, 192.168.1.2,
192.168.1.3,100.0.1.1,100.0.1.2,100.0.1.3,100.0.1.254,100.0.1.100.

BASIC v
05-ldentification
General b=
Schedule o
Description Using Host Discovery scan to Identify
Notifications Operating System
DISCOVERY
REPORT Folder My Scans v
ADVANCED
Targets 192.168.1.1,192.168.1.2,192.168.1.3,100.0.1.1,100.0.1.2,100.0.1.3,100.0.1.2
54,100.0.1.100
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Settings>Basic>Schedule keep default disable.
< Back to Scan Report

settings Credentials Plugins
BASIC -
General BT =)
Schedule

Motifications
DISCOVERY
ASSESSMENT
REPORT

ADVANCED

Save Cancel

Settings>Basic>Notification keep default disable.

< Back to Scan Report

Settings Credentials Plugins
BASIC v
General @ nNotifications will not be sent until your SMTP Server is configured.
Schedule
Motifications Email Recipient(s)
DISCOVERY
ASSESSMENT
REPORT
ADVANCED
Result Filters Add Filter
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Settings>Discovery keep scan type OS Identification

BASIC

DISCOVERY . Scan Type 0S Identification -
REPORT

ADVANCED General Settings:

Always test the local Nessus host

Use fast network discovery

Ping hosts using:
TCP
ARP
ICMP

Settings>Reports keep default no changes.

BASIC
Output
DISCOVERY
¥ Allow users to edit scan results
REPORT v
ADVANCED

Designate hosts by their DNS name

v Display hosts that respond to ping

Display unreachable hosts

Display Unicode characters
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Settings>Advanced keep default no changes.

BASIC

Performance Options
DISCOVERY

Slow down the scan when network congestion is detected

REPORT
ADVANCED v

Network timeout (in seconds) 5

Max simultaneous checks per host 5

Max simultaneous hosts per scan 256

Max number of concurrent TCP sessions per host

Max number of concurrent TCP sessions per scan

Click Save Then Launch. Wait for the scan to complete.

BASIC -
05-ldentification
General bEE
Schedule o
Description Using Host Discovery scan to Identify
Notifications Operating System
DISCOVERY
REPORT Folder My Scans v
ADVANCED
Targets 192.168.1.1,192.168.1.2,192.168.1.3,100.0.1.1,100.0.1.2,100.0.1.3,100.0.1.2

54,100.0.1.100

Upload Targets Add File

V

Save Cancel
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After complete the scan Hosts Tab 8 host discovered Operating Systems Linux, Microsoft
Windows Sever 2019, Microsoft Windows 11.

Vulnerabilities 3

Filter =

Host ~

192.168.1.3

192.168.1.2

192.168.1.1

100.0.1.254

100.0.1.100

100.0.1.3

100.0.1.2

100.0.1.1

History | 2

FQDN

pool-100-0-1-254.bstnma.fios.verizon.net

pool-100-0-1-100.bstnma.fios.verizon.net

pool-100-0-1-3.bstnma.fios.verizon.net

pool-100-0-1-2.bstnma.fios.verizon.net

100-100.B5TNMA-VFTTP-350.verizon-gni.net

Operating System

Linux Kernel 2.6 on Ubuntu 8.04 (hardy)

Microsoft Windows 10 Enterprise Microsoft Wi...

Linux Kernel 2.6 on Ubuntu 10.04 (lucid)

Linux Kernel 6.12.13-amd64

Windows 11

Vulnerabilities Tab provide information about the scan.
Host-Discovery

< Back to My Scans

Hosts 8 Vulnerabilities 2 History 2
Filter = 2 e
Sev v CVSS ~ VPR ~ EPSS »  Name a

Nessus Scan Information

Ping the remote host

PN Os Identification

Description

Using a combination of remote probes (e.g., TCP/IP, SMB, HTTP, NTP, SNMP, etc.), it is possible to guess the name of tt

use. It is also possible sometimes to guess the version of the operating system.

Output

Remote operating system :
Microsoft Windows Server 2018

Microscoft Windows Serwver 2019
Confidence level : 39

Method

5inFF

Microsoft Windows 10 Enterprise
LTSC

Ports

22,111,137, 139, 445, 2049, 5432, 41551, 4271...
123, 135, 139, 445, 3389, 49064, 49663, 49666, ...

22,137,139, 445

23
22,3389
3333

133, 137, 139, 445, 49664, 49663, 49666, 49667...

Family
Settings

Port scanners
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