Network Access Device:

NAD stands for Network Access Device.

Network Access Device (NAD) is the Access Layer Device.

NAD is basically, a device through which Endpoint is connected.

Network Access Device (NAD) is AAA Client device.

Any device that is going to send RADIUS authentication requests to ISE.

NAD responsible for sending EAP authentication request to authentication server.
NAD is Authenticator for 802.1X from a supplicant to the authentication server.

NAD can be the device such as Switch, Router that support NAC Enforcement policies.
Common NAD types Wired Ethernet Switches, Wireless LAN Controllers & ASA.
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Network Diagram:

192.168.80.0/24

.250
VMnetl

Network Administrator

Configure Router for Authentication and Authorization:
Enable AAA new-model. Define TACACS server ISE. Configure login, enable authentications, and
then use the exec and command authorizations. Assign method lists to line vty.

R1 AAA Configuration

R1(config)#aaa new-model

R1(config)#tacacs-server host 192.168.80.250 key test123

R1(config)#aaa authentication login default group tacacs+ local
R1(config)#aaa authentication enable default group tacacs+ enable
R1(config)#aaa authorization exec default group tacacs+ local
R1(config)#aaa authorization commands 0 default group tacacs+ local
R1(config)#aaa authorization commands 1 default group tacacs+ local
R1(config)#aaa authorization commands 15 default group tacacs+ local
R1(config)#aaa authorization config-commands

R1(config)#line vty 0 4
R1(config-line)#authorization commands 0 default
R1(config-line)#authorization commands 1 default
R1(config-line)#authorization commands 15 default
R1(config-line)#authorization exec default
R1(config-line)#login authentication default
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Configure Switch for Authentication and Authorization:

Enable AAA new-model. Define TACACS server ISE. Configure login, enable authentications, and
then use the exec and command authorizations. Assign method lists to line vty.

SW1 AAA Configuration

SW1(config)#aaa new-model

SW1(config)#tacacs server ISE

SW1(config-server-tacacs)#address ipv4 192.168.80.250
SW1(config-server-tacacs)#key test123

SW1(config)#aaa authentication login default group tacacs+ local
SW1(config)#aaa authentication enable default group tacacs+ enable
SW1(config)#aaa authorization exec default group tacacs+ local
SW1(config)#aaa authorization commands 0 default group tacacs+ local
SW1(config)#aaa authorization commands 1 default group tacacs+ local
SW1(config)#aaa authorization commands 15 default group tacacs+ local
SW1(config)#aaa authorization config-commands

SW1(config)#line vty 0 4

SW1(config-line)#authorization commands 0 default
SW1(config-line)#authorization commands 1 default
SW1(config-line)#authorization commands 15 default
SW1(config-line)#authorization exec default

SW1(config-line)#login authentication default

Add Local Groups & Users:
Navigate to Administration > Identity Management > Groups > User Identity Groups. Click

Add. Provide Name, Description and click “Save” to save setting.

‘ases’ Identity Services Engine Home b Operations » Palicy b Guest Access - Administration Il

» System | wldentity Management » MNetwork Resources ¥ Device Portal Management  pxGrid Senvices » Feed:
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Navigate to Administration > Identity Management > Groups > User Identity Groups. Click
Add. Provide Name, Description and click “Save” to save setting.

osep  |dentity Services Engine Home » Operations » Policy b Guest Access ~ Administration

¥ System | - ldentity Management | 2 Metwork Resources ¢ Device Portal Management  pxGrid Services 1 Feeds

y Identities External Identity Sources  Identity Source Sequences  » Settings

Identity Groups User identity Groups = New User Identity Group
[' p] Identity Group §
v|l= v S *Mame | Support-Group |
> L Endpoint identty Groups Description | This is Support Group only Show Commands|
¥ || User ldentity Groups E

7
. (o)

Navigate to Administration > Identity Management > Identities > Users. Click Add. Provide

Name, Passwords and User Groups select Admin-Group and click “Save” to save the setting.
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Navigate to Administration > Identity Management > Identities > Users. Click Add. Provide
Name, Passwords and User Groups select Support-Group and click “Save” to save the setting.

"hetar Identity Services Engine Home » Operations » Policy » Guest Acce ~ Administration » Work Centers
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Add Network Device:

Navigate to Administration > Network Resources > Network Devices. Click Add. Provide Name,
IP Address, select TACACS+ Authentication Settings checkbox and provide Shared Secret key.
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e )
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* Name | R1 |
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6
. *IP Address: | 102.168.80.201 | /32 |
« TACACS+ Authentication Settings
8
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LIy SnMP Settings

Oy Advanced TrustSec Settings

—
o | Reset | 9

Navigate to Administration > Network Resources > Network Devices. Click Add. Provide Name,
IP Address, select TACACS+ Authentication Settings checkbox and provide Shared Secret key.
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‘tueh: Identity Services Engine Home b Dperations ¥ Policy b Guest Access ~ Administration

1

» System v |dentity Management | « Metwork Resources | » Device Portal Management  pxGrid Services » Feed

P
- Metwork Devices|  Metwork Device Groups  Metwork Device Profiles  External RADIUS Servers  RADIUS Server Seq

- o
. Network Devi List = R1
Metwork devices | 4 Frpi beviEEs LE 5

MNetwork Devices

Default Device

* Name | 51 |

Description | o |

[
7 *IP Address: | 102.168.80.202 | i[32 |
» TACACS+ Authentication Settings
8
Shared Secret |"..... | [ Show |

Enable Single Connect Mode [

* Legacy Cisco Device
TACACS+ Draft Compliance Single Connect Support

Oy SMP Settings

O v Advanced TrustSec Settings

O ( Reset | 9

Enable Device Admin Service:
Navigate to Administration > System > Deployment. Select required Node. Select Enable
Device Admin Service checkbox and click “Save” to save the setting:
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oiee ldentity Services Engine Home » Operations » Policy » Guest Access - Administration » Work Centers

2 ldentity Management  » Network Resources  » Device Portal Management  pxGrid Services L b Feed Service  » Identity

I Deploymentl Licensing  » Certificates  » Logging  » Maintenance  Upgrade  Backup & Restore  » Admin Access  » Settings
3 FQDM ISE1l.google.com

IP Address 192.168.80.250
Mode Type Identity Services Engine (ISE)

Personas

¥| Administration Role STANDALONE |' Make Prirmary '|

| Monitoring Role PRIMARY - Other Mot

Y| policy Service
¥l Enable Session Services i
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Enable Device Admin Service

Configuring TACACS Command Sets:

First PermitAllCommands for the user admin, which allow all commands on the device. Second
PermitShowCommands for user support, which will allow only show commands.

1. Navigate to Work Centers > Device Administration > Policy Results > TACACS Command
Sets. Click Add. Provide the Name PermitAllCommands, select Permit any command checkbox

that is not listed below and click Submit.
~Work Centers I

¥ Administration

M T I
Cis€o

Identity Services Engine Home » Operations » Policy » Guest Ac

» TrustSec I « Device Administration I 2

Overview » |dentities User Identity Groups » Metwork Resources Metwork Device Groups » Policy Conditions | = Policy Results

o 3

I ACACS Comm 5 mi mm
ACACS Co and Setsl 4 TACACS Co and Sets = PermitallCo ands
5

Command Set

TACACS Profiles
Mame * F'ermitl\llCommandsI

Description

Permit any command that is not listed below 6
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2. Navigate to Work Centers > Device Administration > Policy Results > TACACS Command
Sets. Click Add. Provide the Name PermitShowCommands, click Add and permit show and exit
commands. By default if Arguments is left blank, all arguments are be included. Click Submit.

~Work Centers

et Identity Services Engine Home » Operations » Policy » Guest Access » Administration

r TrustSec IvDevice Administration I 2

Cverview » |dentities User |dentity Groups » Metwork Resources Metwork Device Groups » Policy Conditions | «Policy Results

<] 3

TACACS Command Sets = PermitShowCommands

| TACACS Command Sets | 4
5

Mame * I PermitShowCommandsI

TACACS Profiles Command Set

Description

Permit any command that is not listed below [

+ Add i Trash~ @ Edit 4+ Maove Up + Move Down

[] Grant Command Arguments
[0 PERMIT exit
6
PERMIT show
I:I

Configuring TACACS Profile:
Navigate to Work Centers > Device Administration > Policy Results > TACACS Profiles. Click
Add. Provide Name ShellProfile, select Default Privilege checkbox and enter the value of 15.

Click Submit.

"diab Identity Services Engine Home » Operations » Policy » Guest Access » Administration ~\Work Centers

» TrustSec I w Device Administration I 2

Cwerview » ldentities User Identity Groups » Metwork Resources Metwork Device Groups » Policy Conditions ~Policy Results |

o 3
TACACS Profiles = ShellProfile

TACACS Command Sets

TACACS Profiles | 4 TACACS Profile

5

Mame * ShellProfile

Description

Task Attribute View Raw View

Commeon Tasks

6

Default Privilege |15

|ISeIe|:1010 15)
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Configuring TACACS Authorization Policy:

Navigate to Work Centers > Device Administration > Policy Sets > Default > Authorization
Policy > Edit > Insert New Rule Above.

Two authorization rules are configured, first rule assigns TACACS profile ShellProfile and
command Set PermitAllCommands based on Network Admin-Group membership. Second rule
assigns TACACS profile ShellProfile and command Set PermitShowCommands based on

Network Support-Group membership.

s Identity Services Engine Home » Operations » Policy » Cuest Access »+ Administration ~Waork Centers
» Trustsec ||~ Device Administration | 2
Dverview » Identities User Identity Groups » MNetwork Resources MNetwork Device Groups » Policy Conditions » Policy Resulis Device Admin Policy Sets Reports Settings

Policy Sets Define the Policy Sets by configuring rules based on conditions. Drag and drop sets on the left hand side to change the order.
[ Search policy names & descriptions. 0 ] For Policy Export go to Administration = System = Backup & Restore = Policy Export Page
‘{lF" EE' |@® ‘ x |Q: Status Name Description

— ~ Default Tacacs_Default
|~| Summary of Policies

Alist of ll your polices Regular O Proxy Sequence O
D Global Exceptions

Rules across entire deployment

» Proxy Server Sequence

» Authentication Policy

# [ Default 4
acacs Defs | « Authorization Pnﬁcyl 5

Save Order Reset Order i » Exceptions (D)
Standard
6
Status Rule Name Conditions (identity groups and other conditions) Command Sets Shell Profiles
ra PermitAllCommands Admin-Group PermitAllCommands ShellProfile Edit| v
ra PermitShowCommands Support-Group PermitShowCommands ShellProfile Edit |+
Tacacs_Default DenyAllCommands Edit| ~

Verify:

Navigate to Operations > TACACS Livelog.

‘tseh: Identity Services Engine Home » Policy » Guest Ac » Administration » Work Centers

RADIUS Livelog | TACACS Livelog Reports » Troubleshoot » Adaptive Network Control
{é} Add or Remove Columns ~ @i Refresh Refresh | Every 1 minute | Show

Logged Time Status Detals Usemame i Type Authentication Policy Authorization Policy ISE Node
AL~ | e -] | | |
2019-06-07 08:54:40.406 -] a supportl Authorization Tacacs_Default =% PermitShowc.. JISE1
2019-06-07 08:54:38.46 a supportl Authorization Tacacs_Default =3 PermitShowc.. JISE1
2019-06-07 08:54:38.417 Q| supportl Authentication Tacacs_Default >> Default => Default ISE1
2019-06-07 08:54:29.839 a adminl Authorization Tacacs_Default =3 PermitallCom... [ISE1
2019-06-07 08:54:23.9 a adminl Authorization Tacacs_Default =3 PermitaAllCom... [ISE1
2019-06-07 08:54:21.138 a adminl Authorization Tacacs_Default =3 PermitAlCom... JISE1
2019-06-07 08:54:18.395 a adminl Authorization Tacacs_Default =3 PermitAlCom... JISE1
2019-06-07 08:54:18.206 ﬂ a adminl Authentication Tacacs_Default > Default == Default ISE1

Cisco 10S Router Verification.

R1#fceTnet 1927, W 3
Trying . . . ... Open
Usernamefsupporti]

Password:

wl#conftig t
ommand authorization failed.
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