Incident Handling with Splunk

It is good to understand the following before completing this lesson:

« Splunk overview and basic navigation
. Important Splunk Queries

. Know how to use different functions/values to craft a

search query
« How to look for interesting fields

Splunk logs attached in resource section, or you can use following link to download and add it splunk

https://github.com/splunk/botsvl?tab=readme-ov-file

Scenario

A Big corporate organization Wayne Enterprises has recently
faced a cyber-attack where the attackers broke into their network,
found their way to their web server, and have successfully defaced

their website http://www.imreallynotbatman.com. Their

website is now showing the trademark of the attackers with the
message YOUR SITE HAS BEEN DEFACED as shown below.
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https://github.com/splunk/botsv1?tab=readme-ov-file

YOUR
SITE
HAS BEEN

DEFACED

P@1sOnlvy was HERE

Deal with 1t, &Admin

They have requested “US” to join them as a Security Analyst and
help them investigate this cyber attack and find the root cause and

all the attackers’ activities within their network.

The good thing is, that they have Splunk already in place, so we have
got all the event logs related to the attacker’s activities captured. We
need to explore the records and find how the attack got into their

network and what actions they performed.

This Investigation comes under the petection and Analysis phase.

Splunk

During our investigation, we will be using Splunk as our STEM
solution. Logs are being ingested

from webserver/firewall/Suricata/Sysmon etc. In the data summary
tab, we can explore the log sources showing visibility into both

network-centric and host-centric activities. To get the complete
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picture of the hosts and log sources being monitored in Wayne
Enterprise, please click on the Data summary and navigate the

available tabs to get the information.

Search
e H
No Event Sampén i e
How to Search What to Search
fyou sre nat tamilar win e ore, see ane of th following resovrces. 956,379 Events 5 years age a few seconds ago
moExeD EaRLIEST EVEN LATEST EVENT
Bocumentationts | | Tutoral 2 Data Summary

> Search History

Interesting log Sources
Some of the interesting log sources that will help us in our

Investigation are:

Log Sources Details
wineventlog It contains Windows Event
winRegistry It contains the logs related to registry creation / modification / deletion etc

XmlIWinEventLog | It contains the sysmon event logs. It is a very important log source from an investigation point of view

fortigate_utm It contains Fortinet Firewall
iis It contains IIS web server
Nessus:scan It contains the results from the Nessus vulnerability scanner

It contains the details of the alerts from the Suricata IDS. This log source shows which alert was triggered and what

A caused the alert to get triggered— a very important log source for the Investigation
stream:http It contains the network flow related to http traffic

stream: DNS It contains the network flow related to DNS traffic

stream:icmp It contains the network flow related to icmp traffic
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Note: All the event logs that we are going to investigate are present

i]fl index=botsvl

Now that we know what hosts we have to investigate, what sources
and the source types are, let’s connect to the lab and start
Investigating.

Room Machine

Before moving forward, deploy the machine. When you deploy the
machine, it will be assigned an IP Machine IP: vacuine 1p. The

machine will take up to 3-5 minutes to start.

Task 4: Reconnaissance Phase

Reconnaissance Phase

Reconnaissance is an attempt to discover and collect information
about a target. It could be knowledge about the system in use, the

web application, employees or location, etc.

We will start our analysis by examining any reconnaissance attempt
against the webserver imreallynotbatman.com. From an analyst
perspective, where do we first need to look? If we look at the
available log sources, we will find some log sources covering the
network traffic, which means all the inbound communication
towards our web server will be logged into the log source that
contains the web traffic. Let's start by searching for the domain in
the search head and see which log source includes the traces of our

domain.
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Search Query:

index=botsvl imreallynotbatman.com

Search Query explanation: We are going to look for the event
logs in the index “botsv1” which contains the

term imreallynotbatman.com

splunk

Search

How to Search What to Search
957,020 Events 5 years ago a few seconds ago
pexen A A !

Here we have searched for the term imreallynotbatman.com in the
index botsvi. In the sourcetype field, we saw that the following log

sources contain the traces of this search term.

« Suricata
. stream:http
. fortigate_utm

o 1IS
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From the name of these log sources, it is clear what each log source
may contain. Every analyst may have a different approach to
investigating a scenario. Our first task is to identify the IP address
attempting to perform reconnaissance activity on our web server. It
would be obvious to look at the web traffic coming into the network.

We can start looking into any of the logs mentioned above sources.

Let us begin looking at the log source stream:http, which contains
the http traffic logs, and examine the src_ip field from the left
panel. Src_ip field contains the source IP address it finds in the

logs.

Search Query:

index=botsvl imreallynotbatman.com sourcetype=stream:http

Search Query Explanation: This query will only look for the

term imreallynotbatman.com in the stream:http log source.
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1 index=botsvl imreallynotbatman.com sourcetype=stream:http

22,200 events (before 1/21/22 6:21:51.000 AM) No Event Sampling =

Fvents (22,200) Patterns Statistics Visualization
Format Timeline = — Zoom Out
_.- s s N e e e s Y s s s —
List = # Format 20 Per Page
< Hide Fields = All Fields src_ip ¥
jLECTEDFIELDE 2 Values, 99.856% of events Selected | Yes No
host 1 |
source 1 Reports

sourcetype 1

Top values Top values by time Rare values

Events with this field

NTERESTING FIELDS
Values Count %

accept 9
¥ ack_packets_in 41 40.80.148.42 20,932 94.424% —
¥ ack_packets_out 12
) 23.22.63.114 1,236 5.576% |
action 2
L

Note: The important thing to note, if you don’t find the field of
interest, keep scrolling in the left panel. When you click on a field, it
will contain all the values it finds in the logs.

So far, we have found two IPs in the src_ip

field 40.80.148.42 and 23.22.63.114. The first IP seems to contain a
high percentage of the logs as compared to the other IP, which could
be the answer. If you want to confirm further, click on each IP one
by one, it will be added into the search query, and look at the logs,

and you will find the answer.

To further confirm our suspicion about the IP
address 40.80.148.42, click on the IP and examine the logs. We
can look at the interesting fields like User-Agent, Post request, URIs,

etc., to see what kind of traffic is coming from this particular IP.
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New Search SaveAs~  Close

index=botsv] imreallynotbatman.com sourcetype=stream:htt,

+ 22,200 events (before 12122 AM)

Events 22,200)  Patterns  Statistics

Format Timeline = ~ Zoom Out

sre_ip x
2 Values, 99.856% of events Selected = Yes | No

Reports.

Top values Top values by time Rare values

We have narrowed down the results to only show the logs from the
source IP 40.80.148.42, looked at the fields of interest and found
the traces of the domain being probed.

Validate the IP that is scanning

So what do we need to do to validate the scanning attempt? Simple,
dig further into the weblogs. Let us narrow down the result, look
into the suricata logs, and see if any rule is triggered on this

communication.

Search Query:

index=pbotsvl imreallynotbatman.com src=40.80.148.42 sourcetype=suricata

Search Query Explanation: This query will show the logs from
the suricata log source that are detected/generated from the source
IP 40.80.248.42
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We have narrowed our search on the sre IP and looked at the
source type suricata to see what Suricata triggered alerts. In the
right panel, we could not find the field of our interest, so we clicked
on more fields and searched for the fields that contained the

signature alerts information, which is an important point to note.

Answer the questions below

One suricata alert highlighted the CVE value associated with
the attack attempt. What is the CVE value?

CVE-2014-6271

The query below is from the section on “Validating the IP that is

scanning”. The source type is Suricata from source IP 40.80.148.42.

index=botsvl imreallynotbatman.com sourcetype="suricata"
src_ip="40.80.148.42" CVE
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New Search

| index=botsv1l imreallynotbatman.com sourcetype="suricata" src_ip="40.80.145.42" CVE

+ 38 events (8/10/16 3:28:51.000 AM to 9/17/23 1M:47:26.000 AM) No Event Sampling ~

Events (38) Patierns Statistics Visualization

Where in the Field could contain the CVE value? Expand one of the

events. Here we see a CVE value in the “alert.signature” field.

hd 81016
9:37:54.730 PM

{ [-]
alert: { [+]
¥
dest_ip: 192.168.250.70
dest_port: 80
event_type: alert
flow_id: 509944136
http: { [+]
1
in_iface: ethi
proto: TCP
src_ip: 40.80.148.42
src_port: 43322
timestamp: 2016-08-10T15:37:54.730145-0500
tx_id: 29

T

Show as raw text

Event Actions v

Type ¥ Fleld Value
Selected |« | alert.category « Web Application Attack
+| alert.severity = 1
~ | alert.signature_id = 2020912
~| hostw= suricata-ids.waynecorpinc.local
v| source ¥ Mvar/logfsuricataleve.json
+| sourcetype - suricata
Event action = allowed
alert.action = allowed
alert.gid = 1
alert.rev = 2

alert.signature =

ET WEEB_SERVER Possible lIS Integer Overflow DoS (CVE-2015-1635)

alert_gid 1
alert_rev ~ 2
bytes v 1245

category =

Web Application Attack

dest v imreallynotbatman.com
dest_ip = 192168.25070

dest_port - 20

dvc = suricata-ids.waynecorpinc.local
event_type * alert

eveniivpe = nix-all-log
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Modified the query to display the values in the “alert.signature” and
to count the number of times the alert signature was generated.
index=botsvl imreallynotbatman.com sourcetype="suricata"
src_ip="40.80.148.42" CVE

| table alert.signature
| stats count by alert.signature

CVE-2014—6271 has about 36 alerts generated.

New Search Save As ¥ Create Table View Close
index=botsvl imreallynotbatman.com sourcetype="suricata" src_ip="40.80.148.42" CVE All time n
2 | table alert.signature
3 | stats count .\1nrt.sig.‘n!ur.\|
~ 38 events (81016 3:28:51.000 AM to 917/23 11:57.59.000 AM) Mo Event Sampling * Job~ a B + * Smart Mode
Events Patterns Statistics (4) Visualization
20 Per Page # Format
alert.signature = rd count = ~
ET WEB_SERVER Possible CVE-2814-6271 Attempt 18
ET WEB.. ER Possible CVE-2014-6271 Attempt in Headers 18
ET W SERVER Possible 1IS Integer Overflow DoS (CVE-2015-1635)
ET WEB_SERVER Possible Oracle Reports Forms RCE CVE-2012-3152

What is the CMS our web server is using?
joomla

Using the query below, select the field http.url to identify

subdirectories/urls of the web server.

index=botsvl imreallynotbatman.com sourcetype="suricata"
src_ip="40.80.148.42"

Here, “joomla” identified as the CMS of the web server. Joomla is a

well known CMS or a Content Management system.
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New Search
| index=botsvl imreallynotbatman.com sourcetype="suricata" src_ip="40.80.148.42"

v 17,484 events (8/10/16 3:28:51.000 AM to 9/17/23 12:03:40.000 PM) No Event Sampling =

Events (17,484) Patterns Statistics Visualization
Format Timeline = — Zoom Cut

http.url |

>100 Values, 100% of events Selected | vyes Na T
{ Hide Fields = All Fields

Reports
SELECTED FIELDS Top values Top values by time Rare values

a alert.category 9
# alertseverity 3
# alert.signature_id 46

Events with this field

Top 10 Values Count ]
a host 1

Jq PR / +/ / 4
a httphostname 34 /joomla/index. php/component/search/ 9,331 53.369% ||
i hittp.url 100+ /joomla/index. php 1,595 9.123% 1
a source 1 / 554 3.169% |
a sourcetype 1

/joomla/administrator/index. php 37 0.212%
INTERESTING FIELDS /joomlasmedia/jui/is/bootstrap.min.is 17 9.097%
aa 1 ) e e s . L

app o 1 /joomla/media/jui/js/jguery-migrate.min.js 17 0.097%
a app_proto
# bytes 100+ /joomla/media/jui/js/jguery-noconflict. js 17 0.097%
# date_hour 2 //index.php/api/xmlrpc 13 0.074%
]

# date_mday 1 //xmlrpc 13 0.074%
# date_minute 43
a date_month 1 //xmlrpc. php 13 B.074%

# date_second 60

What is the web scanner, the attacker used to perform the
scanning attempts?

acunetix

Suricata should have picked this type of event. This query will
display the alert signatures in table format and to count the number
of times the alert signature was generated.

index=botsvl imreallynotbatman.com sourcetype="suricata" | table

alert.signature
| stats count by alert.signature
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“Acunetix” is identified as the web scanner tool used by the attacker.

New Search

Create Table View Close

1 index=botsvi imreallynotbatman.com sourcetype="suricata” Al time *
2 | table alert.signature
3 | stats count alert.signature

+ 30,625 events (81016 3:28:51.000 AM to 917/23 12:17:03.000 PM) No Event Sampling * Job ¥ - & 1 * Smart Mode »

Statlstics (47) Visualization

alertsignature = F count =
ET POLICY Proxy TRACE Request - inbound 1

ET SCAN Acunetix Accept HTTP Header detected scan in progress 3

ET SCAM Acunetix Version & (Free Edition) Scan Detected 1

What is the IP address of the server imreallynotbatman.com?

192.168.250.70

The following query would filter only events from the attacker
40.80.148.41 and display the destination IP addresses in table
format with the number of times of connection.

index=botsvl imreallynotbatman.com src ip="40.80.148.42"

| table dest ip
| stats count by dest ip

Two IP addresses were identified, but 192.168.250.70 is the IP
address of “imreallynotbatman.com” because it is known that the

attacker conducted web scanning on the web server.

New Search Save As ¥ Create Table View Close
index=botsvl imreallynotbatman.com src_ip="40.80,148 42" Al time »
2 | table dest_ip
3 |stats count by dest_ip]
+ 34,967 events (E10/16 3:22:51.000 AM to 917723 12:32:40.000 PM) No Event Sampling = Job v A~ & 3 * Smart Mode *
Events Pallems Statistics (2) Visualization
C Page armat
dest_ip 3 g count =
168, 2
192.168,250. 70 34965

Task 5: Exploitation Phase
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Exploitation Phase
The attacker needs to exploit the vulnerability to gain access to the

system/server.

In this task, we will look at the potential exploitation attempt from
the attacker against our web server and see if the attacker got

successful in exploiting or not.

To begin our investigation, let’s note the information we have so far:

« We found two IP addresses from the reconnaissance
phase with sending requests to our server

(40.80.148.42 and 23.22.63.114).

« One of the IPs 40.80.148.42 was seen attempting to scan

the server with IP 192.168.250.70.

. The attacker was using the web scanner Acunetix for the

scanning attempt.

Count

Let’s use the following search query to see the number of counts by

each source IP against the webserver.

Search Query:

index=botsvl imreallynotbatman.com sourcetype=stream* | stats
count (src_ip) as Requests by src ip | sort - Requests
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Query Explanation: This query uses the stats function to display
the count of the IP addresses in the field src_ip.

New Sea rch Save As ¥ Create Table View Close

1 index=botsvl imreallynotbatman.com sourcetype=stream* | stats count(src_ip) as Reguests by src_ip | |Ssert - Reguesis All time g
+ 22,200 events (before 3/4/22 2:40:00.000 AM) Mo Event Sampling = Job ~ A & L * Smart Mode ~
Events Patterns Statistics (2) Visualization

20 Per Page = # Format Preview »
src_ip = ¥ Requests = ~
40.80.148.42 17483
23.22.63.114 1235

Additionally, we can also create different visualization to show the

result. Click on Visualization — Select Visualization as shown

below.
Events Patterns Statistics (2) Visualization
& Pie Chart # Format 8 Trellis

W. |||II -
ws ....:'.. 42 A . \

23226304

Find more visualizations 2

Pile Chart
Compare categaries in a dataset. ADEDME A2

Search Fragment
| stats count by comparison_category

Now we will narrow down the result to show requests sent to our

web server, which has the IP 192.168.250.70

Search Query:

index=botsvl sourcetype=stream:http dest ip="192.168.250.70"
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Query Explanation: This query will look for all the inbound
traffic towards IP 192.168.250.70.

1 index=botsv1 sourcetype=stream:http /dest_ip=192.168.250.70

+ 20,275 events (before 3/4/22 7:09:19.000 PM) Mo Event Sampling =
Events (20,275) Patterns Statistics Visualization

Format Timeline — Zoom Out

List = # Format 20 Per Page =
i X
¢ Hide Fields = All Fields src_ip
SELECTED FIELDS 3 Values, 94.644% of events Selected Yes No
a host 1
a source 1 Reports
a sourcetype 1 Top values Top values by time Rare values

asrc_ip 3 \ Events with this field
INTERESTING FIELDS Values Count @,

a accept 100+ 40.80.148. 42 17,546 91.438%

# ack_packets_in 19 L
# ack_packets_out 13 23.22.63.114 1,429 7.447% |
# bytes 100+ 192.168.2.50 214 1.115%

# bytes_in 100+

The result in the src_ip field shows three IP addresses (1 local IP
and two remote IPs) that originated the HTTP traffic towards our

webserver.

Another interesting field, http_ method will give us information
about the HTTP Methods observed during these HTTP

communications.

We observed most of the requests coming to our server through the

POST request, as shown below.
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I Oeo e gue s oo

a dest_ip 1

a dest_mac 1

# dest_port 1 http_method
# duplicate_packets_in 12 .

# duplicate_packets_out 16 6 Values, 99.738% of events Selected | Yes No
a endtime 100+

a form_data 100+ Reports

a http_comment 100+ Top values Top values by time Rare values

# http_content_length 100+ Events with this field

a http_content_type 14

a http_method 6 Values Count %

a http_referrer 100+

a hitp_user_agent 100 POST 14,238 70.408% .
a index 1 GET 5,976 29.552% [

# linecount 1 OPTIONS 5 @.025%

a location 100+

o ) CONNECT 1 @.085%

# missing_packets_in 2

# missing_packets_out 3 PROPFIND 1 0.005%

a network_interface 1 TRACE 1 B.005%

# packets_in 25

# packets_out 22 e e

L request_ack_time: 1254

To see what kind of traffic is coming through the POST requests, we

will narrow down on the field nttp method=posT as shown below:

Search Query:

index=botsvl sourcetype=stream:http dest ip="192.168.250.70"
http method=POST
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1 index=botsv1 sourcetype=stream:http dest_ip="192.168.250.70" http_method=POST

+ 14,238 events (before 3/4/22 7:59:31.000 PM) Mo Event Sampling *

Events (14,238) Patterns Statistics Visualization
Format Timeline « — Zoom Qut

List= # Format 20 Per Page -
{ Hide Fields = All Fields src_ip
SELECTED FIELDS

2 Values, 93.103% of events Selected Yes No
a host 1
a source 1 Reports
a sourcetype 1 _
i Top values Top values by time Rare values

a src_ip 2

Events with this field
INTERESTING FIELDS

a accept 2 Values Count %
# ack_packets_in 12 40,860,148, 42 12,844 95.890%
# ack_packets_out 1
23.22.63.114 412 3.108% |
# bytes 100+

# bytes_in 100+

client_rtt_packets: @

The result in the src_ip field shows two IP addresses sending all the

POST requests to our server.

Interesting fields: In the left panel, we can find some interesting

fields containing valuable information. Some of the fields are:

« src_ip
. form_data
. http_user_agent

o uri
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New Search SaveAsv  Close

index=botsv] imreallynotbatman.com sourcetype=stream:http Al time = B
22,200 events [before 21/22 6:31:47.000 AM)  No Event Sampling Job = s & L 8 Verbose Mode *
Events (22,200)  Patterns  Statistics atic
Format Timeline —Zoom Out
i.- .

L # Format 2 1] 2 6 8 Next >

= Al Fields src_ip X

2 Values, 99.856% of events Selected | Yes | No

Reports.

Top values Top values by time Rare value

Events wit f

val Count

The term Joomla is associated with the webserver found in a couple
of fields like uri, uri_path, http_referrer, etc. This means our

webserver is using Joomla CMS (Content Management Service) in
the backend.

A little search on the internet for the admin login page of the Joomla

CMS will show as -> /joomla/administrator/index.php

It is important because this uri contains the login page to access the
web portal therefore we will be examining the traffic coming into

this admin panel for a potential brute-force attack.
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O E| hitps:/fwww joomla.crg/administratorfindex.php

3 Joomlal

2 Username
& | Password

K | Secret Key

Reference: https://www.joomla.org/administrator/index.php

We can narrow down our search to see the requests sent to the login

portal using this information.

Search query:

index=botsvl imreallynotbatman.com sourcetype=stream:http
dest ip="192.168.250.70" wuri="/joomla/administrator/index.php"

Query Explanation: We are going to
add uri=" /joomla/administrator/index.php" in the search query to

show the traffic coming into this URI.
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https://www.joomla.org/administrator/index.php

1 index=botsvl imreallynotbatman.com sourcetype=stream:http dest="192.168.250.70" uri="/joomla/administrator/index.php"

. 1,253 events (before 1/21/22 8:12:53.000 AM) No Event Sampling

JEvents (1,253) Patterns Statistics Visualization
Format Timeline — Zoom Out

List = # Format 20 Per Page v
< Hide Fields = All Fields i Time Event

> 81016 ==
|SELECTED FIELDS
u form_data 100+ form_data x
i host 1 )
u source 1 >100 Values, 34.158% of events Selected | Yes No
i sourcetype 1
i src_ip 2 Reports

Top values Top values by time Rare values

IINTERESTING FIELDS
i ack_packets_in 15
# ack_packets_out 5

Events with this field

b action 1 Top 10 Values Count %

i app 1 start=081imit=158&dir=/joomla& 4 8.934%
i bytes 25 option=com_extplorer&action=getdircontents&

# bytes_in 19 sendiWhat=both

i bytes_out 15 action=chdir_event&dir=&option=com_extplorer 2 @.467%
:zg!;@zd 1 action=chdir_event&dir=/joomla& 1 0.234%
i capture_hostname 1 option=com_extplorer

# client_rtt 100+ action=chdir_event&dir=ext_root& 1 0.234%
Lﬁgnt rit packets 9 option=coﬂ_extplorer

form data The field contains the requests sent through the form on
the admin panel page, which has a login page. We suspect the
attacker may have tried multiple credentials in an attempt to gain
access to the admin panel. To confirm, we will dig deep into the

values contained within the form_ data field, as shown below:

Search Query:

index=botsvl sourcetype=stream:http dest ip="192.168.250.70"
http method=POST uri="/joomla/administrator/index.php" | table time uri
src_ip dest ip form data
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Query EXplanation: We will add this -> | table _time uri src
dest ip form data to create a table containing important fields as

shown below:

1 index=botsvl sourcetype=stream:http dest_ip="152,168.250.70" http_method*POST uri="/jocmla/administrator/index.php® | table _time uri src_ip dest_ip fors_data All time v E]

Events Patterns Statistics (425) Visualization

v 425 events (before 3/4/22 9:57:44.000 PM)  No Event Sampling v Job v s & i * Smart Mode ~

If we keep looking at the results, we will find two interesting

fields username that includes the single username aamin in all the
events and another field passwd that contains multiple passwords in
it, which shows the attacker from the IP 23.22.63.114 Was trying to
guess the password by brute-forcing and attempting numerous

passwords.

The time elapsed between multiple events also suggests that the
attacker was using an automated tool as various attempts were

observed in a short time.

Extracting Username and Passwd Fields using Regex

Looking into the logs, we see that these fields are not parsed
properly. Let us use Regex in the search to extract only these two

fields and their values from the logs and display them.
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We can display only the logs that contain
the username and passwd values in the form_ data field by

addlng form data=*username*passwd* in the above search.

Search Query:

index=botsvl sourcetype=stream:http dest ip="192.168.250.70"
http method=POST uri="/joomla/administrator/index.php"
form data=*username*passwd* | table time uri src ip dest ip form data

New Search

ndex=botsvl sourcotype=strean:http dost_{p="192.168.258.70" http_method=FOS

1756.000 PM)  No

ics (413)  Visualization

indtask=logindrot

usernamesadn: sswd=bateanbopt lon=con. loginktask=log.

usernsees

usern

It’s time to use Regex (regular expressions) to extract all the
password values found against the field passwd in the logs. To do so,
Splunk has a function called rex. If we type it in the search head, it

will show detail and an example of how to use it to extract the

values.
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2 | rex

x field=GuestDNSName _ost=[".]*}\[a-zA-Z]" Command History [ |
x field=Local ".*(*=port=")" Command History
field=_raw "total . s+'{?<freemem>{"T)" Command History
field=_raw "search._.[(?<search="}\] " Command History
field=action "(?<c..geraddldeletelupdate)" Command History

POO F rex Learn Mare [2

" Specifies a Perl regular expression named groups to extract fields
time
while you search.

P31 6— Example:

o164 | rex field=_raw "From: (¥<from=.") To: (?<to>.")"

Now, let’s use Regex. rex field=form_data "passwd=(?<creds>\w+)" To extract
the passwd values only. This will pick the form_ data field and

extract all the values found with the field. creds.

Search Query:

index=botsvl sourcetype=stream:http dest ip="192.168.250.70"
http method=POST form data=*username*passwd*

|rex field=form data "passwd=(?<creds>\w+)"

| table src_ip creds

> Search & Reporting

New Search SaveAsv  Close
index=botsv] sourcetype=stream:http form_data=susernamespasswds | table _time form_data All time = n
413 events (before V2122 8:46:43.000 AM)  No Event Sampling = Job = s & L B Verbose Mode ~
3)  Pattems  Stafistics (413)  Visualizatior
100 PerPage™  #Format  Preview ™ |T| 2 3 4 5 Nex>
time * form_data ¢ .

2016-08-10 21:46:05.858 username=admin&passwd=batman&opt ion=com_loginitask=loginkreturn=anskZXgucGhwheSech27alr6icedef c546d8117156acc=1

2016-88-10 21:46:51.394 username=admin&task=1ogin&return=a wd=rockB4a48c51822019931 ed2dcd712¢5794=1

cGhwgopt ion=com_logingpa:

2016-08-10 21:46:51.156 username=adminktask=loginkretur

wkopt ion=com_loginkpa ity &0 3bbo

2016-08-10 21:46:51.154 username=admintask=login Z¥gucGhwbopt ion=com_loginkpasswdscool 8a093149d0dEbdbfB78ad 2cfBed348583=1

2016-08-10 21:46:50.873 usern

&task=logl 5kZXgucGhwaopt lon=com_logingpa

682723456 2dee5972a5808d=1

1gust89B00C

2016-08-10 21:46:50.640 use

&task=loginkreturn=a

TxgucGhulopt Lon=com_logir wd=baby826a9247d113c378cdfB6 317221541 2c=1

2016-08-10 2

name=admin&task=logindreturn=ak cGhwdopt Lon=com_login&passwd=daves1bo6 7ak762b4c8ag309catsaaei2Iesa=1

2016-08-10 21:46:50.634 an tomda 08 3|

cGhwiopt Lon=com_login&pas d12c07976186dBabefat308c =1

2016-08-10 21:46:50.632 username BbebcaTbbice3bdd316681686dfbdRas=18task=1oginkreturn=aW5SkZXgucGhwdoption=com_loginkpasswd=donald

2016-08-10 21:46:50.629

imin&task=1ogindreturn=aNskZXgucGhw! wi=11fehackB5804a636e6c859011132655daedaddIb=1

tion=com_loginkpa:

2016-08-10 21:46

n=com_loginkpa: 11iamsBe3n199 3332101735fd1c90=1

2016-08-10 21:46:50.624 usernam swd=godzi11a844cb1c161d5917d961co4ebT08acTcl a=1

2016-08-10 2 .621 usern.

ZXgucGhwioption=con_logingp
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We have extracted the passwords being used against the username
admin on the admin panel of the webserver. If we examine the fields
in the logs, we will find two values against the

fieldhttp user agent as shown below:

http_user_agent X
2 Values, 100% of events Selected | Yeg No
Reports

Top values Top values by time Rare values

Events with this field

Values Count %
Python-urllib/2.7 412 99, 758%

——
Mozilla/5.8 (Windows NT 6.1; WOW64:; Trident/7.8@: 1 8. 242%

rv:11.8) like Gecko

The first value clearly shows attacker used a python script to
automate the brute force attack against our server. But one request
came from a Mozilla browser. WHY? To find the answer to this
query, let’s slightly change to the about search query and

add nttp user agent afield in the search head.
Let’s create a table to display key fields and values by appending -> |
table time src ip uri http user agent creds in the search query as

shown below.

Search Query:
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index=botsvl sourcetype=stream:http dest ip="192.168.250.70"
http method=POST form data=*username*passwd* | rex field=form data
"passwd= (?<creds>\w+)" |table time src ip uri http user agent creds

1 indexsbotsvl scurcetype=streanm:http [Sest_ip="152.168.250.78" http. Form_f passude| | rex field=form_data

+ 413 events (before 3/4/22 1141

2016-08=10 21:45:05.858 noows NT 6.1; WOWe4: Trident/7.0; rv:l1.@8) like Gecka batran
2016-88-10 21:46:51.3%4

2016-88-10 21:46:51.156

2016-88-10 21:46:81,158

2016-88-10 21:46:50,873

2016-88-10

5250,

2016-88-10 21:4

2016-88-10 21:4

This result clearly shows a continuous brute-force attack attempt
from an IP 23.22.63.114 and 1 password attempt batman from
IP 40.80.148.42 using the Mozilla browser.

Answer the questions below

What was the URI which got multiple brute force attempts?

Answer: /joomla/administrator/index.php

From the queries in this task, It was determined that

“/joomla/administrator/index.php” was being brute-forced as it is
the administrator login page of the CMS.

If assuming that CMS is not known, the following query will provide
the numbers of the visited URI of the web server.
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index=botsvl sourcetype=stream:http dest ip="192.168.250.70"
http method=POST

| stats count by uri

| sort by -count

New Search Save As¥  Create Table View  Close

1 index=botsvl sourcetype=stream:http dest_ip="192.168.250.70" http_method=POST All time =

2 tats uri
+ 14,238 events (210/16 3:28:51.000 AM 1o 917/23 112:19.000 PM) No Event Sampling * Jobw A & 3 8 Verbose Mode »
Events (14,238) Patterns Statisties (72) Visualizatien
100 Per Page = # Format Proview =

count #|

url = s
/ joomla/index. php/component/search/ 11923
/ joomla/index. php 787
/joomla/administrator/index. php -
! (]

From there analyse the top most URI’s. Upon further analysis the
URI “/joomla/administrator/index.php” is found to be the under
brute-force attack

index=botsvl sourcetype=stream:http dest ip="192.168.250.70"
http method=POST uri="/joomla/administrator/index.php"
| table time uri src ip form data

New Search SEBAe Cosa
index=botsvl sourcetype=stream:http dest_ip="192,168.250.70" http_method=POST uri="/joomla/administrator/index.php" All time » n
| table _time uri src_ip furm_dnt.‘{

~ 425 events (8/10/16 3:28:51.000 AM to 9/17/23 1:18:42.000 PM) No Event Sampling ¥ Job v » & L ? Smart Mode v

Events Patterns Statistics (425) Visualization

100 Per Page ~ /7 Format Preview v 1 2 3 “ S Next >

time ¢ uri & 7 sicilps 7/ form_data ¢

/joomla/administrator 23.22.63.114 usern dmin&task=loginkreturn=awSkZXgucGhwioption=com_logindpasswd~topgund
/index.php 49e63 730eee52c7eatd48de3anl=1

2016-08-10 /joomla/administrator 23.22.63.114 username=admindtask=logindreturn=anSk2XgucGhaloption=com_logindpasswd=parkerd

21:46:40.144 /index.php 29154545¢11382e919¢6f43e330f5b71=1

2016-08-10 / joomla/administrator 23.22.63.114 dmin&d94775758d15e5766bcSaadsf 5F86b82=1atask=10gindreturn=anSkZxgucGhwdoptionscom_logind

21:46:40.063 /index.php ass voodoo

2016-08-10 /joomla/administrator 23.22.63.114 username=admindTec95¢630423bd1a3af9800c5269¢528=1atask=1ogindreturn=anskZxgucGhwiopt ion=com_logind

21:46:39.980 /index.php passwd=bond@07

2016-08-10 /joomla/administrator 23.22.63.114

21:46:39.889 /index.php

Against which username was the brute force attempt

made?
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Answer: admin

From the task, it was determined that the username being targeted

is “admin”. The following query will identify all possible targeted

usernames in the attack assuming there could be other usernames

being targeted. Instead of password, the “rex” command will extract

the username values in the “form_data” and “dedup” will remove

any duplicate values.

index=botsvl sourcetype=stream:http dest ip="192.168.250.70"
http method=POST uri="/joomla/administrator/index.php"

|rex field=form data "username=(?<user>\w+)"

| table src ip user

|dedup user

This confirms that only one user was the target of the attack.

New Search

1 index=botsvl sourcetype=stream:http dest_ip="192.168.250.708" http_method=POST uri="/joomla/administrator/index.php"
2 |rex field=form_data "username=(7?<user>iwt+)"

3 |table src_ip user

4 |dedup user

+ 425 events (8/10/16 3:28:51.000 AM to 9/17/23 1:28:34.000 PM) No Event Sampling

Events Patterns Statistics (1) Visualization

100 Per Page ~ # Format Preview v

src_ip = ~ user =
23.22.63.114 admin

Job -

What was the correct password for admin access to the
content management system running

imreallynotbatman.com?

Answer: batman
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It was identified in the task that “batman” is the correct password
because the attacker from 40.80.148.42 used a Mozilla browser to
connect. Another way to determine is to count the number of times
the password was used. If it was used more than once, then it can be
assumed that it is the correct password.

index=botsvl sourcetype=stream:http dest ip="192.168.250.70"

http method=POST uri=/joomla/Administrator/index.php

| rex field=form data

"username= (?<username>admin) . *passwd= (?<password>\w+) "

| stats count by password
| sort -count

“batman” was indeed used twice.

New Search Save As ¥ Create Table View Close

1 index=botsvl sourcetype=stream:http dest_ip="192.168.250.70" http_method=POST uri=/joomla/Administrator/index.php Al time = n
2 eld=form_data “username=(?<username>admin}.*passwd=(?<password>\w+)"

Istats count password
| sort 'EO'JII'[I

+ 425 events (8/10/16 3:28:51.000 AM to 9/17/23 1:45:24.000 PM) Mo Event Sampling = Job * . T S * Smart Mode *

password = s count =
Datman
|eoa0n

1mn

nmmmnm

I'll dig further to determine if it was successfully used as a credential
to log in.

index=botsvl sourcetype=stream:http dest ip="192.168.250.70"

http method=POST uri=/joomla/Administrator/index.php status=200

|rex field=form data

"username= (?<username>admin) . *passwd= (?<password>\batman) "
|stats count by src ip
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Here, it is determined that the attacker was able to log in 12 times

using the credentials, as indicated by the HTTP status of 200.

New Search 5 Create Table View Close
1 index=botsvl sourcetype=stream:http dest_ip="192.168.250.70" http_method=POST uri=/joomla/Administrator/index.php status=200 All time = n
2 |rex field=form_data "username=(7<username>admin).*passwd=(?<password>\batman)"
3 |stats count sre_ip
+ 12 events (81016 3:28:51.000 AM to 917/23 1:48:19.000 PM) No Event Sampling ~ Job~ -~ L] ' ¥ Smart Mode v
Events Patterns Statistics (1) Visualization
100 Per Page =
sre_ip = s count =~
40.80.148.42 12

How many unique passwords were attempted in the brute

force attempt?

Answer: 412

“40.80.148.42” was identified as having logged in using the
credentials, but it was not a participant in the brute-force attempt.
The query will count all attacks from “23.22.63.114" and remove all
duplicate passwords. Afterward, it will calculate the number of
unique passwords that were used.

index=botsvl sourcetype=stream:http src ip=23.22.63.114

dest ip="192.168.250.70" http method=POST

uri path="/joomla/administrator/index.php"

| rex field=form data "passwd=(?<password>\w+)"

| dedup password
| sort count
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ex field=form_data "passwd=(?<password>\w+)"
p password

password
um{count}) count

< 412 events (B10/16 3:28:51.000 AM to 9/17/23 2:10:02.000 PM) No Event Sampling « Job -
Events Patterns Statistics (1) Visualization

100 Per Page = # Format Preview »

count =

New Search Save As

1 index=botsvl sourcetype=stream:http src_ip=23.22.63.114 dest_ip="192.168.250.70" http_method=POST uri_path="/joomla/administrator/index.php®

-

Crea

What IP address is likely attempting a brute force

password attack against imreallynotbatman.com?

Answer: 23.22.63.114

After finding the correct password, which IP did the

attacker use to log in to the admin panel?

Answer: 40.80.148.42
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