Advanced Dynamic Scan Lab:
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Management Subnet 192.168.100.0/24
FortiGate Management IP 192.168.100.200
Internal Servers Subnet 192.168.1.0/24
FortiGate Firewall External 100.0.1.0/24
FortiGate Firewall Internal IP 192.168.1.254
FortiGate Firewall External IP 100.0.1.254
SRV1 IP Address 192.168.1.1
SRV2 IP Address 192.168.1.2
SRV3 IP Address 192.168.1.3
External Win11 IP Address 100.0.1.1
External Ubuntu IP Address 100.0.1.2
External Kali IP Address 100.0.1.3
Devices Username Password
FortiGate 7.0.9 Admin 123
Linux Kali 2025.1c kali kali
Linux Ubuntu 22.04 Desktop | user Test123
Windows 11 x64 SE user(Administrator) Test123
Linux Metasploitable 2.0 msfadmin msfadmin
Linux-OWASP root owaspbwa
Windows Server 2012 Administrator Test123
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Go to Scans > New Scan. Choose Advanced Dynamic Scan to open.

Scanner User Defined
G (1@®1)
Host Discovery Ping-Only Discovery

l & P

Basic Network Scan Credential Validation Advanced Scan

"

Advanced Dynamic Scan

Name: Ubuntu-DynamicScan. Targets: IP address of target 100.0.1.2 the IP Address of Ubuntu

Linux Machine.

Credentials Dynamic Plugins

BASIC -
General Settings
| General |
Name I Ubuntu-DynamicScan m
Schedule
Notifications Description
DISCOVERY
ASSESSMENT
REPORT Folder My Scans
ADVANCED
Targets 100.0.1.2
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Setting>Basic>Schedule keep default disable.
< Back to Scan Report

settings Credentials Plugins
BASIC -
General BT =)
Schedule

Motifications
DISCOVERY
ASSESSMENT
REPORT

ADVANCED

Save Cancel

Settings>Basic>Notification keep default disable.

< Back to Scan Report

Settings Credentials Plugins
BASIC v
General @ nNotifications will not be sent until your SMTP Server is configured.
Schedule
Motifications Email Recipient(s)
DISCOVERY
ASSESSMENT
REPORT
ADVANCED
Result Filters Add Filter
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Settings>Basic>Discovery>Host Discovery keep default enable.

Settings Credentials Compliance Plugins

BASIC
Remote Host Ping

| DISCOVERY V|

Ping the remote host .

I Host Discovery I

Port Scanning

Service Discovery
General Settings

Identity
¥ Testthe local Nessus host
ASSESSMENT
REPORT
ADVANCED Use fast network discovery

Setting>Discovery>Port Scanning keep default.

Credentials Compliance Plugins

BASIC
Ports
DISCOVERY -
Consider unscanned ports as closed
Host Discovery

Port Scanning

Port Scan Range
Service Discovery g default
Identity
ASSESSMENT
REPORT
Local Port Enumerators
ADVAMCED

¥ 55H (netstat)
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Setting>Discovery>Service Discovery keep default.

Settings Credentials Compliance Plugins
BASIC
General Settings
DISCOVERY v
¥ Probe all ports to find services
Host Discovery
Port Scanning
Service Discovery Search for SSL/TLS/DTLS @
Identity services
ASSESSMENT
REPORT
Search for SSL/TLS on AlITCP ports v
ADVANCED
search for DTLS on None v
Identify certificates expiring within x days 60

Setting> Discovery >ldentity Keep default no changes.

Settings Credentials Dynamic Plugins
BASIC
General Settings
DISCOVERY v
Collect Identity Data from
Host Discovery Active Directory

Port Scanning

Service Discovery

Identity

ASSESSMENT
REPORT

ADVANCED
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Setting>Assessment>General keep default.

Settings Credentials Plugins
BASIC
Accuracy

DISCOVERY

Override normal accuracy
ASSESSMENT ~

® Avoid potential false alarms

General

Show potential false alarms

Brute Force

Web Applications Perform thorough tests (may disrupt your network or impact scan speed)

Windows
Malware
Databases
REPORT Antivirus
ADVANCED Antivirus definition grace period (in days): | 0 ¥

Settings>Assessment Keep default.

Settings Credentials Dynamic Plugins
BASIC
Oracle Database
DISCOVERY
Use detected SIDs
ASSESSMENT w
General

Brute Force
SCADA

Web Applications
Windows
Malware

Databases

REPORT

ADVANCED
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Settings>Report keep the default.

Credentials Plugins

BASIC

Processing
DISCOVERY
Override normal verbosity
ASSESSMENT
® | have limited space. Report as little information as possible
REPORT v
ADVANCED Reportas m formation as possible

#| Show missing patches that have been superseded

Settings>Advanced keep default no changes.

Settings Credentials Compliance Plugins

BASIC
General Settings

DISCOVERY
¥ Enable safe checks
ASSESSMENT
REPORT
ADVANCED . Stop scanning hosts that become unresponsive during the scan

Scan IP addresses in a random order
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Under Credentials Tab. Choose SSH Authentication method: Password

Settings Credentials Dynamic Plugins
CATEGORIES Host - SSH  User: user, Auth method: password
Authentication method password -
SNMPV3
Username user m
SSH
Windows Password (unsafe!) e -1
Elevate privileges with sudo -
sudo user Test123
sudo password n
Location of sudo (directory) Jusr/bin

Dynamic Plugins choose Plugin Family is equal to Ubuntu Local Security Checks after that click
on Preview Plugins

Ubuntu-DynamicScan / Configuration
< Back to 5can Report

Settings Credentials I Dynamic Plugins I

Match | All  « | of the following:

Plugin Family - is equal to v Ubuntu Local Security Checks v

Preview Plugins
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Settings Credentials Dynamic Plugins

Match | All « | of the following:

Plugin Family - is equal to - Ubuntu Local Security Checks

Prﬂiew e |:> Ubuntu Local Security Checks (8879)

Plugin Name .

Ubuntu 10.04 LTS/ 10.10/11.04 / 11.10 : acpid vulnerabiliti
Ubuntu 10.04 LTS/ 10.10/ 11.04 / 11.10 : ca-certificates-jave
Ubuntu 10.04 LTS/ 10.10/11.04 / 11.10 : dlamav vulnerabili
Ubuntu 10.04 LTS/ 10.10/11.04 / 11.10 : cvs vulnerability (L
Ubuntu 10.04 LTS/ 10.10/11.04 / 11.10 : empathy vulnerab

Click Save Then Launch. Wait for the scan to complete.

DISCOVERY
ASSESSMENT
REPORT Folder My Scans v
ADVANCED
Targets 100.0.1.2
Upload Targets Add File

Post-Processing

Live Results

Save Cancel

Plugin ID

37060

38511

36777

38104

36680
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After complete the scan, in Scan Summary Tab.

Ubuntu-DynamicScan
< Back to My Scans

Scan Summary Hosts |1 Vulnerabilities 5 Remediations 2 History 1
Scan Details
OF @) 1
Critical Vulnerabilities High Vulnerabilities
@ o o
Medium Vulnerabilities Low Vulnerabilities
Details

Scan Name: Ubuntu-DynamicScan
Plugin Set: 202505170603

CVS5_Score: CVS5_V3

scan Template: Advanced Dynamic 5can
Scan Start: Today at 10:47 AM

Scan End: Today at 10:47 AM

Authentication / Credential Info (Hosts)

1

SUCCEEDED FAILED

Under Vulnerabilities Tab it shows almost 5

Scan summary Hosts 1 Vulnerabilities 5 Remediations 2 History 1

Filter =
Sev v CVss -~ VPR - EPSS =  Mame . Family «

CRITICAL 9.8 Ubuntu 16.04 ESM / 18.04 ESM / 20.04 ESM / 22,04 ESM : xrdp vulnerabi..  Ubuntu Local Security Checks
m 8.1 Ubuntu 20.04 LTS / 22.04 LTS : GRUB2 vulnerabilities (USN-6355-1) Ubuntu Local Security Checks
- MNetstat Portscanner (SSH) Port scanners
- Nessus Scan Information Settings
- Patch Report General
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Under Remediation Tab.

Ubuntu-DynamicScan
< Back to My Scans

Scan Summary Hosts 1 Vulnerabilities 5 Remediations 2 History 1

2 Actions
Action

Ubuntu 16.04 ESM / 18.04 ESM / 20.04 ESM / 22.04 ESM : xrdp vulnerabilities (USN-6474-1): Update the affected xorgxrdp, xrdp and / or xrdp-puls
packages.

Ubuntu 20.04 LTS / 22.04 LTS : GRUB2 vulnerabilities (USN-6355-1): Update the affected packages.

Under Hosts Tab.

Ubuntu-DynamicScan
< Back to My 5cans

Scan Summary Vulnerabilities 5 Remediations 2 History 1

Filter = 1 Host
Host Vulnerabilities
100.0.1.2

Scan Details

Policy: Advanced Dynamic Scan .

Vulnerabilities
Status: Completed
Severity Base: CVSSv3.0 ® Critical
Scanner: Local Scanner ® High
Start: Today at 10:47 AM ® Medium
End: Today at 10:47 AM Low

® Inf

Elapsed: a minute e
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