Create Custom Policy Lab:
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> wint1 p Ubuntu P Kali
Management Subnet 192.168.100.0/24
FortiGate Management IP 192.168.100.200
Internal Servers Subnet 192.168.1.0/24
FortiGate Firewall External 100.0.1.0/24
FortiGate Firewall Internal IP 192.168.1.254
FortiGate Firewall External IP 100.0.1.254
SRV1 IP Address 192.168.1.1
SRV2 IP Address 192.168.1.2
SRV3 IP Address 192.168.1.3
External Win11 IP Address 100.0.1.1
External Ubuntu IP Address 100.0.1.2
External Kali IP Address 100.0.1.3
Devices Username Password
FortiGate 7.0.9 Admin 123
Linux Kali 2025.1c kali kali
Linux Ubuntu 22.04 Desktop | user Test123
Windows 11 x64 SE user(Administrator) Test123
Linux Metasploitable 2.0 msfadmin msfadmin
Linux-OWASP root owaspbwa
Windows Server 2012 Administrator Test123
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Go to Scans on left side click on Policies. On Right hand top corner click on New Policy to open.

Policies Import

W MyScans

W Allscans

@ Trash
Policies allow you to create custom templates defining what actions are performed during a scan.

= Once created, they can be selected from the list of scan templates. From this page you can view,

create, import, download, edit, and delete policies.

h Policies

B rPlugin Rules

® Terrascan

It will open Scanning template choose any to customize.

Policy Templates
< Back to Policies

Scanner

G (1@1)

Host Discovery Ping-Only Discovery

\ & P "

Basic Network Scan Credential Validation Advanced Scan Advanced Dynamic Scan

Settings>Basic enter Name and Description for new policy
New Policy / Advanced Scan

< Back to Policy Templates

Settings Credentials Plugins
BASIC v
Web-Policy-Template

DISCOVERY LEE y_emp
ASSESSMENT o

Description Customize Web-Policy-Template
REPORT
ADVANCED
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Settings>Discovery>Host Discovery customize as per your requirements.

Credentials Plugins

BASIC
Remote Host Ping

DISCOVERY ~

Ping the remote host .
Host Discovery

Port Scanning

Service Discovery
General Settings

Identity
| Test the local Nessus host
ASSESSMENT
REPORT
ADVANCED Use fast network discovery

Settings>Discovery>Port Scanning customize as per your requirements.

Settings Credentials Plugins
BASIC

Ports
DISCOVERY -

Consider unscanned ports as closed
Host Discovery

Port Scanning

Port Scan Range
Service Discovery g default
Identity
ASSESSMENT
REPORT
Local Port Enumerators
ADVANCED

¥| SSH (netstat)

3| Page Created by Ahmad Ali E-Mail: ahmadalimsc@gmail.com , WhatsApp: 00966564303717

https://t. me/learningnets


mailto:ahmadalimsc@gmail.com

Settings>Discovery>Service Discovery customize as per your requirements.

Credentials Plugins

BASIC
General Settings

DISCOVERY ~

¥ Probe all ports to find services
Host Discovery

Port Scanning

Service Discovery Search for SSU/TLS/DTLS o
Identity Services
ASSESSMENT
REPORT
Search for SSL/TLS on All TCP ports -
ADVANCED
Search for DTLS on None -
Identify certificates expiring within x days 60

Settings>Discovery>ldentity customize as per your requirements.

Credentials Plugins

BASIC
General Settings
I DISCOVERY v
Collect Identity Data from
Host Discovery Active Directory

Port Scanning

Service Discovery

Identity

ASSESSMENT
REPORT

ADVANCED
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Settings>Assessment customize as per your requirements.

Settings Credentials Plugins
BASIC
Accuracy

DISCOVERY

Override normal accuracy
ASSESSMENT ~

@ Avoid potential false alarms

General

Show potential false alarms

Brute Force

Web Applications Perform thorough tests (may disrupt your network or impact scan speed)
Windows
Malware
Databases
REPORT Antivirus
ADVANCED Antivirus definition grace period (in days): 0 ~

Settings>Assessment>Web Applications customize as per your requirements.

Settings Credentials Plugins
BASIC
Web Application Settings
DISCOVERY
bcan web applications .
ASSESSMENT v
General

Web Crawler
Brute Force

i /
Web Applications Start crawling from
Windows
Malware Excluded pages (regex) /server_privileges\.php|logout
Databases
REPORT
Maximum pages to crawl 1000
ADVANCED
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Settings>Reports customize as per your requirements.

Settings Credentials Plugins
BASIC
Processing

DISCOVERY

Override normal verbosity
ASSESSMENT

® ave limite space. Report as little a a e
REPORT v
ADVANCED Report as much information a e

+ Show missing patches that have been superseded

+ Hide results from plugins initiated as a dependency

Settings>Advanced customize as per your requirements.

Settings Credentials Plugins
BASIC
General Settings
DISCOVERY
¥ Enable safe checks
ASSESSMENT
REPORT
ADVANCED . Stop scanning hosts that become unresponsive during the scan

Scan IP addresses in a random order

Automatically accept detected 55H disclaimer prompts
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Credentials Tab customize as per your requirements.

Settings Credentials Plugins
CATEGORIES Host
SNMPV3
S5H
Windows

Plugins Tab customize as per your requirements.

Settings

STATUS

JOOCAEREREE
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Credentials Plugins

PLUGIM FAMILY .

Alibaba Cloud Linux Local Security Checks

Alma Linux Local Security Checks

Amazon Linux Local Security Chedks

Artificial Intelligence

Azure Linux Local Security Checks

Backdoors

CentOS Local Security Checks
CGl abuses

CGl abuses : XS5

CIsCo

Databases

Debian Local Security Checks
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Finally, click Save
Web-Policy-Template / Configuration

< Back to Policies

Settings Credentials Plugins
BASIC v
Web-Policy-Template

DISCOVERY HELE y-emp
ASSESSMENT o

Description Customize Web-Policy-Template
REPORT
ADVANCED

{

Save Cancel

In Polices now its visible.

Policies
Policies allow you to create custom templates defining what actions are performed during a scan.
= Once created, they can be selected from the list of scan templates. From this page you can view,
create, import, download, edit, and delete policies.
Name . Template
test-Policy Host Discovery
Web-Policy-Template Advanced Scan

When you click on New Scan in User Defined Tab you will see the new custom policy to use.

ntials Settings

Scan Templates

< Back to Scans

B My Scans
@ Allscans ]
Scanner User Defined
@ Trash
0 Policies . .
@ PluginRul Web-Policy-Template test-Policy
ugin Rules
® Terrascan
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