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Once we have access to a machine, we can perform

different actions on our target. We may try to extract

data, elevate our privileges to root or try to hide our

presence
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METERPRETER
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- webcam_stream  to s tre am the  we bcam of the  ta rge t

- keyscan_scan to s ta rt logging ke ys troke s

- sceenshot  to take  a  s c re e ns hot

- screenshare to s tre am de s ktop s c re e n

- run winenum e nume ra te  de ta il about the  windows  s ys te m

- shell ge t a  s he ll
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