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Wifite is a tool to audit WEP or WPA encrypted wireless 

networks. It can utilize wifi hacking tools like aircrack-ng, 

pyrit, reaver, tshark for automated attacks

This tool is customizable to be automated with only a few 

arguments and can be trusted to run without supervision 

for a number of different attacks

Wifite aims to be the "set it and forget it" wireless auditing tool
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Aim

We will be using the automated tool to crack WPA 
passwords with the dictionary attack(using Rockyou.txt)
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Step- 1
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 Prepare the dictionary file for Wifite. Locate the 
dictionary file

>  Locate rockyouhttps://t.m
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Step- 1
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 Now Un compress the file

 gunzip /usr/share/wordlists/rockyou.txt.gz
 ls /usr/share/wordlists/
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Best Alternate Word lists Collections.
 https://weakpass.com/
 https://github.com/danielmiessler/SecLists/tree/master/Pass

words/WiFi-WPA
 https://labs.nettitude.com/blog/rocktastic/
 https://github.com/kennyn510/wpa2-wordlists

Alternate Dictionaries
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Step- 2
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 Run Wifite with following arguments

Wifite ‐‐ wpa ‐‐kill ‐‐dict /usr/share/wordlists/rockyou.txt

Here :
 Wpa informs that we are only looking for WPA networks
 Kill flag will kill all processed that may hinder with the 

cracking process
 Rockyou.txt is the dictionary file
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Step- 2
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 Run Wifite with following arguments

Wifite ‐‐ wpa ‐‐kill ‐‐dict /usr/share/wordlists/rockyou.txt
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Step- 3

9

 Once it Starts, Wifite will scan for the available networks. 
Press CTRL+C to stop the scan and then select a target by 
entering the target network number
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Step- 4
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 Press CTRL+C and then C to skip other attacks till it 
starts with the handshake capture process 
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Step- 5
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 Once the handshake is captured, Wifite will 
automatically start cracking the handshake
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Step- 6
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 Once the handshake is cracked, it will automatically 
show the cracked password on screen
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DEMO
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THANKS
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