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 1. Topic 1, Litware. Inc Case Study 1
OverviewLitware. Inc. is a financial company that has a main datacenter in Boston and 20branch offices across the United States. Users have Android, iOS, and Windows 10devices.
Existing Environment:Hybrid EnvironmentThe on-prernises network contains an Active Directory forest named litwareinc.comthat syncs to an Azure Active Directory (Azure AD) tenant named litwareinc.com byusinq Azure AD Connect.All the offices connect to a virtual network named Vnetl by using a Site-to-Site VPNconnection.
Azure EnvironmentLitware has an Azure subscription named Sub1 that is linked to the litwareinc.comAzure AD tenant.Sub1 contains resources in the East US Azure region as shown in the following table.

There is bidirectional peering between Vnet1 and Vnet2. There is bidirectional peeringbetween Vnet1 and Vnet3. Currently, Vnet2 and Vnet3 cannot communicate directly.
Requirements:
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 Business RequirementsLitware wants to minimize costs whenever possible, as long as all other requirementsare met.
Virtual Networking RequirementsLitware identifies the following virtual networking requirements:* Direct the default route of 0.0.0.0/0 on Vnet2 and Vnet3 to the Boston datacenterover an ExpressRoute circuit.* Ensure that the records in the cloud.litwareinc.com zone can be resolved from theon-premises locations.* Automatically register the DNS names of Azure virtual machines to thecloud.litwareinc.com zone.* Minimize the size of the subnets allocated to platform-managed services.* Allow traffic from VMScaleSet1 to VMScaleSet2 on the TCP port 443 only.
Hybrid Networking RequirementsLitware identifies the following hybrid networking requirements:* Users must be able to connect to Vnet1 by using a Point-to-Site (P2S) VPN whenworking remotely. Connections must be authenticated by Azure AD.* Latency of the traffic between the Boston datacenter and all the virtual networksmust be minimized.* The Boston datacenter must connect to the Azure virtual networks by using anExpressRoute FastPath connection.* Traffic between Vnet2 and Vnet3 must be routed through Vnet1.
PaaS Networking RequirementsLitware identifies the following networking requirements for platform as a service(PaaS):* The storage1 account must be accessible from all on-premises locations withoutexposing the public endpoint of storage1.* The storage2 account must be accessible from Vnet2 and Vnet3 without exposingthe public endpoint of storage2.
HOTSPOTYou need to restrict traffic from VMScaleSet1 to VMScaleSet2. The solution mustmeet the virtual networking requirements.What is the minimum number of custom NSG rules and NSG assignments required?To answer, select the appropriate options in the answer area. NOTE: Each correctselection is worth one point.
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Answer:

Explanation:Graphical user interface, text, applicationDescription automatically generatedBox 2: One NSGThe minimum requirement is one NSG. You could attach the NSG to VMScaleSet1and restrict outbound traffic, or you could attach the NSG to VMScaleSet2 and restrict
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 inbound traffic. Either way you would need two custom NSG rules.Box 1: Two custom rulesWith the NSG attached to VMScaleSet2, you would need to create a custom ruleblocking all traffic from VMScaleSet1. Then you would need to create another customrule with a higher priority than the first rule that allows traffic on port 443.The default rules in the NSG will allow all other traffic to VMScaleSet2.

2.HOTSPOTYou need to recommend a configuration for the ExpressRoute connection from theBoston datacenter. The solution must meet the hybrid networking requirements andbusiness requirements.What should you recommend? To answer, select the appropriate options in theanswer area. NOTE: Each correct selection is worth one point.

Answer:

Explanation:Graphical user interface, text, applicationDescription automatically generated

3.You need to configure the default route in Vnet2 and Vnet3. The solution must meetthe virtual networking requirements.
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 What should you use to configure the default route?A. a user-defined route assigned to GatewaySubnet in Vnet2 and Vnet3B. a user-defined route assigned to GatewaySubnet in Vnet1C. BGP route exchangeD. route filtersAnswer: BExplanation:Reference: https://docs.microsoft.com/en-us/azure/firewall/tutorial-hybrid-portal

4.You need to connect Vnet2 and Vnet3. The solution must meet the virtualnetworking requirements and the business requirements.Which two actions should you include in the solution? Each correct answer presentspart of the solution. NOTE: Each correct selection is worth one point.A. On the peerings from Vnet2 and Vnet3, select Use remote gateways.B. On the peering from Vnet1, select Allow forwarded traffic.C. On the peering from Vnet1, select Use remote gateways.D. On the peering from Vnet1, select Allow gateway transit.E. On the peerings from Vnet2 and Vnet3, select Allow gateway transit.Answer: B,D

5.You need to provide connectivity to storage1. The solution must meet the PaaSnetworking requirements and the business requirements.What should you include in the solution?A. a service endpointB. Azure Front DoorC. a private endpointD. Azure Traffic ManagerAnswer: D

6.HOTSPOTYou need to implement a P2S VPN for the users in the branch office. The solutionmust meet the hybrid networking requirements.What should you do? To answer, select the appropriate options in the answer area.NOTE: Each correct selection is worth one point.
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Answer:

7.DRAG DROPYou need to implement outbound connectivity for VMScaleSet1. The solution mustmeet the virtual networking requirements and the business requirements.Which three actions should you perform in sequence? To answer, move theappropriate actions from the list of actions to the answer area and arrange them in thecorrect order.

Answer:
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Explanation:Graphical user interface, text, applicationDescription automatically generated

8.HOTSPOTYou need to implement name resolution for the cloud.liwareinc.com. The solutionmust meet the networking requirements.What should you do? To answer, select the appropriate options in the answer area.NOTE: Each correct selection is worth one point.

Answer:
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Explanation:Graphical user interface, text, applicationDescription automatically generated

9.DRAG DROPYou need to prepare Vnet1 for the deployment of an ExpressRoute gateway. Thesolution must meet the hybrid connectivity requirements and the businessrequirements.Which three actions should you perform in sequence for Vnet1? To answer, move theappropriate actions from the list of actions to the answer area and arrange them in thecorrect order.

Answer:
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10. Topic 2, Contoso Case Study 2
OverviewThis is a case study. Case studies are not timed separately. You can use as muchexam time as you would like to complete each case. However, there may beadditional case studies and sections on this exam. You must manage your time toensure that you are able to complete all questions included on this exam in the timeprovided.
To answer the questions included in a case study, you will need to referenceinformation that is provided in the case study. Case studies might contain exhibits andother resources that provide more information about the scenario that is described inthe case study. Each question is independent of the other questions in this casestudy.
At the end of this case study, a review screen will appear. This screen allows you toreview your answers and to make changes before you move to the next section of theexam. After you begin a new section, you cannot return to this section.
To start the case studyTo display the first question in this case study, click the Next button. Use the buttonsin the left pane to explore the content of the case study before you answer thequestions. Clicking these buttons displays information such as businessrequirements, existing environment, and problem statements. If the case study has anAll Information tab. note that the information displayed is identical to the informationdisplayed on the subsequent tabs. When you are ready to answer a question, clickthe Question button to return to the question.
Existing Environment:Azure Network InfrastructureContoso has an Azure Active Directory (Azure AD) tenant named contoso.com.The Azure subscription contains the virtual networks shown in the following table.
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Vnet1 contains a virtual network gateway named GW1.
Azure Virtual MachinesThe Azure subscription contains virtual machines that run Windows Server 2019 asshown in the following table.

The NSGs are associated to the network interfaces on the virtual machines. EachNSG has one custom security rule that allows RDP connections from the internet. Thefirewall on each virtual machine allows ICMP traffic.An application security group named ASG1 is associated to the network interface ofVM1.
Azure Private DNS ZonesThe Azure subscription contains the Azure private DNS zones shown in the followingtable.

Zone1.contoso.com has the virtual network links shown in the following table.

Other Azure ResourcesThe Azure subscription contains additional resources as shown in the following table.
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Requirements:Virtual Network RequirementsContoso has the following virtual networks requirements:* Create a virtual network named Vnet6 in West US that will contain the followingresources and configurations:Two container groups that connect to Vnet6Three virtual machines that connect to Vnet6Allow VPN connections to be established to Vnet6Allow the resources in Vnet6 to access KeyVault1, DB1, and Vnet1 over the Microsoftbackbone network* The virtual machines in Vnet4 and Vnet5 must be able to communicate over theMicrosoft backbone network.* A virtual machine named VM-Analyze will be deployed to Subnet1. VM-Analyzemust inspect the outbound network traffic from Subnet2 to the internet.
Network Security RequirementsContoso has the following network security requirements:* Configure Azure Active Directory (Azure AD) authentication for Point-to-Site (P2S)VPN users.* Enable NSG flow logs for NSG3 and NSG4.* Create an NSG named NSG10 that will be associated to Vnet1/Subnet1 and willhave the custom inbound security rules shown in the following table.

* Create an NSG named NSG11 that will be associated to Vnet1/Subnet2 and willhave the custom outbound security rules shown in the following table.
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What should you implement to meet the virtual network requirements for the virtualmachines that connect to Vnet4 and Vnet5?A. a private endpointB. a virtual network peeringC. a private link serviceD. a routing tableE. a service endpointAnswer: BExplanation:There is no virtual network peering between VM4’s VNet (VNet3) and VM5’s VNet(VNet4). To enable the VMs to communicate over the Microsoft backbone network aVNet peering is required between VNet3 and VNet4.

11.HOTSPOTYou are implementing the virtual network requirements for VM Analyze.What should you include in a custom route that is linked to Subnet2? To answer,select the appropriate options in the answer area. NOTE: Each correct selection isworth one point.
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Answer:

Explanation:Graphical user interface, text, applicationDescription automatically generated

12.HOTSPOTYou need to meet the network security requirements for the NSG flow logs.Which type of resource do you need, and how many instances should you create? Toanswer, select the appropriate options in the answer area. NOTE: Each correctselection is worth one point.
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Answer:

13.CORRECT TEXTYou are implementing the Virtual network requirements for Vnet6.What is the minimum number of subnets and service endpoints you should create?To answer, select the appropriate options in the answer area. NOTE: Each correctselection is worth one point.

Answer:2, 4

14.HOTSPOTYou create NSG10 and NSG11 to meet the network security requirements.For each of the following statements, select Yes it the statement is true. Otherwise,
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 select No. NOTE: Each correct selection is worth one point.

Answer:

Explanation:Graphical user interface, text, application, emailDescription automatically generatedBox 1: NoNSG10 which is attached to VM1’s subnet blocks RDP (port TCP 3389) to ‘Any’ whichmeans the port is blocked to all destinations.Box 2: YesNSG10 blocks ICMP from VNet4 (source 10.10.0.0/16) but it is not blocked fromVM2’s subnet (VNet1/Subnet2).Box 3: NoNSG11 blocks RDP (port TCP 3389) destined for ‘VirtualNetwork’. VirtualNetwork is aservice tag and means the address space of the virtual network (VNet1) which in thiscase is 10.1.0.0/16. Therefore, RDP traffic from subnet2 to anywhere else in VNet1 isblocked.

15.HOTSPOTWhich virtual machines can VM1 and VM4 ping successfully? To answer, select theappropriate options in the answer area. NOTE: Each correct selection is worth onepoint.
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Answer:
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Explanation:TextDescription automatically generatedBox 1: VM2, VM3 and VM4.VM1 is in VNet1/Subnet1. VNet1 is peered with VNet2 and VNet3.There are no NSGs blocking outbound ICMP from VNet1. There are no NSGsblocking inbound ICMP to VNet1/Subnet2, VNet2 or VNet3. Therefore, VM1 can pingVM2 in VNet1/Subnet2, VM3 in VNet2 and VM4 in VNet3.Box 2:VM4 is in VNet3. VNet3 is peered with VNet1 and VNet2. There are no NSGsblocking outbound ICMP from VNet3. There are no NSGs blocking inbound ICMP toVNet1/Subnet1, VNet1/Subnet2 or VNet2 from VNet3 (NSG10 blocks inbound ICMPfrom VNet4 but not from VNet3). Therefore, VM4 can ping VM1 in VNet1/Subnet1,VM2 in VNet1/Subnet2 and VM3 in VNet2.

16.HOTSPOTFor each of the following statements, select Yes if the statement is true. Otherwise,select No. NOTE: Each correct selection is worth one point.
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Answer:

17.You need to configure GW1 to meet the network security requirements for the P2SVPN users.Which Tunnel type should you select in the Point-to-site configuration settings ofGW1?A. IKEv2B. IKEv2 and SSTP (SSL)C. OpenVPN (SSL)D. SSTP (SSL)Answer: DExplanation:Reference: https://docs.microsoft.com/en-us/azure/vpn-gateway/openvpn-azure-ad-tenant

18.HOTSPOTIn which NSGs can you use ASG1 and to which virtual machine network interfacescan you associate ASG1? To answer, select the appropriate options in the answerarea. NOTE: Each correct selection is worth one point.
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Answer:

19. Topic 3, Mix Questions
You have a website that uses an FQDN of www.contoso.com. The DNS record torwww.contoso.com resolves to an on-premises web server.You plan to migrate the website to an Azure web app named Web1. The website onWeb1 will be published by using an Azure Front Door instance named ContosoFD1.You build the website on Web1.You plan to configure ContosoFD1 to publish the website for testing.When you attempt to configure a custom domain for www.contoso.com onContosoFD1, you receive the error message shown in the exhibit.
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You need to test the website and ContosoFD1 without affecting user access to the on-premises web server.Which record should you create in the contoso.com DNS domain?A. a CNAME record that maps www.contoso.com to ContosoFD1.azurefd.netB. a CNAME record that maps www.contoso.com to Web1.contoso.comC. a CNAME record that maps afdverify.www.contoso.com toContosoFD1.azurefd.netD. a CNAME record that maps afdverify.www.contoso.com toafdverify.ContosoFD1.azurefd.netAnswer: A

20.Your company has an on-premises network and three Azure subscriptions namedSubscription1, Subscription2, and Subscription3.The departments at the company use the Azure subscriptions as shown in thefollowing table.
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 All the resources in the subscriptions are in either the West US Azure region or theWest US 2 Azure region.You plan to connect all the subscriptions to the on-premises network by usingExpressRoute.What is the minimum number of ExpressRoute circuits required?A. 1B. 2C. 3D. 4E. 5Answer: A

21.HOTSPOTYou need to connect an on-premises network and art Azure environment. Thesolution must use ExpressRoute and support failing over to a Site-to Site VPNconnection if there is an ExpressRoute failure.What should you configure? To answer, select the appropriate options in the answerarea. NOTE: Each correct selection is worth one point.

Answer:
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22.Note: This question is part of a series of questions that present the same scenario.Each question in the series contains a unique solution that might meet the statedgoals. Some question sets might have more than one correct solution, while othersmight not have a correct solution.After you answer a question in this section, you will NOT be able to return to it. As aresult, these questions will not appear in the review screen.You have an Azure application gateway that has Azure Web Application Firewall(WAF) enabled.You configure the application gateway to direct traffic to the URL of the applicationgateway.You attempt to access the URL and receive an HTTP 403 error. You view thediagnostics log and discover the following error.

You need to ensure that the URL is accessible through the application gateway.
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 Solution: You configure a custom cookie and an exclusion rule.Does this meet the goal?A. YesB. NoAnswer: A

23.You have a hybrid environment that uses ExpressRoute to connect an on-premises network and Azure.You need to log the uptime and the latency of the connection periodically by using anAzure virtual machine and an on-premises virtual machine.What should you use?A. Azure MonitorB. IP flow verifyC. Connection MonitorD. Azure Internet AnalyzerAnswer: CExplanation:Reference: https://docs.microsoft.com/en-us/azure/network-watcher/connection-monitor

24.HOTSPOTYou have an Azure environment shown in the following exhibit.

Use the drop-down menus to select the answer choice that completes each statementbased on the information presented in the graphic. NOTE: Each correct selection isworth one point.
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Answer:

Explanation:Graphical user interface, text, applicationDescription automatically generated

25.Note: This question is part of a series of questions that present the same scenario.Each question in the series contains a unique solution that might meet the statedgoals. Some question sets might have more than one correct solution, while othersmight not have a correct solution.After you answer a question in this section, you will NOT be able to return to it. As aresult, these questions will not appear in the review screen.You have two Azure virtual networks named Vnet1 and Vnet2.
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 You have a Windows 10 device named Client1 that connects to Vnet1 by using aPoint-to-Site (P2S) IKEv2 VPN.You implement virtual network peering between Vnet1 and Vnet2. Vnet1 allowsgateway transit. Vnet2 can use the remote gateway.You discover that Client1 cannot communicate with Vnet2.You need to ensure that Client1 can communicate with Vnet2.Solution: You download and reinstall the VPN client configuration.Does this meet the goal?A. YesB. NoAnswer: AExplanation:The VPN client must be downloaded again if any changes are made to VNet peeringor the network topology.Reference: https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-about-point-to-site-routing

26.Azure virtual networks in the East US Azure region as shown in the following table.

The virtual networks are peered to one another. Each virtual network contains foursubnets.You plan to deploy a virtual machine named VM1 that will inspect and route trafficbetween all the subnets on both the virtual networks.What is the minimum number of IP addresses that you must assign to VM1?A. 1B. 2C. 4D. 8Answer: B

27.HOTSPOTYour company has 10 instances of a web service. Each instance is hosted in adifferent Azure region and is accessible through a public endpoint.The development department at the company is creating an application named App1.Every 10 minutes. App1 will use a list of end points and connect to the first available
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 endpoint.You plan to use Azure Traffic Manager to maintain the list of endpoints.You need to configure a Traffic Manager profile that will minimize the impact of DNScaching.What should you configure? To answer, select the appropriate options in the answerarea. NOTE: Each correct selection is worth one point.

Answer:

28.You have an Azure subscription that is linked to an Azure Active Directory (AzureAD) tenant named contoso.onmicrosoft.com.The subscription contains the following resources:* An Azure App Service app named App1* An Azure DNS zone named contoso.com
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 * An Azure private DNS zone named private.contoso.com* A virtual network named Vnet1You create a private endpoint for App1. The record for the endpoint is registeredautomatically in Azure DNS.You need to provide a developer with the name that is registered in Azure DNS forthe private endpoint.What should you provide?A. app1.privatelink.azurewebsites.netB. app1.contoso.comC. app1.contoso.onmicrosoft.comD. app1.private.contoso.comAnswer: A

29.You plan to deploy an Azure virtual network.You need to design the subnets.Which three types of resources require a dedicated subnet? Each correct answerpresents a complete solution. NOTE: Each correct selection is worth one point.A. VPN gatewayB. Azure BastionC. Azure Active Directory Domain Services (Azure AD DS)D. Azure Application Gateway v2E. Azure Private LinkAnswer: A,B,DExplanation:Reference: https://docs.microsoft.com/en-us/azure/virtual-network/virtual-network-for-azure-services

Downloaded by cepot basmol (cepot.basmol@gmail.com)

lOMoARcPSD|11200496

https://t.me/learningnets


