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Research Goal

Creating the 
next-gen wiper
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Wipers 
Background
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What is a wiper?

“A device used to remove 
rain, snow, ice, washer 
fluid, water, or debris from 
a vehicle's front window.”

Wikipedia
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What is a wiper?

“In computer security, a wiper is a 
class of malware intended to erase 
(wipe, hence the name) the hard drive 
of the computer it infects, maliciously 
deleting data and programs.”

Wikipedia
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Why are wipers used?

Offensive act

War
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Wipers 
Techniques
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File Deletion

Not enough
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Delete to Wipe

MSDN:
“When files are deleted from an NTFS 
file system volume, their MFT entries are 
marked as free and may be reused.”
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File Overwrite

Overwrites the actual 
content of files
▹Admin’s files require 

Admin’s privileges

Used by: Shamoon, CaddyWiper, DoubleZero, 
IsaacWiper, KillDisk, Meteor

Image Source: https://www.crowdstrike.com/blog/the-anatomy-of-wiper-malware-part-1/
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Drive Destruction

Writing directly to
\\.\PhysicalDisk0 and/or \\.\C:
▹Requires Administrator privileges

Used by: IsaacWiper, KillDisk, Petya wiper variant, 
SQLShred, StoneDrill, WhisperGate and DriveSlayer

Image Source: https://www.crowdstrike.com/blog/the-anatomy-of-wiper-malware-part-1/
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Wiper Techniques

Every technique 
is obviously 
initiated by 
the wiper itself
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What Ifs

▹What if the next-gen wiper could 
wipe files without using these 
obvious API calls?

▹What if the next-gen wiper could 
do all that as an unprivileged user?
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Aikido
Use the opponent's 
power against them
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The Super Power of EDR Products

Delete any file no 
matter the privileges
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When are malicious files deleted or quarantined?

Depends on configuration

On open

On close after write

Scan
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How can we exploit the power of the 
opponent (AV / EDR)?

We can trigger a deletion

Trigger a deletion for the wrong file
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Target Confusion

F I R S T    I D E A

Add malicious content to an 
innocent file
▹Requires write permissions to the 
file
▹Looks like file overwrite
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Target Confusion

S E C O N D    I D E A

Somehow point the security 
control to a different path
▹Links
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Symlinks and Junctions Vulnerabilities - CWE-59
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J U N C T I O N S   VS   S Y M L I N K S

Junctions 

No special 
permissions are 
required

Symlinks 

“Create symbolic 
link” user right is 
required

M I C R O S O F T 
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Windows of
Opportunity

https://t.me/learningnets



Windows of Opportunity - TOCTOU

Time of threat 
identification

Time of threat 
deletion

Opportunity
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C:\temp\Windows\System32\drivers\ndis.sys
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C:\temp\Windows\System32\drivers\ndis.sys

Same path leads to the original ndis.sys file

https://t.me/learningnets



Failed Attempts

Target C:\Windows\System32\drivers\ndis.sys

Mimikatz  C:\temp\Windows\System32\drivers\ndis.sys

Create 
Mimikatz

Time
of Threat

1. Delete C:\temp

2. Create junction
C:\temp —> C:\
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Creating a New Window of Opportunity

Handle catching - Forcing a reboot

https://t.me/learningnets



Using Windows 
API - MoveFileEx()

Example: 
SentinelOne

Self 
implementation

Example: 
Windows Defender

Deleting a File After Reboot
2 methods:
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Windows API Mark for Deletion Mechanism

MoveFileEx() + 
MOVEFILE_DELAY_UNTIL_REBOOT

PendingFileRenameOperations
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Mark For Deletion Mechanism

PendingFileRenameOperations 
follows junctions!
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Self Implementation Post 
Reboot Deletion

Some self 
implementations 
follow junctions too !
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The Complete Process

1. Create a malicious file in
C:\temp\Windows\System32\drivers\ndis.sys

2. Hold its handle and force the AV/EDR to postpone 
the deletion to after the next reboot

3. Delete the C:\temp directory

4. Create a junction C:\temp --> C:\

5. Reboot
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Done✅

✅What if the next-gen wiper could 
wipe files without using these 
obvious API calls?

✅What if the next-gen wiper could 
do all that as an unprivileged user?
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0-Day
Vulnerabilities
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Arbitrary Deletion
6 Vulnerable Products:

▹Microsoft Defender
▹Microsoft Defender for 

Endpoint
▹SentinelOne EDR
▹TrendMicro Apex One
▹Avast Antivirus
▹AVG Antivirus
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6 Products
3 CVEs

Microsoft CVE-2022-37971
▹CVSS 3.1: 7.1

SentinelOne No CVE Yet

TrendMicro CVE-2022-45797
▹CVSS 3.0: 5.6

Avast & AVG CVE-2022-4173
▹CVSS 3.0: 7.3
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Windows Defender VS the Rest

Arbitrary directory deletion only

But – a wiper does not care 
about deleting a few extra files 
on the way😈
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Windows Defender

Drivers Deletion Demo

https://t.me/learningnets



Ransomware Protection Feature Bypass

Using the same exploit. It is also 
possible to bypass the controlled 
folder access security feature.
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Result Summary

50%+ of the tested products are vulnerable

Defender

Defender for Endpoint

SentinelOne EDR

TrendMicro Apex One

Avast Antivirus

AVG Antivirus

Palo Alto XDR

Cylance

CrowdStrike

McAfee

BitDefender
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Most chances there are more

I was just unable to force other 
products to mark for deletion 
after reboot

If you find a way they will 
probably be vulnerable
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Aikido Wiper 
Tool
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Implemented for SentinelOne 
EDR, Defender and Defender 
for endpoint

The next gen wiper
Aikido Wiper
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Makes the system
unbootable
Able to delete system files 
such as drivers
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Fully Undetectable
Deletes files using the most 
trusted entity on the system

An EDR / AV trusts itself
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Runs with unpriveleged 
user permissions
Able to delete files as an 
unprivileged user
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Able to delete the entire 
content of an admin user 
directory

Wipes important data
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Wipes important data
Fill free disk space a few times 
after the deletion

2 popular recovery products were 
not able to recover the files:
▹Cleverfiles Disk Drill
▹CCleaner Recuva
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Repo Code

Well documented

Expandable
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Aikido Wiper GitHub

Will be released right after the talk 
https://github.com/SafeBreach-Labs/aikido_wiper
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SentinelOne

User data deletion demo

https://t.me/learningnets



Summary
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Lessons Learned

A wiper is more dangerous if it uses 
a trusted entity on the system for 
deletion, especially a security control

Having security controls does not 
mean you are secure

Security controls might be a preferred 
target for attackers due to their very 
high privileges and are most trust level
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Vendors’ 
Response
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Microsoft Response

“Hello Or,

The fix in development for your report has 
completed testing and is tentatively scheduled 
to be released in the upcoming Defender Release 
later this month. We propose to disclose that fix 
on the October 11th patch Tuesday with the 
other security releases under CVE-2022-37971. 
I hope that will meet your expectations.”
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Gen™

“Dear Or Yair,
Thanks for bringing this vulnerability to our attention.
On October 20th, 2022, Avast released an update (to version 22.10) 
to address an issue that was discovered in the malware removal 
functionality of Avast and AVG Antivirus versions 20.5 up to 22.9 
Users of the affected versions have received an automatic update. 
We ask users to restart Windows once Avast and AVG prompts 
them to do so, in order to complete the update.
Good luck with the presentation, and enjoy Black Hat!
Best Regards,
Gen™
Gen™ is a global company with a family of consumer brands 
including Norton, Avast, LifeLock, Avira, AVG, ReputationDefender
and CCleaner”
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Update to be safe

Microsoft Malware 
Protection Engine

1.1.19700.2

SentinelOne Agent TBD

TrendMicro Apex One Hotfix 23573
Patch_b11136

Avast & AVG Antivirus 22.10
https://t.me/learningnets



Credits

Shmuel Cohen 
Security Researcher in SafeBreach

Assistance with testing different products
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Q&A
@oryair1999

https://www.linkedin.com/in/or-yair/

or.yair@safebreach.com
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