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About this whitepaper 
 
This whitepaper is to provide a field guide for deployment of Azure Sentinel’s Log Analytics 
and Implementation of Logic Apps as automation playbooks for security responses which 
usually will be handled by security analysts.  We intend for this guide to serve as reference 
examples or use cases by applying ATT&CK-based threat detections, mitigations and 
investigations. 
 
When develop these three use case, we try to use practical scenarios be found in typical 
Microsoft hybrid-cloud environment. All detection logics and playbooks can be 
implemented not only on Azure Sentinel but also can be deployed to any commercial SIEM 
or SOAR solutions. 
 
In preparing these use cases, we assume you have already connected the relevant log 
sources to Azure Sentinel and have deployed, implemented and configured Azure Sentinel 
in your organization’s Azure tenant. For more information on basic setup and data 
ingestion, visit the Azure Sentinel Quick Start Guide. For further information on Strategies in 
data ingestion and incident response, visit Azure Sentinel Best Practices.  
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What is Azure Sentinel? 
Microsoft Azure Sentinel is a scalable, cloud-native, security information event management 
(SIEM) and security orchestration automated response (SOAR) solution. Azure Sentinel 
delivers intelligent security analytics and threat intelligence across the enterprise, providing 
a single solution for alert detection, threat visibility, proactive hunting, and threat response. 

Azure Sentinel is your birds-eye view across the enterprise alleviating the stress of 
increasingly sophisticated attacks, increasing volumes of alerts, and long resolution time 
frames. 

• Collect data at cloud scale across all users, devices, applications, and 
infrastructure, both on-premises and in multiple clouds. Log Analytics 
workspace is where all ingested data will be stored. 

• Detect previously undetected threats, and minimize false positives using 
Microsoft's analytics and unparalleled threat intelligence.  

• Investigate threats with artificial intelligence, and hunt for suspicious activities 
at scale, tapping into years of cyber security work at Microsoft.  

• Investigate and respond to incidents rapidly playbooks with built-in 
orchestration and automation of common tasks.  

Building on the full range of existing Azure services, Azure Sentinel natively incorporates 
proven foundations, like Log Analytics, and Logic Apps for response playbook execution. 
Azure Sentinel enriches your investigation and detection with AI, and provides Microsoft's 
threat intelligence stream and enables you to bring your own threat intelligence.  

We prepared this document to provide advices to our clients on making effective use of the 
security features that are natively provided in the Azure Sentinel. Most of the materials are 
not our works but extracted from Microsoft. The use cases are prepared for illustration only. 

Microsoft©: Steps on defining a use case in Azure Sentinel   
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Why using Azure Sentinel? 
 
Your enterprise faces a growing array of increasingly sophisticated security threats. 
 
Detecting and defending against them requires intelligent analytics, effective teamwork, 
and advanced tools. Microsoft Azure Sentinel meets these needs with a scalable, cloud-
native, security information event management (SIEM) solution that also makes it easier to 
orchestrate and automate threat responses (SOAR) security events/alerts. 
 
As a single place for alert detection, threat visibility, proactive hunting, and incident 
response across the entire enterprise, Azure Sentinel empowers you to perform your 
regular your SOC activities, on the Cloud, on a daily task: 
 

• Review the Incidents to check for new alerts generated by the currently configured 
analytics rules, and start investigating with advices provided by Microsoft experts. 

• Explore results for all built-in queries, and update existing or create new hunting 
queries and bookmarks.  

• Review and enable new applicable analytics rules 
• Review the status, date, and time of the last log received from each data connector 
• Verify that servers and workstations are actively connected to the workspace 
• Verify playbook run statuses and troubleshoot any failures 

 

 
 

Microsoft©: Azure Sentinel uses machine learning to profile users, entities, and the 
environment, detecting attacks that might not be caught using predefined methodologies. 

This means you can empower Tier 1 analysts to focus their efforts less on sifting through 
mountains of data and more on highlighting relevant incidents.  
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Use Case #1:Microsoft Defender for Office 365  
 
Microsoft Defender 365 (previously named as Microsoft 365 ATP) comes in difference 
features according to the licenses bought by client. Most of the account and security 
features are mentioned in the table provided in the Appendix I. 
 
Depends on subscription you bought, your IT team or outsourced vendor (or Help-Desk) 
should be able to implement suitable features according to your needs by following the 
Security Roadmap on Microsoft Defender 365 documentation.  
 
Another option is to Integrate Microsoft 365 Defender with Azure Sentinel for advance 
detection, monitoring and response on various kind of cyber-attacks. SIEM integration API 
for detections is the key on ingestion of incidents, entities and security events to Azure 
Sentinel for this use case. To use Microsoft 365 Defender along with Azure Sentinel, you 
need Defender for Office 365, Plan 1 or above (i.e. at least Microsoft 365 Business Premium 
subscription). 
 
We select Microsoft 365 Defender as a use case because it is fully integrated to Azure 
Sentinel and Azure Sentinel provides some useful built-in workbook templates out of the 
box. These templates are designed by Microsoft security experts and analysts based on 
known threats, common attack vectors, and signature patterns of suspicious activity. They 
allow you to apply advanced analytics without the need to build your own machine learning 
models or become a data science expert. By enabling these templates, you will 
automatically be alerted to anomalies that could indicate an attack.  

Microsoft©: Azure Sentinel Template - Exchange Online 
(Gain insights into MEO by tracing and analyzing all Exchange operations and user activities) 
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Microsoft©: Azure Sentinel Template - Security Alerts 
(Security Alerts dashboard for alerts in your Azure Sentinel environment.) 

 
Other than all the out-of-the-box Workbooks available in Azure Sentinel, we create custom 
rules and workbooks (dashboards)  to monitor and detect security alerts/events of Security 
& Compliance Centre, Exchange Online, Azure Active Directory and SharePoint & OneDrive 

DATC Sentinel Template: Security & Compliance 
(Security & Compliance dashboard for login alerts in your Azure Sentinel environment.) 
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DATC Sentinel Template: Exchange Online 
(Exchange Online dashboard an Overview in your Azure Sentinel environment.) 

DATC Sentinel Template: Exchange Online 
(Exchange Online dashboard for mailbox activities in your Azure Sentinel environment.) 

Exchange Online dashboard for Suspicious activities in your Azure Sentinel environment) 
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DATC Sentinel Template: Azure Active Directory 

(Azure AD dashboard on Overview in your Azure Sentinel environment) 

(Azure AD dashboard on User Login Assessment in your Azure Sentinel environment) 

DATC Sentinel Template: SharePoint & OneDrive 
(SharePoint & OnDrive dashboard on Sites Access in your Azure Sentinel environment) 
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Azure Sentinel also provides out-of-the-box, built-in threat detection rules to help you 
analyse and monitor your Office 365 activities. Rule templates were designed by Microsoft's 
team of security experts and analysts based on known threats, common attack vectors, and 
suspicious activity escalation chains. Rules created from these templates will automatically 
search across your environment for any activity that looks suspicious. Many of the rules can 
be customized to search for activities, or filter them out, according to your needs. The alerts 
generated by these rules will create incidents that you can assign and investigate in your 
environment. Other than all the out-of-the-box Detection Rules available in Azure Sentinel, 
DATC create custom rules to detect security events on Exchange Online. (Appendix II) 

Microsoft©: Azure Sentinel Analytics Rule - Malformed user agent 

Microsoft©: Azure Sentinel Analytics Rule - Mail redirect via ExO transport rule 
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Playbooks are collections of procedures that can be run from Azure Sentinel in response to 
an alert or incident. A playbook can help automate and orchestrate your response, and can 
be set to run automatically when specific alerts or incidents are generated, by being 
attached to an analytics rule or an automation rule, respectively. It can also be run manually 
on-demand.   
 
For example, if you want to stop potentially compromised users from moving around your 
network and stealing information, you can create an automated, multifaceted response to 
incidents generated by rules that detect compromised users. You start by creating a 
playbook that takes the step to disable the user in Azure AD, like the following: 

Microsoft©: Sentinel Playbook: Block-AADUser 
 

Or, we prefer to send an alert message to Teams channel to serve as an open ticket for the incident: 

DATC Sentinel Playbook: Teams Channel 
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Example Sentinel Playbooks: Teams Alerts 

 

 
Example Sentinel Playbooks: Teams Alerts 
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Example Sentinel Playbooks: Deployed in our Azure Sentinel 
 

 
 

Sentinel Incidents: Alerts found in Azure Sentinel 
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Use Case #2: Sysmon and PowerShell 
 
Adversaries may abuse PowerShell commands and scripts for execution. PowerShell is a 
powerful interactive command-line interface and scripting environment included in the 
Windows operating system. Adversaries can use PowerShell to perform a number of 
actions, for example: 
 

• Download (and execute) malicious payload 
• Create a reverse shell 
• Perform credential dumping using Mimikatz 
• Embed script in an image 
• Write a complete ransomware 
• Launch fileless attacks 
• and more 

 
We take malicious use of PowerShell as a threat indicator and make reference to MITRE 
ATT&CK Enterprise Matrix Tactic & Technique called: Command and Scripting Interpreter: 
PowerShell to build this use case on Azure Sentinel. 

 
Microsoft©: Azure Sentinel: End-to-end solution for security operations 

 
Logging is the key to knowing how the attackers came in and how they got you. There are 
many ways (such as using Microsoft Defender for Endpoint (MDE) or any EDR solution) to 
collect the right data for monitoring and detection of malicious use of PowerShell. In this 
use case, we use Microsoft offered tools for an SME on-premises and cloud logging feature 
to create analytics for us to monitor the malicious use of PowerShell. 
 
Sysmon “is a Windows system service and device driver that, once installed on a system, 
remains resident across system reboots to monitor and log system activity to the Windows 
event log. It provides detailed information about process creations, network connections, 
and changes to file creation time”. 
 
We gather the possible attackers’ TTPs on how PowerShell are used in the attack scenarios 
from various threat intel sources and some github published red-team frameworks (such as: 
the EmpireProject and RedCanary’s AtomicRedTeam).  
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After installed the Sysmon with appropriate configuration, we collect Windows Event logs 
from a few selected endpoints and execute a few PowerShell commands. We have to make 
modification on the Sysmon parser after data connector   

A simple Sysmon Sentinel detection rule: whoami started from PowerShell  

To simply our task in preparing the first set of detection rules for immediate use, we import 
Sigma Rule to Azure Sentinel for this demonstration. Using this approach, you can easily 
have more than 1,000 high quality MITRE ATT&CK ready detection rules, including 
PowerShell related rules, readily for your Azure Sentinel use.  
 
We provided a few of our Sysmon & PowerShell Analytics rules in Appendix III. 
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We also created a KQL rule to detect Empire PowerShell innovation for detection of 
suspicious parameters on the latest cyber threats. 

DATC: A Windows PowerShell threat found on 3 September 2021 
 

DATC: Detects PowerShell invocation with suspicious parameters 
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Use Case #3: Remote Desktop Activities 
 
Remote desktop is a common feature in operating systems. It allows a user to log into an 
interactive session with a system desktop graphical user interface on a remote system. 
Microsoft refers to its implementation of the Remote Desktop Protocol (RDP) as Remote 
Desktop Services (RDS). 
 
Adversaries may connect to a remote system over RDP/RDS to expand access if the service 
is enabled and allows access to accounts with known credentials. Adversaries will likely use 
Credential Access techniques to acquire credentials to use with RDP. Adversaries may also 
use RDP in conjunction with the Accessibility Features technique for Persistence. 
 
In our previous ransomware investigation cases, after gaining access to the IT infrastructure 
through vulnerable VPN solution, we found adversaries used lots of RDP to perform their 
lateral movement activities. 
 
User and Entity Behaviour Analytic (UEBA) highlights the anomalies. Using RDP activities as 
example, the company’s policy required users use jump host machine to connect to critical 
asset. Azure sentinel Analytic and Watchlist allow us to spot out if anyone violate the policy. 
  

 
Generating alert and send notification to Teams 
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Furthermore, a more intuitive view of the UEBA when applying link analysis. See the 
example of DRP activities below. 
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Appendix I 
 
Office 365 security builds on the core protections offered by EOP. In Office 365 security, 
there are three main security services (or products) tied to your subscription type: 

1. Exchange Online Protection (EOP) 
2. Microsoft Defender for Office 365 Plan 1 (Defender for Office P1) 
3. Microsoft Defender for Office 365 Plan 2 (Defender for Office P2) 

 
Exchange Online Protection (EOP) 

Prevent/Detect Investigate Respond 
• Spam, phish 
• malware 
• bulk mail, spoof intelligence 
• impersonation detection 
• Admin Quarantine 
• Admin and user submissions of False 

Positives and False Negatives 
• Allow/Block for URLs and Files 

• Audit log search 
• Message Trace 

(part of the 
reporting 
features)  

• Zero-hour Auto-
Purge (ZAP) 

• Refinement and 
testing of Allow 
and Block lists 

 
Defender for Office 365, Plan 1 (Included in Microsoft 365 Business Premium) 

Prevent/Detect Investigate Respond 
Technologies include everything in EOP plus: 

• Safe Attachments 
• Safe Links 
• Microsoft Defender for Office 365 

protection for workloads (ex. 
SharePoint Online, Teams, OneDrive 
for Business) 

• Time-of-click protection in email, 
Office clients, and Teams 

• Anti-phishing protection in Defender 
for Office 365 

• User and domain impersonation 
protection 

• Alerts, and SIEM integration API for 
alerts  

• SIEM integration 
API for detections 

• Real-time 
detections tool 

• URL trace (view 
Safe Links 
actions)  

• Same 

 
Defender for Office 365, Plan 2 (which expands on the investigation and response side of 
the house, and adds a new hunting strength. Office 365 E5 and Microsoft 365 E5) 

Prevent/Detect Investigate Respond 
Technologies include everything in 
EOP, and Microsoft Defender for 
Office 365 P1 plus: 

• Safe Documents (not 
included in Office 365 E5) 
  

• Threat Explorer 
• Threat Trackers 
• Campaign 

views  

• Automated investigation and 
response (AIR) 

• AIR from Threat Explorer 
• AIR for compromised users 
• SIEM Integration API for 

Automated Investigations 
• Attack simulation training 
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Transform your enterprise with Microsoft solutions 
Connect, protect, and empower every employee, from the office to the frontline worker, with a Microsoft solution that enhances productivity and drives innovation. 

 
    

Microsoft 365 
Stay connected and get more done with intelligent apps and 
experiences, integrated cloud services, and built-in security. 

Office 365 
Create, share, edit, and collaborate in real time from anywhere 
on any device with a cloud-based suite of productivity apps  
and services. 

Microsoft Enterprise Mobility + Security (EMS) 
Protect and secure your organization and empower your 
employees to work in new and flexible ways with an intelligent 
mobility management and security platform. 

Windows 10 
Benefit from a highly secure and manageable productivity 
platform that runs on a wide variety of hardware devices or in 
the cloud. 

 

Jump to section: 

Microsoft 365 Apps 
Email, calendar, and scheduling 
Meetings, calling, and chat 
Social, intranet, and storage 

Knowledge, insights, and content 
Analytics 
Project and task management 
Automation, app building, and chatbots 

Endpoint and app management 
Threat protection 
Identity and access management 
Information protection 

Information governance 
eDiscovery and auditing 
Insider risk management 
Windows 

 

 
  

 Microsoft 365  Office 365  Enterprise Mobility + 
Security  Windows 10  Microsoft 365 Office 365 

 E3 E5 
E5  

Security 
Add-on   

E5 
Compliance 

Add-on 
E1 E3 E5 E3 E5 Pro (for 

reference) 

Enterprise 
E3 

Enterprise 
E5 F1 F3 

F5  
Security 

Add-on   

F5 
Compliance 

Add-on 

F5 
Sec+Comp 

Add-on 
F3 

USD ERP per user per month $32 $57 $12 $12 $8 $20 $35 $8.80 $14.80 $5 $10 $2.25 $8 $8 $8 $13 $4 

Microsoft 365 Apps 
Desktop client apps1 ● ●    ● ●            
Office Mobile apps2 ● ●   ● ● ●      Read only  ●3     ●3 

Office for the web ● ●   ● ● ●      Read only ●    ● 
Install apps on up to 5 PCs/Mac + 5 tablets 

 + 5 smartphones ● ●    ●4 ● ●        ●4     ●4 

Microsoft Editor premium features ● ●    ● ●            
Multilingual user interface for  

Office applications ● ●    ● ●            
1Includes Word, Excel, PowerPoint, OneNote, Outlook, Access (PC only), and Publisher (PC only) 
2Includes Word, Excel, PowerPoint, Outlook, and OneNote mobile Apps 
3Limited to devices with integrated screens smaller than 10.1” 
4Mobile apps only 

Email, calendar, and scheduling 

Exchange Plan 2 Plan 2   Plan 1 Plan 2 Plan 2      See footnote 1 Kiosk    Kiosk 
Mailbox size 100 GB 100 GB   50 GB 100 GB 100 GB       2 GB    2 GB 

Calendar ● ●   ● ● ●      ● ●    ● 
Outlook desktop client ● ●    ● ●            

Email archiving ● ●    ●2 ● ●         ● ●  
Exchange Online Protection ● ●   ● ● ●       ●    ● 

Public folder mailboxes ● ●   ● ● ●      ● ●    ● 
Resource mailboxes  ● ●   ● ● ●      ● ●    ● 

Inactive mailboxes ● ●    ● ●       ●  ● ● ● 
Microsoft Shifts ● ●   ● ● ●      ● ●    ● 

Microsoft Bookings ● ●    ● ●      ● ●    ● 
1Microsoft 365 F1 includes the Exchange Kiosk service plan to enable Teams calendar only. It does not include mailbox rights.  
250 GB limit 
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 Microsoft 365  Office 365  Enterprise Mobility + 
Security  Windows 10  Microsoft 365 Office 365 

 E3 E5 
E5  

Security 
Add-on   

E5 
Compliance 

Add-on 
E1 E3 E5 E3 E5 Pro (for 

reference) 

Enterprise 
E3 

Enterprise 
E5 F1 F3 

F5  
Security 

Add-on   

F5 
Compliance 

Add-on 

F5 
Sec+Comp 

Add-on 
F3 

USD ERP per user per month $32 $57 $12 $12 $8 $20 $35 $8.80 $14.80 $5 $10 $2.25 $8 $8 $8 $13 $4 

Meetings, calling, and chat 

Microsoft Teams ● ●     ● ● ●          ● ●    ● 

Unlimited chat  ● ●     ● ● ●         ● ●    ● 

Online meetings ● ●     ● ● ●         ● ●    ● 

Live Events ● ●     ● ● ●               

Webinars ● ●     ● ● ●            

Screen sharing and custom backgrounds ● ●     ● ● ●         ● ●    ● 

Record meetings ● ●     ● ● ●         ● ●    ● 

Priority notifications ● ●     ● ● ●         ● ●    ● 

Phone System   ●         ●               

Audio Conferencing   ●         ●                    

1Check country and region availability at https://docs.microsoft.com/microsoftteams/country-and-region-availability-for-audio-conferencing-and-calling-plans   

Social, intranet, and storage 
SharePoint Plan 2 Plan 2   Plan 1 Plan 2 Plan 2      Kiosk1 Kiosk1    Kiosk1 

Additional storage per license2 10GB 10GB   10GB 10GB 10GB            

OneDrive personal storage Unlimited3 Unlimited3   1 TB Unlimited3 Unlimited3      2GB 2GB    2 GB 

Yammer Enterprise   ● ●   ● ● ●       ●1  ●1     ●1 
1Cannot be administrators. No site mailbox. No personal site.  
2In addition to 1TB storage provided per organization.  
3Microsoft will provide an initial 5 TB of OneDrive storage per user. Customers who want additional OneDrive storage can request it as needed by contacting Microsoft support. Subscriptions for fewer than five users receive 1 TB OneDrive storage per user. 

Knowledge, insights, and content 

Microsoft Graph API  ● ●   ● ● ●      ● ●    ● 

Microsoft Search ● ●   ● ● ●      ● ●    ● 

Microsoft Stream ● ●   ● ● ●       ●1  ●1     ●1 

Microsoft Forms2 ● ●   ● ● ●       ●    ● 

Microsoft Lists ● ●   ● ● ●      ● ●    ● 

Delve  ● ●   ● ● ●            
1Users can record meetings and consume Stream content but cannot publish to Stream. 
2Licensed users can create/share/manage forms. Completing/responding does not require a Forms license. 

Analytics 
Productivity Score ● ●   ● ● ●      ● ●    ● 

Secure Score ● ●   ● ● ●    ● ● ● ●    ● 

Compliance Management ● ●   ● ● ●      ● ●    ● 

MyAnalytics (full)  ●     ●            

Insights by MyAnalytics ● ●   ● ● ●            

Power BI Pro   ●     ●            

Project and task management 

Microsoft Planner  ● ●   ● ● ●      ● ●    ● 

Microsoft To-Do  ● ●   ● ● ●       ●    ● 

Briefing Email ● ●   ● ● ●            
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 Microsoft 365  Office 365  Enterprise Mobility + 
Security  Windows 10  Microsoft 365 Office 365 

 E3 E5 
E5  

Security 
Add-on   

E5 
Compliance 

Add-on 
E1 E3 E5 E3 E5 Pro (for 

reference) 

Enterprise 
E3 

Enterprise 
E5 F1 F3 

F5  
Security 

Add-on   

F5 
Compliance 

Add-on 

F5 
Sec+Comp 

Add-on 
F3 

USD ERP per user per month $32 $57 $12 $12 $8 $20 $35 $8.80 $14.80 $5 $10 $2.25 $8 $8 $8 $13 $4 
 

Identity and access management 
Azure Active Directory Premium Plan 1 Plan 2 Plan 2     Plan 1 Plan 2    Plan 1 Plan 1 Plan 2  Plan 2  

User Provisioning ● ● ●  ● ● ● ● ●    ● ● ●  ● ● 
Self Service Password Reset ● ● ●  ● ● ● ● ●    ● ● ●  ● ● 
Advanced Security Reports ● ● ●     ● ●    ● ● ●  ●  
Multi Factor Authentication ● ● ●  ● ● ● ● ●    ● ● ●  ● ● 

Conditional Access ● ● ●     ● ●    ● ● ●  ●  
Risk Based Conditional Access /  

Identity Protection  ● ●      ●      ●  ●  

Privileged Identity Management   ● ●      ●      ●  ●  
Access Reviews  ● ●      ●      ●  ●  

Entitlement Management  ● ●      ●      ●  ●  
Microsoft 365 Groups ● ●   ● ● ●       ●    ● 

On-premises Active Directory sync for SSO ● ●   ● ● ● ● ●    ● ● ●  ● ● 
DirectAccess supported  ● ●         ● ●  ●     

Windows Hello for Business ● ●        ● ● ●  ●     
Microsoft Advanced Threat Analytics ● ●      ● ●    ● ● ●  ●  
Windows Store Access Management ● ●         ● ●  ●     

Cloud Access Security Broker                    

Cloud App Security Discovery ● ●      ● ●    ● ●     
Office 365 Cloud App Security  ●     ●            
Microsoft Cloud App Security  ● ● ●     ●      ● ● ●  

Information protection 
Azure Information Protection  Plan 1 Plan 2  Plan 2  AIP for O365 AIP for O365 Plan 1 Plan 2    Plan 1 Plan 1  Plan 2 Plan 2  

Manual sensitivity labels ● ●    ● ● ● ●     ●  ● ●  
Automatic sensitivity labels  ●  ●   ●  ●       ● ●  

Machine Learning-based sensitivity labels  ●  ●            ● ●  
Office 365 Data Loss Prevention (DLP) for 

emails and files ● ●    ● ●         ● ●  

Communication DLP (Teams chat)  ●  ●   ●         ● ●  
Endpoint DLP  ●  ●            ● ●  

Basic Office Message Encryption ● ●    ● ● ● ●    ● ●     
Advanced Office Message Encryption  ●  ●   ●         ● ●  

Customer Key for Office 365  ●  ●   ●         ● ●  
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 Microsoft 365  Office 365  Enterprise Mobility + 
Security  Windows 10  Microsoft 365 Office 365 

 E3 E5 
E5  

Security 
Add-on   

E5 
Compliance 

Add-on 
E1 E3 E5 E3 E5 Pro (for 

reference) 

Enterprise 
E3 

Enterprise 
E5 F1 F3 

F5  
Security 

Add-on   

F5 
Compliance 

Add-on 

F5 
Sec+Comp 

Add-on 
F3 

USD ERP per user per month $32 $57 $12 $12 $8 $20 $35 $8.80 $14.80 $5 $10 $2.25 $8 $8 $8 $13 $4 
 

Automation, app building, and chatbots 
Power Apps for Microsoft 3651 ● ●   ● ● ●       ●    ● 

Power Automate for Microsoft 3651 ● ●    ●2  ●2  ●2    ●3 ●3  ●     ●2 

Power Virtual Agent for Teams1 ● ●   ● ● ●       ●    ● 

Dataverse for Teams1 ● ●   ● ● ●       ●    ● 
1Refer to the licensing FAQs and Licensing Guide at https://docs.microsoft.com/power-platform/admin/powerapps-flow-licensing-faq for details including functionality limits.  
2Cloud flows only.  
3Desktop flows only.                   

Endpoint and app management 
Microsoft Intune ● ●      ● ●    ● ●     

Mobile Device Management  ● ●   ● ● ● ● ● ● ● ● ● ●     

Microsoft Endpoint Manager ● ●      ● ●    ● ●     

Mobile application management ● ●      ● ● ● ● ● ● ●     

Windows AutoPilot ● ●      ● ●     ●     

Windows Hello for Business ● ●        ● ● ●  ●     

Group Policy support ● ●    ● ●            

Shared computer activation for  

Microsoft 365 Apps  
● ●    ● ●            

Endpoint Analytics ● ●      ● ●    ● ●     

Cortana management ● ●         ● ●  ●     

Threat protection  
Microsoft Defender Antimalware ● ●         ● ●  ●     

Microsoft Defender Firewall ● ●         ● ●  ●     

Microsoft Defender Exploit Guard ● ●         ● ●  ●     

Microsoft Defender Credential Guard ● ●         ● ●  ●     

BitLocker and BitLocker To Go ● ●         ● ●  ●     

Windows Information Protection ● ●         ● ●  ●     

Microsoft Defender for Endpoint  ● ●         ●   ●  ●  

Microsoft Defender for Identity  ● ●      ●      ●  ●  

Microsoft Defender for Office 365  Plan 2 Plan 2    Plan 2        Plan 2  Plan 2  

Application Guard for Office 365  ● ●            ●  ●  

Safe Documents  ● ●            ●  ●  
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 Microsoft 365  Office 365  Enterprise Mobility + 
Security  Windows 10  Microsoft 365 Office 365 

 E3 E5 
E5  

Security 
Add-on   

E5 
Compliance 

Add-on 
E1 E3 E5 E3 E5 Pro (for 

reference) 

Enterprise 
E3 

Enterprise 
E5 F1 F3 

F5  
Security 

Add-on   

F5 
Compliance 

Add-on 

F5 
Sec+Comp 

Add-on 
F3 

USD ERP per user per month $32 $57 $12 $12 $8 $20 $35 $8.80 $14.80 $5 $10 $2.25 $8 $8 $8 $13 $4 
 

Information governance 
Manual retention labels ● ●   ● ● ● ● ●    ● ●    ● 

Basic org-wide or location-wide  
retention policies ● ●    ● ●         ● ●  

Rules-based automatic retention policies  ●  ●   ●         ● ●  
Machine Learning-based retention  ●  ●            ● ●  
Teams message retention policies ● ●   ●1 ● ● ● ●    ●1 ●1    ●1 

Records Management  ●  ●   ●         ● ●  
130-day minimum retention period.                   

eDiscovery and auditing 
Content Search ● ●  ● ● ● ●      ● ● ● ● ●  

Core eDiscovery (including Hold and Export) ● ●  ●  ● ●         ● ●  
Litigation Hold ● ●    ● ●         ● ●  

Advanced eDiscovery  ●  ●   ●         ● ●  
Basic Audit ● ●  ● ● ● ●      ● ● ● ● ●  

Advanced Audit  ●  ●   ●         ● ●  

Insider risk management 
Insider Risk Management  ●  ●            ● ●  

Communication Compliance  ●  ●   ●         ● ●  
Information Barriers  ●  ●   ●         ● ●  

Customer Lockbox  ●  ●   ●         ● ●  
Privileged Access Management  ●  ●   ●         ● ●  

Windows 
Windows 10 Edition Enterprise Enterprise        Professional Enterprise Enterprise  Enterprise     

Windows Virtual Desktop (WVD) ● ●         ● ●  ●     
Universal Print ● ●        ● ● ●  ●     

 

 

  

©2021 Microsoft Corporation. All rights reserved. This document is for informational purposes only. MICROSOFT MAKES NO WARRANTIES, EXPRESS OR IMPLIED, IN THIS SUMMARY. This document is provided "as-is." Information and views 
expressed in this document, including URL and other Internet Web site references, may change without notice. This document does not provide you with any legal rights to any intellectual property in any Microsoft product.  
Publish date: JULY 26, 2021 
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Appendix II 
 

 
Microsoft©: Azure Sentinel Detection Rules – Office 365 Activity 

(Security Detection Rules for your Azure Sentinel environment.) 

 

 
DATC Sentinel Detection Rules – Office 365 Activity 

(Security Detection Rules for your Azure Sentinel environment.) 
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Appendix III
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