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Bitdefender Whitepaper

Poking Holes in Crypto-Wallets: a Short Analysis of BHUNT Stealer

| Key Findings

e Bitdefender researchers have discovered a new
family of crypto-wallet stealer malware, dubbed
BHUNT

e Binay files are heavily encrypted with commercial
packers such as Themida and VMProtect

e The samples identified appear to have been digitally
signed with a digital certificate issued to a software
company, but the digital certificate does not match
the binaries.

e Malware components are specialized in stealing
wallet files (wallet.dat and seed.seco), clipboard
information and passphrases used to recover
accounts

e The malware uses encrypted configuration scripts
that are downloaded from public Pastebin pages.

e Other components specialize in theft of passwords,
cookies and other sensitive information stored in
Chrome and Firefox browsers

| Technical analysis

Before jumping into the technical aspects, we'd like to
reiterate several core concepts about two packers used
by the malware, VMProtect and Themida. Almost all
components of the malware use some form of packing,
and we had to go through the same steps to unpack
them, as described in the following section.

A primer on packers

VMProtect [3] and Themida [4] are packers that use a
software virtual machine to emulate parts of code on
a virtual CPU that has a different instruction set than
a conventional CPU. This makes reverse-engineering
the code extremely difficult because one first needs
to understand the virtual CPU’s architecture and
instruction set [5] and then replace the opcodes with
their native counterparts. Only then can an analyst
grasp the meaning of the code [6] and bypass the
other obfuscation techniques employed by the packer.
Virtualizing code comes, however, at the expense

of resource consumption and increased time for
execution. Therefore, in many cases, developers who
use VMProtect or Themida virtualize only some critical
parts of their code (licensing, sandbox detection,
decryption keys and routines, etc.) and leave the other
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parts unvirtualized, in a packed state. From a reverse-engineering perspective, this means that, if we could bypass the
anti-sandbox and anti-debugger techniques of the packer, we can get most of the unpacked contents by dumping the
process memory during runtime.

Going step by step through the code with a debugger and bypassing every check is tedious work. More so, if the
debugger detection code is virtualized, then there is no chance of getting through it in a reasonable time. Therefore,
we need to rely on our knowledge of how to detect debuggers. To achieve this, we must patch the information in
memory and hook all the functions to bypass debugger detection. However, manually adding hooks every time we
start a debug session is also tedious, so we can use ScyllaHide [7], a plugin for Ollydbg/x64dbg/IDA that contains
various anti-anti-debugger techniques. With some luck, the debugged process will run, then we can save its memory
to hopefully reveal the unpacked code. To dump an executable from memory we can use Scylla [8], an open-source
tool that can rebuild the import directory of an MZPE loaded in memory.

For most of the executables packed by VMProtect, these steps are enough to reveal unpacked contents in a memory
dump. In the figure below, we can see valid strings along with a low entropy resembling code and valid int3 opcodes.

Offset(nh) 00 01 02 03 04 05 06 07 08 09 OR OB OC OD OE OF Decoded text

00000400 FF 20 47 6F 20 62 75 69 6C 64 20 49 44 3L 20 22 ¥ Go build ID: "
00000410 72 6 5A 2D 69 2D 78 30 62 30 34 51 52 71 38 58 r3jZ-i-x0bO04QRgsX
00000420 51 4B 66 6C 2F 37 72 79 4B 35 54 4R 33 4C 4B 6C QKfl/7ryKSTJI3LK1
00000430 33 70 75 35 35 74 57 79 63 2F 61 7R 66 31 30 59 3puSStWyc/azfloyY
00000440 6F 30 66 74 52 59 6F 30 64 62 61 56 53 72 2F 54 o0O0ftRYoOdbaVsSr/T
00000450 66 59 6F 62 66 73 6C 67 72 42 73 4D 65 4L 41 74 fYohfslgrHsMeJAt
00000460 €4 70 67 22 OR 20 FF CC CC CC CC CC CC CC CC CC dpg". YIIiiiiiii
00000470 CC CCCCCCCCCCCCCCcCcCcCcCcccccccccecccec ITTTfffiisiiiiii
00000480 65 48 8B OC 25 28 00 00 00 42 8B 29 00 00 00 00 eH¢.%(...Hc%....
00000490 48 3B 61 10 76 39 48 23 EC 12 48 29 6C 24 10 42 H;a.v9Hfi.HR1S.H
000004A0 8D 6C 24 10 E8 D7 07 00 00 48 8B 44 24 20 48 89 .1S.éx...H¢<DS$ H%
000004B0 04 24 48 SB 44 24 28 4% 89 44 24 02 OF 1F 40 00 .SH¢DS (H®DS...@.
000004C0O ES8 1B 00 00 00 48 8B 6C 24 10 48 83 C4 18 C3 EZ é&....H<1S.HfFA.Re
000004D0 4C 74 06 00 EB BRA CC CC CC CC CC CC CC CC CC CC Lt..e83IIfiiiiiii
000004E0 65 48 8B OC 25 28 00 00 00 42 8B 29 00 00 00 00 eH¢.%(...Hc%....
000004F0 48 28D 44 24 BO 48 3B 41 10 OF 86 2C 07 00 00 42 H.DS$°H;A..t,...H
00000500 81 EC DO 00 00 00 48 89 AC 24 C8 00 00 00 48 2D .iD...H%-SE...H.
00000510 AC 24 C8 00 00 00 48 SB 84 24 D8 00 00 00 48 8B =SE...H¢,S$@...H<
00000520 8C 24 EO 00 00 00 EB 09 48 29 C2 42 89 CZ 48 29 (@ESa...&.HuwAHREH:
00000530 D1 48 85 C9 OF 24 B6 04 00 00 48 29 4C 24 30 42 NH.E.,9...H:LSOH
00000540 89 44 24 70 48 89 04 24 48 59 4C 24 08 C6 44 24 %DSpH%.SHRLS.EDS
00000550 10 2C E8 E9 06 00 00 48 8B 4C 24 12 OF 1F 40 00 .,&é...H<LS...@.
00000560 48 85 C9 OF 8D 44 04 00 00 31 CO 31 C9 42 8B 54 H.E..D...lRI1EH«T

Fig.1. Contents of a file packed with VMProtect after dumping it from memory

In the case of Themida, even if we bypass all the debugger detection, we still don’t get an unpacked executable. As
we can see in the figure below, we dumped the memory of our executable after it got loaded in memory, but we only
see a big blob of packed code with high entropy and scrambled strings.

https://t.me/learningnets
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Offset(h) 00 01 02 03 04 05 06 07 08 09 OR OB OC OD OE OF Decoded text
00000400 48 E1 9C 02 02 1C 05 OC 50 36 10 10 67 34 08 01 Hae..... P6..g4
00000410 08 €1 06 50 20 94 OA 70 1A 1F 0l E6 B4 09 OR CE .a.P S.p...z"..1
00000420 CA EF BE 32 11 91 00 6C 53 79 73 74 €5 6D 34 2E £i%;. ‘.lS5System:.
00000430 52 77 OD 6F 75 72 63 0C 1D O& 8F 10 61 64 FE 07 Rw.ourc.....adp.
00000440 2C 20 6D FF 8F 6F E3 6C 69 62 37 14 56 1E CF 1F , miy.o&lib7.V.I.
00000450 01 6E 3D 32 2E 30 46 02 22 0C 43 75 6C 74 56 €5 .n=2.0F.".CultVe
00000460 39 3D 6E Fo F1 DD 61 F3 3F 22 50 31 62 54 63 4B 9=nufiYad?"P1bTcK
00000470 FC 79 54 3L 6F €3 EF 52 AE 37 27 61 35 FE 40 36 uyT:0kiR®7'aSbRé
00000480 31 39 33 34 FE 30 76 32 52 23 6D A7 70 6E 74 €% 1934p0vSR#imSpnti
00000490 6D FF 58 11 53 F5 F9 02 4F 2D OA 50 41 44 03 14 myX.S50.0..PAD..
000004R0 B4 B8 FE F1 13 30 91 32 33 20 22 18 11 7E 1C 02 ~,pfi.0'23 ",.~..
000004B0 04 14 33 28 7C OC OA 09 E6 72 59 03 02 C1L DO OB ..3(]...=xrY..AiD.
000004C0O 01 02 28 1F 8C 23 6F 7D OB 73 44 7E OB 28 07 80 ..(.E%#0}.sD~. (.€
000004D0 28 89 2D 2 A0 21 F2 64 06 81 23 22 1D AE 13 02 (%-* .od..#".®..
000004EQ0 1E 02 80 23 OR 92 73 0OC B5 06 28 7F 6B 74 63 0C ..€£.'s.n.(.ktc.
000004F0 93 80 1E 18 2D 73 2D 1F 28 2E DF OB D4 20 2F 99 “€..-s-.(.8.0 /™
00000500 61 28 F3 78 21 77 S5E 62 07 61 6F 81 26 2C 46 50 a(d6{!'w'b.ao.&,FP
00000510 36 OC 82 88 2A 1B 50 30 8B 4B CA 51 24 64 11 1F 6., *.PO<KEQSd..
00000520 1D 2D 3E E8 3C 20 8A 28 83 D9 41 OC 84 14 22 19 .->&<€5(fUA.,.".
00000530 1C L3 43 14 FE 98 34 14 OF 73 85 B9 88 86 84 17 .£C.p>4..s.3*"15.
00000540 80 1E OC DE 07 56 87 288 DC 7E 54 1E 7A& 0l 4C 10 €..p.V#-U~T.z.L.
00000550 BC SE 19 07 25 3E 0D €D C2 96 CC 44 25 28 68 35 4Z..%>.mi-ID%(h5
00000560 83 9D B4 F2 87 DC CC 29 26 54 44 06 6F 62 88 85 F. @:Ui)s,D.ob ..
00000570 72 79 49 1D 02 D1 17 FS5 89 3 1B DE OE 25 28 78 ryI..N.3%f.B.%(x
00000580 3F A1 B3 2L 47 OE OE D& BO B1 67 19 9B B6 OE 99 2;°*G..U%g.>»q.™
00000590 FE 88 70 04 44 32 27 25 E7 14 C6é 8A 19 24 28 54 b p.D2'.¢.ES.$(T
0000050 59 6C 7R 10 A4 4B 47 0C 3B 14 D2 84 46 50 38 20 Ylz.:wKG.;.O,FP8
000005B0 C3 28 B4 91 28 0C 02 72 F3 &F 15 7C 16 44 56 17 A~“‘(..rd..|.DV.
000005C0 73 92 C8 20 FF D1 OB F7 CR 2B 46 23 80 06 FE 04 s3E yN.=E<F#€.p.
000005D0 30 39 80 €F 06 72 09 CC 80 70 44 55 8B Bl 33 40 09€o.r.I€pDU«+3@
00O000SEQ0 OF €4 17 E1 EO 0OC 08 72 23 DF 21 94 51 97 8D 3C ¥Yd.&a..r#s!”Q—.<
00000SF0 5D OB OF 32 8C 0B 26 94 EF 47 0D 65 42 49 2C 4F ]..2€.&”iG.eBI,0
00000600 17 90 CC 62 3B €3 DE OF 90 25 13 04 A6 26 1A 72 ..Ib;kP..%..!&.x
00000610 29 01 4R 06 87 37 39 Rl 20 1C 08 52 98 74 56 74 ).J.%79; ..R"tVt
00000620 DO 4C 32 27 08 99 05 OF OA OC 13 DC 91 AF 21 29 BDL2%.™..... [AANED)
00000630 88 B1 01 FO BD 01 8D 01 OE 05 72 C7 01 4& 7B 32 “#.8%..... rC.J{2
00000640 12 40 D9 34 19 0OC 2B 10 24 F1 1B OR 04 72 5D BRC .@U4..+.S5A...rl-
00000650 78 4D 05 53 07 0B 1E 2E 1B 12 09 23 98 OB 09 0B XM.S....... ...
00000660 07 7D OE &2 1E 72 B9 96 BO FF F5 02 4A 27 C2 08 .}.¢.r*-°¢3.J'A.
00000670 7D OF 11 D5 17 B2 69 93 OC AF 02 AE 02 08 F2 92 }..0..iv.”.®..8'
00000680 11 22 56 47 9C CZ OD 9& A3 DC D8 07 72 29 55 02 .*VGekE.3£0@.r)U.
00000690 RR 64 3B 29 12 93 24 65 A5 6F 8D C6 23 2C 6A 1B 3d;%."Se¥o0.E#,3.
000006A0 85 SF 28 65 FO 11 FC SE 1E B7 17 DA 70 16 05 2B .. (e&.uZ.-.Up..+
000006BO 46 6F 08 1A FD C5 SA 72 €D 29 21 DB F7 76 8E OF Fo..vA3rm)!10:vZ.

Fig.2. Contents of a file packed with Themida after dumping it from memory

There are two very useful plugins or scripts that can unpack some Themida versions. These plugins can be loaded
into Ollydbg or x64dbg and they can unpack contents when the executable is loaded in memory. Historically, for 32-bit
executables and Ollydbg, there was Winlicense Ultra Unpacker [9], an Ollydbg script that could be executed with the
ODbgScript plugin [10]. For newer versions of Themida and 64-bit executables, there is Themidie [11], achieving the
same functionality of unpacking executables loaded into memory. In the figure below, we can see how the executable
file is completely unpacked after executing Themidie.

https://t.me/learningnets 5
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Offset(h) 00 01 02 03 04 05 06 07 08 09 OA OB OC OD OE OF Decoded text
00000400 48 00 00 00 02 00 05 00 50 36 00 00 10 34 00 00 H.......P6...4..
00000410 01 00 00 00 01 00 00 O& 50 20 00 00 70 01 00 00 ........P ..p...
00000420 00 00 00 00 00 00 00 0O 00 OO 00 OO0 00 00 00 00 .tuieeesssconsanss
00000430 00 00 00 0O 00 OO0 00 OO0 00 OO0 00 00 00 00 00 00  tieieesessasnnnns
00000440 00 00 00 00 00 00 00 00 00 OO0 00 00 00 00 00 00 .t.ieieeesscssnnnns
00000450 B4 00 00 00 CE C& EF BE 01 00 00 00 91 00 00 00 ~...IEix Y e
00000460 6C 53 79 73 74 65 €D 2E 52 65 73 6F 75 72 63 €65 1System.Resource
00000470 73 2E 52 €65 73 6F 75 72 €3 65 52 €5 61 64 65 72 s.ResourceReader
00000480 2C 20 6D 73 €3 6F 72 €C €9 €2 2C 20 56 €5 72 73 , mscorlib, Vers
00000490 69 €6F 6E 3D 32 2E 30 2E 30 2E 30 2C 20 43 75 €C 1ion=2.0.0.0, Cul
000004RA0 74 75 72 €5 3D 6E €5 75 74 72 61 eC 2C 20 50 75 ture=neutral, Pu
000004B0O0 €2 €C €9 €3 4B €65 79 54 6F 6B €5 6E 3D €2 37 37 bklicKeyToken=b77
000004C0O 61 35 €63 35 36 31 39 33 34 65 30 38 39 23 53 79 a5c561934e089%#5y
000004D0 73 74 65 €D 2E 52 €5 73 €6F 75 72 €3 65 73 2E 52 stem.Resources.R
O00004EO0 75 ©E 74 69 6D 65 52 65 73 6F 75 72 63 65 53 65 untimeResourceSe
O00004F0 74 02 00 00 00 00 00 0O 00 OO0 00 OO 00 50 41 449 tT...wss::....PAD
00000500 50 41 44 50 B4 00 00 00 B4 00 00 00 CE CA EF BE PADP ... ...IEi%
00000510 01 00 00 00 91 00 00 0O €C 53 79 73 74 65 6D 2E ....‘...1lSystem.
00000520 52 €5 73 6F 75 72 €3 €5 73 2E 52 €5 73 €6F 75 72 Resources.Resour
00000530 63 65 52 65 61 €4 €5 72 2C 20 €D 73 €3 6F 72 &€C ceReader, mscorl
00000540 69 €62 2C 20 56 €5 72 73 €9 €6F 6E 3D 32 2E 30 2E 1ib, Version=2.0.
00000550 30 2E 30 2C 20 43 75 6C 74 75 72 €5 3D €E €5 75 0.0, Culture=neu
00000560 74 72 €1 eC 2C 20 50 75 62 6C 69 €3 4B 65 79 54 tral, PublicKeyT
00000570 6F 6B 65 6E 3D €2 37 37 €61 35 €3 35 36 31 39 33 oken=b77a5c56193
00000580 34 €5 30 32 39 23 53 79 73 74 €5 €D 2E 52 €5 73 4e089#System.Res
00000590 6F 75 72 €3 €5 73 2E 52 75 6E 74 €9 6D 65 52 €5 ources.RuntimeRe
000005A0 73 €6F 75 72 €3 €5 53 €5 74 02 00 00 00 00 00 00 sourceSet.......
000005B0 00 00 00 00 00 50 41 44 50 41 44 50 B4 00O 0O 0O .....PRADPADP'...
000005C0 13 30 02 00 33 00 00 00 22 00 00 11 7E 1C 00 00 .0..3..."...~...
000005D0O 04 14 28 7C 00 00 OA 2C 20 72 59 03 00 70 DO OB ..(l+s., xY..pD.
O0OQO00OSE0 00 00 02 28 1F 00 00 OA ©6F 7D 00 00 OA 73 7E 00 ...(ss+.0}...8~.
O00005F0 00 OR OB 07 80 1C 00 00 04 7E 1C 00 00 04 2B 00 ....€....~....%,
00000600 13 30 01 00 06 00 00 00 23 00 00 11 7E 1D 00 00 .0...e... Fooo~...
00000610 04 2R 00 00 1E 02 80 1D 00 00 04 2R 92 73 33 00 .*,...€....*%"'s3.
00000620 00 06 28 7F 00 00 OA 74 OC 00 00 02 80 1E 00 00 ..(ss..t. €
00000630 04 73 2D 00 00 OR 28 2E 00 OO0 OA 80 20 00 00 04 .s-...(....€ ...
00000640 24 00 00 00 1E 02 28 280 00 00 OA 2A SE 28 07 00 *,.... (€...*" (..
00000650 00 06 6F 21 00 00 OA 2C OA 28 36 00 00 06 6F 82 ..0vees,.(6...0,
00000660 00 00 OA 2A 1B 30 03 00 4B 00 00 00 24 00 00 11 ...*,0..K...S...
00000670 7E 1F 00 00 04 2D 3E 7E 20 00 00 04 0B 07 28 83 ~....e=2~ tuunus (F
00000680 00 00 OA 07 28 84 00 00 OA 7E 1F 00 00 04 2D 1C .ieelmese™eueo—.
00000690 28 07 00 00 06 14 FE 06 34 00 00 06 73 85 00 00 (eess.P.4...5....
000006A0 OA 6F 86 00 00 ORA 17 80 1F 00 00 04 DE 07 07 28 .ot....€....B..(

Fig.3. Contents of the same file, after unpacking it with Themidie

Initial access

We noticed in our telemetry that the initial dropper process (msh.exe and msn.exe) was launched from explorer.

exe that contains injected code. Most infected users also had some form of crack for Windows (KMS) on their

systems. We could not capture any installer for those cracks, but we suspect they delivered the dropper for the
cryptocurrency stealer. This technique is very similar to how Redline stealer delivers its payloads through fake

cracked software installers [1].

https://t.me/learningnets
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Execution flow

___>| blackjack |
g (steals wallet file contents)

writes to disk ——% msh.exe/msn.exe writes to disk -——=> mscriib.exe I chaos_crew
i i (downloads payloads)
1 ! 1 !
runs module golden
plorer.exe ) Vstans ~—=>| msh.exe/msn.exe —————— N starts-=> mscrlib.exe [-———===== <————>| (steals passwords ftz;m clipboard) |
NS Sweet_Bonanza
(browser stealer)
NS mrpropper
(cleans up traces)

Fig.4. Execution flow of BHUNT

msh.exe/msn.exe

After explorer.exe writes them to disk, msh.exe and msn.exe reside in the \Windows\System32\ folder as hidden files.
They are packed with VMProtect to conceal their contents and code. The files are also signed with a digital signature
issued to Piriform Ltd in an attempt to look legitimate. The signature does not match on the binaries, as it was simply
copied from a legitimate executable belonging to Piriform Ltd. When unpacked, we see that it is a compiled Go
program, as the code section starts with the Go build ID.

General Advanced

—_, Digital Signature Information
@' This digital signature is not valid.

Signer information

Name: [Piriform Ltd

E-mail: INot available

Signing time: lMonday, June 1, 20158:27:21PM

View Certificate

Countersignatures

Name of signer: E-mail address: Timestamp

Symantec Time ... Not available Monday, June 1, 2015...

Details

Fig.5. Invalid digital signature from Piriform Ltd.
The executable contains an embedded MZPE that the process will write to the disk to \AppData\Roaming\mscrlib.exe.

mscrlib.exe / BHUNT

Mscrlib.exe is the main component of the stealer, containing all modules with different capabilities inside a single
unpacked .NET assembly. The title and Product Name in its version info is BHUNT, so we named it that too. The
executable’s name is always mscrlib.exe, similar to mscorlib.dll, the core library of the .NET framework.

https://t.me/learningnets 7
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Fig.6. Version Info of mscrlib.exe

We have captured more versions of this assembly. Each one contains all the codebase of the malware and the
modules embedded in the resources, the difference being that each version calls a subset of the available methods
from their main function. This indicates that the malware can be recompiled according to the attacker's needs.

BHUNT

ype and Interfaces
M Derived Types MethodImplOptions. | MethodImplOptions.

0: P 0

(OF
(OF

Fig.7. Methods of BHUNT (left), but only one of them being called

There are a few small helper functions, like drp, log, rdr, SendPostData, that can be used by the methods that
implement stealing capabilities.

The function called drp is responsible for opening a resource and writing the binary data to a file.

BinaryWriter binaryWriter dinaryWrite - (path));
binaryWriter.Write(res);
binaryWriter.Close();

Fig.8. drp function

Log checks for existence of various crypto wallets (Exodus, Electrum, Atomic, Jaxx, Ethereum, Bitcoin, Litecoin)

on the system and sends data about the MachineName and the Username to a C2 server, hxxp://minecraftsquid].]
hoptol.]Jorg/ifo[.Jphp. The stealer exfiltrates all information to this URL during runtime. The function also checks if it
can access the clipboard by storing and retrieving a hardcoded string.

https://t.me/learningnets
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Fig.9. log function

The function called rdr receives a path as parameter and reads the contents of the file into a string.

streamReader =

= streamReader.
streamReader.Clc
result;

Fig.10. rdr function

SendPostData is a method responsible for performing a POST request with the ContentType set to application/x-
www-form-urlencoded. It sends the message received as parameter to the C2 server. While the function waits for
response from the server, the contents are not used in any way.

https://t.me/learningnets 9
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( site, message)

WebRequest webRequest = WebRequest. (site);
s = "" + message;
[] bytes = Encodi
webRequest.
webRequest.
webRequest.
Stream requestStream = webRequest.GetRequestStres

requestStream.Write(bytes, @, bytes.
requestStream.Close();
e response = webRequest.GetR

=r streamReader = St

Fig.11. SendPostData function

In the following text, we discuss each of the main functions in detail, along with the tools the malware uses to
achieve functionality.

blackjack

This method is responsible for stealing wallet files. When it finds a wallet, it reads all its content, encodes it with
base64 and uploads it to the C2 server. First, it searches all files named wallet.dat in all the subdirectories of |
AppData\Roaming\. Then it specifically searches for Exodus wallet’s seed.seco file and all the files from \AppData\
Roamin\Electrum\wallets. It sends all these files to the C2 server and specifically logs that this information originated
from the blackjack function.

https://t.me/learningnets
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[] files =
num = 8;
num2 = files. -1;
( i=num; i <= num2; i++)

t", Searchoption.

[] inArray = - (files[i]);
str = - (inArray);

" + files[i]);

(inArray2);

[] files2
num3 = @;
numd = files2. . H
¢ j = num3; j <= num4; j++)

[] inArray3 = - (files2[3]);
text2 = - (inArray3);

Fig.12. blackjack function

Fig.13. chaos_crew function

This function writes the resource named chaos_crew into \AppData\Roaming\Outllook.exe. Then it launches this
process and registers it to automatically start every time the system boots up using the following command line:

“cmd /c REG ADD “HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Run” /V “Outllook” /t
REG SZ /F /D %appdata%\Outllook.exe”

The executable file is packed with Themida, so we can unpack it as described in the previous sections. After we
obtain the unpacked version, we can observe from the file's strings and geometry that we are dealing with a .NET

https://t.me/learningnets 11
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executable. We can modify the MZPE's CLR Runtime Header to point to the start of the managed code so we can
decompile it. The resulting assembly is named Hope2 with CompanyName Microsoft.

te.DebuggingModes.

Fig.14. Outllook.exe Version Info

It is a Windows Forms application, so we have to check the InitializeComponent method to arrive at its entry point.
InitializeComponent creates two timers, Timer1 and Timer2, with Timer2 enabled from the start and ticking every
900000 ms. After this method, Form1_Load gets called by the ResumeLayout function.

- - = 900000,
autoScaleDimensions = (ef, 13f);
= autoScaleDimensions;
- = AutoScaleMode. -
clientSize (120, ©);
clientSize;

Fig.15. Entry point of Outllook.exe

After sleeping for 440 ms, the Form1_Load function checks if it is the first run, or if it already established persistence
on the system by checking for the existence of the folder \AppData\Roaming\Scype\ (very similar to Skype). If the
folder does not exist, the malware creates it and prepares some configuration data to be stored in the registry. If the
folder already exists, the function will call Timer1.Start() to notify Timer1 to start handling tick events.

Fig.16. Checking presence of Scype folder

For the helper functions, the assembly has a class called update. These functions can interact with registry (regread,
regset), check information about the graphics card of the system (vidcheck) and perform update operations (min_udp
for version checking, datadw, download and dwfiles for downloading).

https://t.me/learningnets
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4 =, update @
P Ml Base Type and Interfaces
B Derived Types

o)
. (

Fig.17. Helper functions contained in update class

For configuration data, the malware downloads a text snippet from hxxps://pastebin[.Jcom/raw/EGRcZWCa. This
snippet is encrypted with AES and the function decrypts it using the function AES_Decrypt with the hardcoded
password hoeland!a. Unfortunately, at the time of our analysis, Pastebin had already removed the snippet from their
website. However, we can see that it contains configuration options for CPU and GPU settings. All the information is
saved under the registry key HKEY_CURRENT_USER\Software\Microsoft\Internet Explorer\Setup, hardcoded in the regset
function.

“))s

expression = S S. -AES_[ t(text, "hoeland!a"), ":admin:", -1, CompareMethod.
[]1 bytes = . ;
conf = S gs. .Getstring(bytes), -1, Comparemethod. )[1];
type =
text2 = "c
S (type, Conversions. .var_extract( text2, conf)));

text2, conf));

ract( text2, conf)));

text2, conf));
(), "nvidia

ract( text2, conf)));

text2, conf));

()) 'var‘:”J

text2 = "amd:";
update. conversions. .var_extract( text2, conf)));
text2 = "am

text2, conf));

Fig.18. Obtaining and storing configuration data in the registry

After saving the configuration, the function downloads another AES-encrypted snippet from Pastebin, hxxps://
pastebin[.Jcom/raw/HMaz9edN. The decryption password is letit#fly@. This snippet was also deleted from Pastebin,
but it probably contains a list of URLs to download files from. This list is then passed to the function dwfiles, which
downloads them to the folder \AppData\Roaming\Scype. Finally, the function notifies Timer1 to start handling events.
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The Timer1_Tick method is responsible for launching two processes, svx.exe and svc.exe, residing in \AppData\
Roaming\Scype. This is achieved by calling the min function that will start the new processes with hidden windows to

remain stealthy.

The Timer1_Tick function also periodically kills the two processes then restarts them with the next tick, making sure it

Fig.19. Obtaining further payloads from Pastebin snippet

S5 process

b
ProcessWindowStyle.

SS process2 = Pro

= ProcessWindowStyle.

Fig.20. min function starting two new processes

always runs the latest version of them.
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[] bytes =
[] bytes2 =
(Proces

)lastInputTime > Conversions
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Poking Holes in Crypto-Walle

tring(bytes),

.GetString(bytes2),

Fig.21. Timer1_Tick function

Timer2_Tick is responsible for updating configuration and files from the same Pastebin links as mentioned above.

expression = St gs.
CompareMethod. Y1l;
config - (expression, -1, CompareMethod.
data = g (expression, -1, CompareMethod.
(config, - - - - -
(data, Con e. ("ver”)));

t0;

Fig.22. Timer2_Tick function

Because the snippet with the file locations has been removed, we could not get additional information about svc.exe

and svx.exe.
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Golden7

The first part of the golden7 function searches for Mozilla Firefox profiles that contain account tokens and upload the
files to the C2 server. Then, it kills all firefox.exe instances with taskkill.exe.

[] files = -
Searchoption. I
flag = H
( text files)

[] array2 = S
(!array2[array2.

[] array3 = s

text3 = array3

text4 = S
CompareMethod.

» -1, CompareMethod.

", -1, CompareMethod.
ing(), text3, -1, CompareMethod.

", AppWinStyle.

)s
)[e] + st

> -1);

(texts);
(inArray);

Fig.23. Exfiltrating Firefox data

Next, it checks in Chrome extension settings for .Idb (LevelDB) files that might contain sensitive data like cookies and
passwords, and uploads them to the C2 server as well. It kills all chrome.exe instances with taskkill.exe.

“);
AppWinStyle.

texte in files2)

[] inArray2 = - (texts);
text7 = - (inArray2);

(texts);

Fig.24. Exfiltrating Chrome data

If any of these two operations succeeded, then the flag variable is set to true, in which case the function writes the
resource named Golden7 to \AppData\Roaming\MS Office.exe. As in the case of chaos_crew, it starts the process and
ensures persistence with the following command line:
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“cmd /¢ REG ADD “HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Run” /V “MS Office” /t
REG Sz /F /D \AppData\Roaming\MS Office.exe”

This executable file is also packed with Themida, so we went through the steps of unpacking and restoring MZPE
headers to obtain a valid .NET executable. Its code is small, and it has the purpose of stealing cryptocurrency wallet
passphrases. It achieves this by periodically reading the contents of the clipboard and checking if the obtained
string contains 12 or 13 words separated by spaces. Cryptocurrency wallets use these kinds of strong passphrases
consisting of multiple words. These passphrases are very hard to brute-force but they are inconvenient to type in, so
users likely copy and paste them frequently. The function finally uploads the passphrase to the C2 server.

(508);
text = myPr

== 12 | array.

requesturistring =
t httpwWebRequest =

ader streamReader =
text2 = streamReader.ReadTo
streamReader.Close
httpWebResponse.Close

Fig.25. Exfiltrating passphrases copied to clipboard

mrpropper

The function mrpropper writes the resource with the same name to \AppData\Roaming\taskui.exe and starts it with
the path to the current executable (\AppData\Roaming\mscrlib.exe) in the command line.

text =
1 (text, (

(text, Ass

Fig.26. mrpropper function

This executable is a .NET assembly too, but it's not packed. When decompiled, we notice that it just deletes the
file received as arguments. This action is performed as post-execution clean-up, which is somewhat expected of a
function named after a popular detergent brand.
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0

[] commandLineArgs =

(commandLineArgs[1]);

Fig.27. Deleting mscrlib.exe file

Sweet_Bonanza

This function writes the resource named bonanza to \AppData\Roamin\bonanza.exe, runs it with the command line \
AppData\Roaming\bonanza.exe /stext \AppData\Roaming\bonanza and uploads the output to the C2 server.

-Clone());
+ text2, AppwinsStyle.
el (text2));

(text);
(text2);

Fig.28. Sweet_Bonanza function

The executable is also packed with Themida, however, when run, it reveals itself as being WebBrowserPassView from
Nirsoft [12]. It is used to recover stored passwords from browsers like Internet Explorer, Firefox, Chrome, Opera and
Safari. This process is used as a password stealer in the context of the function Sweet_Bonanza.

Command and Control

All the exfiltration is done to hxxp://minecraftsquid[.]Jhopto[.]Jorg/ifo[.]php. Hopto.org is a dynamic DNS service that
can point a domain name to changing IP addresses. This way we cannot obtain the IP address of the server to which
the exfiltration is done by queries, except for when we manage to connect to the website. During our analysis, the
server was already down and did not respond to requests. We could not find any other versions of the stealer that
would have other domains for exfiltration.

The stealer also downloads configuration data from Pastebin. The snippets were encrypted by the malware authors
and are decrypted in-memory. They contained configuration data along with URLs for further payloads. These
snippets were taken down by Pastebin and we found no version of the malware that would use other locations for
these files.

Impact
The malware can steal cryptocurrency wallet information for the following services:

® Exodus ® Ethereum
® Electrum @ Bitcoin
@® Atomic @ Litecoin
® Jaxx
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The malware can also steal login data and stored passwords from browsers like Firefox and Chrome, and it can
obtain passphrases copied to the clipboard. The outcome of these actions might inflict financial losses.

Privacy Impact

While the malware primarily focuses on stealing information related to cryptocurrency wallets, it can also harvest
passwords and cookies stored in browser caches. This might include account passwords for social media, banking,
etc. that might even result in an online identity takeover.

| Campaign distribution

The malware has no specific target country or organization, however almost all of our telemetry originated from home
users who are more likely to have cryptocurrency wallet software installed on their systems. This target group is also
more likely to install cracks for operating system software, which we suspect is the main infection source.

Global distribution of the BHUNT Stealer

Fig.29. Campaign distribution

| Conclusion

BHUNT stealer exfiltrates information about cryptocurrency wallets and passwords, hoping for financial gain. Its
code is straightforward and the delivery method is similar to that of existing successful malware, like Redline stealer.
We described how we managed to unpack the components, even if they used Themida. By reverse-engineering

the malware, we managed to obtain the server it exfiltrates information to and we saw that the attackers store
configuration data and locations to extra payloads on Pastebin.

The most effective way to defend against this threat is to avoid installing software from untrusted sources and to
keep security solutions up to date.
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| Indicators of Compromise

Hashes

msh.exe/msn.exe

1964a4b3a6d0d12d7ccee576580eball
4d4a0052d093cc743db0776e04f7e449
3c7c684aed70164d9b9bbdebee964db4
4b11f890119f7cbd131da26864f593b0

884df847e4175250a5a5¢3e0ed083cf0

3c7c684aed70164d9b9bbdebee964db4
1964a4b3a6d0d12d7ccee576580eball
4d4a0052d093cc743db0776e04f7e449

19699828bd5ee7c8ebaab9ch0cd52e8e
309267125434e8a4d03af44f53818bb7
fb8bcbb48c36cc6c2f41021d8e68efbe
al1bff08cd61471ec0b0981eb31511b4a

mscrlib.exe

2f64777bc62ea978b1ae9802b4979c04
5d9756e3f4c8e89ff23f7cab30c8c168

23370460839ad99ba513eb1595287f7f
7944332e65ad32d7b802e182346f5f1¢c

outllook.exe
B41a248efde3dc00f4b639da7f76fael

https://t.me/learningnets

taskui.exe

This is the cleaner process, it just deletes a file received in
the command line, which is not a malicious action on its
own.

7a9118070bae21e0323f343da1d0f8c9

bonanza.exe
D3864196¢cf05bb812b27e698222df5aa

URLSs
hxxp://minecraftsquid[.]Jhoptol.Jorg/ifo[.Jphp
hxxps://pastebin[.Jcom/raw/EGRcZWCa

hxxps://pastebin[.Jcom/raw/HMaz9edN

Files/Folders dropped

\AppData\Roaming\Outllook.exe
\AppData\Roaming\MS Office.exe
\AppData\Roaming\taskui.exe
\AppData\Roaming\bonanza.exe

\AppData\Roaming\Scype\
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