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CCIE Lab Center

CCIE Enterprise Infrastructure SDWAN Practice Lab v1.0 — All Section Solution Videos

CLC CCIE Enterprise Infrastructure SD-Wan Practice Lab v1.0
Complete Workbook Video Solution/Tutorial @Zero Cost

Section 1:

https://www.youtube.com/watch?v=kcvDb9gX 18

Section 2:

https://www.youtube.com/watch?v=ghsP3gwOXM4

Section 3:

https://www.youtube.com/watch?v=rmy3bgbSwll

Section 4:

https://www.youtube.com/watch?v=5JigOFS6wnY

Section 5:

https://www.youtube.com/watch?v=60kg0z9QW\vo

Section 6:

https://www.youtube.com/watch?v=kY7hc1VFtfU

Section 7:

https://www.youtube.com/watch?v=b2y37mEInMs

Section 8:

https://www.youtube.com/watch?v=7buul7f 3g0

Section 9:

https://www.youtube.com/watch?v=zyzwT4nVgr4

VVVVVVVVVVYVYYVYYVYVYVYYY

Section 10:
Section 11:
Section 12:
Section 13:
Section 14:
Section 15:
Section 16:
Section 17:

https://www.youtube.com/watch?v=g9liahieWgg
https://www.youtube.com/watch?v=jd7cYolJsLiM
https://www.youtube.com/watch?v=LIEzLmr5dpQ
https://www.youtube.com/watch?v=-cw_tCeDccg
https://www.youtube.com/watch?v=3nPuTC6uQ9k
https://www.youtube.com/watch?v=5Q13j1-J01Q
https://www.youtube.com/watch?v=e4bQvBEbSKc
https://www.youtube.com/watch?v=AZpsFxXK 8g
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https://www.youtube.com/watch?v=kcvDb9gX_18
https://www.youtube.com/watch?v=qhsP3gwOXM4
https://www.youtube.com/watch?v=rmy3bqbSwJI
https://www.youtube.com/watch?v=5JigOFS6wnY
https://www.youtube.com/watch?v=6okgOz9QWvo
https://www.youtube.com/watch?v=kY7hc1VFtfU
https://www.youtube.com/watch?v=b2y37mEInMs
https://www.youtube.com/watch?v=7buu17f_3g0
https://www.youtube.com/watch?v=zyzwT4nVgr4
https://www.youtube.com/watch?v=q9IiahieWqg
https://www.youtube.com/watch?v=jd7cYoJsLjM
https://www.youtube.com/watch?v=LIEzLmr5dpQ
https://www.youtube.com/watch?v=-cw_tCeDccg
https://www.youtube.com/watch?v=3nPuTC6uQ9k
https://www.youtube.com/watch?v=SQ13j1-J01Q
https://www.youtube.com/watch?v=e4bQvBEbSKc
https://www.youtube.com/watch?v=AZpsFxXK_8g

CCIE Lab Center

CCIE Enterprise Infrastructure SDWAN Practice Lab v2.0
Download Link: https://ccielabcenter.com/product-category/sd-wan/
Contents:

Lab Topology

Lab Emulator Eve-ng (.unl) Pro and Community Edition

Lab Workbook/Tutorial (Topology, Task, Solution, Verification)
Lab Device Images

Ip Address Schema

Devices Initial/Pre Configuration

No ok wnN R

License: SerialFile.viptela

CCIE Enterprise Infrastructure SDWAN Practice Lab v2.0 — All Section Solution Videos

Section 1: https://www.youtube.com/watch?v=BSyphjRm9f0
Section 2: https://www.youtube.com/watch?v=spwBT9tFIDo
Section 3: https://www.youtube.com/watch?v=Sp1KiiotUdk
Section 4: https://www.youtube.com/watch?v=AIHMGPDDgy!
Section 5: https://www.youtube.com/watch?v=cwXuA1x6BIU
Section 6: https://www.youtube.com/watch?v=omnPn_kSNgo
Section 7: https://www.youtube.com/watch?v=UZd80UCvBHQ
Section 8: https://www.youtube.com/watch?v=qUmeUv-IpKw
Section 9: https://www.youtube.com/watch?v=Etn4Qc)Qgxk
Section 10: https://www.youtube.com/watch?v=IdFvw9SjEpl
Section 11: https://www.youtube.com/watch?v=UaPtYGQoJul
Section 12: https://www.youtube.com/watch?v=XVNSZ61Tcx8
Section 13: https://www.youtube.com/watch?v=z9qCtIWm2sk
Section 14: https://www.youtube.com/watch?v=3RBvzwjxvF8
Section 15: https://www.youtube.com/watch?v=vBTgz67CIDk
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' CCIE Lab Center

* Upcoming Free CCIE Materials @Zero Cost *

1. CCIE Enterprise Infrastructure Practice Lab
2. CCIE Security Practice Lab

3. CCIE Service Provider Practice Lab

4. CCIE Data Center Practice Lab

CISCO CISCO CISCO
k CERTIFIED k CERTIFIED CERTIFIED
INFRASTRUCTORE SECURITY DATA CENTER
CISCO CISCO CISCO
CERTIFIED k CERTIFIED k CERTIFIED
SERVICE ) ENTERPRISE COLLABORATION
PROVIDER WIRELESS

https://ccielabcenter.com
https://t.me/cciestudygroup
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CCIE Lab Center

Steps to upload images into EVE-NG

If you are using Eve-ng Pro Version or Community Version:
You can use: VMWare Workstation, VMware ESXi, any other of your choice

Steps to install SD-Wan Viptela Images

https://www.eve-ng.net/index.php/documentation/howtos/howto-add-cisco-viptela-images-set/

Steps to install IOL Images

1. Power on Eve-ng VM/Instance
2. Open Filezilla/WinSCP.
3. Login using ip address from Eve-ng screen, Username: root & Password: eve

sftpi//root@192.168.0.110 - FileZilla (=@ = |
Eile Edit View Transfer Server Bookmarks Help New version available!
~ = = 5
EFEFEIohkRO x> Tass
ﬂmi Sftp://192.168.0.110 | Username: | root | Passuord:[ eee | port: [‘guickeonnect |+
Status: Retrieving directory listing of "/opt/unetlab/addons/iol"... -
Status: Listing directory /opt/unetlab/addons/icl
Status: Directory listing of "/opt/unetlab/addons/iol" successful
Status: Retrieving directory listing of "/opt/unetlab/addons/icl/bin"...
Status: Listing directory /opt/unetlab/addons/icl/bin @
Status: Directory listing of "/opt/unetlab/addens/icl/bin" successful -~
1
Local sites | C:\Users\Workt ~ | Remote site: | /opt/unetlab/addons/icl/ain | -
- 3 — = =~ |, unetlab -
e =~ addens
| L dynamips
= L el I:I
B E | | bin
e F: (——— - 2 b <
Filename - Filesize Filetype Last modified | Filename  * Filesize Filetype Last modified Permissions  Owner/Group
. R
& File folder 8/12/20207:53:29 ...
) t——— File folder 3/5/2020 12:52:53 ... Empty directory listing
i d— File folder 8/12/20207:53:13 ...
4 el— File folder 8/8/2020 2:12:28 AM
] File folder 8/3/2019 4:38:55 AM
) i File folder 9/7/2020 10:48:37 ...
|| dom— File folder ket
21 files and 33 directories. Total size: 9,175,562 bytes Empty directory.
Server/Local file Direction Remote file Size Priority  Status
1 Queued files J Failed transfers J Successful transfers (1) ]
2@ Queue empty @9
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CCIE Lab Center

4. Upload IOL files in Eve-ng as shown below

-
E sftp://root@192.168.0.110 - FileZilla

=R X
File Edit Miew Transfer Server Bookmarks Help Mew version available!
i = = 3

HECEQHhO x v [FAao s
Host: sftp://192.168.0110  Username: root Password: ses Port: IIHHHEIE]
Status: Starting upload of C:\Users\Work\Downloads\IOL imagesinanc.save ~
Status: File transfer successful, transferred 3 bytes in1 second
Status: File transfer successful, transferred 172,982,492 bytes in 5 seconds
Status: Retrieving directory listing of */opt/unetlab/addons/iol/bin"...
Status: Listing directory /opt/unetlab/addons/icl/bin
Status: Directory listing of "/opt/unetlab/addons/icl/bin" successful -
Local site: | C:AUsers\Work\Downloads\IOL images'. = | Remote site: | /opt/unetlab/addons/iol/bin -

- Downloads - e unetlab -

I0L images addons
Telegram Desktop . dynamips
¢ Favorites . iol

+ GNS3

i || Google Drive - -
Filename Filesize Filetype Last modified Filename Filesize Filetype Last modified Permissions  Owner/Group
|| CiscolOUKeygen.py 987 PY File 7/21/2020 11:17:13... || CiscolOUKeygen.py 987 PY File 9/8/2020 2574, -rw-r--r-- root root
|| i86bi-linux-12-adventerpri., 102,550,396 BIN File 7/27/2020 11:17:18... Ll i86bi-linux-12-advente... 102,550,396 BIM File 9/8/2020 2:5T:4...  -rw-r--r-- root roct
|| iB8bi-linue-12-adventerpri.. 105,036,380 BIN File || i86bi-linux-12-advente.. 105,036,380 BIM File 9/8/2020 2:5T:4...  -rw-r--r-- root roct
|| iBBbi-linwe-13-adventerpri., 172,982,492 BIN File || i86bi-linux-13-advente., 172982492 BIN File 9/8/2020 2: -PW-r--r-- root root
|_|iourc 37 File |_|iourc 37 File 9/8/2020 2:57: -PW-r--r-- root root
|_|nano.save 3 SAVEFile || nano.save 3 SAVEFile 9/8/2020 2:5T:4...  -rw-r--r-- root root
Selected 6 files. Total size: 380,570,295 bytes & files. Total size: 380,570,295 bytes
Server/Local file Direction Remote file Size Priority  Status
Queued files Failed transfers Successful transfers (7]

DO Queus empty @0

5. Go to Eve-ng VM/Instance : Login
6. Run Command through CLI

v" cd /opt/unetlab/addons/iol/bin/
rootPeve—ng:"# cd sopt-sunetlabraddons~-iol-sbin

rootReve-ng : sopt-sunetlabraddonssiol bind

v s

root@eve-ng :-opt-unetlabraddons/iol binkt ls
Ci=zcol0UKeygen.py
iB6bi-1inux-12-adventerprisek9-15.2b.bin
root@eve-ng :sopt-unetlabraddons/iol/binkt _

iB6bi-1inux-12-adventerprisek9-15.2d.bin

iB6bi-1inux-13-adventerprisek9-15.5.2T.bin

iourc
nano.save
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| CCIE Lab Center

v" python2 CiscolOUKeygen.py
rootBeve-ng ! soptrunet labraddons/iol bintt python2 CiscolOUKeygen.py

Cisco I0U License Generator — Kal 2011, python port of 2006 C version
hostid=00?f0101, hostname=eve-ng, ioukey=7f0343

Add the following text to “~.iourc:
[licensel
eve-ng = 972f30267ef51616;

You can disable the phone home feature with something like:
echo "127.0.0.127 xml.cisco.com’ >> retc/hosts

rootPeve-ng :~opt-unetlabraddons-iol bink _

7. Go to FileZilla again

option

e Right Click on IOURC file at /opt/unetlab/addons/iol/bin/ and select view/edit

Remote siter | fopt/unetlab/addons/icl/bin

— unetlab

; addons

----- dynamips
S el

2 lib

Eilename Selected file already being edited

=)

. The selected file is already being edited:
|| CiscolOUKeygen.py

ioure
|| iB6bi-linux-12-advente.

|| i86bi-linux-12-advente | Actien to perfform:

|| i86bi-linux-13-advente | @ Recpen local file

| |iourc Discard local file then download and edit file anew

| |nano.save

Owner/Group

root root
root root
root root
root root
root root

roct roct

| File Edit Format View Help

ilicense]eve—ng =972f30267ef51616;
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| CCIE Lab Center

8. Now edit the license
e Copy license code generated from eve-ng and paste it into this iourc file

File Edit Format Wiew Help

[Hcense]
eve-ng =972f30267ef51616;

In this case the license codes are same
but it may differ in different cases

root@eve—ng : s/opt- unet ¥absaddons/iol bingk pythonZg CiscolOUKeygen.py
3030030030 -JuE-30f -0 -0~ J0E -0 - - 3o o000~ oo oo oo oo oo oo o oo o oo
Cisco I0U License Gererator — Kal 2011, python port of 2006 C version
hostid=007f0101, hosiname=eve-ng, ioukey=7f0343

fidd the following tixt to “/.iourc:
[license]
eve-ng =|972f30267ef51616;

You can disable the phone home feature with something like:
echo '127.0.0.127 xml.cisco.con’ >> setcrhosts

rootReve—ng:/opt/unetlabraddonssiol bintt _

e Save & Exit

9. Run CLI Command
v’ Jopt/unetlab/wrappers/unl_wrapper -a fixpermissions

For More Information
https://www.eve-ng.net/index.php/documentation/howtos/howto-add-cisco-iol-ios-on-linux/
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Steps to install viOS Images

1. Power on Eve-ng VM/Instance
2. Open Filezilla/WinSCP.
3. Login using ip address from Eve-ng screen, Username: root & Password: eve

sftp://roat@192.168.0.110 - FileZilla [E=gR=h >

Eile Edit Wiew Iransfer Server Book ks Help N rsion

Z-EEOSCRO | Tade s
ﬂost:l sftp://192.168.0.110 IgsamamJ root | password] eee | port: B

Status: Retrieving directory listing of "/opt/unetlab/addons"... -
Status: Listing directory /opt/unetlab/addens
Status: Directory listing of "/opt/unetlab/addons” successful
Status: Retrieving directary listing of "/opt/unetlab/addens/qemu...
Status: Listing directory /opt/unetlab/addons/qemu @
Status: Directory listing of "/opt/unetlab/addons/qemu” successful -
—mm
Local siter | C:\Users\Work\Downloads\viosl2-adventerprisekd-m.03.2017\ + | Remote site: I foptfunetlab/addons/gemu I -
=~ @ Downloads - I B L. addons -
. I0Limages -« |4 dynamips
) ——— B0 ol
1. viosl2-adventerprisekd-m.03.2017 @ "] bin [
i — ]
+- || Gl - 1. gemu -
Filename - Filesize Filetype Last modified Filename Filesize Filetype Last modified Permissions  Owner/Group
.. e
| virtioa.qcow2 41,157,632 QCOW?2 File 9/8/2020 3:54:45 PM
Empty directory listing
1 file. Total size: 41,157,632 bytes Empty directory.
Server/Local file Direction Remote file Size Priority  Status

] Queued files J Failed transfers l Successful transfers (8) ]

2@ Queus empty e
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CCIE Lab Center

4. Create a new directory / new folder and name it
v’ viosl2-adventerprisek9-m.03.2017

Remote site: | fopt/unetlab/addons/gemu

----- . dynamips
= by ol
..... |\ bin
e 2 lib
=~ | gemu
- L viosl2-adventerprisek8-m.03.2017

Filename Filesize Filetype Last moedified Permissions O
N ..
| viosl2-adventerprisek8-m.03.2017 File folder 0/8/2020 3:57:2...  drwsr-xr-x roo
4| i N
1 directory
s
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CCIE Lab Center

5. Upload vlOS file (virtioa.gcow2) in Eve-ng as shown below

| viosl2-adventerprisek8-m.03.2017

sftpy//root@192.168.0.110 - FileZilla - - = | 12 [
Eile Edit View Transfer Server Bookmarks Help New version available!
o [_I—W Cal ~ ENE 5
m"f’- n-‘uﬂizo:t .J‘EQ"&
Host:  sftp://192168.0.110 Username: root Password: eee Port: B
Status: Disconnected from server -
Status: Retrieving directory listing of "/opt/unetlab/addons/qemu/viosi2-adventerprisekd-m.03.2017"...
Status: Listing directory /opt/unetlab/addons/qemu/vios|2-adventerprisekd-m.03.2017
Status: Directory listing of "/opt/unetlab/addons/qemu/vios2-adventerprisek®-m.03.2017" successful
Status: Retrieving directory listing of "/opt/unetlab/addons/qemu”... [
Status: Directory listing of "/opt/unetlab/addons/qemu” successful -
Local siter | C:\Users\Work\Downloads\viosl2-adventerprisekd-m.03 2017\ ~ | Remote site: ‘ Jopt/unetlab/addons/qemu/viosl2-adventerprisekd-m.03.2017 -
] & @ Downloads - ] i . dynamips -
) — J} ol
| S -4y bin
] 2 lib (]
=l qemu

=

Filename Filesize Last modified Filename Filesize Filetype Last modified Permissions  Own
k. N
|| virtioa.qcow2 41,157,632 QCOW2 File 9/8/2020 3:54:45 PM - || virtioa.qcow2 41,157,632 QCOWZ2File 9/8/2020 3:57:2... -rw-r--r-- root
< 1 +
1 file. Total size: 41,157,632 bytes 1 file. Total size: 41,157,632 bytes
Server/Local file Direction Remote file Size Priority  Status
-l Queued files l Failed transfers l Successful transfers (3) I
D@ Queus empty @9

6. Run CLI Command
v’ Jopt/unetlab/wrappers/unl_wrapper -a fixpermissions

Steps to install Windows Images

eve/

Steps to configure Virtual PC (vPC)

v VPCS>ip 172.16.10.254/24 172.16.10.1

https://www.eve-ng.net/index.php/documentation/howtos/howto-create-own-windows-host-on-the-
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Steps to enable NAT cloud (Internet) in Eve-ng Community Version

https://d-herrmann.de/2018/04/nat-cloud-in-eve-ng-community-edition/

Steps to enable NAT cloud (Internet) in Eve-ng Pro Version

https://www.eve-ng.net/images/EVE-COOK-BOOK-1.0.pdf

Images used in CCIE Lab Center Enterprise & SD-Wan Practice Labs

Viptela 18.4.4: vManager, vBond, vSmart, vEdge

MPLS Router: i86bi-linuxI3-adventerprisek9-15.5.2T.bin

Internet Router: i86bi-linuxl3-adventerprisek9-15.5.2T.bin

L2 Switches: viosl2-adventerprisek9-m.03.2017 & i86bi-linuxl2-adventerprisek9-15.2d.bin
Host system: Virtual PC (Community Version)

Host system: Docker server—eve-gui-server.latest (Pro Version)

CA Server: Windows 7/10 (Community Version)

CA Server: Docker- eve-gui-server.latest (Pro Version)

V VVVYVYVVYY
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Download Lab Images

1. SD-Wan Images
e vManager:
https://mega.nz/folder/x7RAgaiT#0labl8QD41N5jYNiSNyYWw/file/AmwRzYoS
e vSmart:
https://mega.nz/folder/x7RAgaiT#Olabl8QD41N5jYNiSNyYWw/file/cqB3AAzK
e vBond & vEdge:
https://mega.nz/folder/x7RAgaiT#Olabl8QD41N5jYNiSNyYWw/file/gnQFDSTS

2. I0OL Images
o [2&1L3:
https://mega.nz/file/tvoBVYQT#08NnjllYsAcoi896WR0 7bUkPUL1g1l9alANOOKTi-A
3. vIOS Images
o |2:

https://mega.nz/file/YvIQxS4T#HO3hI36EdpWSxnsoNgDX9Pb5EXENayWDZzNTM_UON_a4
4. Windows

e  Windows7:

https://drive.google.com/file/d/1AR1jnso6-1GipnKr3JxdGk09e7vvhm _z/view?usp=sharing

Note:

e The lab workbook is made on Eve-ng Pro version

e  Users using Pro version & Community version must use Lab file (.unl) & Topology(.png) as per
their requirements respectfully.

e  When using Eve-ng Community version, while doing task for initial configuration, change
interface of devices in notepad file wherever required and paste the configurations accordingly
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