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Warning and Disclaimer

This book is designed to provide information about the Cisco Certified Network
Professional (CCNP) Implementing Secure Converged Wide Area Networks (ISCW) exam
(642-825) and the commands needed at this level of network administration. Every effort
has been made to make this book as complete and as accurate as possible, but no warranty
or fitness is implied.

The information is provided on an “as is” basis. The authors, Cisco Press, and Cisco
Systems, Inc., shall have neither liability nor responsibility to any person or entity with
respect to any loss or damages arising from the information contained in this book or from
the use of the discs or programs that may accompany it.

The opinions expressed in this book belong to the authors and are not necessarily those of
Cisco Systems, Inc.

Trademark Acknowledgments

All terms mentioned in this book that are known to be trademarks or service marks have
been appropriately capitalized. Cisco Press or Cisco Systems, Inc., cannot attest to the
accuracy of this information. Use of a term in this book should not be regarded as affecting
the validity of any trademark or service mark.

Corporate and Government Sales

The publisher offers excellent discounts on this book when ordered in quantity for bulk
purchases or special sales, which may include electronic versions and/or custom covers and
content particular to your business, training goals, marketing focus, and branding interests.
For more information, please contact: U.S. Corporate and Government Sales
1-800-382-3419  corpsales @pearsontechgroup.com

For sales outside the United States, please contact: International Sales
international @pearsoned.com

Feedback Information

At Cisco Press, our goal is to create in-depth technical books of the highest quality and
value. Each book is crafted with care and precision, undergoing rigorous development that
involves the unique expertise of members from the professional technical community.

Readers’ feedback is a natural continuation of this process. If you have any comments
regarding how we could improve the quality of this book, or otherwise alter it to better suit
your needs, you can contact us through e-mail at feedback @ciscopress.com. Please make
sure to include the book title and ISBN in your message.

We greatly appreciate your assistance.
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Command Syntax Conventions

The conventions used to present command syntax in this book are the same conventions
used in the /OS Command Reference. The Command Reference describes these conventions
as follows:

* Boldface indicates commands and keywords that are entered literally as shown. In
actual configuration examples and output (not general command syntax), boldface
indicates commands that are manually input by the user (such as a show command).

e [talics indicate arguments for which you supply actual values.

* Vertical bars (I) separate alternative, mutually exclusive elements.
* Square brackets [ ] indicate optional elements.

* Braces { } indicate a required choice.

* Braces within brackets [{ }] indicate a required choice within an optional element.
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Xv

Introduction

Welcome to ISCW! In 2006, Cisco Press contacted Scott and told him, albeit very quietly, that

there was going to be a major revision of the CCNP certification exams. They then asked whether
he would be interested in working on a command guide in the same fashion as his previous books

for Cisco Press: the Cisco Networking Academy Program CCNA Command Quick Reference and
the CCNA Portable Command Guide. The original idea was to create a single-volume command

summary for all four of the new CCNP exams. However, early on in his research, Scott quickly

discovered that there was far too much information in the four exams to create a single volume—
that would have resulted in a book that was neither portable nor quick as a reference. So, Scott

jokingly suggested that Cisco Press let him author four books, one for each exam. Well, you have
to be careful what you wish for, because Cisco Press readily agreed. Realizing that this was going
to be too much for one part-time author to handle, Scott quickly got his colleague Hans Roth on

board as a coauthor.

This book is the third in a four-volume set that attempts to summarize the commands and
concepts that you need to understand to pass one of the CCNP certification exams—in this case,
the Implementing Secure Converged WANSs exam. It follows the format of Scott’s previous
books, which are in fact a cleaned-up version of his own personal engineering journal—a small
notebook that you can carry around that contains little nuggets of information such as commands
that you tend to forget, the IP addressing scheme of some remote part of the network, and little
reminders about how to do something you need to do only once or twice a year that is vital to
the integrity and maintenance of your network.

With the creation of two brand-new CCNP exams, the amount of new information out there is
growing on an almost daily basis. There is always a new white paper to read, a new Webinar to
view, another slideshow from a Networkers session that was never attended. The engineering
journal can be that central repository of information that won’t weigh you down as you carry it
from the office or cubicle to the server and infrastructure room in some branch office.

To make this guide a more realistic one for you to use, the folks at Cisco Press have decided to
continue with an appendix of blank pages—pages on which you can write your own personal notes,
such as your own configurations, commands that are not in this book but are needed in your world,
and so on. That way this book will look less like the authors’ journals and more like your own.

Networking Devices Used in the Preparation of This Book

To verify the commands in this book, many different devices were used. The following is a list
of the equipment used in the writing of this book:

e (2620 router running Cisco IOS Release 12.3(7)T, with a fixed Fast Ethernet interface, a
WIC-2A/S serial interface card, and an NM-1E Ethernet interface

e (2811 ISR bundle with PVDM2, CMME, a WIC-2T, FXS and FXO VICs, running Cisco
10S Release 12.4(3g)

* (2821 ISR bundle with HWICD 9ESW, a WIC-2A/S, running 12.4(16) Advanced Security IOS

* WS-C3560-24-EMI Catalyst switch, running Cisco IOS Release 12.2(25)SE

* WS-C3550-24-EMI Catalyst switch, running Cisco IOS Release 12.1(9)EAlc

* WS-C2960-24TT-L Catalyst switch, running Cisco I0S Release 12.2(25)SE

e WS-C2950-12 Catalyst switch, running version C2950-C3.0(5.3)WC(1) Enterprise
Edition software

* C1760 1FE VE 4SLOT DV Mainboard Port adapter with PVDM2, CMME, WIC-2A/S,

WIC-4ESW, MOD1700;VPN with 32F/128D running c¢1700-bk9no3r2sy7-mz.124-15.T1
https://t.me/learningnets



Xvi

* C1751 1FE VE DV Mainboard with WIC-4ESW, MOD1700-VPN with 16F/64D running
c1700-advsecurityk9-mz.124-5a

* Cisco 3640 with 32F/128DRAM memory, 3 Ethernet interfaces, 2-WIC-1T running c¢3640-
jk903s-mz.124-12a

These devices were not running the latest and greatest versions of Cisco IOS Software. Some of
the equipment is quite old.

Those of you familiar with Cisco devices will recognize that a majority of these commands work
across the entire range of the Cisco product line. These commands are not limited to the
platforms and IOS versions listed. In fact, in most cases, these devices are adequate for someone
to continue their studies beyond the CCNP level.

Who Should Read This Book

This book is for those people preparing for the CCNP ISCW exam, whether through self-study,
on-the-job training and practice, study within the Cisco Networking Academy, or study through
the use of a Cisco Training Partner. There are also some handy hints and tips along the way to
make life a bit easier for you in this endeavor. This book is small enough that you will find it easy
to carry around with you. Big, heavy textbooks might look impressive on your bookshelf in your
office, but can you really carry them all around with you when you are working in some server
room or equipment closet somewhere?

Organization of This Book
This book follows the list of objectives for the CCNP ISCW exam:

e Chapter 1, “Network Design Requirements”—Offers an overview of the two different
design models from Cisco: the Service-Oriented Network Architecture and the Enterprise
Composite Network Model

* Chapter 2, “Connecting Teleworkers”—Describes how to provision a cable modem, and
how to configure a Cisco router as a PPPoE client

¢ Chapter 3, “Implementing Frame Mode MPLS”—Describes how to configure MPLS
on a router, including configuring CEF, configuring MPLS on a frame mode interface, and
configuring MTU size in label switching

* Chapter 4, “IPsec VLANs”—Describes how to configure, verify, and troubleshoot IPsec
VLANES, including topics such as configuring IPsec, configuring GRE tunnels, creating
High Availability using HSRP and stateful failover, Cisco Easy VPN Server and client, and
configuring Easy VPN Server using Cisco SDM

* Chapter 5, “Cisco Device Hardening”—Includes topics such as locking down routers
with AutoSecure; setting login failure rates, timeouts, and multiple privilege levels; Role-
Based CLI; securing your configuration files; and configuring SSH servers, syslog logging,
NTP clients and servers, and AAA

» Chapter 6, “Cisco I0S Threat Defense Features”—Includes topics such as configuring
a basic firewall from the CLI and SDM, configuring a DMZ, and configuring inspection
rules as part of an Advanced Firewall

Did We Miss Anything?

As educators, we are always interested to hear how our students, and now readers of our books,
do on both vendor exams and future studies. If you would like to contact either of us and let us
know how this book helped you in your certification goals, please do so. Did we miss anything?
Let us know. Contact us at ccnpguide @empson.ca.
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CHAPTER 1

Network Design
Requirements

This chapter provides information concerning the following topics:

¢ Cisco Service-Oriented Network Architecture
* Cisco Enterprise Composite Network Model

No commands are associated with this module of the CCNP ISCW course objectives.

Cisco Service-Oriented Network Architecture

Figure 1-1 shows the Cisco Service-Oriented Network Architecture (SONA)
framework.

Figure 1-1 Cisco SONA Framework
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2 Cisco Enterprise Composite Network Model

Cisco Enterprise Composite Network Model

Figure 1-2 shows the Cisco Enterprise Composite Network Model.

Figure 1-2 Cisco Enterprise Composite Network Model
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CHAPTER 2

Connecting
Teleworkers

This chapter provides information and commands concerning the following topics:

» Configuration example: DSL using PPPoE
— Basic router configuration
— Understanding VPDN
— Declaring PPPoE at the physical interface
— Negotiating PPPoE addressing
— Adjusting packet sizes
— Creating a dialer interface
— Declaring PPP at the logical dialer interface
— Choosing “interesting” dialer traffic
— Verifying PPPoE and PPP
* Configuring PPPoA
* Configuring a cable modem connection
— Connection using an external cable modem
— Bridging the cable and Ethernet interfaces (internal modem)
* Configuring L2 bridging using a Cisco cable modem HWIC
» Configuring L3 routing using a Cisco cable modem HWIC
— Routing a Cisco cable modem HWIC and Ethernet interface

Configuration Example: DSL Using PPPoE

Figure 2-1 shows an asymmetric digital subscriber line (ADSL) connection to the ISP
DSL address multiplexer.
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4 Configuration Example: DSL Using PPPoE

Figure 2-1 PPPoE Reference Topology
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The programming steps for configuring Point-to-Point Protocol over Ethernet (PPPoE) on
an Ethernet interface are as follows:

Step 1. Configure PPPoE (external modem).
Step 2. Configure the dialer interface.
Step 3. Define interesting traffic and specify default routing.

Step 4a. Configure Network Address Translation (NAT) using an access control
list (ACL).

Step 4b. Configure NAT using a route map.

Step 5. Configure Dynamic Host Configuration Protocol (DHCP) service.

https://t.me/learningnets



Configuration Example: DSL Using PPPoE

Step 6.  Apply NAT programming.

Step 7. Verify a PPPoE connection.

Step 1: Configure PPPoE (External Modem)

Edmonton(config)#interface ethernet0/0 Enters interface
configuration mode
Edmonton(config-if)#pppoe enable Enables PPPoE on the
interface
Edmonton(config-if)#pppoe-client dial-pool- Chooses the physical
number 1 Ethernet interface for
the PPPoE client dialer
interface
Edmonton(config-if)#no shutdown Enables the interface
Edmonton(config-if)#exit Returns to global
configuration mode

Virtual Private Dial-Up Network (VPDN) Programming

Edmonton(config)#vpdn enable Enables VPDN sessions
on the network access
server

Edmonton(config)#vpdn-group PPPOE-GROUP Creates a VPDN group
and assigns it a unique
name

Edmonton(config-vpdn)#request-dialin Initiates a dial-in tunnel

Edmonton(config-vpdn-req-in)#protocol pppoe Specifies the tunnel
protocol

Edmonton(config-vpdn-req-in)#exit Exits request-dialin mode

Edmonton(config-vpdn)#exit Exits vpdn mode and
returns to global
configuration mode
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NOTE: VPDNs are legacy dial-in access services provided by ISPs to enterprise

customers who chose not to purchase, configure, or maintain access servers or

modem pools. A VPDN tunnel was built using Layer 2 Forwarding (L2F), Layer 2
Tunneling Protocol (L2TP), Point-to-Point Tunneling Protocol (PPTP), or Point-to-
Point over Ethernet (PPPoE). The tunnel used UDP port 1702 to carry encapsulated
PPP datagrams and control messages between the endpoints. Routers with Cisco
I0S Release 12.2(13)T or earlier require the additional VPDN programming.

Step 2: Configure the Dialer Interface

Edmonton(config)#interface dialer@

Enters interface
configuration mode

Edmonton(config-if)#ip address negotiated

Obtains IP address via
PPP/IPCP address
negotiation

Edmonton(config-if)#ip mtu 1492

Accommodates for the
6-octet PPPoE header to
eliminate fragmentation in
the frame

Edmonton(config-if)#ip tcp adjust-mss 1452

Adjusts the maximum
segment size (MSS)

of TCP SYN packets
going through a router

to eliminate fragmentation
in the frame

Edmonton(config-if)#encapsulation ppp

Enables PPP encapsulation
on the dialer interface

Edmonton(config-if)#dialer pool 1

Links the dialer interface
with the physical interface
Ethernet 0/1

NOTE: The ISP defines
the type of authentication
to use.
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For Password Authentication Protocol (PAP)

Edmonton(config-if)#ppp authentication pap
callin

Uses PAP for authentication

Edmonton(config-if)#ppp pap sent-username
pieman password bananacream

Enables outbound PAP
user authentication with a
username of pieman and a
password of bananacream

For Challenge Handshake Authentication Protocol (CHAP)

Edmonton(config-if)#ppp authentication chap

Enables outbound CHAP

callin user authentication
Edmonton(config-if)#ppp chap hostname pieman Submits the CHAP
username
Edmonton(config-if)#ppp chap password Submits the CHAP
bananacream password

Edmonton(config-if)#exit

Exits programming level

Step 3: Define Interesting Traffic and Specify Default Routing

Edmonton(config)#dialer-1list 2 protocol ip
permit

Declares which traffic
will invoke the dialing
mechanism

Edmonton(config)#interface dialero

Enters interface mode

Edmonton(config-if)#dialer-group 2

Applies the “interesting
traffic” rules in dialer-list 2

Edmonton(config)#ip route 0.0.0.0 0.0.0.0
dialero

Specifies the dialerO
interface as the candidate
default next-hop address
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Step 4a: Configure NAT Using an ACL

Edmonton(config)#access-1list 1 permit
10.10.30.0 0.0.0.255

Specifies an access control
entry (ACE) for NAT

Edmonton(config)#ip nat pool NAT-POOL
192.31.7.1 192.31.7.2 netmask 255.255.255.0

Defines the inside global
(WAN side) NAT pool
with subnet mask

NOTE: When a range
of public addresses is
used for the NAT/PAT
inside global (WAN)
addresses, it is defined
by an address pool

and called in the NAT
definition programming.

Edmonton(config)#ip nat inside source list 1
pool NAT-POOL overload

Specifies the NAT inside
local addresses by ACL
and the inside global
addresses by address pool
for the NAT process

NOTE: In the case
where the inside global
(WAN) address is
dynamically assigned
by the ISP, the outbound
WAN interface is named
in the NAT definition
programming.

Edmonton(config)#ip nat inside source list 1
interface dialer® overload

Specifies the NAT inside
local addresses (LAN) and
inside global addresses
(WAN) for the NAT process
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Step 4b: Configure NAT Using a Route Map

Edmonton(config)#access-1list 3 permit
10.10.30.0 0.0.0.255

Specifies the access control
entry (ACE) for NAT

NOTE: The route-map
command is typically
used when redistributing
routes from one routing
protocol into another or
to enable policy routing.
The most commonly
used method for defining
the traffic to be translated
in the NAT process is to
use an ACL to choose
traffic and call the ACL
directly in the NAT
programming. When
used for NAT, a route
map allows you to match
any combination of ACL,
next-hop IP address, and
output interface to
determine which pool to
use. The Cisco Router
and Security Device
Manager (SDM) uses a
route map to select traffic
for NAT.

Edmonton(config)#route-map ROUTEMAP permit 1

Declares route map name
and enters route-map
mode

Edmonton(config-route-map)#match ip address 3

Specifies the ACL that
defines the dialer
“interesting traffic”

Edmonton(config-route-map)#exit

Exits route-map mode

Edmonton(config)#ip nat inside source route-
map ROUTEMAP interface dialer® overload

Specifies the NAT inside
local (as defined by the
route map) and inside
global (interface dialer0O)
linkage for the address
translation
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Step 5: Configure DHCP Service

Edmonton(config)#ip dhcp excluded-address
10.10.30.1 10.10.30.5

Excludes an IP address
range from being offered
by the router’s DHCP
service

Edmonton(config)#ip dhcp pool CLIENT-30

Enters dhcp-config mode
for the pool CLIENT-30

Edmonton(dhcp-config)#network 10.10.30.0
255.255.255.0

Defines the IP network
address

Edmonton(dhcp-config)#default-router
10.10.30.1

Declares the router’s
vlan10 interface address as
a gateway address

Edmonton(dhcp-config)#import all

Imports DHCP option
parameters into the DHCP
server database from
external DHCP service

NOTE: Any manually
configured DHCP option
parameters override the
equivalent imported
DHCP option parameters.
Because they are
obtained dynamically,
these imported DHCP
option parameters are
not part of the router
configuration and are
not saved in NVRAM.

Edmonton(dhcp-config)#dns-server 10.10.30.2

Declares any required
DNS server address(es)

Edmonton(dhcp-config)#exit

Exits dhcp-config mode

Step 6: Apply NAT Programming

Edmonton(config)#interface ethernet2/0

Enters interface mode

Edmonton(config-if)#ip nat inside

Specifies the interface as
an inside local (LAN side)
interface
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Edmonton(config)#interface dialero@

Enters interface mode

Edmonton(config-if)#ip nat outside

Specifies the interface as
an inside global (WAN
side) interface

Edmonton(config-if)#end

Returns to privileged
EXEC mode

Step 7: Verify a PPPoE Connection

Edmonton#debug pppoe events

Displays PPPoE protocol
messages about events that
are part of normal session
establishment or shutdown

Edmonton#debug ppp authentication

Displays authentication
protocol messages such as
CHAP and PAP messages

Edmonton#show pppoe session

Displays information
about currently active
PPPoE sessions

Edmonton#show ip dhcp binding

Displays address bindings
on the Cisco I0OS DHCP
server

Edmonton#show ip nat translations

Displays active NAT
translations

Configuring PPPoA

The programming steps for configuring PPP over ATM (PPPoA) on an ATM interface are

as follows:

Step 1. Configure PPPoA on the WAN Interface (Using Subinterfaces)

Step 2. Configure the dialer interface.

Step 3. Verify a PPPoA connection.

NOTE: The remaining programming is the same as the PPPoE programming.
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Step 1: Configure PPPoA on the WAN Interface (Using Subinterfaces)

Edmonton(config)#interface atmo/0

Enters interface mode

Edmonton(config-if)#bundle-enable

Enables multiple PVCs on
the interface

Edmonton(config-if)#dsl operating-mode auto

Automatically detects the
DSL modulation scheme
that the ISP is using

Edmonton(config-if)#interface atm0/0.1
pointtopoint

Creates virtual ATM
point-to-point subinterface

Edmonton(config-if)#pvec 1/2

Assigns virtual circuit
(VC) 2 on virtual path 1
to the subinterface

NOTE: pvc 1/2is an
example value that must
be changed to match the
value used by the ISP.

Edmonton(config-if)#dialer pool-member 1

Links the ATM interface to
the dialer interface

Edmonton(config-if)#encapsulation aal5mux

Configures the ATM
adaptation layer (AAL) for
multiplex (MUX)-type
VCs

NOTE: The global
default encapsulation
option is aal5snap.
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Step 2: Configure the Dialer Interface

Edmonton(config)#interface dialer@

Enters interface mode

NOTE: When
configuring the dialer
interface in an ATM
environment, it is

not necessary to
configure the maximum
transmission unit (MTU)
and adjust the MSS. This
is required only when
configuring PPPoE.

Edmonton(config-if)#ip address negotiated

Obtains IP address via
PPP/IPCP address
negotiation

Edmonton(config-if)#encapsulation ppp

Enables PPP encapsulation
on the dialer interface

Edmonton(config-if)#dialer pool 1

Links the dialer interface
with the physical interface
ATM 0/0

For Password Authentication Protocol (PAP)

Edmonton(config-if)#ppp authentication pap
callin

Uses PAP for authentication

Edmonton(config-if)#ppp pap sent-username
pieman password bananacream

Enables outbound PAP
user authentication

For Challenge Handshake Authentication Protocol (CHAP)

Edmonton(config-if)#ppp authentication chap

Enables outbound CHAP

callin user authentication
Edmonton(config-if)#ppp chap hostname pieman Submits the CHAP
username
Edmonton(config-if)#ppp chap password Submits the CHAP
bananacream password

Edmonton(config-if)#exit

Returns to global
configuration mode
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Step 3: Verify a PPPoA Connection

Edmonton#debug pppatm event vc 1/2

Displays events on virtual
circuit 2 on virtual path 1

Edmonton#debug pppatm error vc 1/2

Displays errors on virtual
circuit 2 on virtual path 1

Edmonton#show atm interface atmo/0

Displays ATM-specific
information about an ATM
interface

Edmonton#show dsl interface atm@/0.

Displays information
specific to the ADSL for
a specified ATM interface

Edmonton#debug ppp authentication

Displays authentication
protocol messages such as
CHAP and PAP messages

Edmonton#show ip dhcp binding

Displays address bindings
on the Cisco I0S DHCP
server

Edmonton#show ip nat translations

Displays active NAT
translations
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Configuring a Cable Modem Connection

Figure 2-2 shows a LAN connection and a cable connection to the ISP broadband router.

Figure 2-2 Cable Modem Connection Reference Topology
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The programming steps for configuring a cable modem connection are as follows:

Step 1. Configure WAN connectivity
Step 2. Configure local DHCP service.
Step 3. Configure NAT using a route map.
Step 4. Configure default routing.

Step 5. Apply NAT programming.

NOTE: Connection to a cable system using an external modem is simply a LAN
connection with NAT, DHCP, and firewall programming.
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Step 1: Configure WAN Connectivity

Edmonton(config)#interface fastethernet 0/0

Enters interface
configuration mode

Edmonton(config-if)#no ip route-cache

Disables fast switching at
this interface

Edmonton(config-if)#no cdp enable

Disables Cisco Discovery
Protocol (CDP) at this
interface

Edmonton(config-if)#mac-address 0017.31c0.9bfa

Manually sets a MAC
address (for authentication
purposes)

NOTE: Some cable
service providers use
the MAC address of the
host PC connected to
the cable modem as
authentication or link it
with the DHCP process.
Some cable modems
have used the MAC
address of their first
connected host as the
only valid user. Manual
configuration of a MAC
address at the router/
modem interface can
solve these problems.

Edmonton(config-if)#ip address dhcp

Sets the dynamic
addressing as DHCP

Edmonton(config-if)#no shutdown

Enables the interface

Edmonton(config-if)#exit

Exits interface
configuration mode
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Step 2: Configure Local DHCP Service

Edmonton(config)#ip dhcp excluded-address
10.10.30.1 10.10.30.5

Excludes an IP address
range from being offered
by the router’s DHCP
service

Edmonton(config)#ip dhcp pool CLIENT-1

Enters dhcp-config mode
for the pool CLIENT-1

Edmonton(dhcp-config)#import all

Imports DHCP option
parameters into the DHCP
server database from
external DHCP servicer

NOTE: Any manually
configured DHCP option
parameters override

the equivalent imported
DHCP option parameters.
Because they are obtained
dynamically, these
imported DHCP option
parameters are not

part of the router
configuration and are
not saved in NVRAM.

Edmonton(dhcp-config)#network 10.10.30.0
255.255.255.0

Defines the IP network
address

Edmonton(dhcp-config)#default-router
10.10.30.1

Declares the router’s LAN
interface address as a
gateway address

Edmonton(dhcp-config)#dns-server 10.10.30.2

Declares any required
DNS server address(es)

Edmonton(dhcp-config)#exit

Exits dhcp-config mode
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Step 3: Configure NAT Using a Route Map

Edmonton(config)#access-1ist 100 permit ip
10.10.30.0 0.0.0.255 any

Creates an access list
defining which addresses
will be translated in the
NAT process

Edmonton(config)#route-map ROUTEMAP permit 1

Enters route-map
configuration mode

Edmonton(config-route-map)#match ip address 100

Chooses the access list
that defines IP addresses
for NAT

Edmonton(config-route-map)#exit

Exits route-map
configuration mode

Edmonton(config)#ip nat inside source route-
map ROUTEMAP interface fastethernet 0/0
overload

Specifies the NAT inside
local (as defined by the
route map) and inside
global (interface
fastethernet 0/0) linkage
for the address translation

Step 4: Configure Default Routing

Edmonton(config)#ip route 0.0.0.0 0.0.0.0
fastethernet 0/0 A.B.C.D

Sets the default route to
the next-hop address of
AB.CD

NOTE: Packets from the
internal network will be
routed to the next hop
at A.B.C.D. If interface
FastEthernet 0/0 goes
down, the route entry
will be purged from the
routing table and will

be reinstated only when
interface FastEthernet
0/0 goes back up. If only
an outbound interface
is specified in the

static route, the router
believes all destinations
to be directly connected
and will issue proxy
ARP requests.
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Step 5: Apply NAT Programming

Edmonton(config)#interface fastethernet 0/1

Enters interface
configuration mode

Edmonton(config-if)#shutdown

Turns off the interface

Edmonton(config-if)#ip nat inside

Defines the interface as an
internal interface for the
NAT process

Edmonton(config-if)#no shutdown

Enables the interface

Edmonton(config-if)#interface fastethernet 0/0

Enters interface
configuration mode
for FastEthernet 0/0

Edmonton(config-if)#shutdown

Turns off the interface

Edmonton(config-if)#ip nat outside

Defines the interface as the
external interface for the
NAT process

Edmonton(config-if)#no shutdown

Enables the interface

Edmonton(config-if)#exit

Exits interface
configuration mode

Edmonton(config)#exit

Exits global configuration
mode

Configuring L2 Bridging Using a Cisco Cable Modem HWIC

The programming steps for setting up Layer 2 bridging using a Cisco cable modem High-

Speed WAN Interface Card (HWIC) are as follows:

Step 1. Configure global bridging parameters.

Step 2. Configure WAN to LAN bridging.

Step 1: Configure Global Bridging Parameters

Router>enable

Moves to privileged mode

Router#configure terminal

Enters global
configuration mode
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Router(config)#bridge irb Enables bridging between
routed interfaces and
bridge groups

Router(config)#bridge 59 protocol ieee Defines Spanning Tree
Protocol

Router(config)#bridge 59 route ip Enables routing of IP in
a bridge group

Step 2: Configure WAN to LAN Bridging

Router(config)#interface bvi 59 Creates a virtual interface
for bridge group 59
Router(config-if)#interface fastethernet 0/1 Enters interface

configuration mode

Router(config-if)#no ip address Deletes any IP addressing

Router(config-if)#bridge-group 59 Assigns bridge group 59
to the interface

Router(config-if)#interface cable 0/2/0 Enters interface mode for
cable connection

Router(config-if)#bridge-group 59 Assigns bridge group 59
to the interface

Router(config-if)#end Returns to privileged
modeEnds programming

Configuring L3 Routing Using a Cisco Cable Modem HWIC

The programming steps for setting up Layer 3 bridging using a Cisco cable modem HWIC
are as follows:

Step 1. Remove bridge group programming from all interfaces.
Step 2. Configure LAN connectivity.

Step 3. Configure WAN connectivity.
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Step 1: Remove Bridge Group Programming from All Interfaces

Router(config)#interface fastethernet 0/1

Enters interface
configuration mode

Router(configif)#no bridgegroup 59

Removes bridge group 59

Router(configif)#no bridgegroup 59 ieee

Removes Spanning Tree
programming

Router(configif)#interface cable 0

Enters interface
configuration mode

Router(configif)#no bridgegroup 59 ieee

Removes Spanning Tree
programming

Router(configif)#no bridgegroup 59

Removes bridge group 59

Router(configif)#exit

Returns to global
configuration mode

Step 2: Configure LAN Connectivity

Router(config-if)#interface fastethernet 0/1

Creates virtual interface
FastEthernet 0/1

Router(config-if)#ip address ip address subnet
mask

Assigns interface address
and netmask

Router(config-if)#no shutdown

Enables the interface

Step 3: Configure WAN Connectivity

Router(config)#interface cable-modem 0

Enters interface
configuration mode

Router(config-if)#ip address dhcp

Requests IP configuration
through DHCP

Router(config-if)#no shutdown

Enables the interface
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CHAPTER 3

Implementing Frame
Mode MPLS

This chapter provides information and commands concerning the following topics:

» Configuring Cisco Express Forwarding

— Verifying CEF

— Troubleshooting CEF
* Configuring MPLS on a Frame Mode interface
* Configuring MTU size in label switching

Configuring Cisco Express Forwarding

To enable MPLS, you must first enable Cisco Express Forwarding (CEF) switching.

NOTE: CEF switching is enabled by default on the following platforms:
» Cisco 7100 series router

+ Cisco 7200 series router

» Cisco 7500 series Internet router

dCEF Switching is enabled by default on the following platforms:

» Cisco 6500 series router

» Cisco 12000 series Internet router

Router(config)#ip cef Enables standard CEF
Router(config)#ip cef distributed Enables dCEF
Router(config)#no ip cef Disables CEF globally

Router(config)#interface fastethernet 0/1 Moves to interface
configuration mode

Router(config-if)#ip route-cache cef Enables CEF on the
interface
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Verifying CEF

Router#show ip cef

Displays entries in the
forwarding information
base (FIB)

Router#show ip cef summary

Displays a summary of the
FIB

Router#show ip cef unresolved

Displays unresolved FIB
entries

Router#show ip cef fastethernet 0/1

Displays the FIB entry for
the specified interface

Router#show ip cef fastethernet 0/1 detail

Displays detailed
information about the FIB
for the interface

Router#show cef drop

Displays packets that are
dropped due to adjacencies
that are incomplete or
nonexistent

NOTE: CEF is not supported on logical interfaces, such as loopback interfaces.

Troubleshooting CEF

Router#debug ip cef

Displays debug
information for CEF

Router#debug ip cef drop

Displays debug information
about dropped packets

Router#debug ip cef access-list x

Displays information from
specified access lists

Router#debug ip cef receive

Displays information
about packets received
by IP CEF
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Router#debug ip cef events Displays general CEF
events

Router#debug ip cef prefix-ipc Displays updates related
to IP prefix information

Router#debug ip cef table Produces a table showing
events related to the FIB
table

Configuring MPLS on a Frame Mode Interface

Router(config)#mpls ip Enables MPLS globally
on the router

NOTE: MPLS is
enabled by default on
Cisco routers. However,
if you need to re-enable
it, use the global mpls ip
command.

Router(config)#interface fastethernet 0/0 Moves to interface
configuration mode

Router(config-if)#mpls ip Enables MPLS on the
specified interface

Router(config-if)#mpls label protocol tdp Enables Tag Distribution
Protocol (TDP) on this
interface

NOTE: TDP is Cisco
proprietary. LDP is a
superset of TDP. Cisco
is changing from TDP to
a fully compliant LDP.
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Router(config-if)#mpls label protocol ldp

Enables Label Distribution
Protocol (LDP) on this
interface

NOTE: LDP isthe
default protocol on
Cisco 10S Release
12.4(3) and later. In
older releases, TDP
was the default
protocol.

Router(config-if)#mpls label protocol both

Enables both TDP and
LDP on this interface

NOTE: For backward compatibility, the mpls syntax will be entered as tag-
switching syntax in the configuration by the Cisco 10S Software.

Configuring MTU Size in Label Switching

Router(config)#interface fasthethernet 0/0

Moves to interface
configuration mode

Router(config-if)#mpls mtu 1512

Changes the maximum
size of an MPLS-labeled
packet to 1512 bytes

NOTE: The mpls mtu
command is an optional
command when
working with MPLS. But
because of the addition
of the label header, the
MTU on LAN interfaces
should be increased to
prevent IP fragmentation.

NOTE: The minimum
MTU is 64 bytes.

The maximum MTU
depends on the type of
interface medium that is
being used.
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Configuration Example: Configuring Frame Mode MPLS

Figure 3-1 shows the network topology for the configuration that follows, which shows how
to configure Frame Mode MPLS using commands covered in this chapter.

Figure 3-1 Network Topology for Frame Mode MPLS Configuration Example
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R1 Router
Router>enable Moves to privileged mode
Router#configure terminal Moves to global
configuration mode
Router(config)#hostname R1 Assigns hostname to
router
R1(config)#ip cef Enables CEF on device
(enabled by default)
R1(config)#mpls ip Enables MPLS globally
on device (enabled by
default)
R1(config)#interface loopback 0 Moves to interface
configuration mode
R1(config-if)#ip address 172.16.1.1 Assigns IP address and
255.255.255.0 netmask
R1(config-if)#interface fastethernet 0/0 Moves to interface
configuration mode
R1(config-if)#ip address 172.16.10.1 Assigns IP address and
255.255.255.0 netmask
R1(config-if)#mpls ip Enables MPLS on this
interface
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R1(config-if)#mpls mtu 1508

Changes the maximum
size of the packet allowed
on this interface to 1508
bytes

R1(config-if)#no shutdown

Activates interface

R1(config-if)#exit

Returns to global
configuration mode

R1(config)#router eigrp 1

Enables the EIGRP
routing process for AS 1

R1(config-router)#network 172.16.0.0

Specifies which network
to advertise in EIGRP

R1(config-router)#no auto-summary

Turns off the auto-
summarization feature

R1(config-router)#exit

Returns to global
configuration mode

R1(config)#exit

Returns to privileged
mode

R1#copy running-config startup-config

Saves configuration in
NVRAM

R2 Router

Router>enable

Moves to privileged mode

Router#configure terminal

Moves to global
configuration mode

Router(config)#hostname R2

Assigns hostname to
router

R2(config)#ip cef

Enables CEF on device
(enabled by default)

R2(config)#mpls ip

Enables MPLS globally
on device (enabled by
default)

R2 (config)#interface loopback 0

Moves to interface
configuration mode
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R2(config-if)#ip address 172.16.2.1
255.255.255.0

Assigns IP address and
netmask

R2(config-if)#interface fastethernet 0/0

Moves to interface
configuration mode

R2(config-if)#ip address 172.16.10.2
255.255.255.0

Assigns IP address and
netmask

R2(config-if)#mpls ip

Enables MPLS on this
interface

R2(config-if)#mpls mtu 1508

Changes the maximum
size of the packet allowed
on this interface to 1508
bytes

R2(config-if)#no shutdown

Activates interface

R2(config-if)#interface serial 0/0/0

Moves to interface
configuration mode

R2(config-if)#ip address 172.16.20.5
255.255.255.252

Assigns IP address and
netmask

R2(config-if)#mpls ip

Enables MPLS on this
interface

R2(config-if)#clock rate 64000

Enables clock rate for this
interface

R2(config-if)#no shutdown

Activates interface

R2(config-if)#exit

Returns to global
configuration mode

R2(config)#router eigrp 1

Enables the EIGRP
routing process for AS 1

R2(config-router)#network 172.16.0.0

Specifies which network
to advertise in EIGRP

R2(config-router)#no auto-summary

Turns off the auto-
summarization feature

R2(config-router)#exit

Returns to global
configuration mode
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R2(config)#exit

Returns to privileged
mode

R2#copy running-config startup-config

Saves configuration in
NVRAM

R3 Router

Router>enable

Moves to privileged mode

Router#configure terminal

Moves to global
configuration mode

Router(config)#hostname R3

Assigns hostname to
router

R3(config)#ip cef

Enables CEF on device
(enabled by default)

R3(config)#mpls ip

Enables MPLS globally
on device (enabled by
default)

R3(config)#interface loopback @

Moves to interface
configuration mode

R3(config-if)#ip address 172.16.3.1
255.255.255.0

Assigns IP address and
netmask

R3(config-if)#interface serial 0/0/0

Moves to interface
configuration mode

R3(config-if)#ip address 172.16.20.6
255.255.255.252

Assigns IP address and
netmask

R3(config-if)#mpls ip

Enables MPLS on this
interface

R3(config-if)#no shutdown

Activates interface

R3(config-if)#exit

Returns to global
configuration mode

R3(config)#router eigrp 1

Enables the EIGRP
routing process for AS 1

R3(config-router)#network 172.16.0.0

Specifies which network
to advertise in EIGRP
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R3(config-router)#no auto-summary

Turns off the auto-
summarization feature

R3(config-router)#exit

Returns to global
configuration mode

R3(config)#exit

Returns to privileged
mode

R3#copy running-config startup-config

Saves configuration in
NVRAM
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CHAPTER 4

IPsec VPNs

This chapter provides information and commands concerning the following topics:

Configuring a teleworker to branch office VPN using CLI
Configuring IPsec site-to-site VPNs using CLI
Configuring IPsec site-to-site VPNs using SDM
Configuring GRE tunnels over [Psec

Configuring a static IPsec virtual tunnel interface
Configuring High Availability VPNs

— IPsec backup peers

— Hot Standby Routing Protocol (HSRP)

— IPsec stateful failover

— Backing Up WAN connections with IPsec VPNs
Configuring Easy VPN Server using Cisco SDM
Implementing the Cisco VPN Client

Much of this chapter references the network topology shown in Figure 4-1. The
Winnipeg and Edmonton routers have a basic configuration to which additional
programming will be added.
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Figure 4-1
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Configuring a Teleworker to Branch Office VPN Using CLI

This section refers to Figure 4-1 and provides details about the configuration for the
Edmonton router.

The following steps are used to configure the Edmonton router:

Step 1.

Step 2.
Step 3.
Step 4.
Step 5.
Step 6.
Step 7.

Step 8.

Configure the crypto map.

Verify the VPN service.
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Configure policies for the client group(s).
Configure the IPsec transform sets (IKE phase 2).

Configure router AAA and add VPN client users.

Apply the crypto map to the interface.

Configure the Internet Security Association and Key Management Protocol
(ISAKMP) policy (IKE phase 1).

Create VPN client policy for security association negotiation.
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Step 1: Configure the ISAKMP Policy (IKE Phase 1)

Edmonton(config)#crypto isakmp policy 1

Creates an IKE phase 1
policy

Edmonton(config-isakmp)#encryption 3des

Selects 3DES as the
encryption type

Edmonton(config-isakmp)#hash md5

Selects MDS5 as the
hashing algorithm

Edmonton(config-isakmp)#authentication
pre-share

Uses a preshared
encryption key

Edmonton(config-isakmp)#group 2

Uses Diffie-Hellman
group 2 key exchange
algorithm

Edmonton(config-isakmp)#exit

Exits isakmp mode and
returns to global
configuration mode

Step 2: Configure Policies for the Client Group(s)

Client Group(s)

Edmonton(config)#crypto isakmp client
configuration group VPNGROUP

Creates a group for VPN
clients

Edmonton(config-isakmp-group)#key 12345678

Uses the key 12345678

Edmonton(config-isakmp-group)#pool VPNPOOL

Uses addresses defined in

the address pool
VPNPOOL

Edmonton(config-isakmp-group)#dns 192.31.7.1

Points the VPN client to a

DNS service

Edmonton(config-isakmp-group)#wins 10.10.30.10

Points the VPN client at a

WINS service

Edmonton(config-isakmp-group)#exit

Exits isakmp-group mode

and returns to global
configuration mode
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Step 3: Configure the IPsec Transform Sets (IKE Phase 2, Tunnel

Termination)

Edmonton(config)#crypto ipsec transform-set
TRANSFORM-1 esp-3des esp-sha-hmac

Creates a transform set for
the IKE phase 2 policy

Edmonton(cfg-crypto-trans)#exit

Exits cfg-crypto-trans
mode

Step 4: Configure Router AAA and Add VPN Client Users

Edmonton(config)#aaa new-model

Starts the router AAA
service

NOTE: Cisco IOS-
based VPNs require the
router AAA service to
be enabled. VPN client
users can be defined
locally in the router or
on an AAA server. There
are separate lists for
authentication and
authorization of VPN
users.

Edmonton(config)#aaa authentication login
default local

Verifies login authentication
for the “default” group
using the local user
database

Edmonton(config)#aaa authentication login

Verifies login authentication

default local

VPNAUTH local for the VPNAUTH group
using the local user
database

Edmonton(config)#aaa authorization exec Verifies EXEC

authorization for the
“default” group using the
local user database

Edmonton(config)#aaa authorization network
VPNAUTHOR local

Verifies network access
authorization for the
VPNAUTHOR group
using the local user
database
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Edmonton(config)#username useri secret
passwordi

Creates user for VPN
authentication

Edmonton(config)#username user2 secret
password2

Creates user for VPN
authentication

Step 5: Create VPN Client Policy for Security Association Negotiation

Edmonton(config)#crypto dynamic-map DYNMAP 1

Creates a dynamic crypto
map

Edmonton(config-crypto-map)#set transform-set
TRANSFORM-1

Defines the transform set
the client must match to

Edmonton(config-crypto-map)#reverse-route

Has the router add a return
route for the VPN client in
the routing table

Edmonton(config-crypto-map)#exit

Exits config-crypto-map
mode

Step 6: Configure the Crypto Map (IKE Phase 2)

Edmonton(config)#crypto map CRYPTOMAP client Configures IKE extended
authentication list VPNAUTH authentication (Xauth)
for the VPN group
VPNAUTH
Edmonton(config)#crypto map CRYPTOMAP isakmp Configures IKE key
authorization list VPNAUTHOR lookup from a AAA server
for the VPN group
VPNAUTHOR

Edmonton(config)#crypto map CRYPTOMAP client
configuration address respond

Enables the router to
accept IP address requests
from any peer

Edmonton(config)#crypto map CRYPTOMAP 65535
ipsec-isakmp dynamic DYNMAP

Uses IKE to establish
IPsec SAs as specified by
crypto map DYNMAP
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Step 7: Apply the Crypto Map to the Interface

Edmonton(config)#interface ethernet 2/0

Enters interface
configuration mode

Edmonton(config-if)#crypto map CRYPTOMAP

Applies the crypto map
CRYPTOMAP

Edmonton(config-if)#end

Exits to privileged mode

Step 8: Verify the VPN Service

Edmonton#show crypto ipsec sa

Displays the settings used
by current security
associations (SA)

Edmonton#show crypto isakmp sa

Displays current IKE SAs

Edmonton#show crypto session

Displays status
information for active
crypto sessions

Edmonton#show crypto dynamic-map

Displays a dynamic crypto
map set

Edmonton#show crypto map

Displays the crypto map
configuration

NOTE: Before issuing
a debug command,

you should read the
information for that
command in the Cisco
10S Debug Command
Reference for your I0S
version to determine the
impact on the device.

Edmonton#debug crypto ipsec

Displays IPsec

Edmonton#debug crypto isakmp

Displays messages about
IKE events
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Edmonton#debug crypto isakmp error

Displays error messages
for IKE-related operations

Edmonton#debug crypto ipsec error

Displays error messages
for IPsec-related
operations

Configuring IPsec Site-to-Site VPNs Using CLI

This section refers to Figure 4-1 and provides details about the configuration for the

Winnipeg router.

The programming steps for configuring the Winnipeg router are as follows:

Step 1.
Step 2.
Step 3.
Step 4.
Step 5.
Step 6.

Step 7.

Configure the ISAKMP policy (IKE phase 1).

Configure the crypto map (IKE phase 2).

Configure the firewall interface ACL.

Verify the VPN service.

Configure the IPsec transform sets (IKE phase 2, tunnel termination).

Configure the crypto ACL (interesting traffic, secure data transfer).

Apply the crypto map to the interface (IKE phase 2).

Step 1: Configure the ISAKMP Policy (IKE Phase 1)

Winnipeg(config)

#crypto isakmp policy 1

Creates an IKE policy

Winnipeg(config-

isakmp)#encryption 3des

Defines 3DES encryption

Winnipeg(config-

isakmp)#hash sha

Chooses sha as the
hashing algorithm

Winnipeg(config-
pre-share

isakmp)#authentication

Specifies authentication
with a preshared key

Winnipeg(config-

isakmp)#group 2

Specifies Diffie-Hellman
group 2 key exchange
algorithm

Winnipeg(config-

isakmp)#lifetime 86400

Specifies the lifetime of
the IKE SA
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Winnipeg(config-isakmp)#exit

Exits isakmp configuration
mode

Winnipeg(config)#crypto isakmp key 12345678
address 192.31.7.1

Specifies the key required
for the tunnel endpoint

NOTE: The VPN tunnel
peer (Edmonton router)
must have one IKE
phase 1 policy that
matches the IKE phase
1 policy in the Winnipeg
router.

Step 2: Configure the IPsec Transform Sets (IKE Phase 2, Tunnel

Termination)

Winnipeg(config)#crypto ipsec transform-set
TRANSFORM-0 esp-sha-hmac esp-3des

Creates a transform set for
the IKE phase 2 policy

Winnipeg(cfg-crypto-trans)#mode tunnel

Encapsulates the entire
datagram

Winnipeg(cfg-crypto-trans)#exit

Exits cfg-crypto-trans mode

Winnipeg(config)#crypto ipsec security-
association lifetime seconds 1200

Defines a 20-minute SA
lifetime

Step 3: Configure the Crypto ACL (Interesting Traffic, Secure Data

Transfer)

Winnipeg#configure terminal

Enters global configuration
mode

Winnipeg(config)#access-1list 100 permit ip
192.168.30.0 0.0.0.255 10.10.30.0 0.0.0.255

Defines the source and
destination of traffic that
will use the IPsec tunnel
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Step 4: Configure the Crypto Map (IKE Phase 2)

Winnipeg(config)#crypto map CRYPTO-MAP-0 1

ipsec-isakmp

Defines the crypto map
CRYPTO-MAP-0 to use
IPsec with ISAKMP

Winnipeg(config-crypto
192.31.7.1

-map)#set peer

Specifies the IP address of
the VPN peer

Winnipeg(config-crypto
TRANSFORM-0

-map)#set transform-set

Uses the transform set
TRANSFORM-0 for IKE
phase 2 policy

Winnipeg(config-crypto

-map)#match address 100

Defines the IP addresses
for the IPsec tunnel

Winnipeg(config-crypto

-map) #exit

Exits crypto-map
configuration mode

NOTE: The Edmonton tunnel termination router has the following mirrored
programming: tunnel peer IP address, interesting traffic ACL, and firewall ACL
permitting VPN protocols.

Edmonton(config)#access-1list 101 permit ip
10.10.30.0 0.0.0.255 192.168.30.1 0.0.0.255

Defines the source and
destination IP addresses
of the VPN traffic

Edmonton(config-crypto-

map)#match address 101

Defines the IP addresses
for the IPsec tunnel

Edmonton(config-crypto-

128.107.55.9

map)#set peer

Specifies the IP address of
the IPsec peer

Edmonton(config)#access-1ist 120 permit ahp

host 128.107.55.9 host

192.31.7.1

Permits VPN protocol:
Authentication Header
(AH)

Edmonton(config)#access-1ist 120 permit esp Permits VPN protocol:
host 128.107.55.9 host 192.31.7.1 Encapsulating Security

Payload (ESP)
Edmonton(config)#access-1ist 120 permit udp Permits VPN protocol:
host 128.107.55.9 host 192.31.7.1 eq isakmp ISAKMP
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Step 5: Apply the Crypto Map to the Interface (IKE Phase 2)

Winnipeg(config)#interface fastethernet 0/0

Enters interface
configuration mode

Winnipeg(config-if)#crypto map CRYPTO-MAP-0

Applies the crypto map at
the terminating interface

Winnipeg(config-if)#exit

Exits interface
configuration mode

Step 6: Configure the Firewall Interface ACL

Winnipeg(config)#access-1list

host 192.31.7.1 host 128.107.

120 permit ahp
55.9

Permits VPN protocol: AH

Winnipeg(config)#access-1list 120 permit esp Permits VPN protocol:
host 192.31.7.1 host 128.107.55.9 ESP
Winnipeg(config)#access-1list 120 permit udp Permits VPN protocol:
host 192.31.7.1 host 128.107.55.9 eq isakmp ISAKMP

NOTE: The ACL
permitting VPN
protocols is applied
inbound at the border
router or firewall WAN
interface.

Winnipeg(config)#interface fastethernet 0/0

Enters interface
configuration mode

Winnipeg(config-if)#ip access-group 120 in

Applies VPN protocol
ACL inbound at the local
terminating interface

Step 7: Verify the VPN Service

Winnipeg#show crypto ipsec sa

Displays the settings used
by current SAs

Winnipeg#show crypto isakmp sa

Displays current IKE SAs

Winnipeg#show crypto session

Displays status
information for active
crypto sessions
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Winnipeg#show crypto dynamic-map Displays a dynamic crypto
map set

Winnipeg#show crypto map Displays the crypto map
configuration

Winnipeg#debug crypto ipsec Displays IPsec events

Winnipeg#debug crypto isakmp Displays messages about
IKE events

Winnipeg#debug crypto isakmp error Displays error messages
for IKE-related operations

Winnipeg#debug crypto ipsec error Displays error messages
for IPsec-related
operations

Configuring IPsec Site-to-Site VPNs Using SDM

Figure 4-1 shows the network topology for the configurations that follow, which describe
how to use SDM to configure an [Psec site-to-site VPN.

Step 1.

Step 2.

Step 3.

Step 4.

Step 5.

Start the Cisco Security Device Manager (SDM) application on a workstation
(WorkStation 1) on the 192.168.30.0/24 Winnipeg LAN segment.

Choose Configure > VPN > Tasks > Site-to-Site VPN.

Click the Create a Site to Site VPN radio button and then click the Launch
the Selected Task button.

Click the View Defaults button and peruse the SDM default crypto
selections:

SDM Crypto/IPsec Default Values:

* Authentication Method: Pre-Shared Key

* Encryption: 3DES

* Negotiation Authentication: SHA (Hash)

* Public Key Cryptography: Diffie-Hellman Group 2

Click Next to display the window shown in Figure 4-2.
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Figure 4-2 Site-to-Site VPN Connection Information
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Step 6. In the VPN Connection Information area, click the drop-down arrow and

choose FastEthernet(0/0. FastEthernet 0/0 is the terminating interface on the
Winnipeg router.

Step 7. In the Peer Identity area, click the drop-down arrow and choose Peer with a
Static Address. Enter the IP address (192.31.7.1) of the Edmonton Serial 0/0
interface, which is the terminating interface on the Edmonton router.

Step 8. In the Authentication area, click the Pre-shared Keys radio button.

Step 9. In the Source area, enter the source of the VPN traffic. In this case, VPN
traffic originates from FastEthernet 0/1 on the Winnipeg router.

Step 10. In the Destination area, enter the destination of the VPN traffic. In this case,
the destination of Winnipeg VPN traffic on the Edmonton router is
10.10.30.0/24.

Step 11.  Choose Next > Next to complete and implement the programming.

NOTE: The Generate Mirror button at the bottom of the page creates a
configuration for the peer VPN router. This configuration is only a guide
and should not be applied directly to the peer VPN router.
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NOTE: The IKE policy and preshared keys must be the same on both routers. The
ACL applied in the crypto map of each router permits traffic from each local LAN
segment to each VPN peer LAN segment.

Step 12. To begin IPsec tunnel troubleshooting, from the window shown in Figure
4-3, click the Test Tunnel button and then click Start.

NOTE: SDM will attempt to activate the VPN tunnel. It will prompt for a
destination host IP in the peer router’s internal network and then generate traffic
to that peer. SDM will generate an error report with suggested remedies if a tunnel
error is encountered.

Step 13. Choose Monitor > VPN Status > IPsec Tunnels.

NOTE: Each VPN tunnel configured on the router can be monitored for
throughput and errors.

Figure 4-3 SDM Monitoring IPsec Site-to-Site Tunnel
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Configuring GRE Tunnels over IPsec

This section refers to Figure 4-1 and provides details about the configuration of a GRE over
[Psec tunnel, in this case from Winnipeg to Edmonton.

The programming steps for configuring the Winnipeg router are as follows:

Step 1. Create the GRE tunnel.

Step 2. Specify the IPsec VPN authentication method.

Step 3. Specity the IPsec VPN IKE proposals.

Step 4. Specify the IPsec VPN transform sets.

Step 5a.  Specify static routing for the GRE over IPsec tunnel.
Step 5b.  Specify routing with OSPF for the GRE over IPsec tunnel.

Step 6. Enable the crypto programming at the interfaces.

NOTE: The Winnipeg and Edmonton routers are programmed to provide
connectivity for LAN and WAN, including any public to private IP translation.

Step 1: Create the GRE Tunnel

Winnipeg(config)#interface tunnelo Enters interface
configuration mode
(virtual GRE tunnel

interface)
Winnipeg(config-if)#ip address 192.168.3.1 Assigns the tunnel IP
255.255.255.0 address and netmask

Winnipeg(config-if)#tunnel source fastethernet | Defines the local tunnel

o/0 interface
Winnipeg(config-if)#tunnel destination Programs the far-end
192.31.7.1 tunnel TP

NOTE: The peer
termination router has
mirrored programming
with “tunnel destination
128.107.55.9.”

Winnipeg(config-if)#no shutdown Turns on the tunnel
interface
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Step 2: Specify the IPsec VPN Authentication Method

Winnipeg#configure terminal

Enters global
configuration mode

Winnipeg(config)#crypto isakmp policy 10

Creates an IKE phase 1
policy

Winnipeg(config-isakmp)#authentication
pre-share

Specifies use of a preshared
encryption key

Winnipeg(config-isakmp)#encryption 3des

Specifies use of 3DES
encryption

Winnipeg(config-isakmp)#group 2

Specifies use of the Diffie-
Hellman group 2 hashing
algorithm

Winnipeg(config-isakmp)#exit

Exits isakmp configuration
mode

Winnipeg(config)#crypto isakmp key 12345678
address 192.31.7.1

Specifies the key required
for the tunnel endpoint

Edmonton(config)#crypto isakmp key 12345678
address 128.107.55.9

Specifies the key required
for the tunnel endpoint

NOTE: The peer
termination router must
have the same key and
IP address of its peer
termination router

(128.107.55.9).
Step 3: Specify the IPsec VPN IKE Proposals
Winnipeg(config)#access-1list 101 permit gre Allows GRE protocol
host 128.107.55.9 host 192.31.7.1 traffic between GRE

tunnel endpoints

Winnipeg(config)#crypto map VPN-1 10 ipsec-
isakmp

Defines the crypto map
VPN-1 to use IPsec with
ISAKMP

Winnipeg(config-crypto-map)#set peer
192.31.7.1

Specifies the IP address of
the IPsec peer
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Winnipeg(config-crypto-map)#set transform-set

Uses the transform set TO-

TO-EDMONTON EDMONTON for IKE
phase 2 policy
Winnipeg(config-crypto-map)#match address 101 Defines the IP addresses

for the IPsec tunnel

Winnipeg(config-crypto-map)#exit

Exits crypto-map
configuration mode

Edmonton(config)#access-1list 102 permit gre
host 192.31.7.1 host 128.107.55.9

Allows GRE protocol
traffic between GRE
tunnel endpoints

Edmonton(config-crypto-map)#set peer
128.107.55.9

Specifies the IP address of
the IPsec peer

Edmonton(config-crypto-map)#match address 102

Defines the IP addresses
for the IPsec tunnel

NOTE: The Edmonton
tunnel termination
router has the following
mirrored programming:
ACL permitting GRE
inbound from the
Winnipeg router, tunnel
peer, and interesting
traffic ACL.

Step 4: Specify the IPsec VPN Transform Sets

Winnipeg(config)#crypto ipsec transform-set
TO-EDMONTON esp-des esp-md5-hmac

Creates the transform set
TO-EDMONTON for the
IKE phase 2 policy

Winnipeg(cfg-crypto-trans)#exit

Exits cfg-crypto-trans
configuration mode
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Step 5a: Specify Static Routing for the GRE over IPsec Tunnel

Winnipeg(config)#ip route 0.0.0.0 0.0.0.0
128.107.55.10

Configures a static default
route to the physical next-
hop IP address

Winnipeg(config)#ip route 10.10.30.0
255.255.255.0 192.168.3.2

Configures a static route
for (local) tunnel traffic
giving the far-end tunnel
address as the next-hop IP
address

Step 5b: Specify Routing with OSPF for the GRE over IPsec Tunnel

Winnipeg(config)#router ospf 1

Enables OSPF with
process ID 1

Winnipeg(config-router)#passive-interface Disables OSPF routing
fastethernet 0/0 updates on interface
FastEthernet 0/0
Winnipeg(config-router)#passive-interface Disables OSPF routing
fastethernet 0/1 updates on interface
FastEthernet 0/1

NOTE: Interface
TunnelO is the only
interface participating
in OSPF.

Winnipeg(config-router)#network 192.168.30.0
0.0.0.255 area 0

Configures 192.168.30.0/
24 into OSPF area 0

Winnipeg(config-router)#network 192.168.3.0
0.0.0.255 area 0

Any interface with an
address of 192.168.3.x is
to be placed into area 0

Winnipeg(config-router)#exit

Returns to global
configuration mode

NOTE: GRE is multiprotocol and can tunnel any OSI Layer 3 protocol.
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Step 6: Enable the Crypto Programming at the Interfaces

Winnipeg(config-if)#interface fastethernet 0/0

Enters interface
configuration mode

Winnipeg(config-if)#shutdown

Turns the interface off

Winnipeg(config-if)#crypto map VPN-1

Applies the crypto map to
the WAN interface

Winnipeg(config-if)#no shutdown

Turns the interface on

Winnipeg(config-if)#exit

Returns to global
configuration mode

Winnipeg(config)#interface tunnel0

Enters interface
configuration mode

Winnipeg(config-if)#shutdown

Turns the interface off

Winnipeg(config-if)#crypto map VPN-1

Applies the crypto map to
the tunnel interface

Winnipeg(config-if)#no shutdown

Turns the interface on

Configuring a Static IPsec Virtual Tunnel Interface

This section refers to Figure 4-1 and provides details about the configuration of an IPsec

virtual tunnel interface (VTI).

NOTE: The VTI method to secure multiprotocol links is preferred over secure
GRE tunnels. IPsec VTIs simplify the configuration of IPsec for protection of
remote links. This feature may not be supported in older IOS releases. Please
review the VTl restrictions in Cisco I0S Security Configuration Guide, Release
12.4, “Part 4: Implementing IPsec and IKE” (click the Configuring Security for
VPNs with IPsec link and then click IPsec Virtual Tunnel Interface) at Cisco.com.

The programming steps for configuring a router (for this example, the Winnipeg and

Edmonton routers) for a static IPsec VTI are as follows:

Step 1. Configure EIGRP AS 1.
Step 2.  Configure Static Routing.
Step 3. Create IKE Policies and Peers.
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Step 4. Create [Psec Transform Sets.
Step 5. Create an IPsec Profile.

Step 6. Create the [Psec Virtual Tunnel Interface.

Step 1: Configure EIGRP AS 1

Winnipeg(config)#router eigrp 1

Enters EIGRP routing
configuration mode

Winnipeg(config-router)#no auto-summary

Turns off EIGRP’s
address summarization

Winnipeg(config-router)#network 192.168.3.0

Advertises the IP segment
on the tunnel interface

Winnipeg(config-router)#network 192.168.30.0 Advertises the LAN IP
segment
Edmonton(config)#router eigrp 1 Enters EIGRP routing

configuration mode

Edmonton(config-router)#no auto-summary

Turns off EIGRP’s address
summarization

Edmonton(config-router)#network 192.168.3.0

Advertises the IP segment
on the tunnel interface

Edmonton(config-router)#network 10.10.30.0

Advertises the LAN IP
segment

Step 2: Configure Static Routing

Winnipeg(config)#ip route 0.0.0.0 0.0.0.0
128.107.55.10

Specifies default route to
next-hop WAN address

Edmonton(config)#ip route 0.0.0.0 0.0.0.0
192.31.7.2

Specifies default route to
next-hop WAN address

NOTE: After Steps 1
through 3, connectivity
and EIGRP neighbor
relationships should
be verified.
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Step 3: Create IKE Policies and Peers

Winnipeg(config)#crypto isakmp policy 10

Creates a policy to define
the parameters used
during the IKE
negotiation.

NOTE: All ISAKMP
settings are not offered
on all crypto-capable
I0S images. Configure
the settings supported
by your I0OS image.

Winnipeg(config-isakmp)#authentication pre-
share

Specifies use of a shared
common key

Winnipeg(config-isakmp)#encryption aes 256

Specifies use of 256-bit
AES encryption

Winnipeg(config-isakmp)#hash sha

Specifies use of the SHA
hashing algorithm

Winnipeg(config-isakmp)#group 5

Configures the IKE policy
with the 1536-bit Diffie-
Hellman group (group 5)

Winnipeg(config-isakmp)#lifetime 3600

Specifies the lifetime of an
IKE SA

NOTE: The IKE SA

is bound to the VTI.
Because the IKE SA is
bound to the VTI, the
same IKE SA cannot be
used for a crypto map.

Winnipeg(config)#exit

Returns to global
configuration mode
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Winnipeg(config)#crypto isakmp key KEY-1
address 0.0.0.0 0.0.0.0

Assigns the common
crypto key and specifies
the interface IP address of
the participating peer

NOTE: The VTI
programming steps

for the Edmonton router
are the same as those
for the Winnipeg

router using reciprocal
(mirrored) addressing.

Edmonton(config)#crypto isakmp policy 10

Creates policy to define
the parameters used
during the IKE negotiation

Edmonton(config-isakmp)#authentication pre-
share

Specifies use of a shared
common key

Edmonton(config-isakmp)#encryption aes 256

Specifies use of 256-bit
AES encryption

Edmonton(config-isakmp)#hash sha

Specifies use of the SHA
hashing algorithm

Edmonton(config-isakmp)#group 5

Configures the IKE policy
with the 1536-bit Diffie-
Hellman group (group 5)

Edmonton(config-isakmp)#lifetime 3600

Specifies the lifetime of an
IKE SA

Edmonton(config)#exit

Returns to global
configuration mode

Edmonton(config)#crypto isakmp key KEY-1
address 0.0.0.0 0.0.0.0

Assigns the common
crypto key and specifies
the interface IP address of
the participating peer
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Step 4: Create IPsec Transform Sets

NOTE: When IKE is not used to establish SAs, a single transform set must be
used. The transform set is not negotiated, and the IPsec transform set must be
configured in tunnel mode only.

Winnipeg(config)#crypto ipsec transform-set Specifies the I[Psec
TRANSFORM-1 esp-aes 256 esp-sha-hmac ah-sha- security protocol (AH or
hmac ESP) and the algorithm

you want to use

Winnipeg(cfg-crypto-trans)#exit Returns to global
configuration mode

Winnipeg(config)# NOTE: All IPsec

transform settings are
not offered on all crypto-
capable 10S images.
Configure the settings
supported by your I0S

image.
Edmonton(config)#crypto ipsec transform-set Specifies the [Psec
TRANSFORM-1 esp-aes 256 esp-sha-hmac ah-sha- security protocol (AH or
hmac ESP) and the algorithm
you want to use
Edmonton(cfg-crypto-trans)#exit Returns to global

configuration mode

Edmonton(config)#

Step 5: Create an IPsec Profile

CAUTION: Static VTls support only a single IPsec SA that is attached to the VTI
interface. The traffic selector for the IPsec SA is always "IP any any".
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Winnipeg(config)
PROFILE-1

#crypto ipsec profile

Creates the Winnipeg
IPsec profile PROFILE-1

TRANSFORM-1

Winnipeg(ipsec-profile)#set transform-set

Links the transform
TRANSFORM-1 to the
profile PROFILE-1

NOTE: There are no
match clauses in an
IPsec profile, only set
statements. Also, the
transform setis the only
parameter that must

be defined under the
profile.

Edmonton(config)
PROFILE-1

#crypto ipsec profile

Creates the Edmonton
IPsec profile PROFILE-1
on the Edmonton router

TRANSFORM-1

Edmonton(ipsec-profile)#set transform-set

Links the transform
TRANSFORM-1 to the
profile PROFILE-1

Step 6: Create the IPsec Virtual Tunnel Interface

Winnipeg(config)

#interface tunnel 0

Creates a “tunnel”
interface

Winnipeg(config-
255.255.255.0

if)#ip address 192.168.3.1

Assigns the tunnel IP
address

Winnipeg(config-
o/0

if)#tunnel source fastethernet

Declares the local physical
interface used by the
tunnel interface

Winnipeg(config-
128.107.50.2

if)#tunnel destination

Names the IP address of
the remote tunnel endpoint

Winnipeg(config-

if)#tunnel mode ipsec ipv4

Sets [Psec using IPv4 as
the encapsulation mode
for the tunnel interface

profile PROFILE-

Winnipeg(config-if)#tunnel protection ipsec

1

Associates the tunnel
interface with the IPsec
profile
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Edmonton(config)#interface tunnel 0

Creates a tunnel interface

Edmonton(config-if)#ip address 192.168.3.2
255.255.255.0

Assigns the tunnel IP
address and netmask

Edmonton(config-if)#tunnel source ethernet 0/1

Declares the local physical
interface used by the
tunnel interface

Edmonton(config-if)#tunnel destination
128.107.55.9

Names the IP address of
the remote tunnel endpoint

Edmonton(config-if)#tunnel mode ipsec ipv4

Sets IPsec using IPv4 as
the encapsulation mode
for the tunnel interface

Edmonton(config-if)#tunnel protection ipsec
profile PROFILE-1

Associates the tunnel
interface with the IPsec
profile
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Configuring High Availability VPNs

Figure 4-4 shows the network topology for IPSec stateful failover using the Hot Standby
Router Protocol (HSRP).

Figure 4-4  HSRP Stateful Failover
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NOTE: There are design restrictions when configuring stateful redundancy for
VPN connections. These encompass platform, I0S compatibility, and connection
topology.

Step 1: Configure Hot Standby Routing Protocol Configuration on HSRP1

HSRP1 (config)#interface fastethernet 0/0 Enters interface
configuration mode

HSRP1 (config-if)#standby 1 ip 128.107.55.3 Assigns 128.107.55.3 as
the HSRP group 1 virtual
router IP

HSRP1 (config-if)#standby 1 preempt Enables the active device

to release control after an
interface tracking event

HSRP1 (config-if)#standby 1 name HSRP-OUT Names the HSRP group

HSRP1 (config-if)#standby 1 track fastethernet Monitors the interface

1/ status to enable failover
to an HSRP peer

HSRP1 (config-if)#standby delay reload 120 Configures a delay before

initializing HSRP groups

HSRP1(config)#interface fastethernet 0/1 Enters interface
configuration mode

HSRP1 (config-if)#standby 2 ip 10.10.20.3 Assigns $10.10.20.3 as the
HSRP group 2 virtual
router IP

HSRP1 (config-if)#standby 2 preempt Enables the active device

to release control after an
interface tracking event

HSRP1 (config-if)#standby 2 name HSRP-IN Names the HSRP group

HSRP1 (config-if)#standby delay reload 120 Configures a delay before
initializing HSRP groups

HSRP1(config-if)#standby 2 track fastethernet Monitors the interface

o/0 status to enable failover
to an HSRP peer
HSRP2 (config)#interface fastethernet 0/0 Enters interface

configuration mode
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HSRP2 (config-if)#standby 1 ip 128.107.55.3

Assigns 128.107.55.3 as
the HSRP group 1 virtual
router IP

HSRP2(config-if)#standby 1 preempt

Enables the active device
to release control after an
interface tracking event

HSRP2(config-if)#standby 1 name HSRP-OUT

Names the HSRP group

HSRP2 (config-if)#standby 1
1/0

track fastethernet

Monitors the interface
status to enable failover
to an HSRP peer

HSRP2 (config-if)#standby delay reload 120

Configures a delay before
initializing HSRP groups

HSRP2(config)#interface fastethernet 0/1

Enters interface
configuration mode

HSRP2(config-if)#standby 2 ip 10.10.20.3

Assigns 10.10.20.3 as the
HSRP group 2 virtual
router IP

HSRP2(config-if)#standby 2 preempt

Enables the active device
to release control after an
interface tracking event

HSRP2(config-if)#standby 2 name HSRP-IN

Names the HSRP group

HSRP2(config-if)#standby delay reload 120

Configures a delay before
initializing HSRP groups

HSRP2(config-if)#standby 2 track fastethernet
0/0

Monitors the interface
status to enable failover to
an HSRP peer

Step 2: Configure Site-to-Site VPN on HSRP1

HSRP1 Configuration

Tunnel Traffic Filter

HSRP1 (config)#ip access-list extended PEER-
OUTSIDE

Creates a named extended
access list

HSRP1 (config-ext-nacl)#permit ip 10.10.40.1
0.0.0.255 10.10.30.0 0.0.0.255

Defines traffic for the
IPsec tunnel

ht

HSRP1(config-ext-nacl)#exit
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Key Exchange Policy

HSRP1 (config)#crypto isakmp policy 1

Creates IKE policy

HSRP1 (config-isakmp)#authentication pre-share

Specifies use of a
preshared key for
authentication

HSRP1 (config-isakmp)#exit

Exits to global
configuration mode

Addressing, Authentication Credentials, and Transform Set

HSRP1 (config)#crypto isakmp key 12345678
address 0.0.0.0 0.0.0.0 no-xauth

Specifies the key required
for the tunnel endpoint (no
user authentication)

HSRP1 (config)#crypto ipsec transform-set
TRANS-1 ah-md5-hmac esp-3des

Creates the transform set
TRANS-1 for the IKE
phase 2 policy

HSRP1 (cfg-crypto-trans)#exit

Exits to global
configuration mode

IPsec Tunnel

HSRP1 (config)#crypto map TO-OUTSIDE 10 ipsec-
isakmp

Defines the crypto map
TO-OUTSIDE to use
IPsec with ISAKMP

HSRP1 (config-crypto-map)#set peer 192.31.7.1

Specifies the IP address of
the remote IPsec peer

HSRP1(config-crypto-map)#set transform-set
TRANS -1

Specifies use of the
transform set TRANS-1
for IKE phase 2 policy

HSRP1 (config-crypto-map)#match address PEER-
OUTSIDE

Defines the IP addresses
for the IPsec tunnel

HSRP1 (config-crypto-map)#exit

Exits to global
configuration mode
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HSRP2 Configuration

Tunnel Traffic Filter

HSRP2 (config)#ip access-list extended PEER-
OUTSIDE

Creates named extended
access list

HSRP2 (config-ext-nacl)#permit ip 10.10.40.1
0.0.0.255 10.10.30.0 0.0.0.255

Defines traffic for the
IPsec tunnel

HSRP2 (config-ext-nacl)#exit

Exits to global
configuration mode

Key Exchange Policy

HSRP2 (config)#crypto isakmp policy 1

Creates IKE policy

HSRP2 (config-isakmp)#authentication pre-share

Specifies the use of a
preshared key for
authentication

HSRP2 (config-isakmp)#exit

Exits to global
configuration mode

Addressing, Authentication Credentials, and Transform Set

HSRP2(config)#crypto isakmp key 12345678
address 0.0.0.0 0.0.0.0 no-xauth

Specifies the key required
for the tunnel endpoint (no
user authentication)

HSRP2 (config)#crypto ipsec transform-set
TRANS-1 ah-md5-hmac esp-3des

Creates the transform set
TRANS-1 for the IKE
phase 2 policy

HSRP2(cfg-crypto-trans)#exit

Exits to global
configuration mode

IPsec Tunnel

HSRP2 (config)#crypto map TO-OUTSIDE 10 ipsec-
isakmp

Defines the crypto map
VPN-2 to use IPsec with
ISAKMP

HSRP2 (config-crypto-map)#set peer 192.31.7.1

Specifies the IP address of
the IPsec peer
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HSRP2(config-crypto-map)#set transform-set
TRANS-1

Specifies the use of the
transform set TRANS-1
for IKE phase 2 policy

HSRP2 (config-crypto-map)#match address PEER-
OUTSIDE

Defines the IP addresses
for the IPsec tunnel

HSRP2 (config-crypto-map)#exit

Exits to global
configuration mode

Step 3: Add Programming for Crypto Redundancy Configuration

HSRP1 (config)#crypto ipsec transform-set
TRANS-2 ah-md5-hmac esp-aes

Creates the transform set
TRANS-2 for the IKE
phase 2 policy

HSRP1(cfg-crypto-trans)#exit

Exits to global
configuration mode

HSRP1 (config)#crypto ipsec profile SS01-SECURE

Creates the general profile
SSO1-SECURE for IPsec
policy

HSRP1 (ipsec-profile)#set transform-set TRANS-2

Specifies a transform set

HSRP1 (ipsec-profile)#exit

Exits to global
configuration mode

HSRP1 (config)#redundancy inter-device

Enters interdevice
configuration mode

HSRP1 (config-red-interdevice)#scheme standby
HSRP-IN

Names the redundancy
scheme used between two
devices

HSRP1(config-red-interdevice)#security ipsec
SS01-SECURE

Specifies the IPsec profile

HSRP1 (config-red-interdevice)#exit

Exits to global
configuration mode

HSRP2(config)#crypto ipsec profile SS02-SECURE

Creates the general profile
SSO1-SECURE for IPsec
policy

HSRP2 (ipsec-profile)f#set transform-set TRANS-2

Specifies a transform set
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HSRP2 (ipsec-profile)#exit

Exits to global
configuration mode

HSRP2 (config)#redundancy inter-device

Enters interdevice
configuration mode

HSRP2(config-red-interdevice)#scheme standby
HSRP-IN

Names the redundancy
scheme used between two
devices

HSRP2(config-red-interdevice)#security ipsec
S$S02-SECURE

Specifies the IPsec profile

HSRP2(config-red-interdevice)#exit

Exits to global
configuration mode

Step 4: Define the Interdevice Communication Protocol (HSRP1

and HSRP)

HSRP1 (config)#ipc zone default

Configures the interdevice
communication protocol

HSRP1 (config-ipczone)#association 1

Creates an association
between the two devices

HSRP1 (config-ipczone-assoc)#no shutdown

Enables the association

HSRP1 (config-ipczone-assoc)#protocol sctp

Configures Stream
Control Transmission
Protocol (SCTP)

HSRP1 (config-ipc-protocol-sctp)#local-port
5000

Defines the local SCTP
port number used to
communicate with the
redundant peer

HSRP1 (config-ipc-local-sctp)#local-ip
10.10.20.1

Defines a local IP to
communicate with the
peer

HSRP1 (config-ipc-local-sctp)#exit

Exits SCTP local
configuration mode

HSRP1 (config-ipc-protocol-sctp)#remote-port
5000

Defines the remote SCTP
port number used to
communicate with the
redundant peer
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HSRP1(config-ipc-remote-sctp)#remote-ip
10.10.20.2

Defines a remote IP to
communicate with the
peer

HSRP1 (config-ipc-remote-sctp)#exit

Returns to local-ip
configuration mode

HSRP1 (config-ipc-protocol-sctp)#exit

Returns to config-ipczone-
assoc mode

HSRP1(config-ipczone-assoc)#exit

Returns to config-ipczone
mode

HSRP1 (config-ipczone)#exit

Returns to global
configuration mode

HSRP1 (config)#

HSRP2(config)#ipc zone default

Configures the interdevice
communication protocol

HSRP2 (config-ipczone)#association 1

Creates an association
between the two devices

HSRP2(config-ipczone-assoc)#no shutdown

Enables the association

HSRP2 (config-ipczone-assoc)#protocol sctp

Configures SCTP

HSRP2 (config-ipc-protocol-sctp)#local-port
5000

Defines the local SCTP
port number used to
communicate with the
redundant peer

HSRP2 (config-ipc-local-sctp)#local-ip
10.10.20.2

Defines a/the local IP to
communicate with the
peer

HSRP2 (config-ipc-local-sctp)#exit

Exits SCTP local
configuration mode

HSRP2(config-ipc-protocol-sctp)#remote-port
5000

Defines the remote SCTP
port number used to
communicate with the
redundant peer

HSRP2 (config-ipc-remote-sctp)#remote-ip
10.10.20.1

Defines a remote IP to
communicate with the
peer
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HSRP2(config-ipc-remote-sctp)#exit

Returns to local-ip
configuration mode

HSRP2 (config-ipc-protocol-sctp)#exit

Returns to config-ipczone-
assoc mode

HSRP2 (config-ipczone-assoc)#exit

Returns to config-ipczone
mode

HSRP2 (config-ipczone)#exit

Returns to global
configuration mode

HSRP2 (config)#

Step 5: Apply the Programming at the Interface

HSRP1 (config)#interface fastethernet 0/0

Enters interface
configuration mode

HSRP1 (config-if)#crypto map TO-OUTSIDE
redundancy HSRP-OUT stateful

Applies the crypto map to
the WAN-facing interface

HSRP1 (config-if)#end

Returns to privileged
EXEC mode

HSRP1#

HSRP2(config)#interface fastethernet 0/0

Enters interface
configuration mode

HSRP2(config-if)#crypto map TO-OUTSIDE
redundancy HSRP-OUT stateful

Applies the crypto map to
the WAN-facing interface

HSRP2 (config-if)#end

Returns to privileged
EXEC mode

HSRP2#

Configuring Easy VPN Server Using Cisco SDM

This section refers to the network topology shown in Figure 4-1 and provides details about

the configuration of Easy VPN Server:

Step 1. Start the Cisco Security Device Manager application at 192.168.30.1, the

Winnipeg router LAN segment interface.

Step 2. Choose Home > Configure > VPN > Tasks > Easy VPN Server.
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Step 3. Choose Enable AAA and click Yes in the resulting dialog box, shown in
Figure 4-5.

Figure 4-5 Enabling AAA on Easy VPN Server
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NOTE: One of the prerequisites of remote client authentication for the VPN
service is enabling the AAA service on the target router.

Step 4. Click the Launch Easy VPN Server Wizard button and then click Next.

Step 5. Choose FastEthernet(/0. This is the VPN service termination interface.

Step 6. Click the Pre-Shared Keys radio button and then click Next to use preshared
keys as the authentication method.

Step 7. Choose the default IKE proposal and click Next.

NOTE: The default SDM IKE policy is as follows:

* Authentication Method: Pre-Shared Key

* Encryption: 3DES

» Negotiation Authentication: SHA (Hash)

* Public Key Cryptography: Diffie-Hellman Group 2
» Security Association Lifetime: 1 hour
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Step 8. Select SDM Default Transform Set > Next. Use the default encryption and
authentication algorithms in the IPsec tunnel.

Step 9. Choose the Local radio button in the Group Authorization and Group Policy
window and then click Next.

Step 10. Select Enable User Authentication in the User Authentication window and
choose the Local Only radio button. Click Next. The router local user
database will be used for authentication with the client policy group.

Step 11.  Click the Add button in the Group Authorization and User Group Policy
window to create a specific user policy group (see Figure 4-6).

Figure 4-6  Adding VPN Client Group Policies
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