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CRIMINAL ENTERPRISES

GOVERNMENTS

HACKTIVISTS
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Cost of Attack Video

https://youtu.be/maQh35MdFKY
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INFRASTRUCTUREAPPS / DATADEVICESIDENTITY
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https://azure.microsoft.com/en-us/services/azure-policy/
https://www.microsoft.com/en-us/cloud-platform/azure-information-protection
https://azure.microsoft.com/en-us/documentation/articles/active-directory-conditional-access/
https://blogs.office.com/2013/10/28/office-365-compliance-controls-data-loss-prevention/
https://www.microsoft.com/en-us/cloud-platform/cloud-app-security
https://www.microsoft.com/en-us/cloud-platform/microsoft-intune
https://azure.microsoft.com/en-us/marketplace/
https://www.microsoft.com/en-us/WindowsForBusiness/Windows-security
https://support.office.com/en-us/article/Office-365-Security-Compliance-Center-7e696a40-b86b-4a20-afcc-559218b7b1b8?ui=en-US&rs=en-US&ad=US
https://docs.microsoft.com/en-us/azure/security-center/security-center-intro
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https://docs.microsoft.com/en-us/information-protection/get-started/requirements-applications
https://blogs.technet.microsoft.com/enterprisemobility/2015/09/08/sealpath-brings-rms-protection-to-autocad/


Software Vulnerabilities Visibility and Measurement of Risk (Software + Configuration + Operations)

Vulnerability Management Investments
Hitting refresh on traditional approaches 

PLATFORM INVESTMENTS

MICROSOFT 

SECURE SCORE

HYBRID CLOUD 

INFRASTRUCTURE

3RD PARTY 

SAAS RISK

SQL Vulnerability Assessment

Credential Scanner 

(Published Tenant Keys)

Lateral Movement Risk

SECURITY UPDATES

RECOMMENDATION 

ROADMAPS

SEE 

MODULE 4A

Configuration Manager

OTHER RISKS

Intune

Azure Security Center

Azure Update 

Management
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https://docs.microsoft.com/en-us/azure/sql-database/sql-vulnerability-assessment
https://blogs.msdn.microsoft.com/visualstudio/2017/11/17/managing-secrets-securely-in-the-cloud/
https://docs.microsoft.com/en-us/azure-advanced-threat-protection/use-case-lateral-movement-path
https://docs.microsoft.com/en-us/sccm/sum/deploy-use/deploy-software-updates
https://docs.microsoft.com/en-us/intune/windows-update-for-business-configure
https://docs.microsoft.com/en-us/azure/security-center/security-center-apply-system-updates
https://docs.microsoft.com/en-us/azure/automation/automation-update-management


Consider a program of change including strategy, planning, execution, and governance

Imagine a future where:

… your identities cannot be stolen 

… untrusted software cannot run 

… and users can click fearlessly (and safely)

… data is automatically classified and protected 

wherever it goes

Common challenges:​
… network security is regularly bypassed with 

phishing and credential theft

… SIEMs and other tools overload analysts 

more than empowering them

… overwhelming security hygiene requirements 

for devices, identity, applications, etc. 

… data is everywhere and constantly at risk

http://aka.ms/ECAS-Datasheet
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http://aka.ms/ECAS-Datasheet
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Roadmap
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http://aka.ms/sparoadmap
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Roadmap

ESAE

https://t.me/learningnets

http://aka.ms/sparoadmap
http://aka.ms/esae


https://docs.microsoft.com/en-us/graph/security-

siemintegration

https://docs.microsoft.com/en-

us/graph/api/resources/security-api-overview?view=graph-rest-1.0

https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-atp/enable-

siem-integration-windows-defender-advanced-threat-protection

https://docs.microsoft.com/en-us/azure-advanced-threat-protection/cef-format-sa

https://docs.microsoft.com/en-us/office365/securitycompliance/siem-server-integration

https://docs.microsoft.com/en-us/office365/securitycompliance/siem-integration-with-office-365-ti

https://docs.microsoft.com/en-us/cloud-app-security/siem

https://docs.microsoft.com/en-us/azure/azure-monitor/overview
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https://docs.microsoft.com/en-us/graph/security-siemintegration
https://docs.microsoft.com/en-us/graph/api/resources/security-api-overview?view=graph-rest-1.0
https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-atp/enable-siem-integration-windows-defender-advanced-threat-protection
https://docs.microsoft.com/en-us/azure-advanced-threat-protection/cef-format-sa
https://docs.microsoft.com/en-us/office365/securitycompliance/siem-server-integration
https://docs.microsoft.com/en-us/office365/securitycompliance/siem-integration-with-office-365-ti
https://docs.microsoft.com/en-us/cloud-app-security/siem
https://docs.microsoft.com/en-us/azure/azure-monitor/overview


Understand the security state and risks 
across resources
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IDENTITY

UNDERSTAND SECURITY STATE OF USERS
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BROAD VISIBILITY INTO THE 
ENDPOINT SECURITY

QUICKLY ASSESS THE SCOPE OF 
INCIDENTS AND ROOT CAUSES 

RICH TOOLSET FOR INVESTIGATION 
AND REMEDIATION ACTIONS

DEVICES

UNDERSTAND SECURITY STATE OF DEVICES
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GAIN VISIBILITY INTO CLOUD APPS 
USED IN YOUR ENVIRONMENT & 
GET A RISK ASSESSMENT

AUDIT LOGS AND REPORTS 
TO HELP DETECT ACTIVITY WITHIN 
PRODUCTIVITY APPS 

ALERTS TO HELP YOU SEE 
ANOMALOUS ACTIVITY 

APPS / DATA

UNDERSTAND SECURITY STATE OF APPS & DATA
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INFRASTRUCTURE

UNDERSTAND SECURITY STATE OF WORKLOADS 

ACROSS HYBRID INFRASTRUCTURE

https://t.me/learningnets



Define consistent security policies and 
enable controls

https://t.me/learningnets



IDENTITY

DEFINE CONSISTENT SECURITY POLICIES AND ENABLE 
CONTROLS FOR USERS
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ONE PLACE TO CONFIGURE 
THE FULL WINDOWS SECURITY 
STACK

CONTROL DEVICE SECURITY 
POLICIES AND SEE THE 
DEPLOYMENT STATUS IN A 
CENTRAL PLACE

DEVICES

DEFINE CONSISTENT SECURITY POLICIES AND ENABLE 
CONTROLS FOR DEVICES
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CUSTOMIZABLE PORTAL FOR MOST 
IMPORTANT SECURITY FEATURES 
FOR PRODUCTIVITY APPS

CONTROL DATA IN CLOUD APPS 

WITH GRANULAR POLICIES FOR 

DLP AND DATA SHARING

SEE SECURITY CONTROLS AND 
THEIR STATUS FROM DIFFERENT 
WORKLOADS

APPS / DATA

DEFINE CONSISTENT SECURITY POLICIES AND ENABLE 
CONTROLS FOR APPS & DATA
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INFRASTRUCTUREDEFINE CONSISTENT SECURITY POLICIES AND ENABLE 
CONTROLS FOR WORKLOADS ACROSS HYBRID 
INFRASTRUCTURE
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Enhance security through built-in 
intelligence and recommendations
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IDENTITY

BUILT-IN INTELLIGENCE AND RECOMMENDATIONS FOR 
USERS
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ASSESS ORGANIZATIONAL SECURITY 
SCORE INCLUDING TRENDS OVER 
TIME

RECOMMENDATIONS DRIVEN 

BY YOUR ENDPOINTS FOR 

ENHANCED SECURITY

ALERTS COME WITH 
RECOMMENDATION FOR 
REMEDIATION OF THREATS AND 
FUTURE RISKS

DEVICES

BUILT-IN INTELLIGENCE AND RECOMMENDATIONS FOR 
DEVICES
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MACHINE LEARNING BASED 
RECOMMENDATIONS DRIVEN BY 
SIGNALS SPECIFIC TO YOUR 
ORGANIZATION

LEVERAGE THE MOST EFFECTIVE 
CONTROLS BASED ON BEST 
PRACTICES AND YOUR GOALS

APPS / DATA

BUILT-IN INTELLIGENCE AND RECOMMENDATIONS FOR 
APPS & DATA
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INFRASTRUCTURE

BUILT-IN INTELLIGENCE AND RECOMMENDATIONS FOR 
WORKLOADS ACROSS HYBRID INFRASTRUCTURE
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