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Prevention
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Must shift to policy and controls tailored for each asset type
https://t.me/learningnets

https://docs.microsoft.com/en-us/azure/security-center/security-center-intro
https://azure.microsoft.com/en-us/services/azure-policy/
https://www.microsoft.com/en-us/cloud-platform/azure-information-protection
https://azure.microsoft.com/en-us/documentation/articles/active-directory-conditional-access/
https://blogs.office.com/2013/10/28/office-365-compliance-controls-data-loss-prevention/
https://www.microsoft.com/en-us/cloud-platform/cloud-app-security
https://www.microsoft.com/en-us/cloud-platform/microsoft-intune
https://azure.microsoft.com/en-us/marketplace/
https://www.microsoft.com/en-us/WindowsForBusiness/Windows-security
https://support.office.com/en-us/article/Office-365-Security-Compliance-Center-7e696a40-b86b-4a20-afcc-559218b7b1b8?ui=en-US&rs=en-US&ad=US
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DIFFERENT SECURITY MODEL

SECURITY BENEFITS
• Secure/consistent platform 

• Better visibility, control, and threat detection

• Less direct responsibility

• Automated routine hygiene functions

• Easier compliance management/reporting

REQUIRES
• Learn New Platform and Controls

• Learn shared responsibility model

• Increase Identity & Access hygiene

BIG CHANGES

NO PERMANENT PRIVILEGES
• Just in Time access for all resources

• Used to secure cloud platform and your tenant

IDENTITY & ACCESS IS THE FRONT LINE
• Primary security perimeter for all workloads

• Firewalls/network still required for legacy workloads
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SLA
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https://products.office.com/en-us/business/office-365-for-business-support-options


https://aka.ms/O365attacks
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https://aka.ms/O365attacks
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Azure

SLA

Azure Marketplace 
fits PaaS or IaaS model

https://t.me/learningnets

https://products.office.com/en-us/business/office-365-for-business-support-options


CRYPTOMINERS –

(WEBSERVERS, 

VISITORS)

PIVOT TO ON 

PREMISES FROM 

CLOUD

ACQUIRE TENANT 

KEYS FROM 

GITHUB/ETC

RDP/SSH 

PASSWORD SPRAY 

& BRUTE FORCE

SOCIAL ENGINEERING

TRAVERSALEXPLOIT/ENTER MONETIZATION

RANSOMWARE
CREDENTIAL THEFT & 

ABUSE (HASHES, SSH…)

PHISHING

GEO-FILTERING EVASION 

WITH PROXY

TARGETED DATA THEFT

COMMODITY 

BOTNET/DDOS/ETC

SCAN & EXPLOIT
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Public IP
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SECURE

COMPLIANT

LEVEL OF 

ACCEPTABLE RISK
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Across Kill Chains 
COMMODITY  | TARGETED | RANSOMWARE | RAPID DESTRUCTION | COIN MINERS | MALWARE-LESS

Across Resources

ACTIONS ON OBJECTIVEDELIVERY EXPLOITATION

ENTRY & LATERAL TRAVERSAL

RECONNAISSANCE

https://t.me/learningnets

https://attack.mitre.org/wiki/Initial_Access


Microsoft

https://github.com/azsk/DevOpsKit

https://github.com/azsk/DevOpsKit-docs

https://t.me/learningnets

https://github.com/azsk/DevOpsKit
https://github.com/azsk/DevOpsKit-docs


(IN THIS MODULE)

CRITICAL HYGIENE

RANSOMWARE + WANNACRYPT/PETYA

PRIVILEGED ACCESS

LATERAL TRAVERSAL / PTH / ETC.

HYBRID INFRASTRUCTURE

INFRA AS A SERVICE (IAAS) + ON-PREMISES

APPLICATION DEVELOPMENT

FOR PLATFORM AS A SERVICE (PAAS)

OFFICE 365

SECURITY PRIORITIES

DEVICE SECURITY

WINDOWS 10 + MOBILE

3RD PARTY SAAS 

RISK & COMPLIANCE
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Disk & Storage Encryption

Azure Antimalware

https://azsk.azurewebsites.net/

https://t.me/learningnets

https://docs.microsoft.com/en-us/azure/active-directory/active-directory-identityprotection
https://docs.microsoft.com/en-us/azure/virtual-network/ddos-protection-overview
https://docs.microsoft.com/en-us/azure/active-directory/
https://blogs.technet.microsoft.com/cbernier/2015/12/02/microsoft-intune-and-apple-mac-management/
https://docs.microsoft.com/en-us/azure/security/azure-security-disk-encryption
http://www.microsoft.com/SDL
https://docs.microsoft.com/en-us/azure/security/azure-security-antimalware
https://docs.microsoft.com/en-us/azure/security/azure-security-disk-encryption
https://docs.microsoft.com/en-us/azure/virtual-network/security-overview
https://docs.microsoft.com/en-us/azure/log-analytics/log-analytics-overview
https://docs.microsoft.com/en-us/azure/security-center/security-center-just-in-time
https://docs.microsoft.com/en-us/azure/security-center/security-center-monitoring
https://docs.microsoft.com/en-us/azure/key-vault/key-vault-overview
https://aka.ms/SIEMConnect
https://azure.microsoft.com/en-us/marketplace/
https://github.com/azsk/DevOpsKit


https://azsk.azurewebsites.net/
Azure Security Center 

SQL Threat Detection

https://secdevtools.azurewebsites.
net/helpcredscan.html

https://azsk.azurewebsites.net/
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https://github.com/azsk/DevOpsKit
https://docs.microsoft.com/en-us/azure/security-center/
https://docs.microsoft.com/en-us/azure/sql-database/sql-database-threat-detection
https://secdevtools.azurewebsites.net/helpcredscan.html
https://github.com/azsk/DevOpsKit
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Monitor and Refine

Mitigate risk and Automate

Learn about SaaS Usage & Risk
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http://aka.ms/o365secroadmap
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http://aka.ms/o365secroadmap


Roadmap Blog YouTube

http://aka.ms/HighSecWin10

Enable Azure AD Identity protection

https://aka.ms/O365IdentityPolicy
Logs → Cloud App Security SIEM

https://aka.ms/O365
DataPolicy

https://aka.ms/O365TenantSecurity

https://t.me/learningnets

http://roadmap.office.com/
http://aka.ms/o365update-blog
http://aka.ms/o365update-youtube
http://aka.ms/HighSecWin10
https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/overview-v2
https://aka.ms/O365IdentityPolicy
https://docs.microsoft.com/en-us/cloud-app-security/connect-office-365-to-microsoft-cloud-app-security
https://docs.microsoft.com/en-us/cloud-app-security/siem
https://aka.ms/O365DataPolicy
https://aka.ms/O365TenantSecurity


http://aka.ms/cyberpaw

https://securescore.microsoft.com

https://servicetrust.microsoft.com/ComplianceManager

https://aka.ms/O365IdentityP
olicy

https://aka.ms/O365
DataPolicy
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http://aka.ms/cyberpaw
https://securescore.microsoft.com/
https://servicetrust.microsoft.com/ComplianceManager
https://aka.ms/O365IdentityPolicy
https://aka.ms/O365DataPolicy


http://aka.ms/SPAroadmap
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http://aka.ms/SPAroadmap
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Monitor for alerts and risks
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• Establish critical protections
& monitoring

• Establish response processes 

Azure Security Center

Azure Security Center Alerts

https://t.me/learningnets

https://docs.microsoft.com/en-us/azure/security-center/
https://docs.microsoft.com/en-us/azure/security-center/security-center-restrict-access-through-internet-facing-endpoints


• Identification of Assets

• Establish critical protections 
& monitoring

• Establish response processes 

4. Essential Security for Azure Tenant Administration

Establish Critical Security Monitoring

6. Build/Update Response and Recovery Processes

Establish or validate written guidance on how to investigate, 
classify, and recover from server/datacenter incidents

https://t.me/learningnets



N/A N/A

N/A
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GEOGRAPHIES All

DURATION ~60 minutes

IMPACTED 

COMPUTERS

62,000 computers

12,000 servers

50,000 workstations

https://t.me/learningnets
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Local 
Administrator Password Solution (LAPS)

Application Guard

Deploy Enforcement 

Plan and 
deploy

Defender cloud-
delivered protection 

Credential Guard

SmartScreen Chrome plug-in

Secure 
Score

Defender ATP 

Audit Mode

Security Baseline

Application Whitelisting

Deploy 
Enforcement 

https://aka.ms/WindowsSecureScore

Enable Critical Capabilities

Enable Next Critical Capabilities

https://t.me/learningnets

https://aka.ms/LAPS
https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-application-guard/install-wd-app-guard
https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-exploit-guard/enable-exploit-protection
https://docs.microsoft.com/en-us/windows/security/identity-protection/hello-for-business/hello-planning-guide
https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-antivirus/configure-windows-defender-antivirus-features
https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-antivirus/enable-cloud-protection-windows-defender-antivirus
https://docs.microsoft.com/en-us/windows/security/identity-protection/credential-guard/credential-guard-manage
https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-exploit-guard/network-protection-exploit-guard
https://chrome.google.com/webstore/detail/windows-defender-browser/bkbeeeffjjeopflfhgeknacdieedcoml
https://aka.ms/WindowsSecureScore
https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-atp/windows-defender-advanced-threat-protection
https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-exploit-guard/evaluate-exploit-protection
https://blogs.technet.microsoft.com/secguide/
https://aka.ms/aaronlocker
https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-exploit-guard/enable-exploit-protection
https://aka.ms/WindowsSecureScore
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Admin

Workstations
Admin 

Interfaces

PeopleAdmin

Groups
Directory Passwords/

Credentials

Protect all parts of the privileged lifecycle

https://t.me/learningnets



AKA.MS/SECURITYSTEPS

https://t.me/learningnets

https://aka.ms/securitysteps


30 Days 90 Days Beyond

Quick wins with significant impact

User Tasks

Admin Tasks

1. Separate accounts for 
admin vs. productivity tasks

2. Just in Time (JIT) local admin passwords 

Random unique passwords for workstations 

and servers - http://Aka.ms/LAPS

3. Admin Workstation Stage 1 – Perform 

admin work from higher security device

http://aka.ms/HighSecWin10

4. Identity Attack Detection

http://aka.ms/azureatp or 3rd party

https://t.me/learningnets

http://aka.ms/LAPS
http://aka.ms/HighSecWin10
http://aka.ms/azureatp


30 Days 90 Days Beyond

Key protections that provide significant mitigation 

1. Require Windows 

Hello for business / MFA 

for admin accounts

http://aka.ms/HelloForBusiness

2. Admin Workstation Stage 2 –

Require Privileged Access 

Workstations for AD admins

Phase 1 Instructions of http://aka.ms/CyberPAW

3. Just in Time Privileges using 

privileged access management 

(PAM) solution

http://aka.ms/PAM or 3rd party

4. Enable Credential Guard on 

Windows 10 user workstations
http://aka.ms/credguard

5. Leaked Credentials 1 - Detect risk by 
synchronizing user password hashes to 
Azure AD & reviewing reports

https://aka.ms/hashsync | https://aka.ms/LeakedCreds

6. Lateral Movement 
Vulnerability Detection

http://aka.ms/LateralMovementRisk

User Tasks

Admin Tasks

https://t.me/learningnets

http://aka.ms/HelloForBusiness
http://aka.ms/CyberPAW
http://aka.ms/PAM
http://aka.ms/credguard
https://aka.ms/hashsync
https://aka.ms/LeakedCreds
http://aka.ms/LateralMovementRisk


30 Days 90 Days Beyond

Proactively increase security posture

2. Lower attack surface of Domain, DCs, ADFS, and 

Connect

http://aka.ms/HardenAD

1. Review Role Based Access Control (RBAC) 

model to reduce risk from tier combinations
https://aka.ms/TierModel

3. Integrate Logs with SIEM

https://aka.ms/SIEM-AD

4. Leaked Credentials 2 - Force Reset of passwords 
using conditional access and self-service password reset

https://aka.ms/CAPolicy |  https://aka.ms/selfservicepasswordreset

User Tasks

Admin Tasks

https://t.me/learningnets

http://aka.ms/HardenAD
https://aka.ms/CAPolicy
https://aka.ms/SIEM-AD
https://aka.ms/CAPolicy
https://aka.ms/selfservicepasswordreset


Microsoft Secure Score

Azure Security Center

Microsoft Cloud App Security

https://t.me/learningnets
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https://azure.microsoft.com/en-us/resources/cis-microsoft-azure-foundations-security-

benchmark/

 https://cloudblogs.microsoft.com/microsoftsecure/2019/01/10/best-practices-for-securely-

using-microsoft-365-the-cis-microsoft-365-foundations-benchmark-now-available/

https://t.me/learningnets

https://azure.microsoft.com/en-us/resources/cis-microsoft-azure-foundations-security-benchmark/
https://cloudblogs.microsoft.com/microsoftsecure/2019/01/10/best-practices-for-securely-using-microsoft-365-the-cis-microsoft-365-foundations-benchmark-now-available/


https://technet.microsoft.com/en-us/mt784683

SCOPE

• Azure Active Directory

• Microsoft Intune

• Microsoft Azure

• Microsoft Dynamics 365

• Microsoft Account

• Office 365

• Visual Studio Team Services

CONTENTS

• Reporting Security Issues

• Microsoft Azure Penetration Testing 

Notification

• Rules Of Engagement To Perform Penetration 

Testing On The Microsoft Cloud
• Prohibited activities

• Encouraged Activities
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https://technet.microsoft.com/en-us/mt784683

