DHCP

Dynamic Host Configuration Protocol

Automatic Network Configuration Made Simple

What is DHCP?

DHCP is a network service that automatically assigns IP addresses
and other network configuration settings to devices when they
connect to a network, eliminating the need for manual

configuration.

Think of it Like...

A Hotel Check-in Desk: When you arrive at a hotel, the front desk automatically
assigns you a room number, gives you a key, tells you the WiFi password, and provides
information about hotel services. DHCP does the same thing for devices joining a
network - it automatically gives them everything they need to communicate.

How DHCP Works (DORA Process)
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What DHCP Provides DHCP Features
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IP Address: Unique network identifier
for the device

Subnet Mask: Defines the network
portion of the address

Default Gateway: Router address for
internet access

DNS Servers: Addresses for domain
name resolution

Lease Time: How long the device can
use the IP

Other Options: NTP servers, domain

Automatic Assignment: No manual
IP configuration needed

IP Address Management: Prevents
duplicate IP addresses

Lease Renewal: Devices can extend
their IP usage

Reservations: Specific IPs for specific
devices

Scope Management: Define ranges
of available IPs

Failover Support: Multiple DHCP

name, etc. servers for reliability
Benefits of Using DHCP
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Simplified Prevents IP Conflicts Centralized Control
Management Automatically ensures no Manage all network

No need to manually
configure network settings
on each device

Easy Network

two devices have the
same |P address

Efficient IP Usage

settings from one central
DHCP server

Plug and Play

Changes IP addresses are recycled Devices automatically get
Update DNS or gateway when devices disconnect network access when
settings once, applies to connected

all devices
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Key DHCP Concepts
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DHCP Server DHCP Client

configuration

addresses

Provides IP addresses and network

Maintains database of assigned
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e Any device requesting network
configuration

e Computers, phones, printers, loT
devices




e Can be Windows Server, Linux, or
router

e Manages lease times and renewals

e Configured with scope and options

Automatically requests IP when
connecting

Periodically renews IP address lease

Releases IP when disconnecting

Simple Summary: DHCP is like having an automatic network assistant that gives every device the correct
network settings so they can communicate and access the internet without any manual configuration.
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