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DISTRIBUTED MONITORING AND
ANALYSIS SYSTEM FOR NETWORK
TRAFFIC

A portion of the disclosure of this patent document
contains material which is subject to copyright protection.
The copyright owner has no objection to the facsimile
reproduction by anyone of the patent document or the patent
disclosure, as it appears in the Patent and Trademark Office
patent file or records, but otherwise reserves all copyright
rights whatsoever.

RELATED APPLICATION(S)

The present application is related to U.S. patent applica-
tion Ser. No. 10/460,700, filed concurrently herewith in the
name of inventors A. Adhikari et al. and entitled “Method
and Apparatus for Determination of Network Topology,” the
disclosure of which is incorporated by reference herein.

FIELD OF THE INVENTION

The invention relates generally to network monitoring and
analysis systems, and more particularly to techniques for the
monitoring and analysis of Voice over Internet Protocol
(VoIP) communications, multimedia communications or
other types of network traffic in a network-based commu-
nication system.

BACKGROUND OF THE INVENTION

A number of software-based systems are known in the art
for the monitoring and analysis of VoIP networks. These
include, by way of example, Chariot™ VoIP Assessor Ver-
sion 1.0, commercially available from NetIQ Corporation of
San Jose, Calif., and NetAlly™ VoIP, commercially avail-
able from Viola Networks of Somerset, N.J., formerly Ome-
gon Ltd. Such systems typically monitor and analyze net-
work-level VoIP performance in terms of quality of service
(QoS) or compliance with service level agreements (SLAs),
using packet-based measurements such as jitter, loss and
delay.

Conventional monitoring and analysis systems such as
those noted above exhibit a number of significant problems.
One problem is that these conventional systems are often
configured such that application-related effects can lead to
mischaracterization of the actual contribution of the network
to a given measurement. For example, the actual transmit
time for sending out test traffic over the network in the
conventional systems may be significantly delayed relative
to its recorded transmit time if the endpoint device used to
send the test traffic becomes busy with other processing
tasks, thereby rendering the resulting measurements inaccu-
rate.

Another problem relates to clock synchronization. Con-
ventional techniques typically utilize a clock synchroniza-
tion approach, in which the system attempts to synchronize
the clocks of the endpoint devices used to perform a test,
prior to taking any measurements involving those devices.
Unfortunately, this approach is problematic in that clock
synchronization takes an excessive amount of time, and thus
unduly limits the responsiveness of the system to changing
network conditions. Moreover, clock synchronization can
fail altogether, since it depends on network conditions at the
time the synchronization process is carried out, and these
conditions may be unfavorable to accurate synchronization.
Poor network conditions in a given segment of the network
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can preclude accurate synchronization of the associated
devices, and as a result the system may be unable to analyze
this network segment.

Other known network monitoring and analysis systems
utilize a so-called “passive” approach which involves moni-
toring actual random call traffic over the network. This
approach has very limited flexibility, in that it relies on
actual call traffic generated by actual users rather than
targeted traffic generated in accordance with specified test
parameters.

The above-noted problems have been addressed recently
by techniques described in U.S. patent application Ser. No.
10/261,431, filed Sep. 30, 2002 in the name of inventors M.
J. Bearden et al. and entitled “Communication System
Endpoint Device With Integrated Call Synthesis Capability,”
the disclosure of which is incorporated by reference herein.

Despite the considerable advantages provided by the
techniques described in the above-cited U.S. patent appli-
cation Ser. No. 10/261,431, a need remains for further
improvements in network monitoring and analysis systems.

SUMMARY OF THE INVENTION

The invention provides techniques for improved monitor-
ing and analysis of VoIP communications, multimedia com-
munications or other types of network traffic in a network-
based communication system.

In accordance with one aspect of the invention, a plurality
of endpoint devices of the network-based communication
system are configurable to provide a distributed monitoring
and analysis system which in an illustrative embodiment
does not require any centralized testing server or other type
of centralized controller.

The illustrative embodiment includes distributed test units
incorporated within, coupled to or otherwise associated with
the respective endpoint devices. The distributed test units are
utilized in implementing the distributed monitoring and
analysis system, and are preferably also configured to sup-
port a web-based user interface providing user access via an
otherwise conventional web browser to measurement data
gathered by the system. Such measurement data may include
analysis results based on processing of measured QoS-
related statistics.

In accordance with another aspect of the invention, the
endpoint devices may be organized into a hierarchy com-
prising a plurality of zones, with each of the plurality of
endpoint devices belonging to at least one zone. For each
zone, one of the endpoint devices may be designated as a
zone leader for controlling the periodic generation of com-
munications between selected endpoint devices that belong
to subzones of that zone in the hierarchy.

Advantageously, the invention allows accurate measure-
ments of jitter, loss, delay and other QoS-related statistics to
be determined in a distributed manner without the need for
a centralized controller.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 shows an exemplary communication system in
which the invention is implemented.

FIG. 2 is a simplified block diagram showing one possible
implementation of an endpoint device or other processing
element of the FIG. 1 system.

FIGS. 3 and 4 illustrate timestamp processing aspects of
the invention.
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FIG. 5 shows an example of a hierarchical arrangement of
endpoint devices in a distributed monitoring and analysis
system in accordance with the invention.

FIG. 6 shows an example payload format for an RTP
packet in accordance with the invention.

DETAILED DESCRIPTION OF THE
INVENTION

The invention will be illustrated below in conjunction
with an exemplary communication system suitable for sup-
porting Internet telephony applications. It should be under-
stood, however, that the invention is not limited to use with
any particular type of communication system or configura-
tion of endpoint devices or other system elements. Those
skilled in the art will recognize that the disclosed techniques
may be used in any communication application in which it
is desirable to provide improved monitoring and analysis of
Internet protocol (IP) communications or other types of
real-time or non-real-time network traffic in a network-based
communication system.

Moreover, the invention, although particularly well-suited
for use in monitoring and analysis of VoIP traffic, also
provides significant advantages in multimedia traffic appli-
cations or other flow-based real-time applications in which
it is desirable to understand end-to-end behavior attributable
to a network.

The invention can thus be used with voice, video, multi-
media or any other type of network traffic.

The term “packet” as used herein is intended to include
not only IP packets but also other types of packets used in
other packet-based communication systems.

The term “voice” as used herein is intended to include
speech and other human-generated audio information,
machine-generated audio information or combinations of
these and other types of audio information. It should be
noted that the invention is generally applicable to any type
of audio information. The invention can also be applied to
other types of signals, including facsimile signals, signaling
tones, etc. As noted above, the invention can also be applied
to multimedia traffic, as well as any other type of network
traffic in a network-based system.

The term “call” as used herein is intended to be construed
broadly so as to encompass Internet telephony communica-
tions, VoIP communications, Session Initiation Protocol
(SIP) communications, multimedia communications, or
other types of network traffic in a network-based commu-
nication system.

The terms “endpoint” and “endpoint device” are used
interchangeably herein and are intended to include an origi-
nation or destination device associated with a given VoIP
call or other type of communication in a network-based
communication system.

It is to be appreciated that a given endpoint device
therefore need not be a terminal device of the system, and
may comprise an internal network element such as, for
example, a gateway, a router, a switch, or any other type of
non-terminal network element. A given pair of endpoint
devices in the illustrative embodiment may be viewed
generally as comprising the source and destination nodes of
a particular communication path. An endpoint device may
therefore be a device comprising or otherwise associated
with any network node.

The term “measurement data” as used herein is intended
to include jitter, loss, delay or other QoS-related statistics,
associated analysis results determinable therefrom, as well
as other types of data.
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FIG. 1 shows an example network-based communication
system 100 in which the present invention is implemented.
The system 100 includes an arbitrary number M of endpoint
devices 102-i, i=1, 2, . . . M, each of which includes or is
otherwise associated with a corresponding distributed test
unit 104-i. In addition, each of the endpoint devices 102 is
coupled to or otherwise associated with a network 106.
Although shown for simplicity of illustration as terminal
endpoint devices in the figure, one or more of the endpoint
devices 102, as indicated previously, may comprise or be
otherwise associated with an internal node of network 106.

An illustrative embodiment of the invention as imple-
mented in the network-based communication system 100 of
FIG. 1 provides a distributed, hierarchical, real-time net-
work monitoring and analysis system that is configured
using the distributed test units 104 associated with endpoints
102. The system is utilizable in a wide variety of different
monitoring and analysis applications, including pre-deploy-
ment or post-deployment testing for VoIP system implemen-
tation, blame attribution, admission control, and dynamic
routing.

In the illustrative embodiment, the endpoints 102 are each
equipped with hardware, firmware and software elements
which comprise the corresponding distributed test unit 104
for providing the desired monitoring and analysis function-
ality.

Although the distributed test unit 104-1 is shown as being
an element of the endpoint device 102-1 in the FIG. 1
embodiment, this is by way of example only. It is to be
appreciated that one or more of the distributed test units may
represent external units coupled to their respective endpoint
devices, or may be otherwise associated with their respective
endpoint devices. Moreover, different association arrange-
ments may exist between different ones of the endpoint
devices 102 and their respective distributed test units 104.

It should also be noted that a given endpoint device 102
may comprise only the distributed test unit while providing
substantially no other functionality. The term “endpoint
device” as used herein is therefore intended to include, by
way of example, a stand-alone distributed test unit. In such
an arrangement, the stand-alone distributed test unit may
nonetheless be referred to as being “associated with” an
endpoint device.

Moreover, a given distributed test unit may be incorpo-
rated within, coupled to or otherwise associated with a
network element other than a terminal endpoint. For
example, the distributed test unit may be incorporated
within, coupled to or otherwise associated with an endpoint
comprising a gateway, router or other internal element of the
network.

As indicated above, the endpoint devices 102 are illus-
tratively configurable via their respective distributed test
units 104 so as to collectively provide a distributed network
monitoring and analysis system in the network-based com-
munication system 100. Advantageously, such an approach
avoids the need for a testing server or other centralized
controller for controlling the endpoint devices 102 to pro-
vide VoIP monitoring and analysis in the network-based
communication system 100. Instead, the endpoint devices
themselves are used to implement a distributed network
monitoring and analysis system using the techniques of the
invention, as will be described in detail below.

In addition, at least a subset of the distributed test units
104 in the illustrative embodiment are preferably configured
to support a web-based user interface. A given user can
therefore access one of the distributed test units 104 via the
web-based user interface in order to obtain measurement
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data obtained by the distributed system. Other types of user
interfaces may also be used in order to obtain measurement
data, possibly including associated analysis results, from one
or more of the distributed test units.

The distributed test units 104 associated with endpoint
devices 102 of the system 100 may also be configured to
utilize one or more of the kernel timestamping, timestamp
post-processing or other techniques described in the above-
cited U.S. patent application Ser. No. 10/261,431.

The endpoint devices 102 may be otherwise conventional
wired or wireless IP telephones (including devices com-
monly referred to as IP “softphones™), personal digital
assistants (PDAs), mobile telephones, personal computers
(PCs), single-board computers (SBCs) or other types of
processing devices, configured to support a distributed
monitoring and analysis system in accordance with the
invention.

It should be noted that the endpoint devices 102 are each
typically configured to operate as both receiver and trans-
mitter, as in the case of a bidirectional VoIP communication
established between a given pair of endpoints.

Conventional aspects of such endpoint devices are well-
known in the art and therefore not described in further detail
herein.

One or more of the endpoint devices 102 may comprise
so-called “synthetic” devices which generate test commu-
nications in the form of synthesized calls but are not
configured for use in placing actual calls. Also, one or more
of the endpoint devices may comprise devices suitable for
use in placing actual calls and also capable of generating test
communications in the form of synthesized calls. Additional
details regarding devices of the latter type can be found in
the above-cited U.S. patent application Ser. No. 10/261,431.

It is assumed for simplicity of description that each of the
endpoints 102 in the system 100 is equipped with a distrib-
uted test unit 104. Subsequent references to endpoints 102
herein should be understood to refer to endpoints that are so
equipped, unless otherwise noted. However, the system 100
can of course include numerous other endpoints that are not
so equipped but instead operate in an entirely conventional
manner.

Additional system elements, not shown in FIG. 1, may be
coupled between each of the endpoints 102 and the network
106.

Network 106 may represent, e.g., a global communication
network such as the Internet, a wide area network, a met-
ropolitan area network, a local area network, a wireless
cellular network, a public switched telephone network
(PSTN), or a satellite network, as well as portions or
combinations of these or other communication networks.

The network 106 may comprise conventional IP routers,
gateways, switches or other packet processing elements. For
example, the network may include a DEFINITY® Enter-
prise Communication Service (ECS) communication system
switch available from Avaya Inc. of Basking Ridge, N.J.,
USA. Another example call processing switch suitable for
use in conjunction with the present invention is the Multi-
Vantage™ communication system switch, also available
from Avaya Inc.

Standard protocols that are commonly utilized in VoIP
communications include User Datagram Protocol (UDP),
described in Internet Engineering Task Force (IETF)
Request for Comments (RFC) 768, “User Datagram Proto-
col,” August 1980, http://www.ietf.org/rfc/rfc768.txt, Real-
Time Transport Protocol (RTP), described in IETF RFC
1889, “RTP: A Transport Protocol for Real-Time Applica-
tions,” http://www.ietf.org/rfc/rfc1889.txt, and RTP Control
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Protocol (RTCP), described in IETF RFC 3158, “RTP Test-
ing Strategies,” August 2001, all of which are hereby
incorporated by reference herein.

By way of example, VoIP communications may comprise
RTP voice data packets that are sent over an IP network
using UDP. More particularly, the RTP packets are encap-
sulated in UDP packets which are themselves encapsulated
in IP packets.

Signaling protocols utilizable in conjunction with VoIP
communications to provide functions such as call setup,
teardown and dial tone include Session Initiation Protocol
(SIP), described in IETF RFC 3261, “SIP: Session Initiation
Protocol,” June 2002, http://www.ietf.org/rfc/rfc3261 1xt,
International Telecommunication Union—Telecommunica-
tion Standardization Sector (ITU-T) Recommendation
H.323, “Packet-based multimedia communication systems,”
November 2000, and ITU-T Recommendation H.225, “Call
signaling protocols and media stream packetization for
packet-based multimedia communication systems,” Novem-
ber 2000, all of which are incorporated by reference herein.

VoIP communications in the context of the present inven-
tion may be implemented utilizing one or more of the
above-cited protocols, or other suitable protocols, as will be
readily apparent to those skilled in the art.

It should be emphasized that the simplified configuration
of the system 100 as shown in FIG. 1 is for purposes of
illustration only, and should not be construed as limiting the
invention to any particular arrangement of elements. For
example, the system 100 may include additional endpoints,
comprising other types and arrangements of routing ele-
ments, switching elements or other types of processing
elements.

FIG. 2 shows one possible implementation of a given
processing element 200 of the FIG. 1 system. The processing
element 200 may represent, by way of example, at least a
portion of one of the endpoint devices 102 having an internal
distributed test unit 104, or at least a portion of an external
distributed test unit 104 coupled to or otherwise associated
with one of the endpoint devices 102.

The processing element 200 as shown in the figure
includes a processor 202 coupled to a memory 204 and one
or more network interfaces 206. The monitoring and analy-
sis techniques of the present invention may be implemented
atleast in part in the form of software storable in the memory
204 and executable by the processor 202. The memory 204
may represent random access memory (RAM), read-only
memory (ROM), optical or magnetic disk-based storage, or
other storage elements, as well as combinations thereof.

Those skilled in the art will recognize that the individual
elements of FIG. 2 as shown for illustrative purposes may be
combined into or distributed across one or more processing
devices, e.g., a microprocessor, an application-specific inte-
grated circuit (ASIC), a computer or other device(s).

The FIG. 2 arrangement is considerably simplified for
purposes of illustration. For example, if viewed as repre-
sentative of a telephony terminal endpoint device, the pro-
cessing element 200 may include conventional elements
typically associated with such a device, such as codecs and
other voice signal processing hardware or software ele-
ments.

In operation, at least first and second ones of the endpoint
devices 102 are configurable via their respective distributed
test units 104 to collectively implement a distributed moni-
toring and analysis system. The distributed monitoring and
analysis system is operative to direct one or more commu-
nications between the first and second endpoint devices and
to make measurements based on the communication(s). The
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distributed test units 104 are thus capable of interfacing with
one another so as to synthesize calls between their respective
endpoint devices and to make accurate measurements of
jitter, loss, delay and other QoS-related statistics. Examples
of measurements of this type are described in the above-
cited U.S. patent application Ser. No. 10/261,431.

When attempting to generate a synthetic call, the origi-
nating endpoint device typically performs a call setup pro-
cess to set up the call with a specified destination endpoint
device, and then begins to send RTP packets with a prede-
termined payload. The call may involve an IP telephony
gateway, call controller or other switch within or otherwise
associated with the network. The predetermined payload
may be randomly generated, derived from an actual voice
recording, or otherwise configured to be suitably represen-
tative of actual voice data. During the call, QoS measure-
ments are collected for the call traffic. The measurement
collection may be performed in compliance with RTCP. At
the end of the call, or at intervals during the call, the
measurement data may be made available to a user via a
web-based user interface supported by each of the distrib-
uted test units 104.

A more specific example implementation of the endpoints
102 in the illustrative embodiment will now be described in
greater detail. In this implementation, it is assumed that the
distributed test units 104 are incorporated into their respec-
tive endpoints utilizing hardware, firmware and software
elements thereof to provide the desired monitoring and
analysis functionality. It is to be appreciated that the par-
ticular hardware, firmware and software elements described
below are merely examples, and those skilled in the art will
recognize that numerous alternative arrangements may be
used in implementing the present invention.

The hardware element in this example may comprise a
single-board computer, such as the Developer Board LLX
commercially available from Axis Communications AB,
Lund, Sweden, configured to include a network interface for
interfacing to the network 106.

The firmware element may be in the form of an operating
system kernel which is configured to generate timestamps
having a sufficient level of precision. For example, proper
monitoring and analysis of a given packet i traveling from an
endpoint A to an endpoint B and back to endpoint A will
generally require the generation of the following four times-
tamps:

S,=departure time for packet i from A

T=arrival time for packet i on A

U,=arrival time for packet i on B

V ,=departure time for packet i from B

FIG. 3 provides a graphical depiction of these timestamps
for a set of n packets. The timestamps may be analyzed in
order to partition the packet round trip time into its com-
ponent delays.

The operating system kernel is preferably configured to
generate the timestamps with an amount of precision suffi-
cient to ensure that the entirety of the difference measures
U-S, and T,-V, are attributable to network delays rather
than to factors within the endpoint itself. For example, a high
activity load on a given endpoint should not affect these
difference measures. In addition, the analysis of the differ-
ence measures for a sequence of packets can reveal both the
offset and the drift between their internal clocks, more are
more specifically defined herein as follows:

d=offset of clock of endpoint B relative to A
p=drift of clock of endpoint B relative to A
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Time measured on endpoint B should be transformed,
preferably in a linear manner using the above-noted 6 and p
parameters, so as to be on the same scale as time on endpoint
A. In other words,

td+pt

where d and p are a priori unknown, and thus need to be
estimated. This estimation can be carried out in the follow-
ing manner. It is known, by construction, that for all i,

S;<0+pU;<d+pVi<T;

or, equivalently

O<T-pV; 12iZn
0>S5-pU; 1ZiZn

This may also be expressed as follows:

max{S; — pUi} <6 < 1rn_in {Ti — pVi}
=1=n

l=i=n

Let
D ={(6. p) > max{s; - pUi} <6 < min{T; - pVi}|

Note that any of the points in D corresponds to a linear
adjustment of time on endpoint B which is consistent with
the order in which all of the 4xn time stamps S, U, V, T, were
collected. Also, if time on B progresses on a linear fashion
relative to time on A, then D is not empty. Finally, note that
D is a convex set and that if (3,p)eD then so is

1
(5masts: ~ ot + mint7; = pvin o)

Accordingly, the offset and drift may be estimated as

(3 ﬁ) where

U VRN

p= E{PL +Pyt

[p; + py]is the projection of D on the p axis and
~ 1

0 = 5imax{S; — pUs} + min{T; - pVi}}

FIG. 4 shows the convex set D and the 20 lines that define
it for the 4x10=40 timestamps in this example. The hori-
zontal axis is p and the vertical axis is 0. The set D must lie
above all ten lines (8>S,—pU, 1 =1=10) denoted generally by
reference numeral 402, and below all ten lines (8<T,—pV,
1=1=10) denoted generally by reference numeral 404. The
cross 406 in the figure marks the location of the above-
described estimate p,0.

Appendix 1 below shows an exemplary set of code in the
Python programming language that transforms a sequence of
timestamps S, U, V, T, into a corresponding sequence of
timestamps for which U, and V, have been put on the
endpoint A time scale. It is to be appreciated that this code
is merely illustrative of one aspect of a possible embodiment
of the invention, and should not be construed as limiting the
scope of the invention in any way.

The software element of the example implementation of
endpoints 102 in the illustrative embodiment will now be
described in greater detail. This software element is gener-
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ally configured so as to obtain measurements of jitter, loss,
delay and other QoS-related statistics. As indicated above,
such measurements may be utilized in applications such as
pre-deployment or post-deployment testing for VoIP system
implementation, blame attribution, admission control, and
dynamic routing.

It may be desirable to arrange the endpoints 102 having
distributed test units 104 at certain predetermined strategic
locations throughout the network in order to ensure that a
sufficient level of monitoring and analysis can be achieved
for a given application. The resolution of the monitoring and
analysis process depends on factors such as the network
topology, the number of paths through the network, and the
number and location of the endpoints 102.

In operation, the endpoints 102 place synthetic calls to
one another such that streams of data traffic are generated
and sent across the network. For example, the traffic asso-
ciated with a given synthetic call may originate from end-
point A, and subsequently reach endpoint B which sends it
back to A. As the packets in the stream travel, timestamps
are collected and network QoS-related statistics are derived.

The endpoints 102 may be configured to implement an
address discovery process. For example, a given one of the
endpoints 102 can be configured to seek an address at boot
time using the Dynamic Host Configuration Protocol
(DHCP). This is the preferred way to populate a network
with a large number of endpoints 102 because the alterna-
tive, a static and manual configuration of IP addresses,
quickly becomes difficult to manage as the number of
endpoints increases.

When DHCP is used, the address range in which the
endpoint has been installed is determined and then a dis-
covery program implemented as part of the software element
is used to find the particular address in that range that the
endpoint has received. This discovery program in a given
one of the endpoints looks for other endpoints having the
same distributed test unit capability by probing a UDP port
at each of the addresses in the union of all the address ranges
that are known to contain at least one endpoint. The discov-
ery program generally must execute at a given endpoint
before any monitoring or any analysis can take place involv-
ing that endpoint.

As a possibly large number of addresses may need to be
probed, the work of address discovery is preferably divided
among the available endpoints. Starting with one endpoint,
the remaining search space is divided in two as soon as one
endpoint is found. This binary division of remaining search
space may be used every time a new endpoint is discovered,
resulting in a near-optimal use of the available searching
resources as they are found. An optimal scheme would take
into account the case where an endpoint reaches the end of
its search task before its peers. However, the improvement
that this optimal case represents may not justify the added
data management complexities in a given application.

Additional details regarding network topology determi-
nation techniques utilizable in conjunction with the present
invention are described in the above-cited U.S. patent appli-
cation Ser. No. 10/460,700, entitled “Method and Apparatus
for Determination of Network Topology.”

Once the endpoints 102 are discovered, they are prefer-
ably organized into zones that form a hierarchy. The hier-
archy may be constructed so as to reflect geography, topol-
ogy or any other characteristic useful in a particular
application. The endpoints 102 are preferably configured so
as be able to handle multiple hierarchies in a concurrent
manner. The hierarchies can be manually constructed or they
can be automatically generated by the endpoints themselves.
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For example, the system 100 could start with a Domain
Name Service (DNS) hierarchy and adapt that initial hier-
archy to the needs of a particular application. In many cases,
a hierarchy that is derived from observed QoS data would be
beneficial.

In a given hierarchy, every endpoint belongs to a zone and
to every superzone of that zone. The zone assignments are
preferably made, after the address discovery process has
completed, on the basis of user configuration and/or
observed QoS data. As part of zone assignment, each zone
may be assigned a “leader” to represent it, for the purposes
of zone QoS monitoring, reporting and control. Once the
zone assignments are made, the endpoints 102 start operat-
ing in such a way that the subzones of a zone periodically
call each other, meaning that a synthetic call is made
between endpoints selected from each of the two subzones.

FIG. 5 shows an example of a hierarchy of endpoints in
accordance with the invention. The top zone is defined as the
root of a tree, and includes subzones denoted X and Y, which
include respective “subsubzones” X.1, X.2 and Y.1,Y.2, Y.3,
respectively. Each of the subsubzones is associated with one
or more endpoints in a set of endpoints denoted E1 through
E9, as indicated in the figure. Of course, the particular
number of zones, subzones, subsubzones, endpoints per
zone, number of hierarchy levels and other aspects of the
FIG. 5 hierarchy are illustrative only, and numerous other
arrangements are possible.

In the FIG. 5 example, the hierarchy would require calls
to be placed from X to Y, from X.1 to X.2, from Y.1 to Y.2,
from Y1 to Y.3 and from Y.2 to Y.3

More than one endpoint can be selected for the task of
placing calls between two subzones, and there a number of
mechanisms by which such coverage may be obtained. For
example, a random bottom up approach may be used in
which an endpoint decides whether or not to place a call and
to where in a random fashion. In the FIG. 5 example,
endpoint E1 may periodically select one of the endpoints E2
to E9 at random to which to place a call.

Another possible approach is a limited random top down
approach in which zone leaders recursively descend the zone
hierarchy through the zone leaders, preventing excessive
bandwidth usage and protecting network resources at each
step of the way in an otherwise random endpoint selection
scheme. Referring to the FIG. 5 example, the root node
would ask zone leaders X and Y to pick an endpoint to test
X to Y. The X zone leader might select the X.1 subzone at
random and/or on the basis of system resources and forward
to it the task of choosing. The zone leader X.1 might select
E2. Similarly, the Y zone leader may have selected E9,
resulting in the endpoint pair E2, E9 being used to test X to
Y.

Other mechanisms can be used to select the endpoints that
are used to evaluate the subzone to subzone network QoS.
The mechanism selected for an application would depend on
the circumstances. For example, the random bottom up
approach can be used to produce realistic network condi-
tions while the limited random top down approach can be
used to control tightly the amount and the location of the test
data traffic injected on a network.

As indicated previously, a given synthetic call from an
endpoint A to an endpoint B generally comprises a sequence
of packets going from A to B and back to A. As the packets
travel, they may be dropped by the network. In the illustra-
tive embodiment, as A sends a packet i to B, A writes the
departure time S, from A in the packet itself. When B
receives the packet, it writes the arrival time U, in the packet.
B immediately sends the packet back to A, writing the
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departure time V, from B in the packet. When A receives the
packet, it writes the arrival time T, in the packet. The result
is the four timestamps S, U, V, T, from which one-way delay
and jitter measurements are derived.

The two endpoints A and B also preferably each store a bit
array indicating which packet was received. The bit array on
B is sent to A with every packet. This is in addition to the
above-noted timestamps that are also traveling with the
packets. The bit array is sent from B to A so that A can
determine the number and pattern of packet loss in each of
the two directions separately. Endpoint A ends up with a
sequence of timestamps with gaps corresponding to packets
lost in either direction as well as a pair of bit arrays
describing which packet(s) were lost in which direction.

In addition to this network QoS data, the endpoints set the
record route field of the IP header in order to collect Layer
3 route information for each packet. Not all routers in the
network honor that request and there is enough space in the
IP header for at most nine Layer 3 hops. Endpoint B
retrieves this recorded route information from the IP header
and stores it in the packet payload for the trip back to A.
Thus, packets that return to A contain information charac-
terizing both the forward route and the reverse route.

Although the illustrative embodiment generates test com-
munications comprising RTP packet data streams that
resemble VoIP traffic, this is by way of example only. Other
embodiments can send other types of data traffic using other
control mechanisms, such as those used in connection estab-
lishment. Moreover, the invention does not require the use
of test communications, and actual call traffic or other types
of communications can be used in alternative embodiments.

All of the traffic generation facilities may be fully auto-
mated and can be scripted, using XML or other suitable
scripting language, in order to describe the type of testing,
traffic, control or other parameter(s) to be used.

Scripting is useful because it may be difficult in certain
applications to predict in advance the particular test con-
figuration that will be of greatest benefit. Therefore, the
scripting aspect of the present invention provides an envi-
ronment in which a user can create a scripted test program
that is carried out by the endpoints. Such programs can be
arbitrarily complex and can be used to generate measure-
ment data characterizing any number of different perfor-
mance aspects of the network. As one example, assume that
for a given network it is deemed that performance in File
Transfer Protocol (FTP) retrieval of a message file is crucial.
Using the techniques of the invention, a user can create a
scripted test program which specifies the test parameters and
the desired measurement data, and the program may be
provided to the appropriate endpoints. The test may then be
performed “on the fly” as needed. Example scripted test
program pseudocode in the Send/Expect style for an FTP
transaction is as follows.

#comment

CONNECT hostname FTPPORT

#to login

SEND FTPPORT username

EXPECT FTPPORT “331”

SEND FTPPORT password

EXPECT FTPPORT “200”

#send a show a list files command
CREATE SERVER SOCKET LOCALPORT
SEND FTPPORT “PORT MYADDRESS LOCALPORT”
EXPECT FTPPORT “OK”

SEND FTPPORT “LIST”
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-continued

EXPECT FTPPORT “OK”

#Get a list of files on the data port
EXPECT LOCALPORT “###”
CLOSE LOCALPORT

SEND FTPPORT “QUIT”

CLOSE FTPPORT

Of course, numerous other types of scripting may be used
to generate test programs executable by a distributed moni-
toring and analysis system as described herein.

FIG. 6 illustrates an example payload format for an RTP
packet in a test communication of the illustrative embodi-
ment.

The “sessionid” field is a key that uniquely identifies a
given call.

The “seq” field identifies the sequence number of this
packet within the call.

The “bitmap” field provides the above-described bit map,
where the value of bit i indicates whether the packet with
sequence number i was lost (0) or received (1) by endpoint
B.

The fields s, u, and v denote the respective S,, U, and V,
timestamps previously described.

The “pathlen” field denotes the number of routers on the
path from endpoint A to endpoint B that recorded their IP
address in the 1P header of the packet.

The “truepathlen” field denotes the actual length of the
path from endpoint A to endpoint B, as opposed to the length
as indicated by the pathlen field above. The actual path
length is determined based on the time to live (TTL) field of
the packet.

The “path” field includes a sequence of IP addresses along
the path from endpoint A to endpoint B, one for each router
that recorded its IP address in the IP header of the packet.

The “other content” field contains any other data to be
transported, such as, for example, a voice or video sample.

The software element of the example endpoint in the
illustrative embodiment is also preferably configured to
provide data reporting and alarm features. Once a call
between an endpoint pair has completed, a corresponding
network QoS report summarizing the resulting measure-
ments may be made available via the previously-described
web-based user interface. Such a report may include, for
example, loss in two directions, delay in two directions, jitter
in two directions, loss burst in two directions, and per-packet
Layer 3 path record. The particular information reported, to
whom it is reported and under what conditions it is reported
are entirely configurable. For example, the entire report with
all available measurement data can be sent to the zone leader
which then integrates all such data into XML or HTML
summaries accessible through the web-based user interface
using a conventional web browser.

Additionally or alternatively, the data can be inspected for
urgent conditions and the endpoint can send a warning
message to an operator or to an automated ticketing system.

The endpoint can also report the QoS in a standard way
such as by sending a concurrent RTCP stream to a desig-
nated monitoring agent.

All of the reporting facilities may be fully automated and
can be scripted, using XML or other suitable scripting
language, to describe the reporting conditions.

The reporting may be implemented in accordance with a
real-time visualization aspect of the invention. In this aspect
of'the invention, real-time visualization of network topology
information including network nodes and edges between the
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nodes may be displayed. The network nodes may each
correspond to an endpoint device. The edges can be colored,
in an output display generated by a visualization software
tool, to indicate different criteria, such as usage count and
delay. In addition, the particular path taken by a given
communication can be “flashed” in real time on the display
by appropriate coloring of the corresponding edge(s). This
system can thus provide real-time display of the passage of
individual packets through the network.

Another feature that may be provided in the software
element of the example endpoint in the illustrative embodi-
ment is a navigation and analysis feature. For example, zone
leaders receiving network QoS reports can use them to
generate XML or HTML summaries accessible through the
web-based user interface using a web browser. In fact, a user
can navigate through the zone leaders for a given hierarchi-
cal tree, looking for problems as they arise. Each node of the
tree represents the performance between the subzones of a
zone and has links to each subzone and to the zones above
itself. The XML or HTML summaries may be configured so
as to integrate the QoS data together with whatever Layer 3
topology data was collected and to attribute blame to spe-
cific areas of the network. A more particular example of such
an XML or HTML summary may include color coded
matrices showing median and interquartile range for various
QoS-related statistics, with rows corresponding to source
subzone and columns to destination subzone. Many other
summary formats may be used.

A network monitoring and analysis system in accordance
with the invention may be configured to autonomously
collect performance data for each zone of the above-noted
hierarchy. By way of example, network topology informa-
tion may be collected for each edge, where edges are
subzones of a zone corresponding to a router, and for each
router. For each such element (e.g., zone, subzone pair,
edge), the system may collect and analyzes the data, making
the results available in one or more web pages. The system
may maintain a collection of Statistical Process Control
(SPC) tables used to recognize an out-of-tolerance state (not
within adequate specification values, e.g., 80 milliseconds
one way delay), an out-of-control state (not within a range
of values associated with a predefined in-control state), or
other types of states. The state of each element can be
reported on a summary web page, through a network visu-
alization tool in the case of the edges of the topology
architecture, or using other reporting arrangements. It should
be noted that the out-of-control state is not necessarily a
negative indicator, but instead simply indicates an unusual
condition. The state parameters may evolve over time to take
into account natural effects such as time of day or day of
week. Such ranges and states may be maintained and
reported by the system, and may be utilized in alarm
generation.

The present invention also provides an ability to imple-
ment interface renaming. For example, when the distributed
monitoring and analysis system determines network topol-
ogy information and a hierarchy based on geography, func-
tion, or other characteristic, the interfaces in and out of a
router or other network element can be renamed accordingly.
A more particular example involving geographical charac-
teristics is as follows. Take an edge between router A and B,
in the A-to-B direction. Consider the geographical source
and destination of all the packets that went through A and B
in that order. The geographical characterization of the
A-to-B interface is the greatest common denominator of all
of the destinations seen through A and B in that order. More
specifically, if the destinations are a.b.c, a.b.d and a.b.c.e, the
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characterization is a.b. A similar approach may be used for
the source to characterize the reverse direction B-to-A. The
interface renaming in this example is providing a geographi-
cal meaning to what would otherwise be simply an IP
address. The performance matrices for the topology archi-
tecture provided by the system may thus be configured to
show both the IP addresses and the geographical or other
characterization of the interfaces.

Advantageously, the present invention in the illustrative
embodiment described above allows accurate measurements
of jitter, loss, delay and other QoS-related statistics to be
determined without the need for a centralized controller. The
invention also provides other advantages in terms of making
QoS data summaries available to users through a web-based
user interface that can be accessed using a conventional web
browser.

It should be noted that a distributed monitoring and
analysis system can be used to perform a wide variety of
tests on a network. In conjunction with the illustrative
embodiment, “binary” tests involving a pair of endpoints
denoted A and B were described. An example binary test as
described above may involve the selection of two subzones
of a given zone in the above-described hierarchy, with one
endpoint being selected at random from each of the sub-
zones for participation in the binary test. However, the
invention can also be used to perform unary tests, that is,
tests involving only a single endpoint, as well as other types
of tests each involving more than two endpoints. Unary
tests, by way of example, can be performed at the zone level
in the above-described hierarchy. In such an arrangement, a
single endpoint from a given zone may be selected at
random and used to perform the unary test. More specific
examples of unary tests include DNS testing, in which a
selected endpoint measures the amount of time required by
a DNS server to perform a name-to-IP conversion, and TCP
connection establishment testing, in which the selected
endpoint measures the time needed to return from a connect
system call.

Many different types of combinations of binary tests,
unary tests, and tests involving more than two endpoints can
also be performed in a given embodiment of the invention.

A distributed monitoring and analysis system in accor-
dance with the invention can be implemented as part of or
in conjunction with an otherwise conventional VoIP analysis
tool or other network management system application that is
used, for example, to test, diagnose, troubleshoot or design
an IP telephony system or other type of network-based
communication system. An example of a network manage-
ment system application is the VMON® system from Avaya
Inc. of Basking Ridge, N.J., USA.

As previously noted, one or more of the monitoring and
analysis functions described above in conjunction with the
illustrative embodiments of the invention may be imple-
mented in whole or in part in software utilizing processor
202 and memory 204 associated with a given endpoint
device. Other suitable arrangements of hardware, firmware
or software may be used to implement the monitoring and
analysis functions of the invention.

It should again be emphasized the above-described
embodiments are illustrative only. For example, alternative
embodiments may utilize different endpoint device hard-
ware, firmware or software configurations, different data
formats for synthesized calls, different types of network
traffic, and different communication protocols than those of
the illustrative embodiments. In addition, although test com-
munications between a selected pair of endpoints are
described in conjunction with the above examples, other
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arrangements are possible, such as communications with a
single endpoint, communications between a given originat-
ing endpoint and multiple destination endpoints, etc. These
and numerous other alternative embodiments within the
scope of the following claims will be apparent to those
skilled in the art.

APPENDIX 1

# © 2003 Avaya Inc.
# start or rho__hat relevant functions
#
def cmpO(a,b):
if a[0]<b[0]: return -1
if a[0]>b[0]: return 1
return 0
def line(p1,p2):
x1,yl=pl
X2,y2=p2
m=float(y2-y1)/(x2-x1)
return m,yl-x1*m
def below(line,p):
m,b=line
X,y=p
return y<b+m*x
def above(line,p):
m,b=line
X,y=p
return y>b+m*x
def make__envelope(ps,testfun):
n=len(ps)
i=0
envelope__points=[ps[i]]
while i<(n-1):
j=i+l
while 1:
if j>=(n-1): break
ijline=line(ps[i],ps[j])
k=j+1
ok=1
while k<n:
if not testfun(ijline,ps[k]):
ok=0
break
k=k+1
if ok: break
j=k
i=j
envelope__points.append(ps[i])
return envelope_ points
def find_ supporting_ line(lo,hi,funl,fun2):
i=0
while i<len(lo):
j=0
while j<len(hi):
ijline=line(lo[i],hi[j])
ok=1
if ok:
for k in range(len(lo)):
if k==i: continue
if not funl(ijline,lo[k]):
ok=0
break
if ok:
for k in range(lenthi)):
if k==j: continue
if not fun2(ijline,hi[k]):
ok=0
break
if ok:
break
=i+t
if ok: break
i=i+1
#
#
#
if ok: return ijline
return None
def rho__ hat(ts):
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APPENDIX 1-continued

#

#

# get sequences

#

ums=[ |

vmt=[ ]

for i in range(len(ts)):
s,u,v,t=ts[1][ ‘s ] ts[1][*u’],ts [1][ v ], ts[1][“t"]
if u==None or v==None or s==None or t==None: continue
ums.append((s,u—s))
vmt.append((t,v-t))

ums.sort(cmp0)

vmt.sort(cmp0)

#

# derive the lower envelope

#

envelope__lo_ points=make__envelope(vmt,below)

print envelope__lo_ points

envelope__hi_ points=make__envelope(ums,above)

print envelope__hi_ points

#

# search for one in between

#

line_up=find_ supporting line(envelope_lo_ points,envelope__

hi__points,below,above)

line_ down=find_ supporting_ line(envelope__hi_ points,envelope__

lo__points,above,below)

return line_ up[0],line_ down[0]

# end of rho_ hat relevant functions

#

def delta_ hat(ts,rho):

#

seqs=ts.keys( )
segs.sort( )
dmin=dmax=None
for i in seqgs:
s,u,v,t=ts[1][ ‘s ] ts[1][*u’],ts [1][ v ], ts[1][“t"]
if u==None or v==None or s==None or t==None: continue
dimax=v—(1+rho)*t
dimin=u-(1+rho)*s
if dmax==None or dimax>dmax: dmax=dimax
if dmin==None or dimin<dmin: dmin=dimin
return dmax,dmin

# fixts adjusts the time on the st endpoint (uv is assumed perfect)

#

def fixts(ts,rho,delta):

TS={ }
seqs=ts.keys( )
segs.sort( )
#
# translate all timestamps
#
for i in seqgs:
s,u,v,t=ts[1][ ‘s ] ts[1][*u’],ts [1][ v ], ts[1][“t"]
S=s
T=t
if s!=None: S=delta+(1+rho)*s
if t!=None: T=delta+(1+rho)*t
U=u
V=v
TS[i]={*s":S,u":U,"v:V,'t":T}
#
# done
#
return TS

What is claimed is:

1. An apparatus for use in a network-based communica-

60 tion system, the apparatus comprising:

65

a first endpoint device configurable for operation with at

least a second endpoint device;

the first and second endpoint devices being part of a
plurality of endpoint devices collectively implementing

a distributed monitoring and analysis system

wherein the plurality of endpoint devices are organized

into a hierarchy comprising a plurality of zones;
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the distributed monitoring and analysis system being
configured to process measurements based on commu-
nications between respective pairs of endpoints to
provide summary information regarding inter-zone
communication performance.

2. The apparatus of claim 1 wherein a given one of the
communications is directed from one of the first and second
endpoint devices to the other of the first and second endpoint
devices.

3. The apparatus of claim 1 wherein each of the first and
second endpoint devices has associated therewith a corre-
sponding distributed test unit.

4. The apparatus of claim 3 wherein at least one of the
distributed test units is implemented within its associated
endpoint device.

5. The apparatus of claim 3 wherein at least one of the
distributed test units is implemented as an external unit
coupled to its associated endpoint device.

6. The apparatus of claim 3 wherein at least one of the
distributed test units comprises a processor coupled to a
memory.

7. An apparatus for use in a network-based communica-
tion system, the apparatus comprising:

a first endpoint device configurable for operation with at

least a second endpoint device;

the first and second endpoint devices being two of a

plurality of endpoint devices collectively implementing
a distributed monitoring and analysis system in which
a communication is directed to at least one of the
endpoint devices and one or more measurements are
made based on the communication;

wherein the distributed monitoring and analysis system

does not require a centralized controller;

wherein each of the first and second endpoint devices has

associated therewith a corresponding distributed test
unit; and

wherein at least one of the distributed test units is con-

figured to support a web-based user interface providing
access to measurement data associated with the one or
more measurements.

8. The apparatus of claim 1 wherein a given one of the
communications comprises a Real-Time Transport Protocol
(RTP) data packet encapsulated within an Internet Protocol
(IP) packet.

9. The apparatus of claim 2 wherein the communication is
sent from the first endpoint device to the second endpoint
device, and returned from the second endpoint device back
to the first endpoint device.

10. The apparatus of claim 9 wherein the first and second
endpoint devices each record timestamp information asso-
ciated with sending and receiving of the communication.

11. The apparatus of claim 10 wherein each of the first and
second endpoint devices is configured to record the times-
tamp information associated with sending and receiving of
the communication at points in time corresponding substan-
tially to times of respective transmission and reception of the
communication over a connection associated with a network
of'the system under the control of an operating system kernel
of the endpoint device.

12. The apparatus of claim 10 wherein the timestamp
information is subject to a post-processing operation which
determines an appropriate separation of a round trip time
measurement into a pair of one-way measurements without
requiring synchronization of clocks associated with the first
and second endpoint devices.
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13. The apparatus of claim 10 wherein the timestamp
information is processed to generate estimates of offset and
drift between internal clocks associated with the first and
second endpoint devices.

14. The apparatus of claim 13 wherein the estimates of
offset and drift are utilizable to linearly transform times-
tamps generated using a time scale of one of the first and
second endpoint devices to a time scale of the other of the
first and second endpoint devices.

15. The apparatus of claim 1 wherein at least a given one
of the endpoint devices is operative to implement an address
discovery process which permits that endpoint device to
locate other endpoint devices configured for participation in
the distributed monitoring and analysis system.

16. An apparatus for use in a network-based communi-
cation system, the apparatus comprising:

a first endpoint device configurable for operation with at

least a second endpoint device;

the first and second endpoint devices being two of a

plurality of endpoint devices collectively implementing
a distributed monitoring and analysis system in which
a communication is directed to at least one of the
endpoint devices and one or more measurements are
made based on the communication;

wherein the distributed monitoring and analysis system

does not require a centralized controller;
wherein at least a given one of the endpoint devices is
operative to implement an address discovery process
which permits that endpoint device to locate other
endpoint devices configured for participation in the
distributed monitoring and analysis system; and

wherein the address discovery process is operative such
that, upon identification of an additional endpoint
device configured for participation in the distributed
monitoring and analysis system, a remaining search
space is partitioned among at least the given endpoint
device and the additional endpoint device.

17. The apparatus of claim 16 wherein the search space
partitioning operation is repeated each time an additional
endpoint device configured for participation in the distrib-
uted monitoring and analysis system is identified.

18. An apparatus for use in a network-based communi-
cation system, the apparatus comprising:

a first endpoint device configurable for operation with at

least a second endpoint device;
at least the first and second endpoint devices collectively
implementing a distributed monitoring and analysis
system in which a communication is directed to at least
one of the endpoint devices and one or more measure-
ments are made based on the communication;

wherein the distributed monitoring and analysis system
does not require a centralized controller; and

wherein the first and second endpoint devices are part of
a plurality of endpoint devices organized into a hier-
archy comprising a plurality of zones, with each of the
plurality of endpoint devices belonging to at least one
zone.

19. The apparatus of claim 18 wherein for each of the
zones at least one associated endpoint device is designated
as a zone leader for controlling the periodic generation of
communications between selected endpoint devices that
belong to subzones of that zone in the hierarchy.

20. The apparatus of claim 19 wherein the selected
endpoint devices are determined utilizing one of a random
bottom up approach and a random top down approach.
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21. The apparatus of claim 1 being configured to rename
one or more network interfaces based on geography, func-
tion, or other characteristic associated therewith.

22. An apparatus for use in a network-based communi-
cation system, the apparatus comprising:

a first endpoint device configurable for operation with at

least a second endpoint device;

the first and second endpoint devices being two of a

plurality of endpoint devices collectively implementing
a distributed monitoring and analysis system in which
a communication is directed to at least one of the
endpoint devices and one or more measurements are
made based on the communication;

wherein the distributed monitoring and analysis system

does not require a centralized controller; and

wherein the distributed monitoring and analysis system

supports a scripting feature which permits a user-
scripted test program to be carried out by one or more
of the endpoints.

23. The apparatus of claim 1 being configured to generate
a display providing real-time visualization of network topol-
ogy information based at least in part on the one or more
measurements.

24. The apparatus of claim 1 wherein at least one of the
endpoint devices comprises a terminal node of the network.

25. The apparatus of claim 1 wherein at least one of the
endpoint devices comprises an internal node of the network.
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26. A method for use in a network-based communication
system comprising a plurality of endpoint devices which
implement a distributed monitoring and analysis system, the
method comprising the steps of:
organizing the plurality of endpoint devices into a hier-
archy comprising a plurality of zones; and

configuring the distributed monitoring and analysis sys-
tem to process measurements based on communica-
tions between respective pairs of endpoints to provide
summary information regarding inter-zone communi-
cation performance.
27. An article of manufacture comprising a machine-
readable storage medium containing software code for use in
a network-based communication system comprising a plu-
rality of endpoint devices which implement a distributed
monitoring and analysis system, wherein the software code
when executed implements the steps of:
organizing the plurality of endpoint devices into a hier-
archy comprising a plurality of zones; and

configuring the distributed monitoring and analysis sys-
tem to process measurements based on communica-
tions between respective pairs of endpoints to provide
summary information regarding inter-zone communi-
cation performance.
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