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•Current Penetration Tester @ BHIS

•Six years as professional Penetration 

Tester

•Army Veteran

•My Hobby is my Job

•From FL and part time alligator wrestler 

#WHOAMI
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• Some advanced topics 

• Designed for Red Teams

• Automation is not great for 

everything

• I am going to GLOSS over some 

stuff

• This is MY way not THE way
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•Phishing Overview

•Designing a Phish

•Coding a Phish

•Execution

•Closing

How to Build a Phishing Engagement
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How to Build a Phishing Engagement

Infrastructure

Scanners Scanning

Domain

Two-Factor

Email Filtering

User Awareness
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DNS

• Send Email

• Host Website
• Capture Credentials  

Virtual Machine

Email Service
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• Block URL scanning

• Hide IP address

• Secure the host

• Validate visitors

• Hide IOC’s 
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DESIGNING A 
PHISH
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• Take your time (You only have one 

shot)

• Test your email

• Mailtrap.io

• Test your website

• Close the loop
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• HTTP Proxy

• Capture Credentials 

• Capture Session Data

• Defeat Two Factor

• Avoid cloning websites

How to Build a Phishing Engagement

https://github.com/kgretzky/evilginx2
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https://github.com/kgretzky/evilginx2/blob/master/core/http

_proxy.go
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• Send our Phishing 

Emails

• Track interaction

• Landing-Page 

hosting
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https://github.com/gophish/gophish

https://t.me/learningnets



How to Build a Phishing Engagement https://t.me/learningnets



• HTTP Proxy / Router

• BLOCK ALL scanning

• Host multiple 

websites/containers

• SSL Certs / Let's 

Encrypt
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https://www.nginx.com/

https://t.me/learningnets



• API

• CHEAP virtual machine 

• DNS

How to Build a Phishing Engagement

https://www.digitalocean.com/
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• DO NOT ROLL YOUR 

OWN EMAIL SERVER

• API

• Gain email reputation
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https://www.mailgun.com
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• Hide our IP address

• IP Filtering

• Domain reputation

• azureedge.net
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https://azure.microsoft.com/en-us/services/cdn/
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• Open-source configuration management

• Infrastructure as Code

• Python Based

• YAML files

• Red Hat Software

• No State file - procedural-style – Agent-

less 

• Great for OS configuration

https://www.ansible.com/
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Open-source orchestration tool

Infrastructure as Code

GO Lang Based

Terraform's configuration language

HashiCorp

Statefile – Declarative

Great for API’s

https://www.terraform.io/
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• Application containers

• Reusable

• Portable

• Simplify dependance

• Separate network stack
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• Lastpass - cli

• 1password - cli

• Bitwarden - cli

• Ansible Vault  - Encrypted 

File
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EXECUTION
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• Clone repo

• Setup API keys

• Configure variables 

• Run playbook

Let’s pray to the demo 

GOD’s. 

https://github.com/ralphte/build_a_phish
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• What about other cloud providers?

• Can I use this playbook for more 

then just phishing?

• Blog to follow presentation soon! 

• Webcast - Getting started with 

Ansible & Terraform
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nks
Questions?

ralphte01

Ralph May https://t.me/learningnets


