Build a Phishing
Engagement

Coding TTP’s
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How to Build a Phishing Engagement

#WHOAMI

WHOAMI

Current Penetration Tester @ BHIS
Six years as professional Penetration
Tester

Army Veteran

My Hobby is my Jo

From FL and part time alligator wrestl
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How to Build a Phishing Engagement

DISCLAMER

« Some advanced topics

Designed for Red Teams

« Automation is not great for

everything
| am going to GLOSS over some

Stuff

This is MY way not THE way

DISCLAMER



OVERVIEW

*Phishing Overview
*Designing a Phish
*Coding a Phish

 Execution

*Closing
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PHISHING IS HARD
Infrastructure

Scanners Scanning

Domain

Two-Factor

Email Filtering

User Awareness




INFRASTRUCTURE

mm DNS

== \/[rtual Machine

 Send Email
 Host Website
« Capture Credentials

S Email Service
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OPERATIONAL SECURITY
* Block URL scanning

e Hide IP address

e Secure the host
Validate visitors
 Hide IOC’s
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TYPICAL DESIGN

Y

<

Phishing Emall

Mailgun / Email

Phished User

"NGINX

fakedomain.com
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Capture Credentials
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ADVANCED DESIGN

Phishing Email

GoPhish
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gl L NGINX—

=

Azure CDN

login-company.azureedge.net

iLy >
Mailgun / Email Phished User Azure CDN fakedomain.com
company.azureedge.net
Lol Office 365
Evilginx2 Capture Credentials / Sessions
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PHISHING EMAIL

« Takeyourtime (Youonly have one
shot)

 Testyour email
« Mailtrap.io

 Testyour website

 Closetheloop




rootfidebian-evilginx:~/tools/evilginx2# ./build/evilginx -p ./phishlets/

— =} gmrgretzk 209
[@8:23:56] [inf] loaded phishlet 'google' from 'google.yaml’
[88:23:56] [inf] setting up certificates for phishlet 'google'...
[@8:23:56] [-] successtully set up SSL/TLS certificates for domains: [accounts.it-is-almost-dene.evilginx.com apis.it-is-almost-done.evilginx.com ssl.it-is-alm
ost-done.evilgime. com t d ilginx.com]
[@8:23:50] [EMB] [@] new visit s : M 12/5.8 (M s NT 6.1; b X A KHTML, 1i Chr 5.0. 1 Safari/ 6
t08:23:59] [inf] [@] ianding URL: https://accounts.it-is-almost-done.evilginx.com/signin/v2/identifier
: sessions
. H I I P P r O X y id phishlet username password tokens remote ip time
. 19 google 2818-85-28 88:23
[@8:24:22] [ 1 [@] Username: [ figmail.com]
’ - [@8:24:29] [EE8] [a] word: [ 1
[@8:24:41] [ 1 [@] ation tokens intercepted!
[ ] [08:24:41] [Em@] [0] redirect L: htt
. : sessions
id phishlet username password tokens remote ip time
. 19 google figmail. com captured = = 2018-85-28 @8:24

Capture Session Data

« Defeat Two Factor

] ] _ https://github.com/kgretzky/evilginx2
* Avoid cloning websites

y
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byte{@x94, 0xE1l, @xB89, 0xBA, 0xA5, OxAB, OxAB, @xAS5, @xAZ, 0xB4}

gin page if triggered lure path

_, err := p.cfg.GetLureByPath{pl_name, req_path)
if err == nil {
ff redirect from lure path to login url
rurl := pl.GetLoginUrl()
package main resp : W selreg, "text/html", http.StatusFound, "
import ( if resp != nil
Il.rmtll
)

func main() {

hg := [lbyte{®x94, @xEl, @x89, @xBA, @xA5, 0xAD, OxAB, OxA5, 0xA2, 0xB4}

for n, b := range hg {
hglnl = b ~ @xCC

fmt.Println(string(hg})

https://github.com/kgretzky/evilginx2/blob/master/core/http
_Proxy.go

BLACK HILLS
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« Send our Phishing
. Emails

* Track interaction

* Landing-Page

_ https://github.com/gophish/gophish
hosting
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Mime-Version: 1.0

Date: Wed, 31 Mar 2021 20:10:56 -0400

From: testdpwncompany.com

¥-Mailer: gophish

Subject WFefault Email from Gophish

To: "tef® hestr” <test@test.com>
Content-Type® text/plain; charset=UTF-8&
Content-Transfer-Encoding: guoted-printable

Click Here https://mycompany-loading.azureedge.net?rid=ICACSeN

It works! var TP 0 New("Sending proTile not foun

This is an email letting you know that your gophish '/ Err \ ate indicates that the user
configuration was successful.
Here are the details:

date that

errors.New("The launch date must be before the \"send emails by\" d

P . F o= 3 P =
Who you sent from: testEpwncompany.com e URL parameter that points to the result ID for a

t RecipientParameter = "rid"

Mime-Version: 1.0

Date: Wed, 31 Mar 2021 22:04:52 -0400

From: test@pwncompany.com

X-Mailer:

Subject: Dgiault Email from Gophish

To: testBEsk.com

Content-Ty B: text/plain; charset=UTF-8
Content-Tr nsfer-Encoding: guoted-printable

A
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Evilginx2

« HTTP Proxy / Router Fleverse HTTP Proxy
« BLOCK ALL scanning —~@

Go Phish

 Host multiple
https://www.nginx.com/

websites/containers
e SSL Certs / Let's
Encrypt
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 API
. e CHEAP virtual machine
e DNS
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B sammy Shark

Droplets
Kubernetes
Volumes
Databases
Spaces
Images
Networking
Monitoring

API

Marketplace

Profile

Create Droplets

Choose an image

Distributions

.g‘.;:

Choose a plan

STARTER PERFORMANCE

Standard General Purpose

https://www.digitalocean.com/

CPU Optimized

BLACK HILLS
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* API

« Gain email reputation

https://www.mailgun.com
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|
C D N Z U RE CDN checks whether file is cached,

otherwise makes request to origin server

.User requests a file via HTTPS .
- ﬁ —é
« Hide our IP address — —
In:lesr:ret . CDN Edge Servers . ‘-
CDN caches file and returns it user Origin returns file requested ~ Storage account
[

IP Filtering

o DO m ai n rep u tati O n Point of Presence (POP) Origin

Azure subscription &

azureedge.net

https://azure.microsoft.com/en-us/services/cdn/

A
BLACK HILLS
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ANSIBLE

 Open-source configuration

* Infrastructure as Code
 Python Based

* YAML files

 Red Hat Software

* No State file - procedural-style — Agent-
less

* Great for OS configuration
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ANSIBLE

Playbook SSH

LA

Ansible Host >

Server 2

Inventory

BLACK HILLS
ormation Securty_od
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Open-source orchestration tool

Infrastructure as Code

GO Lang Based

Terraform's configuration language

HashiCorp

Statefile — Declarative

Great for API’s




TERRAFORM

vars.tf

How to Build a Phishing Engagement

¥y

Terraform Host

Digital Ocean

Mail Gun

£

Azure CDN

g
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DOCKER
Application containers

Reusable

Portable

Simplify dependance

Separate network stack
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ANSIBLE PLAYBOOK DOCKER
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2,

ANSIBLE PLAYBOOK

Digital Ocean
HashiCorp API
A
T Mail Gun
vars.tf
Azure CDN
v
Inventory
I _—

Ansible Host DO VM
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ANSIBLE SECRETS

#Digital Ocean
digitalocean_token: "{{lookup('community.general.lastpass', 'Business/Digitalocean’', field='token' )}}"
digitalocean_token: "564e564564574566565433sdgfsdfgd"

« Lastpass - cli

* 1lpassword - cli

Bitwarden - cli

Ansible Vault - Encrypted
File
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DEMO TIME

« Clonerepo
« Setup APl keys
 Configure variables

 Run playbook

https://github.com/ralphte/build_a phish
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What’s Next

 What about other cloud providers?

« Can |l usethis playbook for more
then just phishing?

 Blog to follow presentation soon!

« Webcast - Getting started with

Ansible & Terraform




NKS

Questions?

© ralphte01
@ Ralph May




