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A risk register is a fundamental
tool in project management and
risk management processes. It

serves as a centralized repository
for identifying, assessing, and
managing risks throughout the

project lifecycle. Proper
formatting of a risk register is

crucial for clarity, transparency,
and effective risk management. In

this guide, we'll outline the
essential components of a risk

register and provide examples to
illustrate each section.
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1 Risk ID

Each risk should be assigned a unique
identifier for easy reference and tracking.
This ID can be alphanumeric and should be
consistent across all project documentation.

Components of a Risk Register

2 Risk Description

Provide a concise yet comprehensive
description of the risk, including its nature,
potential impact, and triggering events. This
description should clearly articulate what the
risk entails.
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3 Risk Category

Classify risks into categories to facilitate
organization and analysis. Common
categories include schedule, cost, quality,
scope, and external factors.

4 Probability

Assess the likelihood of the risk occurring on
a predefined scale (e.g., low, medium, high)
based on available data, expert judgment, or
historical information.
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5 Impact

Evaluate the potential consequences of the
risk on project objectives such as schedule,
cost, quality, and stakeholder satisfaction.
Impact can also be assessed on a predefined
scale.

6 Risk Owner

Assign a responsible individual or team for
managing and monitoring each identified
risk. The risk owner is accountable for
developing mitigation strategies and
implementing risk response plans.
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PLAN A PLAN B

7 Mitigation Strategies

Outline proactive measures to reduce the
probability or impact of the risk. Mitigation
strategies should be realistic, actionable, and
aligned with project objectives.

8 Contingency Plans

Assign a responsible individual or team for
managing and monitoring each identified
risk. The risk owner is accountable for
developing mitigation strategies and
implementing risk response plans.
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9 Status

Track the current status of each risk,
including whether it's open, closed, in
progress, or on hold. Regularly update the
status to reflect changes in risk likelihood,
impact, or mitigation efforts.

10 Date Identified/Last Updated

Record the date when the risk was initially
identified and the date of the last update to
ensure the risk register remains current and
reflects the latest information.
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Risk
ID

Description Categor
y

Likelih
ood

Impact Owner Mitigation
Strategies

Continge
ncy Plans

Status
Date

Identifi
ed

Last
Updated

CR001

Phishing
attacks

targeting
employees

External
Threats

High High
IT Security

Team

Conduct
regular

phishing
awareness

training

Activate
incident

response
plan, email

filtering

Open
2024-
03-15

2024-03-
30

CR002
Malware
infections Technical

Vulnerabilities Medium High
IT Security

Team

Install
antivirus
software,
conduct
regular
scans

Restore
from

backups,
isolate

infected
systems

In
Progress

2024-
02-20

2024-03-
25

CR003 Data breaches
External
Threats

Medium High
IT Security

Team

Encrypt
sensitive data,

implement
access
controls

Notify
affected
parties,

comply with
data breach
regulations

Closed
2024-
01-10

2024-03-
30

CR004 Insider threats
Internal
Threats

Low High
HR

Department

Enforce
least

privilege
access,

monitor user
activities

Terminate
access,

investigate
and take

disciplinary
action

Open
2024-
03-01

2024-03-
30

CR005 Weak
passwords

Internal
Threats Medium High

IT Security
Team

Enforce
password

complexity,
implement

MFA

Reset
passwords,

conduct
security

awareness
training

Open
2024-
03-10

2024-03-
30

Example Risk Register
Below is a sample risk register with examples of

cybersecurity risks along with their corresponding
details
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Risk ID Description Categor
y

Likelih
ood

Impact Owner Mitigation
Strategies

Continge
ncy Plans

Status
Date

Identif
ied

Last
Updated

CR006
Denial of

Service (DoS)
attacks

External
Threats

Low High
IT Security

Team

Implement
DoS

protection
services,
monitor
traffic

Activate
DoS

response
plan, notify

ISPs

Closed
2024-
01-25

2024-03-
20

CR007
Social

engineering
attacks

External
Threats

Medium High
IT Security

Team

Provide
security

awareness
training on

social
engineering

Report
incidents to
authorities,

conduct
investigations

Open
2024-
02-05

2024-03-
30

CR008
Ransomware

attacks
External
Threats

Medium High
IT Security

Team

Regularly
backup
data,

segment
networks

Restore
from

backups,
negotiate

with
attackers

In
Progress

2024-
03-10

2024-03-
30

CR009
Unpatched
software

vulnerabilities

Technical
Vulnerabili

ties
High High

IT Security
Team

Implement
patch

manageme
nt system,
conduct

vulnerability
scans

Apply
emergency

patches,
isolate

affected
systems

Open
2024-
03-15

2024-03-
30

CR010 Shadow IT
Internal
Threats

Medium Medium
IT

Department

Educate
employees on

risks,
implement
application

control

Conduct
security

assessments,
enforce
policies

Closed
2024-
02-10

2024-03-
20

CR011
Supply chain

risks
External
Threats Low High Procurement

Team

Conduct due
diligence on

vendors,
establish
security

requirements

Identify
alternative
suppliers,
activate

contingency
plans

Open
2024-
03-20

2024-03-
30
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Risk
ID Description

Categor
y

Likelih
ood Impact Owner

Mitigation
Strategies

Continge
ncy Plans Status

Date
Identif

ied

Last
Updated

CR012
Physical
security

breaches

External
Threats

Low High
Facilities

Team

Implement
access

controls,
surveillanc
e cameras

Notify
security

personnel,
review
security

procedures

Closed
2024-
01-15

2024-
03-25

CR013
Cloud

security
risks

External
Threats

Medium High
IT

Security
Team

Encrypt data,
enforce strong
authentication

Notify
cloud

service
provider,
restore
from

backups

In
Progress

2024-
02-20

2024-
03-30

CR014

BYOD
(Bring Your

Own
Device)

risks

Internal
Threats

Medium Medium
IT

Security
Team

Implement
mobile device
management,

enforce
policies

Remote wipe
devices,
conduct
security

assessments

Open
2024-
02-15

2024-
03-30

CR015
IoT (Internet of

Things)
vulnerabilities

Technical
Vulnerabilities High High

IT
Security
Team

Segment
IoT devices,

update
firmware

Isolate
compromised

devices,
implement
network

monitoring

Open
2024-
03-05

2024-
03-30

CR016 Data loss
Internal
Threats

Medium High
IT

Security
Team

Implement
data loss

prevention,
encrypt

data

Restore
from

backups,
notify

affected
parties

Closed
2024-
01-20

2024-
03-25

CR017 Compliance
violations

Compliance
Breaches Low High Compliance

Team

Conduct
regular
audits,
enforce
security
controls

Notify
regulatory
authorities

,
implement
corrective
actions

Open
2024-
02-01

2024-
03-30
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Risk
ID

Description Categor
y

Likelih
ood

Impact Owner Mitigation
Strategies

Continge
ncy Plans

Status
Date

Identif
ied

Last
Updated

CR018 Cyber
espionage

External
Threats

Low High
IT

Security
Team

Monitor
network
traffic,

conduct
threat

analysis

Report
incidents to
authorities,
implement

countermea
sures

Open
2024-
02-10

2024-
03-30

CR019
Zero-day
exploits

Technical
Vulnerabilities High High

IT
Security
Team

Monitor
vendor

advisories,
implement

IPS

Apply patches,
isolate affected

systems

In
Progress

2024-
03-10

2024-
03-30

CR020
Social

media risks
External
Threats

Low Medium
HR

Department

Educate
employees

on risks,
enforce

guidelines

Monitor
social
media

accounts,
respond to
incidents

Closed
2024-
01-25

2024-
03-20
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This sample risk register provides
a structured overview of various

cybersecurity risks, their potential
impact, assigned ownership,

mitigation strategies, contingency
plans, and current status.

Organizations can use this format
as a template to develop their own

cybersecurity risk registers
tailored to their specific needs and
risk profiles. Regular updates and

reviews of the risk register are
essential to ensure that

cybersecurity risks are effectively
managed and mitigated over time.
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Liked what 
you read?

Follow me @ Ezz Hattab, PhD, ICCP
and ring the alarm bell to never miss
out.
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