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● A single entity could be both a subject and an object.  For example, if your 
web browser reaches out to a web server, from your browser’s perspective 
(which is the Subject) the web server is the Object.  However, once the web 
server receives your request, it may in turn, ask another server (which 
contains images, data, video files, authentication database, etc) for 
information.  In that case, now the web server has become the subject and the 
database it is querying is an Object.
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● For example, the Radius protocol, which is a form of an access control, 
performs both authentication and authorization within the same exchange of 
messages between subject and object.
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● A ruleset in an application that forces you to change your identity every 6-
months and forces you to include certain characters in your identity would be 
an example of this.
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● Of the three methods above, authentication by characteristic is considered the 
most secure because (unless someone cuts off your finger or removes your 
eyeball) it is typically based on something that nobody could steal from you.

● Examples of behavioral characteristic: signature dynamics and keystroke 
dynamics/patterns (typing rhythm, pressure and dwell time on individual keys), 
Physical movement (gait analysis, mouse movements) and Location 
recognition (identification via GPS or network data to detect suspicious login 
attempts from unusual places)
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● In this case, by using the metric of CER we can see the Keystroke Analysis 
Method #2 is more accurate and a better choice.
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● Before you even start thinking about WHAT assets are in your company you 
have to think about HOW you will categorize them based on their value and 
secrecy. A classification schema is a ruleset you derive containing a 
generalized list of definitions that will later be applied to assets.

● Clearly understood definitions of each of the above should be created so it is 
clear which label should be applied to any given asset.

● Clearly defined rules should also be created to identify the circumstances 
under which a label for an asset no longer is applicable, and when/how/why a 
new label should be applied.
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● The above is taken from an online demo of ManageEngine’s AssetExplorer
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● Choose a naming convention for assets that is consistent
● The identifier could also provide location information within the name
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● Common attacks against “data in use” include:
○ Data breaches: Gaining unauthorized access to sensitive data by 

exploiting vulnerabilities in applications or user activities.
○ Privilege escalation attacks: Attackers leverage existing access to gain 

higher privileges and access sensitive data.
○ Malware injections: Injecting malicious code into applications or 

systems to steal or manipulate data in use.
● The same types of access controls applied against data at rest can be 

leveraged to protect data in use with the addition of logging and malware 
detection.
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● The article from above comes from: https://www.techradar.com/news/millions-
of-deleted-files-recovered-in-hard-drives-purchased-online-finds-research
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● Clearing methods are suitable when the storage media will remain within a 
controlled environment.

● Overwriting: Applying a software-based method to overwrite all areas of the 
device with nonsensitive data. This often involves writing a series of zeros (a 
single pass) or multiple passes of different patterns to obscure the original 
data.
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● This role is usually filled by the IT or security department
● They will figure out how to technically implement the policy dictated by the 

Data Owner.
● When you get locked out of an information system at work, who do you call?
● When you need access to a new database or credentials for a new 

application…who do you call?
● Whoever that is…that is your Data Custodian.
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● In this context, the main thing that makes the System Owner different from the 
Security Administrator is that the System Owner is primarily responsible for 
the Servers (real or virtualized) that house the data whereas the Security 
Admins handle the infrastructure connecting those servers to the end user’s 
machines.

● While the Data Custodian will install and configure the appropriate software 
and security features to implement rules defined in the access control policy, 
the system owner will ensure that the software selected (and any hardware 
requirements it may have) are fulfilled by the physical (or virtual) servers and 
that the servers themselves are protected.
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● National Initiative for CyberSecurity Education (NICE)
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● S.I.E.M. stands for Security Information and Event Management. These are 
systems designed to collect massive amounts of logs and streaming data from 
your network and end systems and (often by using A.I.) apply meaning to all 
that massive data, offer logical insights and potentially provide suggestions for 
remediation.
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● Courtesy of ChatGPT: Compensating Controls are ecurity measures that are 
implemented as alternatives to the standard controls that may be impractical 
or impossible to deploy in a given environment. They are designed to provide 
equivalent or comparable protection to the original requirement, ensuring that 
the overall security posture and compliance objectives are maintained even 
when primary controls cannot be applied.
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● An access-control list could be categorized as a Preventative control as well 
as a Deterrent if the potential attacker knows in advance that the ACL exists. It 
could also serve as a Detective Control if the ACL is logging hit counts.

https://t.me/learningnets



https://t.me/learningnets



https://t.me/learningnets



https://t.me/learningnets



https://t.me/learningnets



● What makes each of these “mandatory access controls”?
○ The subject (John X) who is interacting with the objects (badge reader, 

ACL, or File) doesn’t have the ability to modify or set any access 
permissions. He is restricted by mandatory permissions that have 
already been designed by upper management and implemented as 
physical or technical controls.

○ The owner of the object (whoever owns the file that John X is trying to 
access) does not have permissions to grant or deny people with Level-
3 access to Level-3 files.  That permission is strictly determined by a 
comparison of labels performed in the secure OS of the File Server.

https://t.me/learningnets



https://t.me/learningnets



● Think of Google Drive and Dropbox. Mandatory controls specify that you must 
first login to those platforms, and you (the owner of the objects within Google 
Drive or Dropbox) can’t change that restriction.  

● However, after you pass that mandatory control, you can specify your own 
Discretionary controls on your own files within those platforms.
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● Please note that the Orange Book was created in 1985 and has since been 
superseded by other documents.  However, none of the newer documents 
formally defined the concepts of “Mandatory Access Controls” and 
“Discretionary Access Controls” so we still need to refer to this old document 
to obtain those definitions.
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● Depending on how RBAC is implemented and the location/accessibility of the 
authorization source, RBAC could also be considered a form of Mandatory 
Control.
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● INCITS 359-2004 was updated in 2012 so if you want to read that document, 
search for INCITS 359-2012

● The Cisco CyberOps Associate Certification Guide states that the RBAC 
standard defines “three” components. This is probably because both “Static 
Separation of Duties” and ”Dynamic Separation of Duties” fall under the (book) 
category of “Constraint RBAC”.  But this actual type of RBAC is not mentioned 
in the original standard.

https://t.me/learningnets



● Within the standard a “Role” is defined as a job function…but in reality, any 
arbitrary value can be used as a role if that value is clearly defined within your 
security policy.

● An “Operation” is the action that the user/role is attempting to take upon the 
Object such as Read, Write, Execute or Delete

● A “Permission” is an approval to perform an operation on one or more RBAC 
protected objects (that’s why its circle encompasses the OPS and OBS 
circles)
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● If an RBAC system is only implementing Core RBAC functionality (with zero 
relationship or hierarchy between Roles) this can also be said to be running 
“Flat RBAC”.
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● Note that given this artificial structure, Role-7 will not be able to perform any 
“Update” action on Green files because Role-7 has not listed Role-6 as a 
“descendant” role.
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● The original standard stated that a Restricted role hierarchical RBAC means 
that an upper role can only inherit permissions from a single descendant role. 
However, over time this type of RBAC has come to mean any implementation 
that places any kind of restrictions on how you create inheritances between 
roles.

● In this example, if only a single descendant (eg., single lower-level role) is 
allowed, then Role-7 can inherit the defined permissions of Role-4 but 
CANNOT inherit the permissions of Role-1 or Role-2.

● The document titled, “The NIST Model for Role-Based Access Control: 
Towards A Unified Standard” reads, “Some systems may impose restrictions 
on the role hierarchy. Most commonly, hierarchies are limited to simple 
structures such as trees or inverted trees.”
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● Per ANSI INCITS 359-2004, “The motivation is to ensure that fraud and major 
errors cannot occur without deliberate collusion of multiple users”
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● From our previous example, without the availability of the role 
“Payroll_Data_Entry” the user will never be able to have the associated 
permissions (“Implement Salary Increase”) so there is no way this user can 
give themselves a pay raise.

● In this example, even if (elsewhere in the database) a permission inheritance 
was configured between Payroll_Mngr and Payroll_Employee, Kbogart88 will 
not inherit the permissions of Payroll_Employee because that particular role is 
not a part of this person’s available roleset.
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● In order for this system to work, the RBAC server would obviously need to 
also understand the permissions assigned to each role so that it could 
dynamically allocate them appropriately.

● If John attempted to login to Server-B he could not use the same roles as 
before (Role-1 and Role-2) but instead would be assigned Role-2 and Role-3.
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● Device security status would reference the security posture of the device 
being used to request access, such as whether it has updated antivirus 
software, is encrypted, or meets certain compliance requirements, can 
influence access decisions.
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● The “gears” next to the word “Decision” in the middle of the diagram would be 
considered the PDP (Policy Decision Point) in ABAC terminology.

● The “gears” next to the word “Enforce” in the middle of the diagram would be 
considered the PEP (Policy Enforcement Point) in ABAC terminology.
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● The WS02 Identity Server is an example of a system that utilizes XACML.
● OASIS is an international consortium that works on the development, 

convergence, and adoption of open standards for the global information 
society.

● When it comes to ABAC…what is the difference between NIST 800-162 and 
OASIS?
○ The NIST special publication defines the overall architecture of ABAC 

and provides general guidance on how to implement it. So NIST is 
more concerned with answering the “What” questions about ABAC.

○ OASIS defined XACML which is one (of several) frameworks/protocols 
that can be used to implement ABAC. OASIS’s XACML language is 
one answer to the technical “How” of ABAC.
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● ABAC – Attribute-Based Access Control
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TACACS really designed to control which specific IOS commands a Network Admin is 
allowed access to.
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Carried by UDP port 1812 (Authentication) and 1813 (Accounting)
…
Originally was UDP 1645 (Authentication) and 1646 (Accounting).
-
Original intent behind radius was to protect the Data Plane.  Dialup users had to pass 
Radius Authentication/Authorization before being granted access to the Data Plane.  
Although it CAN protect the Management Plane…that is not its forte nor original 
purpose.
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● SCTP = Stream Control Transmission Protocol. A reliable transport protocol 
like TCP but with added functionality such a multi-homing which allows an 
association to span multiple IP addresses at each endpoint. This provides 
redundancy; if one path fails, SCTP can continue communication over an 
alternate path without disrupting the connection.
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Port Security will work on a trunk as long as DTP is not in-use.
-
A secure port cannot be:
Destination port for SPAN
Port-channel
Private VLAN port
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Protect doesn’t give you syslogs or ANY indication that there has been a violation.  
ALL it does is silently discard the offending frames.
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UDP Ports for Radius: 1812 = Authentication and Authorization /  1813 = 
Accounting

Some older implementations used 1645 and 1646
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● NOTE: All 802.1x frames sent to/from Supplicant to/from Authenticator use 
the reserved Destination MAC of 01-80-C2-00-00-03.

● Switches NOT configured for 802.1x will not forward these frames because 
they fall into the reserved 802.1d MAC range for BPDUs. 

● They will be sent to the CPU and dropped.
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● 802.1ad is a method of stacking multiple VLAN tags within a single Ethernet 
frame (also called queue-in-queue). The DEI (Drop Elligibility Indicator) is a bit 
that can be set to indicate a frame is eligible to be dropped during times of 
network congestion.
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● In many Cisco platforms, MAC/Layer-2 ACLs can only be used to inspect 
frames that are NOT carrying IPv4 or IPv6 packets.

● Some platforms allow you to apply a mask against the MAC address (so you 
can match on a range of addresses) while other platforms only support the 
“any” or “host” commands which only allow matching on a single, specific 
MAC address.
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● The “Layer” of an ACL (such as Layer-2 ACL, Layer-3 ACL or Layer-4 ACL) 
doesn’t typically mean that the ACL can ONLY inspect data at that layer, but 
often means that the layer specified in the name is the HIGHEST Layer (in the 
OSI Reference Model) that the ACL can inspect.

● For example in Cisco devices, if you wish to utilize a Layer-4 ACL you must 
still populate something in the Layer-3 IPv4/IPv6 destination fields of the 
ACL…even if it’s something generic like the keyword, “any”.
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● The benefit of downloadable ACLs is that, for mobile devices (like laptops or 
tablets) you don’t have to manually configure the ACL on every device the 
user could possibly connect to. Instead, as a user moves to a new network 
device and authenticates via 802.1x the downloadable ACL is dynamically 
pushed to the port on that device where the user is connected.

● The name of the ACL shown in the output of “show authentication session” is 
automatically generated by the Cisco IOS device (router or switch). It will not 
match the descriptive name you configured on your authentication server.
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● Segmentation of broadcasts is automatic when VLANs are implemented
● Segmentation of unicast traffic is automatic if no router exists that is within the 

VLAN
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● CMD in this context stands for the “Cisco Meta Data” field.
● For network access devices that support the role of 802.1x Authenticator but 

don’t have the ability to add SGTs to Ethernet frames (no hardware ability) 
they can learn remote IP-to-SGT mappings as well as the full list of SGACLs 
(Security Group Access Control Lists) from ISE (or another TrustSec router) 
via the SXP (Security-group eXchange Protocol).
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● In Cisco ISE you can have the names of your SGACLs display in each cell of 
the matrix. In this example the names have been hidden.

● In this example, a green cell has simply been given a “permit IP” default 
SGACL. If it were red that would mean it has a “Deny IP” rule applied.

● Cells that are in blue are cells in which specific, user-configured SGACLs 
have been applied.
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● An Administrative Control aimed at Intrusion Detection might be a section of a 
newhire employee training class that concentrates on how to spot (and 
prevent) unbadged people from gaining entry into the office building. They 
could teach things like, “Ensure that you never hold the door open for anyone. 
Everyone needs a badge to enter the building. If you spot an unbadged 
person walking around call Security”.

● Both IPS and IDS systems are programmed with complex rulesets which allow 
them to determine if a packet is considered malicious or not.
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● IDS and IPS systems are sometimes generically referred to as “sensors”.
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● Originally, IDS and IPS systems were unique appliance one could purchase 
and install within your network.

● The next evolution was to create appliances that could operate in either IDS or 
IPS modes to provide more flexibility (depending on the license you 
purchased for the device).

● The current evolution of IPS and IDS is to incorporate these functions within 
“next generation” Firewalls such as the Cisco Firepower 4100 Firewall.
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