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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
ISO/IEC JTC 1.

The procedures used to develop this document and those intended for its further maintenance are
described in the ISO/IEC Directives, Part 1. In particular the different approval criteria needed for the
different types of ISO documents should be noted. This document was drafted in accordance with the
editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document may be the subject of
patent rights. ISO shall not be held responsible for identifying any or all such patent rights. Details of
any patent rights identified during the development of the document will be in the Introduction and/or
on the ISO list of patent declarations received (see www.iso.org/patents).

Any trade name used in this document is information given for the convenience of users and does not
constitute an endorsement.

For an explanation on the voluntary nature of standards, the meaning of ISO specific terms and
expressions related to conformity assessment, as well as information about ISO’s adherence to the
World Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT) see the following
URL: www.iso.org/iso/foreword.html.

This document was prepared by Technical Committee ISO/IEC JTC 1, Information technology,
Subcommittee SC 27, IT Security techniques.
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Introduction

A privacy impact assessment (PIA) is an instrument for assessing the potential impacts on privacy of a
process, information system, programme, software module, device or other initiative which processes
personally identifiable information (PII) and, in consultation with stakeholders, for taking actions as
necessary in order to treat privacy risk. A PIA report may include documentation about measures taken
for risk treatment, for example, measures arising from the use of the information security management
system (ISMS) in ISO/IEC 27001. A PIA is more than a tool: it is a process that begins at the earliest
possible stages of an initiative, when there are still opportunities to influence its outcome and thereby
ensure privacy by design. It is a process that continues until, and even after, the project has been
deployed.

Initiatives vary substantially in scale and impact. Objectives falling under the heading of “privacy”
will depend on culture, societal expectations and jurisdiction. This document is intended to provide
scalable guidance that can be applied to all initiatives. Since guidance specific to all circumstances
cannot be prescriptive, the guidance in this document should be interpreted with respect to individual
circumstance.

A PII controller may have a responsibility to conduct a PIA and may request a PII processor to assist in
doing this, acting on the PII controller’s behalf. A PII processor or a supplier may also wish to conduct
their own PIA.

A supplier’s PIA information is especially relevant when digitally connected devices are part of the
information system, application or process being assessed. It may be necessary for suppliers of such
devices to provide privacy-relevant design information to those undertaking the PIA. When the
provider of digital devices is unskilled in and not resourced for PIAs, for example:

— asmall retailer, or

— a small and medium-sized enterprise (SME) using digitally connected devices in the course of its
normal business operations,

then, in order to enable it to undertake minimal PIA activity, the device supplier may be called upon to
provide a great deal of privacy information and undertake its own PIA with respect to the expected PII
principal/SME context for the equipment they supply.

A PIA is typically conducted by an organization that takes its responsibility seriously and treats PII
principals adequately. In some jurisdictions, a PIA may be necessary to meet legal and regulatory
requirements.

This document is intended to be used when the privacy impact on PII principals includes consideration
of processes, information systems or programmes, where:

— the responsibility for the implementation and/or delivery of the process, information system or
programme is shared with other organizations and it should be ensured that each organization
properly addresses the identified risks;

— anorganization is performing privacy risk management as part of its overall risk management effort
while preparing for the implementation or improvement of its ISMS (established in accordance with
ISO/IEC 27001 or equivalent management system); or an organization is performing privacy risk
management as an independent function;

— an organization (e.g. government) is undertaking an initiative (e.g. a public-private-partnership
programme) in which the future PII controller organization is not known yet, with the result that
the treatment plan could not get implemented directly and, therefore, this treatment plan should
become part of corresponding legislation, regulation or the contract instead;

— the organization wants to act responsible towards the PII principals.

vi . © ISO/IEC 2017 - All rights reserved
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Controls deemed necessary to treat the risks identified during the privacy impact analysis process
may be derived from multiple sets of controls, including ISO/IEC 27002 (for security controls) and
ISO/IEC 29151 (for PII protection controls) or comparable national standards, or they may be defined
by the person responsible for conducting the PIA, independently of any other control set.
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https://t.me/learningnets



https://t.me/learningnets
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Information technology — Security techniques —
Guidelines for privacy impact assessment

1 Scope

This document gives guidelines for

— aprocess on privacy impact assessments, and
— astructure and content of a PIA report.

It is applicable to all types and sizes of organizations, including public companies, private companies,
government entities and not-for-profit organizations.

This document is relevant to those involved in designing or implementing projects, including the parties
operating data processing systems and services that process PIL.

2 Normative references

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies. For
undated references, the latest edition of the referenced document (including any amendments) applies.

ISO Guide 73:2009, Risk management — Vocabulary

ISO/IEC 27000:2016, Information technology — Security techniques — Information security management
systems — Overview and vocabulary

ISO/IEC 29100:2011, Information technology — Security techniques — Privacy framework

3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 29100, ISO/IEC 27000,
[SO Guide 73 and the following apply.

ISO and IEC maintain terminological databases for use in standardization at the following addresses:

— IEC Electropedia: available at http://www.electropedia.org/

— ISO Online browsing platform: available at http://www.iso.org/obp

3.1

acceptance statement

formal management declaration to assume responsibility for risk ownership, risk treatment and
residual risk

3.2
asset
anything that has value to anyone involved in the processing of personally identifiable information (PII)

Note 1 to entry: In the context of a privacy risk management process, an asset is either PII or a supporting asset.

© ISO/IEC 2017 - All rights reserved ] 1
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3.3
assessor
person who leads and conducts a privacy impact assessment (3.7)

Note 1 to entry: The assessor may be supported by one or more other internal and/or external experts as part of
their team.

Note 2 to entry: The assessor may be an expert internal or external to the organization.

34
process
set of interrelated or interacting activities which transforms inputs into outputs

[SOURCE: ISO/IEC Directives, Part 1, Consolidated ISO Supplement:2014, 3.12]

3.5
device
combination of hardware and software, or solely software, that allows a user to perform actions

3.6
privacy impact
anything that has an effect on the privacy of a PII principal and/or group of PII principals

Note 1 to entry: The privacy impact could result from the processing of PII in conformance or in violation of
privacy safeguarding requirements.

3.7

privacy impact assessment

PIA

overall process of identifying, analysing, evaluating, consulting, communicating and planning the
treatment of potential privacy impacts with regard to the processing of personally identifiable
information, framed within an organization’s broader risk management framework

Note 1 to entry: Adapted from ISO/IEC 29100:2011, 2.20.

3.8
privacy risk map
diagram that indicates the level of impact and likelihood of privacy risks identified

Note 1 to entry: The map is typically used to determine the order in which the privacy risks should be treated.

3.9

programme

group of projects managed in a coordinated way to obtain benefits not available from managing them
individually

[SOURCE: ISO 14300-1:2011, 3.2]

3.10

project

unique process, consisting of a set of coordinated and controlled activities with start and finish dates,
undertaken to achieve an objective conforming to specific requirements, including the constraints of
time, cost and resources

[SOURCE: ISO 9000:2015, 3.4.2]

2 . © ISO/IEC 2017 - All rights reserved
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3.11

organization

person or group of people that has its own functions with responsibilities, authorities and relationships
to achieve its objectives

Note 1 to entry: The concept of organization includes, but is not limited to, sole-trader, company, corporation, firm,
enterprise, authority, partnership, charity or institution, or part or combination thereof, whether incorporated
or not, public or private.

[SOURCE: ISO/IEC Directives, Part 1, Consolidated I1SO Supplement:2014, 3.01]

3.12
severity
estimation of the magnitude of potential impacts on the privacy of a PII principal

3.13

system

information system

applications, services, information technology assets, or other information handling components

[SOURCE: ISO/IEC 27000:2016, 2.39]

3.14

stakeholder

person or organization that can affect, be affected by, or perceive itself to be affected by a decision or
activity

Note 1 to entry: Includes PII principals, management, regulators and customers.

Note 2 to entry: Consultation with stakeholders is integral to a PIA.

[SOURCE: ISO/IEC Directives, Part 1, Consolidated 1SO Supplement:2014, 3.02 - modified - The preferred
term “interested party” has been removed from this entry.]

3.15

technology

hardware, software, and firmware systems and system elements including, but not limited to, information
technology, embedded systems, or any other electro-mechanical or processor-based systems

[SOURCE: ISO/IEC 16509:1999, 3.3]

4 Abbreviated terms

API application programming interface

BYOD bring your own device

ICT information and communication technologies

[SMS information security management system

PII personally identifiable information

SME small and medium-sized enterprises

© ISO/IEC 2017 - All rights reserved 3
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5 Preparing the grounds for PIA

5.1 Benefits of carrying out a PIA

This document provides guidance that can be adapted to a wide range of situations where PII is
processed. However, in general, a PIA can be carried out for the purpose of:

— identifying privacy impacts, privacy risks and responsibilities;
— providing input to design for privacy protection (sometimes called privacy by design);
— reviewing a new information system’s privacy risks and assessing its impact and likelihood;

— providing the basis for the provision of privacy information to PII principals on any PII principal
mitigation action recommended;

— maintaining later updates or upgrades with additional functionality likely to impact the PII that are
handled;

— sharingand mitigating privacy risks with stakeholders, or providing evidence relating to compliance.

NOTE A PIA is sometimes referred to by other terms, for example, a “privacy review” or a “data protection
impact assessment”. These particular instances of a PIA could come with specific implications for both process
and reporting.

A PIA has often been described as an early warning system. It provides a way to detect potential
privacy risks arising from the processing of PII and thereby informing an organization of where they
should take precautions and build tailored safeguards before, not after, the organization makes heavy
investments. The costs of amending a project at the planning stage will usually be a fraction of those
incurred later on. If the privacy impact is unacceptable, the project may even have to be cancelled
altogether. Thus, a PIA helps to identify privacy issues early and/or to reduce costs in management
time, legal expenses and potential media or public concern by considering privacy issues early. It may
also help an organization to avoid costly or embarrassing privacy mistakes.

Although a PIA should be more than simply a compliance check, it does nevertheless contribute to an
organization’s demonstration of its compliance with relevant privacy and data protection requirements
in the event of a subsequent complaint, privacy audit or compliance investigation. In the event of
a privacy risk or breach occurring, the PIA report can provide evidence that the organization acted
appropriately in attempting to prevent the occurrence. This can help to reduce or even eliminate any
liability, negative publicity and loss of reputation.

An appropriate PIA also demonstrates to an organization’s customers and/or citizens that it respects
their privacy and is responsive to their concerns. Customers or citizens are more likely to trust an
organization that performs a PIA than one that does not.

A PIA enhances informed decision-making and exposes internal communication gaps or hidden
assumptions on privacy issues about the project. A PIA is a tool to undertake the systematic analysis of
privacy issues arising from a project in order to inform decision makers. A PIA can be a credible source
of information.

A PIA enables an organization to learn about the privacy pitfalls of a process, information system or
programme upfront, rather than having its auditors or competitors point them out. A PIA assists in
anticipating and responding to the public’s privacy concerns.

A PIA can help an organization gain the public’s trust and confidence that privacy has been built into
the design of a process, information system or programme.

Trust is built on transparency, and a PIA is a disciplined process that promotes open communications,
common understanding and transparency. An organization that undertakes a PIA demonstrates to its
employees and contractors that it takes privacy seriously and expects them to do so too. A PIA is a way
of educating employees about privacy and making them alert to privacy problems that might damage

4 . © ISO/IEC 2017 - All rights reserved
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the organization. It is a way to affirm the organization’s values. A PIA can be used as an indication of
due diligence and may reduce the number of customer audits.

5.2 Objectives of PIA reporting

The PIA reporting objective is to communicate assessment results to stakeholders. Expectations from a
PIA exist from multiple stakeholders.

The following are typical examples of stakeholders and their expectations.

— PII principal - PIA is an instrument to enable subjects of PII to have assurance that their privacy is
being protected.

— Management - Several viewpoints apply with

— PIA as an instrument to manage privacy risks, create awareness and establish accountability;
visibility over PII processing within the organization, and possible risks and impacts of the
same; inputs to business or product strategy;

— Building the PIA into the earliest stages of the project ensures the privacy requirements are
included in the functional and non-functional requirements, are achievable, viable and traced
through change and risk management and may result in the project not happening or being
cancelled. The effortto classify and manage project PIl should be funded asa separate investment
line item and amount in a project or programme budget, acceptable to all stakeholders;

— PIA as an opportunity to better understand privacy requirements and assess activities against
these requirements; inputs for product or service design and delivery; reviewed and amended
through the change management process after delivery;

— PIA as an instrument to understand the privacy risks at the function/project/unit level;
consolidation of risks; input to privacy policy design and enforcement mechanisms; inputs for
re-engineering privacy processes.

— Regulator - PIA is an instrument that contributes evidence supporting compliance with applicable
legal requirements. It can provide evidence of due diligence taken by the organization in case of
breach, non-compliance, complaint, etc.

— Customer - PIA is a means to assess how the PII processor or PII controller is handling PII and
provides evidence that it follows the contractual obligations.

PIA reporting should fulfil two basic functions. The first (Inventory) keeps the specific stakeholders
informed of identified affected entities, affected environment and privacy risks about the life cycle
of the affected entities, whether it is inherent or mitigated. The second (Action items) is a tracking
mechanism on the actions/tasks that improve and/or resolve the identified privacy risks. Sensitivity
to the distribution and release of the reporting information needs to be clearly assessed and classified
(private, confidential, public, etc.).

5.3 Accountability to conduct a PIA

A PIA should be undertaken of processes or information systems by one of a number of different entities
within the organization, but may also be carried out on a process, information system or programme by
consumer organizations or non-governmental organizations.

Typically, the responsibility for ensuring that a PIA is undertaken should, in the first instance, lie
with the person in charge of PII protection, otherwise with the project manager developing the new
technology, service or other initiative that may impact privacy.

Accountability for ensuring the PIA is undertaken and the quality of the result (PIA accountability)
should lie with the top management of the PII controller. The person who has been assigned
responsibility for conducting the PIA may conduct it themselves, may enlist the help of other internal

© ISO/IEC 2017 - All rights reserved ] 5
https://t.me/learningnets



ISO/IEC 29134:2017(E)

and/or external stakeholders or may contract an independent third party to do the work. There are
advantages and disadvantages to each approach.

However, when the PIA is performed directly by the organization, end-user associations or governmental
agencies may request to have the PIA’s adequacy verified by an independent auditor.

The organization should ensure that there is accountability and authority for managing privacy
risks, including the implementation and maintenance of the privacy risk management process and for
ensuring the adequacy and effectiveness of any controls. This can be facilitated by

— specifying who is accountable for the development, implementation and maintenance of the
framework for managing privacy risk, and

— specifying risk owners for implementing privacy risk treatment, maintaining privacy controls and
reporting of relevant privacy risk information.

5.4 Scale ofa PIA

The scale of the PIA will depend on how significant the impacts are assumed to be. For example, if the
impacts are assumed to affect only employees of the organization (e.g. the organization may wish to
improve its access control by means of a biometric such as a thumbprint from each employee), then the
PIA could engage only employee representatives and be relatively small scale. However, if a government
department wishes to introduce a new identity management system for all citizens, it will need to
conduct a much larger PIA involving a wide range of external stakeholders.

Organizations should provide self-assessment on the required scale of the PIA, in compliance with laws
and regulations. The amount and granularity of the PII per person, the degree of sensitivity of PII, the
number of PII principals and the number of people who have access to the PII that will be processed are
the critical factors in determining this scale.

In the case of SMEs, non-profit or governmental organizations, the determination of the appropriate
scale of the PIA can be jointly, but not bindingly, achieved by the person conducting a PIA (as per 5.3),
the SME’s senior management and/or advice from external experts as appropriate.

6 Guidance on the process for conducting a PIA

6.1 General

The scope of a PIA, the specific details of what it covers and how it is conducted all need to be adapted
to the size of the organization, the local jurisdiction and the specific programme, information system or
process that is the subject of the PIA. In Clause 6,

— the “Objective” is something that should be achieved,
— the “Input” provides guidance about what information may be needed to achieve the “Objective”,
— the “Expected output” is the recommended target for the “Actions”,

— “Actions”, or their equivalents, are guidance on activities that may need to be carried out to achieve
the “Objective” and create the recommended “Expected output”, and

— “Implementation Guidance” provides more details of matters that may need to be considered in
performing the “Actions”.

The “Actions” in this clause, or equivalents, adapted to the desired scope and scale of a PIA may be
implemented stand-alone by an organization. They are intended to form a reasonable basis for planning,
implementing and following up the PIA in a wide range of circumstances.

The organization conducting a PIA process may wish to directly adapt the process guidance below to its

specific PIA scale and scope or as one possible alternative to select a suitable risk-based management

6 . © ISO/IEC 2017 - All rights reserved
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system, such as ISO/IEC 27001, and integrate into it appropriately adapted elements of the guidance
below, including the use of the PIA report (see Clause 7) to treat the privacy risks it identifies.

In this document, the term “conducting a PIA” is used to cover both an initial PIA where the necessary
steps and actions are selected to match the particular PIA requirement and an update to an existing PIA
where only the steps and actions necessary for the update are carried out.

Annex C provides further guidance on the understanding of terms used in this document.

To support SMEs in the PIA process, industry associations or bodies of SMEs should be encouraged
to draw up codes of conduct providing valuable guidelines, and SMEs should be encouraged to take
part in these activities. Reasonable codes of conduct would have to respect the values set forth in this
document and could be endorsed by data protection authorities.

6.2 Determine whether a PIA is necessary (threshold analysis)
Objective: To determine whether a new or updated PIA is necessary.
Input: Information about the programme, information system or process under assessment.

Expected output: Threshold analysis result, and mandate to prepare a new or updated PIA if required,
terms of reference and scope of the PIA decided.

Actions:
The organization’s management should decide if a new or updated PIA is required.

If a new or updated PIA is required, the organization’s management, in conjunction with the assessor
to be, should define the terms of reference and determine the boundaries and applicability of the PIA
to establish its scope. The organization should also decide on and document the scale of the PIA, the
process to be used to perform the PIA, and on the target audiences, hence the nature and contents of the
PIA reports to be produced.

Output of this process in terms of the threshold analysis result and the PIA scope and terms of reference
should be documented in the PIA report (see 7.2).

Implementation Guidance:

An organization should conduct a new or updated PIA if it perceives impacts on privacy from

— anew or prospective technology, service or other initiative where Pll is, or is to be, processed,
— adecision that sensitive PII (see ISO/IEC 29100:2011, 2.26) is going to be processed,

— changes in applicable privacy related laws and regulations, internal policy and standards,
information system operation, purposes and means for processing data, new or changed data flows,
etc., and

— business expansion or acquisitions.

An organization may wish to establish a policy setting out thresholds for triggering a new or updated
PIA and initial technical and organizational measures to apply. Such a policy should take account of any
applicable issues from those listed above, setting boundaries within which processing of PIl may be
developed and operated without triggering a new PIA.

6.3 Preparation of the PIA

6.3.1 Setup the PIA team and provide it with direction
Objective: To determine the scope of the PIA and the needed expertise and to formulate the terms
of reference for conducting the PIA.

© ISO/IEC 2017 - All rights reserved ] 7
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Input: Mandate to prepare a PIA (see 6.2).
Expected output: Responsible person appointed, risk criteria.
Actions:

A person responsible for conducting a PIA (the assessor) should be identified and appointed by the
organization. The organization should also appoint the person accountable for signing off the PIA report.

The assessor should define the risk criteria and ensure that senior management agrees with the risk
criteria to be used to evaluate the significance of risk. These criteria may be based on those shown in
Annex A, or they may be defined separately by the organization, together with the criteria on how to
estimate the level of impact and the risk with their respective scales. The assessor should also identify
the criteria for risk acceptance and ensure that senior management agrees with these criteria.

Output of this process in terms of the risk criteria should be documented in the PIA report (see 7.3.2)
and resources (see 7.3.3).

Implementation Guidance:

The criteria should reflect the organization’s values, objectives and resources. When defining risk
criteria, the assessor should consider the following factors:

— legal and regulatory factors that impact the safeguarding of the natural person’s privacy and the
protection of their PII;

— external factors such as industry guidelines, professional standards, company policies and customer
agreements;

— factors predetermined by a specific application or in a specific use case context;

— other factors that can affect the design of information systems and the associated privacy
safeguarding requirements.

The organization’s management should examine separately privacy risks from a PII principal’s point of
view and privacy risks from the organization’s point of view.

These criteria should be used later for privacy risk assessment and treatment. The person responsible
for conducting a PIA should propose the terms of reference and the scope of the PIA.

In order to define the rules that have been used to evaluate the significance of the privacy risks, the
assessor should address the following questions:

— What are the criteria used to estimate the level of impact for both the PII principal as well as the
organization? (For example, the level of identification, sensitivity of the PII breached, numbers of PII
principals affected and level of organizational impact.)

— Whatare the criteria used to estimate the likelihood? (For example, vulnerabilities of the supporting
assets and capabilities of the risk sources to exploit the vulnerabilities.)

— What is(are) the scale(s) used to estimate the level of impact?
— Whatis(are) the scale(s) used to estimate the likelihood?

— What is the significance of each combination (level of impact and likelihood) used to evaluate the
risks? In particular, what are the criteria for risk acceptance?

— Whatis the applicable strategy to treat each of them? In particular, what is the strategy for the risks
that can be accepted?

— How is the strategy modified by the benefits of the processing of PII?

NOTE1 These criteria will be consistent with the other risk criteria used within the organization.

8 . © ISO/IEC 2017 - All rights reserved
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NOTE 2  The opportunity to improve these criteria will be considered each time they are used.
The definition of the risk criteria should be based on the following:

— harm to users of the product, service or system. Harm may include physical, financial, reputational
harm, embarrassment and invasion of domestic life. Further, when considering the impacts on an
individual of privacy risks to their PII, the organization should consider different types of privacy
such as bodily privacy, location and space privacy, behavioural privacy, privacy of communications,
privacy of data and image, privacy of thoughts and feelings and privacy of association;

— legal and regulatory requirements, and contractual obligations;

— stakeholder expectations and perceptions, and negative consequences for goodwill and reputation;
— operational importance of availability, confidentiality and integrity of PII;

— the strategic value of the information process;

— the present value and future opportunity made by the information process, aka “strategic value”.

The terms of reference should spell out whether public consultations are to be held, to whom the PIA
report is to be submitted, the nominal budget and timescale for the PIA, and whether the PIA report or
a summary is to be published. The minimum requirements for a PIA should depend either on legal or
regulatory constraints or on how significant an organization deems the privacy risks to be.

The assessor should conduct the PIA and, if necessary, obtain support from a team comprising, for
example, of representatives from the ICT department, relevant business units and the legal department.

Conducting a PIA in an organization requires strong and sustained commitment by management of the
organization. Management should ensure that the necessary resources are allocated to the PIA team.

6.3.2 Prepare a PIA plan and determine the necessary resources for conducting the PIA

Objective: To create a plan for the PIA and allocate human resources and budget for conducting the
planned PIA.

Input: Terms of reference and scope for the PIA.
Expected output: Plan for the PIA to be conducted, business case and allocated resources.
Actions:

Select and plan the steps of the PIA and select the actions to be conducted, in terms of tasks and needed
time and resources.

Estimate costs and level of efforts, check availability of team members and decide on the allocation of
budget and resources.

Output of this process in terms of resources should be documented in the PIA report (see 7.3.3).

Implementation Guidance:

The plan should take into account the scope of the assessment being undertaken, allowing for iterations
if necessary. This should include iterations of the PIA report. This is particularly useful when the
assessment involves large-scale resources, but may not be necessary for smaller, less complex initiatives.
The plan should also allow for situations where the initiative under assessment is discontinued.

The plan should spell out what is to be done to complete the PIA, who on the PIA team will do what,
the PIA schedule and especially how the consultations, if any, will be carried out. It should specify
why it is important to consult stakeholders in this specific instance, who will be consulted, and how
they will be consulted (e.g. via public opinion survey, workshops, focus groups, public hearings, online
experience, etc.).
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Once the assessor has prepared the PIA plan, they should estimate the costs of undertaking the PIA
and seek the budgetary and human resources necessary from the organization’s senior management.
The plan may require an increase in the nominal budget initially set by the senior management, or the
person responsible for conducting a PIA may need to revise the PIA plan based on the budget available.

The organization should develop practical means to allocate appropriate resources for the PIA.
Consideration should be given to the following:

— people, skills, experience and competences;

— the time needed for any task;

— resources needed for each step of the PIA.

6.3.3 Describe what is being assessed
Objective: To describe the programme, process, or information system to be assessed.

Input: System requirement information, system design information, operational plans and procedures
information, external and internal factors.

Expected output: Description of the business process and information system to be assessed.
Actions:
Create an appropriate description of the programme, process, or information system to be addressed.

Output of this process in terms of system requirements, design and operational plans and procedures
should be documented in the PIA report (see 7.3.1).

Implementation Guidance:

By establishing the context, the organization defines the relevant internal and external parameters to
be taken into account when managing privacy risk and setting the scope and privacy risk criteria for
the remaining process.

The description of the programme, process or information system to be assessed should be organized
under the three headings of 7.3.1.2 (System requirement information), 7.3.1.3 (System design
information) and 7.3.1.4 (Operational plans and procedures information).

In order to gain a clear view of the scope under consideration, the assessor should seek answers to at
least the following set of non-exhaustive questions:

— What are the PII that are processed?
— What is(are) the purpose(s) of the processing?

— What are the main benefits offered by the processing(s) of PII to the PII principals or to the society
as a whole?

— Who are the PII recipients and how will they treat PII?
— What business process(es) is(are) executed by this(these) processing(s) of PII?
— Which PII principals are affected by this(these) processing(s) of PII?

— How will the privacy processes be implemented (notice, consent, opposition, access, correction,
deletion, etc.)?

— How will PII principals be notified and their consent sought? Will the process be aligned with its
context?
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— What are the supporting assets (on which the PII rely) within the scope?

For each PII, the organization should identify the supporting assets (on which the PII rely) that will be
used or that are being used. It should identify the location of those supporting assets. For example:

— user hardware and software (such as an organization-provided application on a user-provided
smartphone);

— which kinds of hardware (computers, routers, electronic media, etc.);

— which kinds of software (operating systems, messaging systems, databases, business
applications, etc.);

— what kinds of computer communications networks (cables, Wi-Fi, fibre optics, etc.);
— which kinds of supporting paper assets (printouts, photocopies, etc.);
— which paper transmission channels (mail, work-flow, etc.).

For the information system and supporting assets identified, the assessor should consult the commonly
used operational plans and procedures with their underlying concepts. For example:

— how identity and user management is done;

— if operations are done on site or externally;

— the use of sub-contractors and their degree of access to locations and to PII;
— use of metadata, logging, backup and recovery;

— dataretention, deletion and media disposal;

— system decommissioning.

The description can be used in at least three ways — it helps provide necessary contextual inputs to
the assessor, the person who conducts the PIA, it can be included in the PIA report and it can be used
as a briefing paper for consulting stakeholders. The description of the project should provide some
contextual information (e.g. why the project is being undertaken, who comprises the target market,
how the technology, service, system or other initiative described might impact privacy, what PII will be
processed and what platforms will be used for processing PII). The project description should state who
is responsible for the project. It should indicate important milestones and especially when decisions
are to be made that could affect the project’s design.

6.3.4 Stakeholder engagement

6.3.4.1 Identify stakeholders

Objective: To identify the individuals who may process PII or be impacted by the processing of
their PII.

Input: Description of the business process and information system to be assessed, scope of the PIA.
Expected output: Identified privacy stakeholders.
Actions:

The organization should identify all the stakeholders (including PII principals) who might process PII or
who might be impacted by the processing of their PII.

Output of this process in terms of a stakeholder list should be used in the PIA report (see 7.3.4).

© ISO/IEC 2017 - All rights reserved ] 11
https://t.me/learningnets



ISO/IEC 29134:2017(E)

Implementation Guidance:

Examples of stakeholders may include:

— employees, such as human resources, legal, information security, finance, business operational
functions, communications and internal audit (especially in a regulated environment);

— PII principals;

— worker and consumer representatives;

— sub-contractors;

— business partners;

— application and database administrators;

— computer or network administrators;

— application operators;

— computer or network operators;

— maintenance people;

— people from other organizations who have appropriate concerns relevant to PIA.

In order to make the PIA process transparent and achieve goals of the PIA for addressing the privacy
risks, the person responsible for conducting a PIA should identify in detail the internal or external
stakeholders who may have an interest in or be affected by either the process subject to a PIA or in the
protection of their PII under this process. Stakeholders could be all individuals or parties including end-
users who might have or might obtain access to PII.

The person responsible for conducting a PIA should identify these different categories and then identify
specific individuals from within each of the categories, preferably as representative as possible.

The scope and scale of the PII will be important in determining the appropriate stakeholders. Where a
large government project is being undertaken, there may be many stakeholders. In this case, societal
interest groups such as consumer representatives may need to be identified as well as stakeholders
who process PII and who are PII principals. In contrast, smaller commercial processing operations may
not need to identify such a wide stakeholder list.

6.3.4.2 Establish a consultation plan

Objective: To give structure to the consultation and communication with stakeholders.
Input: Identified privacy stakeholders, plan for the PIA to be conducted.

Expected output: Consultation and communication plan.

Actions:

The assessor should develop a plan to communicate and consult with both internal and external
stakeholders at an early stage.

Output of this process in terms of the consultation and communication plan should be used in the PIA
report (see 7.3.4).

Implementation Guidance:

This plan should address issues relating to the impact on the various privacy stakeholders, their
consequences (if known), and the measures being taken to manage them. The plan should also include
the scale and the schedule for the consultation.
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The plan should cover two aspects:
— working with relevant stakeholders to identify and assess privacy risks;

— consulting with stakeholders over the draft PIA report to check if it adequately captures their
concerns.

The range and number of stakeholders to be consulted should be a function of the privacy risks and
the assumptions about the frequency and level of impact of those risks and the numbers of citizen-
consumers who could be impacted.

For example, if the risks are likely to impact only the employees of a single organization, then the
consultation could be limited to employees and/or their representatives. If, however, the risks are
expected to impact everyone in the country, then the organization should consult widely with external
stakeholders. If, at the outset, the organization thinks only a small number of stakeholders might be
impacted, but subsequently comes to appreciate that the numbers of people impacted are likely to be
much greater and the risks much greater, then the organization should revise its consultation plan
accordingly and make efforts to involve a correspondingly larger number of relevant stakeholders.

6.3.4.3 Consult with stakeholders
tive: To conduct consultations with stakeholders, where appropriate and feasible.
Input: Identified privacy stakeholders, communication plan.
Expected output: Stakeholder feedback.
Actions:
The organization should seek to understand the perspectives of other stakeholders.

Output of this process in terms of the stakeholder feedback should be used in the PIA report (see 7.3.4).

Implementation Guidance:

Feedback from stakeholders may identify issues that are perceptions of risk rather than actual
risks. These should not be discarded but treated under wider stakeholder management issues to aid
communications activity.

The potentially significant impact of a consultation with stakeholders for many separate but very
similar projects may be minimized if consultation results may be re-used. Where many projects with
similar privacy issues are expected, then re-use of applicable consultation results should inform the
design of a consultation. Consultations should not be over-broad but good judgement may permit such
re-use. Consultation on an incremental basis for new issues in newer projects may also help to avoid
undue impacts.

Stakeholder alignments can be conducted per market sector based on the sector-specific guideline.
Organizations serving the same market sectors may use sector-specific guidelines as a baseline for the
assessment and treatment of privacy and security risks. Such guidelines should adhere to the principles
of this document, and specify risks and controls based on the common business processes and services
of the particular market sector.

For SMEs, the involvement of stakeholders may be associated with disproportionate time and expense.
For them, the concept of sector-specific guidelines could improve the completeness and quality of the
PIA when they can refer to available guidelines.

6.4 Perform the PIA

6.4.1 Identify information flows of PII

Objective: To identify information flows of PII under assessment.
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Input: Description of the process and information system to be assessed.
Expected output: Summary of findings on the information flow of PII within the process.
Actions:

The person responsible for conducting a PIA should consult with others in the organization and perhaps
external to the organization to describe the PII flows and specifically:

— how PIl is collected and the related source;

— who is accountable and who is responsible within the organization for the PII processing;
— for what purpose PIl is processed;

— how PII will be processed;

— Pl retention and disposal policy;

— how PII will be managed and modified;

— how will PII processors and application developers protect PII;

— identify any PII transferred to jurisdictions where lower levels of PII protection apply;

— whether applicable, notify the relevant authorities of any new PII processing and seek the necessary
approvals.

Output of this process in terms of the information flow of PII should be documented in the PIA report
(see 7.3.1).

Implementation Guidance:

Use of PII (or transfer of PII) may include approved data sharing flows of PII to other parties. D.1
shows an example of how the information flow of PII can be visualized in a work flow diagram on PII
processing.

As an input to the PIA, the organization should describe the information flow in as detailed a manner
as possible to help identify potential privacy risks. The assessor should consider the impacts not only
on information privacy, but also compliance with privacy related regulations, e.g. telecommunications
acts. The whole PII life cycle should be considered.

This step could be taken immediately after 6.3.3 and concurrently with 6.3.4.

6.4.2 Analyse the implications of the use case
Objective: To identify potential user behaviour.

Input: The type of potential PII principals and use cases, especially their use of digital devices to
identify privacy risks brought about.

Expected output: Summary of findings on the users’ use cases within the business process.
Actions:

Identify and describe the privacy impacts in the PIA report. Reduce privacy risks through user
behaviour guided by PIA summary information with respect to risks and user mitigation action.

Implementation Guidance:
Examples of potential user behaviour which may have unintended consequences are the following:

— inexpertly modifying operating system security settings on processing devices;
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— inclination to lose mobile devices and smart cards;

— inclination to mis-operate devices or misunderstand devices and application settings in a manner
that can increase privacy risks;

— susceptibility to illicit activity in the market place that utilizes features of the technology to trick
users/consumers into loss of privacy/security. Examples are e-mails embedding malware or trick
links in e-mails to spoof websites to elicit key personal details or security information, fake optical
codes added to physical advertising routing consumer’s smartphone optical code recognition apps
to false websites.

Any BYOD use cases should distinguish between corporate use and use in private life.

6.4.3 Determine the relevant privacy safeguarding requirements
NOTE Privacy safeguarding requirements are described in ISO/IEC 29100:2011, 4.5.

Objective: To determine the relevant privacy safeguarding requirements for the purpose of the
programme, information system or process under assessment.

Input: Description of the business process and information system to be assessed, summary of findings
on the information flow of PII and on the implications of the use case within the business process.

Expected output: List of privacy safeguarding requirements (see 7.4).
Actions:

The person responsible for conducting a PIA or their legal experts should ensure the business process
under scope complies with any legislative, regulatory, business factors and contractual requirements
regarding privacy and/or data protection.

Output of this process in terms of the list of compliance requirements should be used in the PIA report
(see 7.4).

Implementation Guidance:

When implementing the organization’s framework for managing privacy risk, the organization should:
— identify relevant legislation, regulations and contracts applicable to the PIA process;

— identify relevant information security control sets (e.g. information security standards);

— identify the associated privacy requirements;

— describethealready planned or existing controls thatare expected to fulfil the privacy requirements;
— use relevant information available from earlier projects.

The ISO/IEC 29100 principles can be divided into more detailed requirements and other requirements
can be added.

Compliance requirements may include:

— ensure the PII principals are correctly notified concerning the purpose for processing the PII in
accordance with the principle of consent and choice;

— ensure the PII principals have the ability to access and review their PII in accordance with the
principle of individual participation and access.
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6.4.4 Assess privacy risk

6.4.4.1 Privacy risk identification

tive: To identify risks to relevant stakeholders arising from the programme, information
system or process under assessment.

Input: Description of the programme, information system or process to be assessed.

Expected output: Identified privacy risks.
Actions:

Organizations should identify risks to be assessed.
Output of identified risks should be documented in the PIA report (see 7.5.1).

Implementation Guidance:

The organization should apply privacy risk identification tools and techniques which are suited to
its objectives and capabilities, and to the risks faced. The respective legal privacy principles of the
country in which the solution will be deployed should be used to support the identification of risks for
privacy breach.

Privacy risks include, but are not limited to:

— unauthorized access to PII (loss of confidentiality);

— unauthorized modification of the PII (loss of integrity);

— loss, theft or unauthorized removal of the PII (loss of availability).

It is possible to consider other aspects like the following:

— excessive collection of PII (loss of operational control);

— unauthorized or inappropriate linking of PII;

— insufficient information concerning the purpose for processing the PII (lack of transparency);
— failure to consider the rights of the PII principal (e.g. loss of the right of access);

— processing of PII without the knowledge or consent of the PII principal (unless such processing is
provided for in the relevant legislation or regulation);

— sharing or re-purposing PII with third parties without the consent of the PII principal;
— unnecessarily prolonged retention of PII.

NOTE Those possibilities of non-implementation or bad implementation of fundamental rights could only be
checked and improved. Indeed, not implementing those fundamental rights is not an option.

Relevant and up-to-date information is important in identifying privacy risks. The assessor should
involve people with appropriate knowledge in identifying privacy risks. After identifying what might
happen, it is necessary to consider possible scenarios that show what consequences can occur. All
scenarios should be considered.

Scenarios involving misuse and/or abuse, as well as technical or environmental disturbances, should
also be considered as potential threats.

Wherever justifiable, the person responsible for conducting a PIA should make an effort to obtain
stakeholder support when identifying the privacy risks.
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6.4.4.2 Privacy risk analysis

Objective: To analyse the potential consequences and threats of the privacy risks identified, and to
estimate their respective levels of impact and likelihood.

Input: Identified privacy risks.

Expected output: Analysed privacy risks (i.e. their description and estimation of the level of impact and
likelihood).

Actions:
Organizations should determine the impact of a privacy risk.

Output of privacy risk analysis should be documented in the PIA report (see 7.5.2 and 7.5.3).

Implementation Guidance:

Risk analysis is based on a detailed analysis of a programme, information system or process, or
changes thereto. Risk analysis includes identifying the PII and supporting assets that may be at risk,
the vulnerabilities associated with those assets, the threats that might exploit those vulnerabilities, the
likelihood and impact of that happening, as well as any existing controls that might influence the risk.
All assumptions made during the risk analysis should be properly documented. Sources, both within
and outside of the control of the organization, should be included if they have an impact on the PII
principal. The organization should generate as comprehensive a list of privacy risks as it can.

Privacy risk analysis involves consideration of the causes and sources of privacy risk, their positive and
negative consequences, and the likelihood those consequences can occur. The assessor should identify
factors that affect consequences and likelihood. An event can have multiple consequences and can affect
multiple objectives. The assessor should take into account existing controls and their effectiveness.

If a privacy risk is assessed as having a high or very high impact and/or is likely or very likely to occur,
the organization should consider decomposing that risk into its sub-elements. This decomposition will
allow the organization to identify which sub-element is contributing to the high impact or likelihood
and analyse it separately. This should help identify more appropriate controls.

To estimate the likelihood of the threats (see ISO/IEC 27000:2016, 2.83), the organization should
consider the risk sources capacities, the vulnerabilities of the supporting assets and the existing or
planned controls. Annex A may be used.

For each of those risks (see 6.4.4.1), identify

— the most likely risk sources (see ISO Guide 73:2009, 3.5.1.2);
— the most likely threats;

— the most severe impacts on PII principals’ privacy;

— arisk owner (see ISO Guide 73:2009, 3.5.1.5);

— the existing controls and the risk(s) they help to treat.

Then the level of impact should be estimated based on those potential consequences and the scale(s)
determined in the risk criteria.

Annex B provides a list of generic threats that may assist in order not to overlook threats that are
relevant.

The way in which consequences and likelihood are expressed and the way in which they are combined
to determine a level of risk will vary according to the type of privacy risk, the level of exposure of the
PII principals involved as well as the organization. In the case of a breach of privacy, the organization
should use the information available and the output of the privacy risk analysis. These should all be
consistent with the risk criteria.
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The assessor should consider the level of confidence in the determination of privacy risks and their
sensitivity to preconditions in the analysis, and communicate that to decision makers and other
stakeholders if required. The assessor should state and may highlight factors such as any divergence of
opinion among experts or limitations on modelling. The assessor should consult the relevant stakeholders
identified at 6.3.4.1 by interview or include them in workshops as part of assessing privacy risk.

NOTE The level of confidence is defined as the percentage of instances that a set of similarly constructed
tests will capture the true mean by ISO 772.

Privacy risk analysis can be undertaken with varying degrees of details depending on the privacy risk,
the purpose of the analysis, and the information, data and resources available to support the analysis.
Analysis can be qualitative, semi-quantitative or quantitative, or a combination of these, depending on
the circumstances.

In practice, qualitative analysis is often used first to obtain a general indication of the level of risk and
to reveal the major risks. When possible and appropriate, one should also undertake more specific and
quantitative analysis of the risks.

Risk estimation consists in assigning values to the potential consequences (level of impact) and the
threats (likelihood) of a risk.

The organization should use privacy risk estimation tools and techniques which are suited to its
objectives and capabilities, and to the risks faced.

The assessor should involve people with appropriate knowledge when estimating privacy risks.

If multiple PIAs are being conducted involving common programme, information system or process
elements, coordination among the PIA teams is required to ensure risks are identified and assessed in a
consistent manner, and subsequent action plans are also consistent.

6.4.4.3 Privacy risk evaluation

Objective: To prioritize the identified privacy risks.

Input: Identified privacy risks, privacy risk analysis.

Expected output: Privacy risk map.

Actions:

A privacy risk evaluation should be produced.

Output in terms of the privacy risk map should be documented in the PIA report (see 7.5.4).

Implementation Guidance:

Producing a privacy risk evaluation should involve the relative prioritization of privacy risk, based on
the severity of privacy impact on PII principals as well as the overall impact to the organization.

The treatment of identified privacy risks may require more resources than are available to the
organization. Prioritizing the identified risks will help the organization prioritize the allocation of
resources for their treatment.

Risk decisions should take into account all relevant factors, including the risk tolerance of stakeholders,
including, but not limited to, the PII principal, where feasible and appropriate. Decisions should be made
in accordance with legal, regulatory and other requirements.

In some circumstances, the privacy risk evaluation can lead to a decision to undertake further analysis.

A privacy risk map should result from an assessment of the level of impact and the likelihood of the
assessed risks.
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Priorities should be set, based on where risks are located on the map (in order of priority) and on the
risk criteria.

D.2 provides an illustrated example of a privacy risk map.
6.4.5 Prepare for treating privacy risks

6.4.5.1 Choose the privacy risk treatment options

Objective: To decide on the treatment option for any privacy risk assessed.

Input: Privacy risk map.

Expected output: List of the most appropriate treatment options for any privacy risk assessed.
Actions:

The privacy risk treatment options should be identified and the most appropriate options selected.

Output in terms of the list of treatment options for any privacy risk assessed should be reused in 6.4.5.2.

Implementation Guidance:

Risk treatment may include, but is not limited to, conducting application or process redesign, depending
on the scope of the assessment, context of risk management, or industry sector.

Selecting the most appropriate privacy risk treatment option involves balancing the costs and efforts
of implementation against the organization’s obligation for protecting the privacy of any stakeholder
whose privacy might be impacted by the organization (e.g. their PII is controlled or processed by the
organization).

An organization’s decisions should also take into account risks that can warrant risk treatment
actions that are not justifiable on economic grounds, e.g. severe (high negative impact) but rare (low
likelihood) risks.

The privacy risk evaluation can also lead to a decision not to treat the privacy risk in any way other
than maintaining existing privacy controls. This decision will be influenced by the organization’s risk
appetite or risk attitude and the privacy risk criteria that have been established.

Wherever appropriate, an organization and/or the assessor should seek stakeholders support in the
selection of privacy risk treatment options.

A number of treatment options can be considered and applied either individually or in combination.
The organization can benefit from the adoption of a combination of treatment options.

When selecting risk treatment options, the organization should consider the values and perceptions of
stakeholders and the most appropriate ways to communicate with them. Where privacy risk treatment
options can impact on risk elsewhere in the organization, these areas should be involved in the decision.
Though equally effective, some risk treatments may be more acceptable to stakeholders than others.

Since the resources for privacy risk treatment may be limited, the privacy risk treatment plan should
clearly identify the priority order in which individual privacy risk treatments should be implemented.

Privacy risk treatment itself can introduce privacy risks that need to be assessed, treated, monitored
and reviewed. A significant privacy risk can be the failure or ineffectiveness of the risk treatment
measures. These secondary privacy risks should be incorporated into the same privacy risk treatment
plan as the original privacy risk and not treated as a new privacy risk, and the link between the two
privacy risks should be identified.

Decision makers and other appropriate stakeholders should be aware of the nature and extent of the
residual privacy risk after privacy risk treatment. The residual privacy risk should be documented and
subjected to monitoring, review and, where appropriate, further treatment.
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Monitoring needs to be an integral part of the privacy risk management plan to give assurance to
internal stakeholders that the measures remain effective.

There are four options available for privacy risk treatment: risk reduction, risk retention, risk avoidance
and risk transfer.

a) Riskreduction

Risk reduction can be achieved through the selection of appropriate controls. If after control
selection there is still some residual risk, the organization should determine whether the residual
risk is unacceptable and should be further addressed through the selection of additional controls, or
determined to be acceptable to the organization and to the stakeholders.

There may be occasions where risk reduction measures impact the benefits that stakeholders may
derive from the processing of the information in question. In such situations, the assessor should
conduct a risk/benefit analysis to determine if the risks outweigh the benefits or vice versa. If the
former, the organization should adopt the risk reduction measures. If the latter, the organization should
decide to accept the risks within compliance requirements.

Risk reduction controls will be varied in nature. They may involve:

— changes to the kind of PII being processed;

— changes to organizational structure, policies and/or procedures;

— changes to personnel qualifications (e.g. clearances, training, certification and so on).

Modifications to the supporting assets or to applications may be of three kinds: preventive measures,
detection measures or correction measures.

b) Riskretention

If the level of risk meets the risk criteria, there is no need for implementing additional controls and the
risk can be retained.

c) Riskavoidance

When the identified risks are considered too high, the organization should decide to avoid the risk
completely, by withdrawing from a planned or existing activity or set of activities, or changing the
conditions under which the activity is operated.

d) Risktransfer

Risk transfer involves a decision to share certain risks with external parties. Transfer can be done by
insurance that will support the consequences, or by sub-contracting a partner whose role will be to
monitor the information system and take immediate actions to stop an attack before it makes a defined
level of damage.

Risk transfer of significant or maximum risks to PII principals, such as fraud, arising from loss of PII is
not good practice. Risk sharing should be between businesses and other organizations and significant
risk should not be passed on to the PII principal.

Risk transfer can create new risks or modify existing, identified risks. Therefore, additional risk
treatment may be necessary.

It may be possible to transfer the responsibility to manage risk but it is not normally possible to transfer
the liability of an impact. Stakeholders will usually attribute an adverse impact as being the fault of the
organization.
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If an organization has defined a special privacy rule in its privacy policy and has defined the acceptance
statement, the organization should consider that only avoidance would be an acceptable option to treat
the risk leading to the highest impact scale in this criteria.

NOTE The privacy policy is generally known as a set of rules that advertises which specific personal data
may be collected by an organization, how it will be used and whether it will be kept inside that organization or
shared with or sold to other organizations.

A privacy policy includes the overall intention and direction, rules and commitment, as formally
expressed by the personally identifiable information (PII) controller related to the processing of PII in
a particular setting.

6.4.5.2 Determine controls

Objective: To identify appropriate controls to the treatment options chosen.

Input: List of the most appropriate treatment options for any privacy risk assessed.
Expected output: List of chosen controls, Statement of Applicability (in the ISMS framework).
Actions:

The appropriate controls for the selected risk treatment options as well as the legally required controls
should be identified.

Output in terms of the list of privacy risks for treatment, combined with the list of chosen controls,
should be re-used in 6.4.5.3 and documented in the PIA report (see 7.5.5 and 7.6).

Implementation Guidance:

Controls that are already existing or planned that met the requirement of the ISO/IEC 29100 principles
should be described and evaluated.

NOTE1  The privacy principles of ISO/IEC 29100 are consent and choice, purpose, legitimacy and specification,
collection limitation, data minimization, use, retention and disclosure limitation, accuracy and quality, openness,
transparency and notice, individual participation and access, accountability, information security and privacy
compliance.

A good way to perform this analysis consists in using a commonly used set of controls? that could be
used in order to verify that no necessary controls have been omitted.

Additional controls (to the existing ones) should be added until the risk level is finally considered
acceptable.

Additional controls may be selected from existing control sets defined in recognized international
standards or issued by recognized institutions. They may also be developed by the organization
independently of any existing control sets. If necessary, controls should be adapted to the specific
context of the programme, information system or process under consideration.

This identification should consist of defining controls in the following categories:

— the PII: controls designed to prevent data breaches, to detect such breaches or to restore their
security (informing PII principals, keeping personal data to a minimum, anonymization of personal
data, etc.);

— if the above is insufficient, the potential impacts: controls designed to prevent the consequences of
risks from occurring, to identify and limit their effects or to curb them (making of backups, integrity
checks, management of personal data breaches, etc.);

— if the above is insufficient, the risk sources: controls designed to prevent risk sources from acting
or making a risk real, to identify and limit their impact or to cause them to become ineffective

1) ISO/IEC 29151 or comparable national standards should be used as a reference.
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(physical and logical access control, activity tracking, management of third parties, protection
against malware, etc.);

— if the above is insufficient, the supporting assets: controls designed to prevent the exploitation of
vulnerabilities, to detect and limit threats that do occur or to restore the normal operating condition
(reducing the vulnerabilities of software, hardware, individuals, paper documents, etc.).

NOTE 2 It is worth supplementing the system with cross-organizational controls (organization, policy,
monitoring, etc.) in order to improve the maturity of PII protection.

NOTE 3  The higher the capabilities of the risk sources, the more robust the controls will be in order to
withstand them.

If this analysis provides sufficient information to determine actions that may be performed to modify
the risk to an acceptable level, then the processing is complete for that risk.

If the information is insufficient, the assessor should conduct another iteration of the risk assessment
with a revised context (e.g. risk criteria, risk acceptance criteria or impact criteria), possibly on limited
parts of the total scope.

The assessor should re-estimate the level of impact and likelihood of the residual risks (i.e. risks that
remain after the selected controls are implemented) by factoring in these additional controls. Then,
they can be repositioned on the privacy risk map.

The assessor should explain why residual risks may be accepted. These explanations may be based on
the new level of impact and likelihood levels and on the benefits offered by the processing of PII (risk-
benefit analysis).

The assessor should compare the existing and determined controls to reference lists of controls and
verify that no necessary controls have been omitted:

— controls in ISO/IEC 27001:2013, Annex A;

— controls in ISO/IEC 29151;

— controls in any relevant privacy sets of controls, including national standards;
— controls from external factors;

— controls from internal factors.

If a control (or controls) is not selected to meet a compliance requirement from 6.4.3, the organization
should document its rationale for not selecting a control (or controls). Reasons for not selecting a control
could include the lack of a suitable control, or the controls that are available are prohibitively expensive
in relation to the value of the asset to be protected.

In case the PIA is conducted in support of an ISMS, a Statement of Applicability should be produced in
order to explain whether the controls from the reference lists as well as the legally required controls
are implemented or not, and the justification for exclusions of controls from the reference lists.

NOTE4 A PIA does not necessarily require an ISMS.

6.4.5.3 Create privacy risk treatment plans

Objective: To plan and to implement the risk treatment actions.

Input: List of chosen controls.

Expected output: Privacy risk treatment plan, control plan, risk owner approvals, acceptance statement.
Actions:

One or more privacy risk treatment plan(s) should be formulated.
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Outputin terms of the privacy risk treatment plan, control plan, risk owner approvals and an acceptance
statement should be documented in the PIA report (see 7.6 and 7.7).

Implementation Guidan
The risk treatment plan should estimate the cost of implementing each control.

A control plan should also be derived out of the risk treatment plan that should identify the factors
or variables (e.g. re-assessing the new risks sources arising due to change in processing, repurposing,
transfer, etc.) that need to be kept under consideration. This would help maintain the steady state of the
PII processing environment (i.e. all privacy preserving controls do not wear out with time).

When planning how to facilitate the privacy risk treatment plan, the organization should determine:
— what will be done;

— whatresources will be required;

— who will be responsible;

— when it will be completed;

— how the results will be evaluated.

NOTE In order to check the reliability of these controls, it may be worthwhile determining the actions taken
in case these actions are ineffective (if they no longer work).

The information provided in treatment plans should include:

— what privacy safeguarding requirements protect against which risks, supported by details from
threat modelling and control design activities;

— alist of PIl including nature and ownership of the PII to be protected;
— performance measures and constraints;

— persons who are accountable for approving/rejecting the plan and those responsible for
implementing the plan;

— proposed actions;
— reporting and monitoring requirements;

— the human resources that are necessary to implement, manage and maintain the project need to be
identified;

— other resource requirements;
— timing and scheduling.

Privacy risk treatment plans should be integrated with the management processes of the organization
and discussed with appropriate stakeholders.

The risk owner should approve the privacy risk treatment plan and accept the residual privacy risks.
Management responsibility should also be obtained by signing the acceptance statement.

6.5 Follow up the PIA

6.5.1 Prepare the report
Objective: To configure the PIA report and sign off.
Input: Outputs from previous steps.
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Expected output: Decision on the elements to be published, PIA report for publication.
Actions:

As the penultimate step of each PIA, the results of each of the previous steps should be recorded
into a comprehensive report (see Clause 7). In this step, it should be decided which elements of the
comprehensive report should be published and which elements should be provided to the appropriate
interested parties.

The assessor should use the output in terms of the PIA report and sign off in the next step and should
reflect the decision in the PIA report (see 7.7).

Implementation Guidance:

The assessor should collect the output from the previous steps in a report prepared along the structures
lined out in Clause 7.

This report should be filed by the person responsible for conducting a PIA and should formally be
signed off by the organization’s management responsible for the programme that is controlling the
processing of PII.

The report should be sent to the member of the organization who commissioned the PIA for their review
and consideration. Appropriate further distribution, for example to the Board, if appropriate, or other
members of the organization’s management should be arranged.

The agreed elements of the PIA report should be made available to interested parties. If necessary,
sensitive information should be redacted or put in a confidential annex, or the PIA report could be
summarized.

6.5.2 Publication

Objective: To inform on the outcome of the PIA to the stakeholders.

Input: PIA report.

Expected output: PIA public summary and the PIA report for publication.

Actions:

In the last step, a public summary should be added and the PIA report should be published.

Output of this process should be a PIA public summary and should be used in the PIA report (see 7.8).

Implementation Guidance:

The organization should maintain a registry of PIA reports. The registry could be a simple listing of the
PIAs, their titles and the dates the PIA reports were published. The registry of published PIA material
should be easy to find by visitors, especially PII principals to its website, and they should be able to
download a copy of any published PIA material of interest.

The registry serves several purposes. It provides organizational memory (i.e. a reference document for
those in the organization who were not involved in the PIA to understand what happened and what the
recommendations were). The registry provides a way of learning from others and ultimately a source
of good practices. Those undertaking new PIAs can refer to any PIA antecedents conducted by the
organization to see what to emulate and what to avoid. The registry also sends a message to internal
and external stakeholders that the organization treats privacy seriously.

6.5.3 Implement privacy risk treatment plans
Objective: To implement the privacy risk treatment plans.

Input: Privacy risk treatment plan, risk owner approvals.
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Expected output: Implementation sign-off.
Actions:

Implementing the privacy risk treatment plans should be subject to the management system planned or
in place.

Implementation Guidance:

Once the PIA report has been approved by the person responsible for conducting a PIA and the
management of the organization, several actions need to be performed.

Before implementing the processing of the PII (where possible),

— the organization should provide appropriate training for the people involved in the project to make
sure they are sensitive to the privacy implications, the possible impacts on privacy, of what they or
their colleagues do. Where necessary, record training and record any acceptable use agreements;

— the organization should provide the budget for implementing the identified controls;

— as soon as the service that is the object of the project is made available to the end-users, both the
privacy policy and the privacy practice statement should also be made available to these end-users;

— the organization should implement the treatment plan.

The risk owner and/or the organization may not accept all of the PIA recommendations, but they
should say and inform the organization’s data protection officer and senior management which
recommendations they are implementing, why they may not implement others and what are the plans
for implementing the recommendations.

The organization should have a mechanism for monitoring the implementation of the recommendations.

6.5.4 Review and/or audit of the PIA
Objective: To obtain an appropriate review of the PIA conducted.

Input: PIAreport.
Expected output: Review report.

Actions:

Arrange for appropriate review of the PIA report.

Implementation Guidance:

An organization may wish to establish a policy for reviews and/or audits setting out types, schedules
and significance thresholds that trigger them.

Where required by privacy legislation, review and/or audit should include liaison with any relevant
organization charged with the administration of the privacy legislation, such as data protection
authorities or privacy commissioners.

Independent review or audit of the PIA is a way of ensuring the PIA has been conducted appropriately
and the organization has implemented the risk treatment plan or, if it has not implemented some
recommendations, then it can say why it has not done so (e.g. the residual risk may be deemed to be of
lesser consequence than the perceived benefits).

Third-party review or audit, where possible, is a way of giving credibility to the PIA report, of
improving transparency, of learning from experience and raising the quality of PIA practices. If the PIA
is conducted by a third party, then the review and/or audit of the PIA should not be carried out by the
same third party.
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6.5.5 Reflect changes to the process

Objective: To deal with changes in a process formerly assessed.
Input: Significant change within the process or information system.
Expected output: Decision on another iteration of the PIA.

Actions:

The organization should have a mechanism for updating in the PIA report, as necessary, notably if there
are significant changes in the business process affecting the processing of PII or the way in which the
business process was previously presented to stakeholders.

Output of this process should be used in the PIA report (see 7.2).

Implementation Guidance:

The organization should explain why changes are being made in the business process and how these
changes might affect the processing and/or disposition of PII.

The organization should verify that the processing of PIl meets privacy safeguarding requirements by
periodically conducting an internal audit or a trusted third-party audit.

A renewed PIA should be conducted, not only if the business process changes, but also after some
previously defined time (in a certain interval).

An organization should decide if it is preferable to update the PIA (e.g. a simple audit can be carried out,
which only checks whether basic conditions have changed).

7 PIAreport

7.1 General
Clause 7 gives guidance on the content of the PIA report.

The PIA report’s contents will depend strongly on the type and sensitivity of PII being processed,
its nature and the scope and objectives of the PIA being conducted. Thus, this guidance should be
interpreted within the context of the specific project.

Some of the PIA report’s details may be confidential. They may address business issues that should not
be made public. They may address treatment options that may reveal sufficient details about residual
risks to increase the risk of system compromise.

The organization should determine the appropriate audience for and contents of the PIA report and
its degree of confidentiality. A report provided in confidence to an independent auditor or to a data
protection authority may contain more details than one provided to stakeholders or to the public.

The organization should consider addressing the following issues and consider the guidance provided
for each:

— the report structure (7.2);
— the scope of the assessment (7.3);
— the privacy requirements (7.4);

— therisk assessment (7.5);

— the risk treatment plan (7.6);

— the conclusion and decisions taken on the basis of the outcome of the PIA (7.7);
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— aPIApublicsummary to inform PII principals about the level of risk associated with the programme,
information system, and the process implemented in which their PII will be involved (7.8).

7.2 Report structure

The PIA report should be adapted to specific circumstances. Those circumstances should be as
determined through consideration of the guidance in Clause 6. It should normally state on its cover
page at least the name of the process, information system or programme, name and address of the PII
controller and of the organization which conducts the PIA, contact person along with contact details, its
version number for document control, the date of the PIA report, and it should also name those to whom
one can address any queries if different from the person who conducted the PIA.

The Introduction should indicate why a PIA has been conducted, when it was conducted, who was
involved in the conduct of the PIA and the terms of reference of the PIA. It should provide some
information about the process, information system or programme assessed. It should introduce the
guidelines employed in the PIA (e.g. the decision whether to engage stakeholders). The Introduction
should provide any contextual information about the organization and its environment that might be
necessary in order to understand the rationale for the PIA. The Introduction could also refer to the
organization’s privacy policy and/or code of conduct as well as the organization’s obligations to its
stakeholders (and shareholders, if relevant) as well as its compliance with relevant legislation.

If the PIA report is long, it should include an executive summary stating the main findings and
recommendations of the PIA and which stakeholders were consulted. The executive summary should
state why the PIA was undertaken, who initiated the PIA, and who conducted it. The executive summary
should provide a brief description of the programme, information system, process or other initiative,
which was the subject of the PIA. It should identify the principle privacy impacts and the alternatives
for minimizing or avoiding negative impacts.

Input comes from 6.2, 6.3.1 and 6.5.5.

7.3 Scope of PIA
7.3.1 Process under evaluation

7.3.1.1 General
The PIA report should clearly define the scope for the PIA conducted.

The management should make some statement regarding the boundaries of assessment and what was
considered to be out of the scope.

Any assessment can only be as good as the description of the scope allows. Therefore, the organization
should provide the most complete description possible of the process, programme, information system
or other initiative that will be the subject of the PIA.

The PIA report should state how individuals are notified that the organization is collecting information
about them, and what role individual consent plays in the process, information system or programme.
It should also state whether the information collected is combined or “matched” with information from
other sources and, if so, under what legal authority.

The organization should say how it intends to delete the PII once it is no longer needed. It should say
what procedures it will put in place to allow individuals to see their PII and to rectify it if necessary or
to request its deletion. It should state what appeal procedures exist if the organization refuses to delete
the information or allow access to it. The organization should also specify the costs, if any, of allowing
individual access to their PIl and how much time it takes the organization to respond to requests.

The PIA report should describe at least system requirements, the system design and the operational
plans and procedures as described in 7.3.1.2, 7.3.1.3 and 7.3.1.4.
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Input comes from 6.3.3 and 6.4.1.

7.3.1.2 System requirement information

The system requirement information should contain:

the purpose of processing;
a description of the business process that is, or will be, supported by the information system;

the list of functional requirements defined for the information system and their level of obligation
or implementation;

the information security objectives;

a description of how data will be gathered and from whom and why. The description should state
who will have access to the PII, including the parameters regarding PII principal access;

if the information system or its PII is intended to be shared with third parties, details or advice
about with whom the information system or PII will be shared and for which purpose(s);

a statement on the justification for processing the PII involved in this information system.

7.3.1.3 System design information

The system design information should contain:

an overview of the functional (or logical) architecture;

an overview of the physical architecture;

the structure and list of information system databases, tables and fields that could contain PII;
the data flow diagram by entities as well as by interfaces;

a data flow diagram through the life cycle of PII, e.g. generation, use, transfer, and disposal of PII;
a work flow diagram that describes when to notify and get consent from PII principals;

a list of interfaces, defining the parties connected and the data fields transferred;

details of ports, protocols, APIs, and encryption details.

7.3.1.4 Operational plans and procedures information

The operational plans and procedures information should contain:
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the identity and user management concept for the information system;

the operational concept, including if the information system or parts of it are operated on site or
externally hosted, or cloud sourced and where;

the support concept, especially listing third parties by name who are involved in supporting the
information system, the degree to which they will have access to PII and locations from where the
PII can be accessed;

the logging concept and the respective retention plans for the logged information;
the backup and recovery plans;

the protection and management of metadata;

the data retention and deletion plans and media disposal;
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— the decommissioning concept.

7.3.2 Risk criteria

This part should describe the chosen risk criteria. It should at least contain:
— the criteria to estimate level of impact;

— the criteria to estimate likelihood;

— the scales for both;

— the criteria for risk acceptance.

Input comes from 6.3.1.

7.3.3 Resources and people involved

The organization’s management should provide a statement on the composition of the PIA team, the
major milestones of the PIA plan and the budget and resources spent on the PIA.

Input comes from 6.3.1 and 6.3.2.

7.3.4 Stakeholder consultation

In the PIA process, the organization is expected to have identified the types of stakeholders to be
consulted (see 6.3.4.3). The PIA report should specify which stakeholder groups were consulted and
how they were consulted (e.g. via surveys, interviews, focus groups, workshops).

The PIA report should state the result of the stakeholder consultation. Did the consultation have any
consequence for the design of the programme, process, information system or other initiative that has
been the subject of the PIA?

Input comes from 6.3.4.1 to 6.3.4.3.

7.4 Privacy requirements

The PIA report should list the relevant sources for the requirements identified by the PIA team as
needing to be met.

Input comes from 6.4.3.
7.5 Risk assessment

7.5.1 Risk sources
The PIA report should list the sources of privacy risk the organization has identified (see 6.4.4).

Input comes from 6.4.4.1.

7.5.2 Threats and their likelihood

For each processing of PII and each potential consequence on the PII principals’ privacy, the PIA report
should list the determined threats that may allow the identified risks to occur and their respective
likelihood.

Input comes from 6.4.4.1 and 6.4.4.2.
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7.5.3 Consequences and their level of impact
The PIA report should document the level of impacts for each risk identified.

Input comes from 6.4.4.2.

7.5.4 Risk evaluation

The PIA report should provide a privacy risks map, which shows the level of impact and the likelihood
of the assessed risks.

Priorities should be set, based on where risks are located on the map (in order of priority) and on the
risk criteria.

Input comes from 6.4.4.3.

7.5.5 Compliance analysis

With respect to the set of requirements given from 7.4, the PIA report should record item by item if the
processing assessed is found compliant to the different aspects of the respective obligation, and if it is
not found fully compliant, up to what degree.

7.6 Risk treatment plan

The PIA report should record the risk treatment plan and the stage of implementation for any of the
controls contained.

Input comes from 6.4.5.3.

7.7 Conclusion and decisions

Decisions that are made during the PIA process on the acceptance of the residual privacy risks, on non-
implementation of PIA recommendations with the treatment plan and on non-publishing elements of
the PIA report should be recorded, together with the conclusions which have led to these decisions.

Input comes from 6.4.5.3 and 6.5.1.

7.8 PIA public summary

In order to provide privacy risk information to users, whether they are external PII principals or
employees, to support consent, the assessor may need to prepare a public summary of the main PIA report.

If necessary, the summary should remove commercially sensitive information that might be present in
the full PIA report and include only those key aspects relevant to PII principals.

The PIA public summary report should contain as below:

— the benefits of the programme, information system or process;

— the PII types to be processed and collected;

— legal jurisdictions under which PII processing will be undertaken;
— asummary of the compliance analysis;

— asummary of any measures to comply with the privacy requirements or to treat privacy risk that
the organization intents to take or has taken;

— any measures that PII principals are recommended to take;

— the organization responsible for the PIA and programme, information system or process;
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— the contact details for the PII controller responsible;

— details of any user privacy help line or support facilities put in place for the programme, information
system or process.

When the PIA public summary addresses PII principals as members of the general public, they

should represent all the above information and all additional information in a transparent, clear and
comprehensible manner.

Input comes from 6.5.2.
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Annex A
(informative)

Scale criteria on the level of impact and on the likelihood

A.1 General

Annex A contains example scales and criteria for estimating the impact and likelihood of a potential
privacy breach as covered in 6.4.4.2 of this document. Annex A contains criteria any organization
should consider when it is necessary to exchange information about risk with external stakeholders.

Estimations of impact and likelihood may be applied to both mitigated and unmitigated risks.

A.2 How to estimate the level of impact

The level of impact of the identified consequences should be estimated, taking into account those
consequences and the planned or implemented controls. In other words, how much damage would be
caused by all the potential impacts?

1) Negligible: PII principals either will not be affected or may encounter a few inconveniences,
which they will overcome without any problem (time spent re-entering information, annoyances,
irritations, etc.).

2) Limited: PII principals may encounter significant inconveniences, which they will be able to
overcome despite a few difficulties (extra costs, denial of access to business services, fear, lack of
understanding, stress, minor physical ailments, etc.).

3) Significant: PII principals may encounter significant consequences, which they should be able
to overcome albeit with serious difficulties (misappropriation of funds, blacklisting by banks,
property damage, loss of employment, subpoena, worsening of state of health, etc.).

4) Maximum: PII principals may encounter significant, or even irreversible, consequences, which they
may not overcome (financial distress such as unserviceable debt or inability to work, long-term
psychological or physical ailments, death, etc.).

The value of the level that best matches the potential consequences identified is selected.

This level of impact can be then modified by including additional factors, e.g. directly identifying PI],
significant risk sources, a large number of interconnections (especially with foreign sites) or recipients
(which facilitates the correlation between originally separated personal data) might be considered
as aggravating factors; conversely, poorly identifying PII, not dangerous risk sources, very few or no
interconnections or recipients might lower the level of impact.

An example for the level of impact is given with Table A.1.
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Table A.1 — Examples for the level of impact, based on the nature of the PII

Nature of the PII Level of impact
PII that is publicly accessible (e.g. in telephone directories, address books or selec- 1
tion lists)
PII that requires a legitimate interest for access (e.g. restricted public files or the 2
members of a distribution list)
PII whose unauthorized disclosure can affect the reputation of the PII principal (e.g. 3
information about income, social welfare benefits, property tax or penalties)
PII whose unauthorized disclosure, modification, loss or destruction can affect the
existence or the health, freedom and life of the PII principal (e.g. information about 4
commitment to an institution, a sentence, personnel reviews, health data, unservice-
able debts, or if the PII principal is at risk of becoming a victim in a criminal case)

A.3 How to estimate the likelihood

The likelihood of each threat being exploited should be estimated, taking into account the vulnerabilities
of the supporting assets and the capabilities of risk sources to exploit them (skills, available time,
financial resources, proximity to information system, motivation, feeling of impunity, etc.). In other
words, to what degree can the properties of supporting assets be exploited in order to carry out a threat?

1y

2)

3)

4)

Negligible: Carrying out a threat by exploiting the properties of supporting assets does not appear
possible for the selected risk sources (e.g. theft of paper documents stored in a room protected by a
badge reader and access code).

Limited: Carrying out a threat by exploiting the properties of supporting assets appears to be
difficult for the selected risk sources (e.g. theft of paper documents stored in a room protected by a
badge reader).

Significant: Carrying out a threat by exploiting the properties of supporting assets appears to be
possible for the selected risk sources (e.g. theft of paper documents stored in offices that cannot be
accessed without first checking in at reception).

Maximum: Carrying out a threat by exploiting the properties of supporting assets appears to be
extremely easy for the selected risk sources (e.g. theft of paper documents stored in a lobby).

The value of the level that best matches the threats is selected.

This likelihood can be then modified by including additional factors, e.g. access to the Internet,
exchanges of data with foreign sites, interconnections with other information systems and a high
degree of system heterogeneity or variability may raise the likelihood; conversely, a homogeneous,
stable system that has no interconnections and is closed off from the Internet may lower the likelihood.
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Annex B
(informative)

Generic threats

Table B.1 contains a typical list of generic threats.

The supporting assets (on which the PII relies) are typically the following:

user provided hardware and software such as smart phones, tablets, Internet browser software on
home computers, Internet TVs, etc.;

hardware: computers, communications relay, USB drives, hard drives, etc.;
software: operating systems, messaging, databases, business applications, etc.;
computer channels: cable, wireless, fibre optic, etc.;

individuals: users, administrators, top management, etc.;

paper documents: printing, photocopying, etc.;

paper transmission channels: mail, work-flow, etc.

The actions on those supporting assets (that risk sources can do, voluntary or not) are typically the
following:
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abnormal use/function creep: supporting assets are diverted from their intended context of use
without being altered or damaged;

damage: supporting assets are partially or completely damaged;
espionage: supporting assets are observed without being damaged;

loss: supporting assets are lost, stolen, sold or given away, so it is no longer possible to exercise
property rights;

modification/change: supporting assets are transformed;

overload/exceeded limits of operation: supporting assets are overloaded, over-exploited or used
under conditions not permitting them to function properly.

. © ISO/IEC 2017 - All rights reserved
https://t.me/learningnets



2017(E)

ISO/IEC 29134

"219 ‘e3eP SS920k 0} PasN 3.JBMIJOS 10J 9DUIDI[ Y3 JO [EMAUII-UON 11d Jo saoueaeaddesig SSO1 91em1jos
'$921A.19S pue s11od 1ay0.1q Jo Sunodal 1d sSeuords SIBMAIO
‘sisA[eue ‘UTualsI| Ul san[Iqelauna Suryoelle (s110d pue sassaIppe JI10M3IaU Jo SUIUURIS| Y3 03 SSSIIE 93BWNIEA][] 1asd 3os
*219 ‘sar1anb snordieW 03 puodsal saseqeiep moy Jo Sul1sal ‘SMe[j a[qerto[dxa 33ed0] 03 Jap.Io Ul Id|  ,geuoids SIBMLIO
S9PO0J 92.1N0S JO SISA[eUE ‘BJEp UOIEINSIJU0D JO UOIDIA[[0D ‘S1I0d PUE SISSAIPPE }.I0MIaU Jo SUTUUEBIS| Y3 03 SISSIIIE 9JBWIISI[[] 1asd 3os
*219 ‘quIoq 2130[ {S9P02 92.INOS .10 S[(LINIIXD FUTUUN.I B JO dINSEI] 11d Jo saoueaeaddesig agdewe(q 91emijos
'219 ‘e3ep AjIpoul 1eY] S.10.119 J10jetado (Af1adoad asn
unio b ) 11d @ya u1 sadueyd pajuemuq) 91em1jos
1 91eM1J0S 10J pa1inbal sa[lj Jo 21nSeId ‘Saseqeiep Ul BIEp 03 SUOIILDJIPOUW pajuemu() [ewIoUqy
'219 ‘SUOIIDUNJ }I0MIdU Jo dsnsTul ‘weado.ud [Tew-a ue era wods jJo uIpuas {syoeqy 11d asn SIBMIIO
agdesn jo Surdim ‘sagdaqiarid jo Suisted ‘ejep jo SUIDUSIDJ3.1-SSO.ID 9JBWIISI[[I {SUIUUEBIS JUSIUOY) | S3 03 SISSIIIE d1eWIZI[] [ewIoUqY Hos
"219 ‘e3ep 919[9p 1eY3 S.10.1.19 J0je1ado D.1emljos pardod 10 319.193UN0d JO ISN ‘Blep JO dInsely 11d Jo saoueaeaddesiq EE.S%MM 91em1jos
‘[1d JO SS920€ pazLioyineun ul }Nsa.l AeW SIUSWAIFe ddueUIUTEW 10 [ESOASIP 100d Ild OALID alempley
: : : : 9Y3 03 S3SSadJe JeWINSI[[[| pIeY Jo SSOTT
'239 ‘saanietadwal
dAISSIIXd ‘3UNILaYIaA0 ‘peolIaao Ajoeded guissadoad @8eino emod {[njirun agdeaols [1d Jo seoueeaddesiq PEOLIPAQ olempIeH
'030 ‘uonzeoijdde ue jo uonyesado 1adoad ayy
, [1d @Y2 ul sedueyd pajuemuy) | UOIILIIJIPOA arempley
0} [B13USSa sjuauodwod Jo [eAOW (SUOIdUNJ[BW Ul SUI[NSaT a1emp.ley a[qrredwodul jJo UOIPPY
'219 ‘B3ep 9AdLIIDI .10 SO UE Youne[ 03 (S9ALIP YSe[J gS[) Se Yons) sadlaap d| yonestipo S IBMDIE
JO uonoauu0d ‘syusuoduwiod alemp.aey Jo [eaowal ‘19330[4a3 paseq-aemp.aey e Aq Suloel],| 9yl 0] S9SSadde JewIN3d[[[| JIPOW PIeH
'039 ‘WdISAS a3 jo uonetado Jadoad ay3
. [1d Jo seouedeaddesi | UOIIBIIJIPON alemp.aey
0} [B13UdSSa sjuauodwod Jo [eAOW (SUOIOUNJ[BW Ul SUII[NSaT d1emp.ley a[qiredwodur jJo UOIPPY
"219 ‘90149 98B.101S DTUO0JIIJ[d UE JO SSO] ‘@Iemp.Iey 10 901Aap 93e.101S pap.Iedsip 11d $s0 IBMDE
e JO [eAdl13ad “axpodydid e Aq auoyd][ed [euoissajo.ad e jo 1jay3 ‘{woo. 930y e woaj doide[ € Jo 3Joy | 9yl 03 S9SS9IJE 91eWIINSI[] 1 PIEH
"219 ‘@1emp.ey .10 321A3p e Jo [esodsip ‘auoyd[[ad 10 doidef e Jo 3jay], 11d Jo saoueaeaddesig SS0 alemp.rey
'219 ‘S[BUSIS D139USBW0.1323[3 JO UOI3I933P 9J0W. ‘dI1emp.ley JO UOIIBI0[0a3 Id|  Lgeuoids S IEMDE
{U92.19s e jo 0joyd e 3urye) ‘Ure.ay ay3 uo a[Iym 3urmous] Way3l IN0YIM uaa.1ds s,uos.tad e 3uryorepy| oy3 03 S9SS9IIE d3eWINSI[] 1asd pIeH
'219 ‘UOIIDUNJ[BUW 9I1AIP 93B.101S ‘18] PUE JBIM [BINIBU WO.1J 9Fewep ‘WsI[epueA 2.11J ‘3urpoofj 11d Jo saoueaeaddesig adewe(q arempaey
*219 ‘sasod.and [euos.ad 10j a1emp.aey] dAIISUIS Jo uoljelIodsuey 11d asn SIEMDE
JO SN ‘UOIIBWLIOJUI 33 JO A}AIIISUSS 33 03 PAIMNS-[[I a.1e JeY3 SHSIP 10 SIALIP Yse[J S JO 9S1| 9Y3 03 S9SSadIe 91ewWI3I[[] [ewIoUqQY PIeH
. . asn
"219 ‘@sn [euos.Jad ‘saf1j [euos.aad jo adel101s 11d Jo saoueaeaddesiq [PuLIOUqY alemp.aey
sjosse
sjea.ay jo sajdurexy YSLI AoeALld uonoy SunJoddng

S1ea.ay) JLIdUdY) — T'g d[qeL

35

ts

ingne

/lt.me/learn

https

© ISO/IEC 2017 - All rights reserved



2017(E)

ISO/IEC 29134

'239 ‘ad1j B 3uLInp sa[1j jo urung {S3UaWNI0P paAlyd.Ie jo Jurady 11d Jo saoueaeaddesig agewe( | syuswndop Jaded
*219 ‘ST[I¥S Jo asn Jood ‘SanI[iqe 119yl puokaq sysel
03 saa4o1dws Jo JuswugIsse ‘suonIpuod uryiom ul sadueyd aanedau 10 SsaJls ‘peopylom Y3y I1d oY1 Ut saBuey) pajuemuq) PEOLIPAQ SIENPIAIPUL
*219 ‘ST[I¥S JO asn Jood ‘SanI[iqe 119y} puokaq sysel
03 saa4Ao1dwa Jo JuswugIsse suonIpuod ury.iom ul sadueyd aanedau 1o SsaJls ‘peopylom Y3y I1d Jo seoue.eaddesiq PEOLIPAQ SIENPIAIPUL
. « « « Mﬂm
239 ‘uonyeziues.ao ay3 jo 1ied Jo [[e JO 194033 e} {sadueyd Juawrudisse (Suiyoeod safordwy a1} 03 S955939 HTRWIISA] SS0] s[enpiarpuj
'219 ‘uonieziuesg.io ay3 jo 1.1ed 1o [[E JO 19A03Y e) {[BSSIWSIP 10 UOIIBUIWL.I9) JOBIIU0D JUuawudIsseay 11d Jo saoueaeaddesig SS0] s[enpiarpuj
219 ‘sBunvaw I1d a8euoids
‘ ldsy S[enplarpuj
uo do.apsaAea 0] S931AaP SUIUIISI] JO SN ‘FUI[e) d[IYM UOIIBUWLIOJUT JO DINSO[ISIP [BUOIIUIIUIU[N | 9Y) 03 S9SSIIIE 91eWNISA[]
'039 ‘quaui[re oL1yeIydAsd Jo [eardojoydAsd
, , , , ) 11d Jo saoueaeaddesig adewre(q s[enplaipuj
[eo180[0anau {yreap ‘oseasip 1o AIn(ul 1830 9seasip [euorrednido uaprode feuoizednadQ
. o« « « QWB
919 ‘(*039 ‘UorIBWLIOJUISIP ‘Tnown.g) aouanfjuj | [[d 9Y3l ul sadueyd pajuemuy) [EULIOUqY s[enplaipuj
"039 ‘("030 QuawIsSeIRY Id asn STENDIAIDU
[eo18oj0yoAsd ‘[rewrsjoe[q) aanssaad (039 ‘A1aqriq ‘Surteaurdus [eroos ‘Guiysiyd) aouanjuj| 9yl 01 S9SSIIIE 91WNIZA[] [euLIOUqQy [enpratpul
. ( ‘ (« mﬁwccmsu
939 ‘UOI309UU0D }9UISIU] JO SSO[ ‘Sulpeo[umop pazLioyineun {yipimpueq jo asnsijpy 11d jo seoueaeaddesiq peorIaAQ somduo)
. '239 ‘(eaep paidadiajul jo Surpuasal) yoeie [1d 943 U1 So3ueYD pojuEMU[) | UOLEIYIPON S[ouueyd
Aerdau D1yea) 310M39U 03 BIEP ppE 10 AJIPOW 0} ¥2D3ID L3SMO.1q Y3 Ul UDUIL 10 3]pPIW-aYI-Ul-UDj] Jenduwo)
"039 ‘sajqed J1addoo jo 3oy, 11d Jo saoueaeaddesig | hwwﬂﬂmuw
"039 H10M33U [-I\\ B I9A0 JUSS BIEp JO UonISInboe D1jjery 3outayly jo uondadiaju] Ild adeuordsy SpPuueyd
e o : : 93 03 S9SS9IIE 1eWINSI[] : J1ondwo)
'239 ‘uorydanal 14-1M\ Jood (Suriim ny 11d Jo saoueaeaddesig adeweq hwwﬂmﬁ”uw
'213 ‘San[eaA Jo 98Ue. [eW.IOU 93 dPISINO BIEP JO UOIIIB[UI (9ZIS aseqeiep Jo SUIpasixy 11d Jo saoueaeaddesig peol1aAQ 91em1jos
239 sjusuodwiod 93 Ul segueyD pajuemuy) | UOI3LIJIpO 91emijo
Jo juswade[dal ‘arem[ew Aq UOIID9JUI {‘@oUBUIIUTEW 10 UOEINSIJuod ‘sajepdn Surinp sI0.11g lld ot 1P (1} UORESHIPOW 3os
. JUE] mu:mcom\EoQ JO uo1IN3NISNS {00} UOTIBIISIUTUIPE 11d T 51EM1J0S
910WAa.l B JO UOIIEB[[BISUI ‘a1em[BW Aq UOIIDajul (19850(4ay paseq-alemijos e Aq SUoeIL],| 9Y3) 03 S9SS2I0E 93eWNIZA][]
219 "sjusuodutod o0 saoueaeaddesi( | uonyearjipo 91eM1jO
Jo juswaoe[dal ‘aremew Aq UOI3DaJUI ‘@oUBUIIUTEW 10 UORINSIJuOod ‘sajepdn Surinp sI0.11q lidJ '@} UOREIHIPOW 3os
sjosse
s1eaay) Jo sajdwrexy YSLI AoeALld uonpy Sunioddng

(panunuos) 1°d d1qel

© ISO/IEC 2017 - All rights reserved

36

ingnets

/lt.me/learn

https



2017(E)

ISO/IEC 29134

S[euueyd
'219 ‘ss900.d uoIIEpI[EA PAUSPINGISAO (PEO[IDAO [IB]\ [1d Jo seouexeaddesiq peoI8AQ uoISsIwusue.I}
Jadegq
'239 ‘sjuawnoop undI[yuod aidinu jo Surpuas SpEuued
, . o : : [1d @Y3 U1 sedueyd pajuemuy) | UOIFEIJIPON uoIssIwusueI}
{I9yjoue 03 3j00q a.Inyeudis auo wo.ay agueyd D3pajmouy s,I0yIne a3 INOYIM owau & 0} soaduey) 1odeg
*230 ‘98enSue[ Sursjlom ur o8ueyp ‘spuueyd uorssiwisuedy Joded jo uoneziuedioay i S[euueyd
11d Jo saduereaddesi(]| UOIIEIIJIPON uoISsIwusueI}
"paddiys st [rew moy ut d3uey) ! ! todeg
s[euueyd
'219 ‘Aueduwiod AI9AI[9P JUSWINIOP B JO SSO[ ‘uoneziuedoal e SUIMo[[0] SS930.d € Jo uoreurwi[g 11d Jo saouereaddesi(q SSOT uoISSIwISueI}
Jadeq
s[euueyd
'219 ISUEBI] Ul SIUSWNIOP JO uoronpodal {Uone[ndID Ul Sy00q a.1njeuds jo Suipeay oY 03 $955399€ mumEEwm_“m adeuordsy uoISSIwsueI}
s Jadeq
seuueyd
"219 ‘LIS B Aq pal[ey AISAI[OD [Tew {uonjeziuedi0a.l e 3UIMO[[0] MO[J3I0M JO puy 11d Jo saoueaeaddesiq adewre(q uoISSIwISue.I}
Jadeq
"219 QUaWINIOP B JO Suo1}10d JO 9INSeId AIBIUN[OA DW) J9A0 2INSEID [ENpE.IY) 11d Jo saoueaeaddesiq peo1aaQ | syuswinoop Jaded
'239 ‘A193.10J e £q [eu1dLIo ue jo yuawade[dal 3[1j e ul saandyy 03 seduey) | [Id Y3 Ul sa3ueyd pajuemu() | UOIILIYIPOJA | SIuswnoop Jaded
*239 ‘SJUSWNIOP PIPIeISIP JO [BALIIDI ‘SOXO[IEW WO.IJ [TEW JO 1J9Y3 ‘S9J1JJO WO.1} SI[1J JO 1Oy L, I —— BmE:_w%m sso7| syuswnoop Jaded
'219 ‘[esodsIp ‘oAow e JuLInp SI[1J JO SSO[ ‘SIUSWNIOP JO Y[, [1d Jo seouereaddesiq $so| syuswnoop J1aded
019 ‘Gurydeadoloyd ‘3urddoaojoyd ‘Surpeay 53 03 355398 BmEEw%m adeuordsy | syuawnoop J1aded
sjasse
sjeaayl jo sajdurexy YSLI AoeALId uonoy Sun.oddng

(panunjuos) 1°d d1qel

37

ts

ingne

/lt.me/learn

https

© ISO/IEC 2017 - All rights reserved



ISO/IEC 29134:2017(E)

Annex C
(informative)

Guidance on the understanding of terms used

C.1 Scope of a PIA

The scope of a PIA will have a physical profile, a logical profile and a given purpose for the processing.

If there is one profile missing, appropriate assumptions need to be taken in order to anticipate how
likely the missing profile is to be. If the purpose at least even cannot be assumed, a PIA is not conducted
seriously.

Given this understanding, the scope of a PIA could be:
1) aprocess (of a business, a governmental or other type of organization);
2) aninformation system, designed to support a defined process;
3) aprogramme, being a set of processes;
4) another initiative, having a purpose defined and probably missing physical and/or logical profiles yet;
5) asoftware module or a device, either
a) intended to become a subsystem of the information system defined in 2), or

b) independent from a dedicated information system, with respect to defined use cases that
determine a dedicated purpose of processing.

C.2 Project

A project is a commonly used method to create new processes, information system or products or to
update existing ones.

In fact, it makes sense to conduct the PIA under the framework of the project especially under the
expectation to build Privacy by Design. The preparation phase of the PIA also is building a sub-project
where the target is to conduct the PIA.

As described in several project management frameworks (such as ISO 21500, PRINCE2™2) or the IPMA
competence base), a project consists of two dimensions: the project management framework and the
target of the framework. It is normally the target of the project, which is in the scope of a PIA, and not
the project management framework.

In most cases, the project phase of a process, information system or product covers the sequence of
conceive, design and realize steps in life cycle management. Transfer to operations, business as usual
and disposal will normally not be covered within this target of a project. However, some organizations
may use a differently targeted project, e.g. for the consolidation of information systems, and here may
have to deal with the disposal of PII.

There is one scenario where a project framework could be in the scope for a PIA. This is when the
project management process of an organization should be assessed regarding the risks the processing
bears on privacy. Here, the PII collected for conducting the project(s) (i.e. employees, project partner

2) This information is given for the convenience of users of this document and does not constitute an endorsement
by ISO of the product named. Equivalent products may be used if they can be shown to lead to the same results.

38 . © ISO/IEC 2017 - All rights reserved
https://t.me/learningnets



ISO/IEC 29134:2017(E)

employees, etc.) has to be concerned, not the PII that will get collected later on for the use of the specific
process or information system that is on target of the project.

C.3 Process
Within the context of PIA, the term “process” is used in two ways.

First, it is used as the most probable kind of a target of the evaluation, as it should allow the reader
to determine clearly the purposes of the processing and to identify almost completely the supporting
information systems and their supporting assets. In best case, it also defines operational plans and
procedures.

The most widely understood term for this is the “business process” of the organization. However, as the
definition of organization within PIA includes non-business entities (e.g. governmental organizations),
the term “process” should be understood in the way of business process, not giving the limitation to
businesses.

Second, it means the set of steps guiding the conduct of a PIA (i.e. the PIA process).

C.4 Significance

Once a target of assessment has been found necessary for a PIA, it is a challenge to find out if a change to
the target needs to trigger a review of the PIA.

From a general point of view, one would expect a review if the change impacts the processing of PII.
However, as to detect this fact is the task of the PIA process itself, this expectation does not work.
Thus, the organization needs to detect criteria that can help to detect the significance of a change. For
example,

— a change to the layout of a website will unlikely touch any of the PII processed and therefore is an
example for a low significance,

— adding fields to an existing database table will be likely to process more attributes to PII and
therefore is an example for a basic significance, and

— adding another response form to the website is very likely to require an update to the purposes of
collecting and processing new PII and therefore is an example for a high significance.

C.5 Monitoring and reviewing

As one iteration of the PIA process ends with the plan set up and the report recorded and filed, it needs
to be understood as a flashlight on the state of preparations, although it might have taken some time to
come to this results.

Monitoring is a permanent task that observes effectiveness and performance of the controls used for
treatment of privacy risks here. Therefore, monitoring belongs to the management of risk instead of the
PIA process.

It is a different case with reviewing the treatment plan upon grown experience, upcoming changes or
after a certain period of time. Being an improvement task, the trigger might come from a management
system. Nevertheless, the review will have to follow the steps of the PIA process. The PIA report review
iteration will participate from experiences the organization has made by managing the privacy risk
under the controls of the last treatment plan. Some risk might have been facilitated by vulnerability
checks (e.g. penetration testing) or events have been recorded for risks that have not been anticipated
before. Agreed treatment actions may have been modified on the experience of breaches detected.
Therefore, a review of the PIA should be conducted seriously and should not be seen as an editorial
update only.
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Annex D
(informative)

Illustrated examples supporting the PIA process

D.1 Workflow diagram of the PII processing

Figure D.1 shows an example workflow of the PII processing (according to 6.4.1).

PII principal PII controller PII processor Third Party

Collect User PII 3 p]LJ_ .

Registration J—v Collect Provide

PHJ—* Store
Store —
PII
, T —
Service
Use Consume Use Process
— PII
Transfer |/~ Transfer » Transfer *EIZI* Receive
Legend
—— Data flow
Del =——=p Instruction Del Del
elete elete > elete
\:> Service
NOTE The instruction and service in Figure D.1 are used in a way to express a certain quality of data flow.

Figure D.1 — Workflow diagram of the PII processing

D.2 Example of a privacy risk map

Figure D.2 shows an example privacy risk map (according to 6.4.4.3).
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2. Limited
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Figure D.2 — Example of a privacy risk map
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