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By David Emm on August 6, 2018. 10:00 am

Targeted attacks and malware campaigns

Operation Parliament

In April, we reported the workings of Operation Parliament, a cyber-espionage campaign aimed at high-profile legislative, executive and judicial
organizations around the world — with its main focus in the MENA (Middle East and North Africa) region, especially Palestine. The attacks,
which started early in 2017, target parliaments, senates, top state offices and officials, political science scholars, military and intelligence
agencies, ministries, media outlets, research centers, election commissions, Olympic organizations, large trading companies and others.

Operation parliament

New cyberespionage group “Operation Parliament” is targeting high profile organizations from around
the world with a focus on the Middle East and North Africa.
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The attackers have taken great care to stay under the radar, imitating another attack group in the region. The targeting of victims is unlike that
of previous campaigns in the Middle East, by Gaza Cybergang or Desert Falcons, and points to an elaborate information-gathering exercise
that was carried out prior to the attacks (physical and/or digital). The attackers have been particularly careful to verify victim devices before
proceeding with the infection, safeguarding their C2 (Command-and-Control) servers. The attacks seem to have slowed down since the start of
2018, probably after the attackers achieved their objectives.

The malware basically provides a remote CMD/PowerShell terminal for the attackers, enabling them to execute any scripts or commands and
receive the result via HTTP requests.

This campaign is a further symptom of escalating tensions in the Middle East.

Energetic Bear

Crouching Yeti (aka Energetic Bear) is an APT group that has been active since at least 2010, mainly targeting energy and industrial
companies. The group targets organizations around the world, but with a particular focus on Europe, the US and Turkey — the latter being a
new addition to the group’s interests during 2016-17. The group’s main tactics include sending phishing e-mails with malicious documents and
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infecting servers for different purposes, including hosting tools and logs and watering-hole attacks. Crouching Yeti’s activities against US
targets have been publicly discussed by US-CERT and the UK National Cyber Security Centre (NCSC).

In April, Kaspersky Lab ICS CERT provided information on identified servers infected and used by Crouching Yeti and presented the findings of
an analysis of several web servers compromised by the group during 2016 and early 2017.

Our findings are as follows.

1. With rare exceptions, the group’s members get by with publicly available tools. The use of publicly available utilities by the group to conduct
its attacks renders the task of attack attribution without any additional group ‘markers’ very difficult.

2. Potentially, any vulnerable server on the internet is of interest to the attackers when they want to establish a foothold in order to develop
further attacks against target facilities.

3. In most cases that we have observed, the group performed tasks related to searching for vulnerabilities, gaining persistence on various
hosts, and stealing authentication data.

4. The diversity of victims may indicate the diversity of the attackers’ interests.

5. It can be assumed with some degree of certainty that the group operates in the interests of or takes orders from customers that are external
to it, performing initial data collection, the theft of authentication data and gaining persistence on resources that are suitable for the attack’s
further development.

You can read the full report here.

ZooPark

The use of mobile platforms for cyber-espionage has been growing in recent years — not surprising, given the widespread use of mobile
devices by businesses and consumers alike. ZooPark is one such operation. The attackers have been focusing on targets in the Middle East
since at least June 2015, using several generations of malware to target Android devices, which we have labelled versions one to four.

Each version marks a progression — from very basic first and second versions, to the commercial spyware fork in the third version and then to
the complex spyware that is the fourth version. The last step is especially interesting, showing a big leap from straightforward code functionality
to highly sophisticated malware.

Ver. 4

Ver. 3
Ver. 2

Ver.1
Exfiltrated info:
Contacts;
Accounts,

Additional exfiltrated info:
Call logs;
GPS location;
SMS messages;
Device information.

Additional exfiltrated info:
Call records (audio);
Installed applications details;
Browser data - bookmarks & history;
Photos and pictures from memaory card.

Additional exfiltrated info:
Keylogs;
Clipboard data;
Arbitrary files/folders;
Browser data - search history;

Capturing photos/videos/audio/screenshots/screen records;
External applications data - default list of them is: Telegram,
WhatsApp, IMO, Chrome (could be extended in config).
Backdoor functionality:

Shell commands execution (with or without root);
Silently sending SMS messages;

Making calls.

This suggests that the latest version may have been bought from a vendor of specialist surveillance tools. This wouldn’t be surprising, since the
market for these espionage tools is growing, becoming popular among governments, with several known cases in the Middle East. At this point,
we cannot confirm attribution to any known threat actor. If you would like to learn more about our intelligence reports, or request more
information on a specific report, contact us at intelreports@kaspersky.com.

We have seen two main distribution vectors for ZooPark — Telegram channels and watering-holes. The second of these has been the preferred
method: we found several news websites that have been hacked by the attackers to redirect visitors to a downloading site that serves malicious
APKs. Some of the themes observed in the campaign include ‘Kurdistan referendum’, ‘TelegramGroups’ and ‘Alnaharegypt news’, among
others.

The target profile has evolved in the last few years of the campaign, focusing on victims in Egypt, Jordan, Morocco, Lebanon and Iran.
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The map of targets of the ZooPark advanced
persistent threat

ZooPark is a sophisticated cyberespionage campaign, which for several years has been targeting Android device
users based in Middle Eastern countries.

Upon successful infection,
the malware steals:

Morocco Egypt Lebanon Jordan Iran

Contacts GPS location
Account data SMS messages

B Call logs and audio Installed application f

L.I'.J recordings of the calls details, browser data

Pictures stored on Keylogs and

the device's SD card clipboard data
Kaspersky Lab products successfully
detect and block this threat
KASPERs Kyf GREA-I : AM R © 2018 Kaspersky Lab. All Rights Reserved

Some of the samples we have analyzed provide clues about the intended targets. For example, one sample mimics a voting application for the
independence referendum in Kurdistan. Other possible high-profile targets include the United Nations Relief and Works Agency (UNRWA) for
Palestine refugees in the Near East in Amman, Jordan.

The king is dead, long live the king!

On April 18, someone uploaded an interesting exploit to VirusTotal. This was detected by several security vendors, including Kaspersky Lab —
using our generic heuristic logic for some older Microsoft Word documents.

This turned out to be a new zero-day vulnerability for Internet Explorer (CVE-2018-8174) —patched by Microsoft on May 8, 2018. Following
processing of the sample in our sandbox system, we noticed that it successfully exploited a fully patched version of Microsoft Word. This led us
to carry out a deeper analysis of the vulnerability.

The infection chain consists of the following steps. The victim receives a malicious Microsoft Word document. After opening it, the second
stage of the exploit is downloaded — an HTML page containing VBScript code. This triggers a UAF (Use After Free) vulnerability and executes
shellcode.

Despite the initial attack vector being a Word document, the vulnerability is actually in VBScript. This is the first time we have seen a URL
Moniker used to load an |IE exploit in Word, but we believe that this technique will be heavily abused by attackers in the future, since it allows
them to force victims to load IE, ignoring the default browser settings. It’s likely that exploit kit authors will start abusing it in both drive-by
attacks (through the browser) and spear-phishing campaigns (through a document).

To protect against this technique, we would recommend applying the latest security updates and using a security solution with behavior
detection capabilities.

VPNFilter

In May, researchers from Cisco Talos published the results of their investigation into VPNFilter, malware used to infect different brands of
routers — mainly in Ukraine, although affecting routers in 54 countries in total. Initially, they believed that the malware had infected around
500,000 routers — Linksys, MikroTik, Netgear and TP-Link networking equipment in the small office/home office (SOHO) sector, and QNAP
network-attached storage (NAS) devices. However, it later became clear that the list of infected routers was much longer — 75 in total, including
ASUS, D-Link, Huawei, Ubiquiti, UPVEL and ZTE.

The malware is capable of bricking the infected device, executing shell commands for further manipulation, creating a TOR configuration for
anonymous access to the device or configuring the router’s proxy port and proxy URL to manipulate browsing sessions.

Further research by Cisco Talos showed that the malware is able to infect more than just targeted devices. It is also spread into networks
supported by the device, thereby extending the scope of the attack. Researchers also identified a new stage-three module capable of injecting
malicious code into web traffic.
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The C2 mechanism has several stages. First, the malware tries to visit a number of gallery pages hosted on ‘photobucket[.Jcom’ and fetches
the image from the page. If this fails, the malware tries to fetch an image from the hard-coded domain ‘toknowall[.Jcom’ (this C2 domain is
currently sink-holed by the FBI). If this fails also, the malware goes into passive backdoor mode, in which it processes network traffic on the
infected device, waiting for the attacker’s commands. Researchers in the Global Research and Analysis Team (GReAT) at Kaspersky Lab
analyzed the EXIF processing mechanism.

One of the interesting questions is who is behind this malware. Cisco Talos indicated that a state-sponsored or state affiliated threat actor is
responsible. In its affidavit for sink-holing the C2, the FBI suggests that Sofacy (aka APT28, Pawn Storm, Sednit, STRONTIUM, and Tsar
Team) is the culprit. There is some code overlap with the BlackEnergy malware used in previous attacks in Ukraine (the FBI's affidavit makes it
clear that they see BlackEnergy (aka Sandworm) as a sub-group of Sofacy).

LuckyMouse

In March 2018, we detected an ongoing campaign targeting a national data center in Central Asia. The choice of target of the campaign, which
has been active since autumn 2017, is especially significant — it means that the attackers were able to gain access to a wide range of
government resources in one fell swoop. We think they did this by inserting malicious scripts into the country’s official websites in order to
conduct watering-hole attacks.

We attribute this campaign to the Chinese-speaking threat actor LuckyMouse (aka EmissaryPanda and APT27) because of the tools and
tactics used in the campaign, because the C2 domain, update.iaacstudio[.Jcom, was previously used by this group and because they have
previously targeted government organizations, including those in Central Asia.

The initial infection vector used in the attack against the data centre is unclear. Even where we observed LuckyMouse using weaponized
documents with CVE-2017-118822 (Microsoft Office Equation Editor, widely used by Chinese-speaking actors since December 2017), we
couldn’t prove that they were related to this particular attack. It's possible that the attackers used a watering hole to infect data center
employees.

The attackers used the HyperBro Trojan as their last-stage, in-memory remote administration tool (RAT) and their anti-detection launcher and
decompressor makes extensive use of the Metasploit ‘shikata_ga_nai’ encoder as well as LZNT1 compression.

The main C2 used in this campaign is bbs.sonypsps|[.Jcom, which resolved to an IP address that belongs to a Ukrainian ISP network, held by a
MikroTik router using version 6.34.4 (March 2016) of the firmware with SMBv1 on board. We suspect that this router was hacked as part of the
campaign in order to process the malware’s HTTP requests.

The initial module drops three files that are typical for Chinese-speaking threat actors — a legitimate Symantec pcAnywhere file (‘intgstat.exe’)
for DLL side-loading, a DLL launcher (‘pcalocalresloader.dll’) and the last-stage decompressor (‘thumb.db’). As a result of all these steps, the
last-stage Trojan is injected into the process memory of ‘svchost.exe’.

The launcher module, obfuscated with the notorious Metasploit ‘shikata_ga_nai’ encoder, is the same for all the droppers. The resulting de-
obfuscated code performs typical side-loading: it patches the pcAnywhere image in memory at its entry-point. The patched code jumps back to
the second ‘shikata_ga_nai’ iteration of the decryptor, but this time as part of the white-listed application.

The Metasploit encoder obfuscates the last part of the launcher’s code, which in turn resolves the necessary APl and maps ‘thumb.db’ into the
memory of the same process (i.e. pcAnywhere). The first instructions in the mapped ‘thumb.db’ are for a new iteration of ‘shikata_ga_nai’. The
decrypted code resolves the necessary API functions, decompresses the embedded PE file with ‘RtiCompressBuffer()’ using LZNT1 and maps
it into memory.

Olympic Destroyer

shikata_ga_nai shikata_ga_nai
deobfuscation deobfuscation
v v
Legit application LZNT1
patching decompression
v
shikata_ga_nai Map HyperBro
deobfuscation trojan
v
Map
decompressor

In our first report on Olympic Destroyer, the cyberattack on the PyeongChang Winter Olympics, we highlighted a specific spear-phishing attack

as the initial infection vector. The threat actor sent weaponized documents, disguised as Olympic-related content, to relevant persons and

organizations.

https://securelist.com/it-threat-evolution-q2-2018/871 7https :/It.me/learni ng nets

4/13


https://securelist.com/vpnfilter-exif-to-c2-mechanism-analysed/85721/
http://www.kingpin.cc/wp-content/uploads/2018/05/pawd-2.18-mj-00665-1.pdf
https://securelist.com/luckymouse-hits-national-data-center/86083/
https://media.kasperskycontenthub.com/wp-content/uploads/sites/43/2018/08/03180107/180803-it-threat-evolution-q2-2018-4.png
https://securelist.com/olympicdestroyer-is-here-to-trick-the-industry/84295/

24/9/2018 IT threat evolution Q2 2018 - Securelist

We have continued to track this APT group’s activities and recently noticed that they have started a new campaign with a different geographical
distribution and using new themes. Our telemetry, and the characteristics of the spear-phishing documents we have analysed, indicate that the
attackers behind Olympic Destroyer are now targeting financial and biotechnology-related organizations based in Europe — specifically, Russia,
the Netherlands, Germany, Switzerland and Ukraine.

Targets of recent Olympic Destroyer attacks

In May-June 2018 Kaspersky Lab discovered new spear-phishing documents related to Olympic Destroyer.
The threat actor had previously attacked Winter Olympics infrastructure.

Targets:

Biclogical and chemical
threat prevention organizations
@ Financial institutions (in Russia only)

France The Netherlands Switzerland Germany Ukraine Russia
. . o

Kaspersky Lab products successfully detect and block
Olympic Destroyer-related malware.

KASPERSKYf GREA-I © 2018 Kaspersky Lab. All Rights Reserved

The group continues to use a non-executable infection vector and highly obfuscated scripts to evade detection.

8 B E

Malicious document Powershell Powershell
or hta
Stage 1: Execute macro-embedded Stage 2: Download additional Stage 3: Connect to
malicious document powershell script Powershell Empire

The earlier Olympic Destroyer attacks — designed to destroy and paralyse infrastructure of the Winter Olympic Games and related supply
chains, partners and venues — were preceded by a reconnaissance operation. It's possible that the new activities are part of another
reconnaissance stage that will be followed by a wave of destructive attacks with new motives. This is why it is important for all bio-chemical
threat prevention and research companies and organizations in Europe to strengthen their security and run unscheduled security audits.

The variety of financial and non-financial targets could indicate that the same malware is being used by several groups with different interests.
This could also be a result of cyberattack outsourcing, which is not uncommon among nation state threat actors. However, it's also possible
that the financial targets might be another false flag operation by a threat actor that has already shown that they excel at this during their last
campaign.

It would be possible to draw certain conclusions about who is behind this campaign, based on the motives and selection of targets. However, it
would be easy to make a mistake with only the fragments of the picture that are visible to researchers. The appearance of Olympic Destroyer at
the start of this year, with its sophisticated deception efforts, changed the attribution game forever. In our view, it is no longer possible to draw
conclusions based on a few attribution vectors discovered during a regular investigation. The response to threats such as Olympic Destroyer
should be based on co-operation between the private sector and governments across national borders. Unfortunately, the current geo-political
situation in the world only boosts the global segmentation of the internet and introduces many obstacles for researchers and investigators. This
will encourage APT attackers to continue marching into the protected networks of foreign governments and commercial companies.

Malware stories
Leaking ads

When we download popular apps with good ratings from official app stores, we assume they are safe. This is partially true, because usually
these apps have been developed with security in mind and have been reviewed by the app store’s security team. Recently, we looked at 13
million APKs and discovered that around a quarter of them transmit unencrypted data over the internet. This was unexpected, because most
apps were using HTTPS to communicate with their servers. But among the HTTPS requests, there were unencrypted requests to third-party
servers. Some of these apps were very popular — in some cases they could boast hundreds of millions of downloads. On further inspection, it
became clear that the apps were exposing customer data because of third-party SDKs — with advertising SDKs usually to blame. They collect
data so that they can show relevant ads, but often fail to protect that data when sending it to their servers.
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In most cases the apps were exposing IMEI, IMSI, Android ID, device information (e.g. manufacturer, model, screen resolution, system version
and app name). Some apps were also exposing personal information, mostly the customer’s name, age, gender, phone number, e-mail
address and even their income.

Information transmitted over HTTP is sent in plain text, allowing almost anyone to read it. Moreover, there are likely to be several ‘transit points’
en route from the app to the third-party server — devices that receive and store information for a certain period of time. Any network equipment,
including your home router, could be vulnerable. If hacked, it will give the attackers access to your data. Some of the device information
gathered (specifically IMEI and IMSI numbers) is enough to monitor your further actions. The more complete the information, the more of an
open book you are to outsiders — from advertisers to fake friends offering malicious files for download. However, data leakage is only part of
the problem. It’s also possible for unencrypted information to be substituted. For example, in response to an HTTP request from an app, the
server might return a video ad, which cybercriminals can intercept and replace with a malicious version. Or they might simply change the link
inside an ad so that it downloads malware.

You can find the research here, including our advice to developers and consumers.

SynAck targeted ransomware uses the Doppelganging technique

In April 2018, we saw a version of the SynAck ransomware Trojan that employs the Process Doppelganging technique. This technique, first
presented in December 2017 at the BlackHat conference, has been used by several threat actors to try and bypass modern security solutions.
It involves using NTFS transactions to launch a malicious process from the transacted file so that it looks like a legitimate process.

Malware developers often use custom packers to try and protect their code. In most cases, they can be effortlessly packed to reveal the original
Trojan executable so that it can then be analyzed. However, the authors of SynAck obfuscated their code prior to compilation, further
complicating the analysis process.

SynAck checks the directory where its executable is started from. If an attempt is made to launch it from an ‘incorrect’ directory, the Trojan
simply exits. This is designed to counter automatic sandbox analysis.

The Trojan also checks to see if is being launched on a PC with the keyboard set to a Cyrillic script. If it is, it sleeps for 300 seconds and then
exits, to prevent encryption of files belonging to victims from countries where Cyrillic is used.

((off_uB21DA + 1508536) ) (Bx8007i64); /7 Bxa02198 - SetErrorHode
if ( tCheckKeyboardlLayouts{) )
{
((off_4B2A3A - 1255612598))(3000800164) ; /f Bx4B829F0 - Sleep
((off_4B1EB3 + GGY8BO))(Bi6A, ud, vo, viD); F/ Bx4bledd - ExitProcess
H

1lsigned __int64 CheckKeyboardLayouts()

24

3| /7 [COLLAPSED LOCAL DECLARATIONS. PRESS KEYPAD CTRL-"+" TO EXPAND]

y

5| uB = ((off_483123 - 1893555303))(0i64, 0i6s); // 0x40830ed - GetKeyboardLayoutList
6| if ( tud )

7 return 1i64;

8| layouts = nllul:_1(siﬂl| * ub, 3);

9] num_layouts = ({off_4B83123 - 1893555303))(v0, layouts);// Ox4030ed - GetKeybuardLayuutList
18| if { num_layouts )

11 {

12 ug = Bi6h;

13 u? = num_layouts;

14 if ( num_layouts > 8 )

15 {

16 while ( 2 )

17 {

18 for (i = Bi6u; ; i += 2i64 )

19 {

28 u11 = DecryptString{&unk_420B34 + 8020, v6, u7);// keyboard_layouts:
21 £/ 19 B4 - russian

22 /f 22 B4 - ukrainian

23 // 23 B4 - belorussian

24 /7 37 B4 - georgian

25 /f 2b B4 - armenian

26 /7 2c B8 - azerbaijani cyrillic
27 /f 3F B4 - kazakh

28 // 28 B4 - tajik

29 £/ 43 B8 - uzbek cyrillic

28 // 43 B4 - uzbek latin

31 u12 = =Bul1[i];

22 if ( vil )

33 Free(uil);

3 if ¢ iz )

35 break;

Like other ransomware, SynAck uses a combination of symmetric and asymmetric encryption algorithms. You can find the details here.

The attacks are highly targeted, with a limited number of attacks observed against targets in the US, Kuwait, Germany and Iran. The ransom
demands can be as high as $3,000.
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File Edit Format View Help

SynAck FES
(Files Encryption Software)

Dear client, we apoligize for inconvinience with your files.

So we make a business offer to order file recovery service from us.

We do not extort money, files restore is an optional service.

Also we will do auditing of your network FOR FREE if you order file recovery service.

Some details about SynAck FES:

This software uses ecies-secpl92rl algorithm to create unique pair of private and public keys for the session.

Each file is encrypted with random key using aes-ecb-256 algorithm.

We strongly recommend you not to use third-party decryptors because they can damage your files.

But if you want to try to restore your files by yourself, make sure you have made backup copies of encrypted files.
And please do not remove files with text notes, because they contain important information required for file restoring.

If you want to order file recovery service, please contact our support using one of the following e-mail addresses:

synack@scryptmail.com
synack@countermail.com

If you have not get a response in 24 hours, please do not panic and write on BitMessage (using site https://bitmsg.me/):

BM-2cTp9eosgjWs85V14kYCDzPN3HIkwYk1LQ
Keep in mind that there are fake services offering decryption; do not believe them or you will lose your money.
Anyway, there is one method you can use for proof: ask to decrypt some files for free.

Mo one except us will be able to do that.

! PLEASE INCLUDE THE FOLLOWING TEXT IN YOUR MESSAGE I!!!

tmp8tdGb3ez0u0YI2ubge7ZqfLXRmI3szrjmCdruqnulDbsEdhnUlHCc6568zcutTBE21AAgzETUR31ILZF
DDvyBylpJwCubZnkX@1lpoczgtp62any10Zvd7M645gna7qp7dd IXabvxhcQoXkqoihyEhn12D7VisubX
3XkgHxVp3kDvQI+PaB/TpxR148qg5EHRK7Z1igDh55qf@IWNwoHT axXx/kcG2dIk /x6KnPalcebxHDF
Euy7EBBzVWITLV/4uflsyu+jj18tGDux6doqcXcEl/SrHOAp1SVZQKmLvz62anyl@Zvd /M6A5gnaiqp7?
BGvd2CURDQhGaWkxBo+YPnf18/IGVq9U0enNdNVmnuCDE2Erkda8]1qRTFboFODIGI+eqSqbmMf12PPs
qOXxmLGFCHicowIS6ATzdXbps6ZSMVE73rUaZFpY264pfIKNn/38]snHgWb2AFVpyvInhcDM=

Besu regarus,

Synick Team.

Synhck FES

Roaming Mantis

In May we published our analysis of a mobile banking Trojan, Roaming Mantis. We called it this because of its propagation via smartphones
roaming between different Wi-Fi networks, although the malware is also known as ‘Moghao’ and ‘XLoader’. This malicious Android app is

spread using DNS hijacking through compromised routers. The victims are redirected to malicious IP addresses used to install malicious apps

— called ‘facebook.apk’ and ‘chrome.apk’. The attackers count on the fact that victims are unlikely to be suspicious as long as the browser

displays the legitimate URL.
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0% 0 vdlin0s
@ Chrome

Do you want to install this application? It will
get access to:

m modify system settings
This app can appear on top of other apps

E find accounts on the device
read your contacts
¥ record audio

google.com says:

R, directly call phone numbers
® this may cost you money
read phone status and identity
reroute outgoing calls

To better experience the browsing, update
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The malware is designed to steal user information, including credentials for two-factor authentication, and give the attackers full control over
compromised Android devices. The malware seems to be financially motivated and the low OPSEC suggests that this is the work of
cybercriminals.

Our telemetry indicates that the malware was detected more than 6,000 times between February 9 and April 9, although the reports came from
just 150 unique victims — some of whom saw the same malware appear again and again on their network. Our research revealed that there
were thousands of daily connections to the attackers’ C2 infrastructure.

The malware contains Android application IDs for popular mobile banking and game applications in South Korea. It seems the malicious app
was initially targeted at victims in South Korea and this is where the malware was most prevalent. We also saw infections in China, India and
Bangladesh.

It's unclear how the attackers were able to hijack the router settings. If you are concerned about DNS settings on your router, you should check
the user manual to verify that your DNS settings haven’t been tampered with, or contact your ISP for support. We would also strongly
recommend that you change the default login and password for the admin web interface of the router, don’t install firmware from third-party
sources and update the router firmware regularly to prevent similar attacks.

Some clues left behind by the attackers — for example, comments in the HTML source, malware strings and a hardcoded legitimate website —
point to Simplified Chinese. So we believe the cybercriminals are familiar with both Simplified Chinese and Korean.

Following our report, we continued to track this campaign. Less than a month later, Roaming Mantis had rapidly expanded its activities to
include countries in Europe, the Middle East and beyond, supporting 27 languages in total.
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The attackers also extended their activities beyond Android devices. On iOS, Roaming Mantis uses a phishing site to steal the victim’s
credentials. When the victim connects to the landing page from an iOS device, they are redirected to fake ‘http://security.apple.com/ webpage
where the attackers steal user ID, password, card number, card expiry date and CVV.

- ce
securelist.com security.apple.com ] I security.apple.com

Credit/Debit Card
Sign in to Apple Store Visa,MasterCard, Discover,American Express

The APP store account has a security - \pple IC =+ ®Card Numbe
Re

exception, please log in again. .

Expires MM/YYYY

Ccw Required

Done

On PCs, Roaming Mantis runs the CoinHive mining script to generate crypto-currency for the attackers — drastically increasing the victim’s CPU
usage.

The evasion techniques used by Roaming Mantis have also become more sophisticated. They include a new method of retrieving the C2 by
using the e-mail POP protocol, server-side dynamic auto-generation of APK file/filenames and the inclusion of an additional command to
potentially assist in identifying research environments.

The rapid growth of the campaign implies that those behind it have a strong financial motivation and are probably well-funded.

it’s smart, it’s potentially vulnerable

Our many years of experience in researching cyberthreats suggests that if a device is connected to the internet, eventually someone will try to
hack it. This includes children’s CCTV cameras, baby monitors, household appliances and even children’s toys.

This also applies to routers — the gateway into a home network. In May, we described four vulnerabilities and hardcoded accounts in the
firmware of the D-Link DIR-620 router — this runs on various D-Link routers supplied to customers by one of the biggest ISPs in Russia.
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The latest versions of the firmware have hardcoded default credentials that can be exploited by an unauthenticated attacker to gain privileged
access to the firmware and to extract sensitive data — for example, configuration files with plain-text passwords. The vulnerable web interface
allows an unauthenticated attacker to run arbitrary JavaScript code in the user environment and run arbitrary commands in the router’s
operating system. The issues were originally identified in firmware version 1.0.37, although some of the discovered vulnerabilities were also
identified in other version of the firmware.

You can read the details on the vulnerabilities here.

In May, we also investigated smart devices for animals — specifically, trackers to monitor the location of pets. These gadgets are able to access
the pet owner’s home network and phone, and their pet’s location. We wanted to find out how secure they are. Our researchers looked at
several popular trackers for potential vulnerabilities.

Four of the trackers we looked at use Bluetooth LE technology to communicate with the owner’s smartphone. But only one does so correctly.
The others can receive and execute commands from anyone. They can also be disabled, or hidden from the owner — all that’s needed is
proximity to the tracker. Only one of the tested Android apps verifies the certificate of its server, without relying solely on the system. As a
result, they are vulnerable to Man-in-the-Middle (MitM) attacks—intruders can intercept transmitted data by ‘persuading’ victims to install their
certificate.

'S trackers have been used successfully in many areas, but using them to track the location of pets is a step beyond their traditional scope of
slication. For this, they need to be upgraded with new ‘user communication interfaces’ and ‘trained’ to work with cloud services, etc. If
security is not properly addressed, user data becomes accessible to intruders, potentially endangering both users and pets.

Some of our researchers recently looked at human wearable devices — specifically, smart watches and fitness trackers. We were interested in a
scenario where a spying app installed on a smartphone could send data from the built-in motion sensors (accelerometer and gyroscope) to a
remote server and use the data to piece together the wearer’s actions — walking, sitting, typing, etc. We started with an Android-based
smartphone, created a simple app to process and transmit the data and then looked at what we could get from this data.

Not only was it possible to work out if the wearer is sitting or walking, but also figure out if they are out for a stroll or changing subway trains,
because the accelerometer patterns differ slightly — this is how fitness trackers distinguish between walking and cycling. It is also easy to see
when someone is typing. However, finding out what they are typing would be hard and would require repeated text entry. Our researchers were
able to determine the moments when a computer password entered with 96 per cent accuracy and a PIN code entered at an ATM with 87 per
cent accuracy. However, it would be much harder to obtain other information — for example, a credit card number or CVC code — because of
the lack of predictability about when the victim would type such information.

In reality, the difficulty involved in obtaining such information means that an attacker would have to have a strong motive for targeting someone
specific. Of course, there are situations where this might be worthwhile for attackers.
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An MitM extension for Chrome

Many browser extensions make our lives easier, hiding obtrusive advertising, translating text, helping us to choose the goods we want in online
stores, etc. Unfortunately, there are also less desirable extensions that are used to bombard us with advertising or collect information about our
activities. Then there are extensions whose main aim is to steal money. In the course of our work, we analyse a large number of extensions
from different sources. Recently, a particular browser extension caught our eye because it communicated with a suspicious domain.

This extension, named ‘Desbloquear Contetido’ (which means ‘Unblock Content’ in Portuguese) targeted customers of Brazilian online banking
services — all the attempted installations that we traced occurred in Brazil.

Geography

® Hits count

l Brazil: 98

® 98-98

The aim of this malicious extension is to harvest logins and passwords and then steal money from the victims’ bank accounts. Such extensions
are quite rare, but they need to be taken seriously because of the potential damage they can cause. You should only install verified extensions
with large numbers of installations and reviews in the Chrome Web Store or other official service. Even so, in spite of the protection measures
implemented by the owners of such services, malicious extensions can still end up being published there. So it's a good idea to use an internet
security product that gives you a warning if an extension acts suspiciously.

By the time we published our report on this malicious extension, it had already been removed from the Chrome Web Store.

The World Cup of fraud

Fraudsters are always on the lookout for opportunities to make money off the back of major sporting events. The FIFA World Cup is no
different. Long before anyone kicked a football in Russia, cybercriminals had started to create phishing websites and send messages exploiting
World Cup themes.

This included notifications of fake lottery wins, informing recipients that they had won cash in a lottery supposedly held by FIFA or official
partners and sponsors.

We are pleased to Inform you of the result of 2018 draws held on the 6th Jan, 2017, you are the legal
beneficiarylUser of this selected e-mail address, selected for the FIFA 2018 Microsoft online
promational Awards. Computer ballat was.

FIFA MICROSOFT NETWORK, at Johannes s’ﬁ
because of the successful FIFA 2010 WOR| = FIFAWORLD CUP

B B RUSSIA 2018

FIVE (5) email addresses was finally pickec
and out of those (65) email addresses, you
winning Pot, which was attached For your
Winning Numbers: [FAMOPI2013-14 21 38
Million Pound) (£1,000,000.00)

A (£1,000,000,000.00)

Your Email 1D Wan GBPES00,000.00 from Russia FIFA World Cup 2016, Our South African bureau's
Pay out Officer” will iImmediately process the release of your (Five Hundred Thousand British
Pounds Steriing) (GBPE500,000.00) cash prize and travel tickets 1o the World Cup In Russia 2016.
Contact your claim agent. Emali: NN :0yahoo.com Ticket Number:
BOLPIE347 7082545 13, with Serlal Num ber 8307765432 You have to send the follawing Information
1o your Claims Agent o facilitats the release of your fund to you. (1) YOUR NAMES:(2) AGE:(3)
SEX:(4) COUNTRY:(5) ADDRESS:(6) CELL PHONE:{T)OCCUPATION:(8) TICKET NUMBER:

Yours sincerely
Microsaft Organizing Commitiee
Ms. Rose Smith

Spedial ia Tourism i ional Lottery Braws. For enquiry: Tel: +44-770-
0304727

They typically contain attached documents congratulating the ‘winner’ and asking for personal details such as name, address, e-mail address,
telephone number, etc. Sometimes such messages also contain malicious programs, such as banking Trojans.

Sometimes recipients are invited to take part in a ticket giveaway, or they are offered the chance to win a trip to a match. Such messages are
sent in the name of FIFA, usually from addresses on recently registered domains. The purpose of such schemes is mainly to update e-mail
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databases used to distribute more spam.

One of the most popular ways to steal banking and other credentials is to create counterfeit imitations of official partner websites. Partner
organizations often arrange ticket giveaways for clients, and attackers exploit this to lure their victims onto fake promotion sites. Such pages
look very convincing: they are well-designed, with a working interface, and are hard to distinguish from the real thing. Some fraudsters buy SSL
certificates to add further credibility to their fake sites. Cybercriminals are particularly keen to target clients of Visa, the tournament’s
commercial sponsor, offering prize giveaways in Visa’s name. To take part, people need to follow a link that points to a phishing site where they
are asked to enter their bank card details, including the CVV/CVC code.

c @ D rrmetrade.com, I

]Val deVisa

“ PROMOCAO VAI DE VISA

From: viso o S

Nome completo: icomo escito no cartio To:

. Subject: Visa Platinum -VOCE E UM ACOMPANHANTE COM TUDO PAGO NA COPA DO MUNDO DA FIFA 2018. OFERECIMENTO VISA
0Me compicio Date: Mon, 23 Apr 2018 11:28:36 +0000 (23.04.2018 14:28:36)

Namero do cartao:

Jimero do cartac

Validade: (mesiano ex: 00/00,

PARTICIPE DA PROMOCAO

RS 120.000,00 por més.
Saiba como participar

Basta se cadastrar e fazer uma compra apartir de
RS 5,00 e vocé ja estara participando da promogio.

PREMIOS
Sio 10 pacotes para uma experiéncia VIP na
Copa do Mundo
da FIFA 2018. Vocé e um acompanhante com
Como funciona?
tudo pago! Inclui passagens i
aéreas de ida e volita em classe executiva, Suas compras realizada apartir de
RS 5,00 vocé concorre até RS 10.000,00
RS 60,00 vocé concorre até RS 60.000,00
RS 100,00 vocé concorre até¢ RS 120.000,00

visa

direiios autorais 2001- 2017 Visa. Todos os direilos reservados

taxas de embarque, traslade,
hospedagem e ingressos. Oferecimento Visa.

I
VISA ;.
Click to open http://vaidevsarussia2018.com GG
Cybercriminals also try to extract data by mimicking official FIFA notifications. The victim is informed that the security system has been updated

and all personal data must be re-entered to avoid being locked out. The link in the message takes the victim to a fake account and all the data
they enter is harvested by the scammers.

From: FIFA Club Security <democrea@lcp12.
Reply-to:
To:
Subject: FIFA Club accountverification.
Date: Wed, 07 Mar 2018 03:56:06 +0100 (07.03.2018 05:56:06)

FiFa.com CLUB

Hello Dear Customer

Update your account Now!

regarding our new update of security, you are required to refill your Fifa account
information within next 24 hours or you'll be punished, by blocking all access
attempts to your account.

Log In

Sincerely,
FIFA Club

In the run up to the tournament, we also registered a lot of spam advertising soccer-related merchandise, though sometimes the scammers try
to sell other things too — for example, pharmaceutical products.

You can find our report on the ways cybercriminals have exploited the World Cup in order to make money here. We’ve provided some tips on
how to avoid phishing scams — advice that holds good for any phishing scams, not just for those related to the World Cup.

In the run up to the tournament, we also analyzed wireless access points in 11 cities hosting FIFA World Cup matches — nearly 32,000 Wi-Fi
hotspots in total. While checking encryption and authentication algorithms, we counted the number of WPA2 and open networks, as well as
their share among all the access points.
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More than a fifth of Wi-Fi hotspots use unreliable networks. This means that criminals simply need to be located near an access point to
intercept the traffic and get their hands on people’s data. Around three quarters of all access points use WPA/WPA2 encryption, considered to
be one of the most secure. The level of protection mostly depends on the settings, such as the strength of the password set by the hotspot
owner. A complicated encryption key can take years to successfully hack. However, even reliable networks, like WPA2, cannot be automatically
considered totally secure. They are still susceptible to brute-force, dictionary and key reinstallation attacks, for which there are a large number
of tutorials and open source tools available online. Any attempt to intercept traffic from WPA Wi-Fi in public access points can also be made by
penetrating the gap between the access point and the device at the beginning of the session.

You can read our report here, together with our recommendations on the safe use of Wi-Fi hotspots, advice that holds good wherever you may
be — not just at the World Cup.
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