Kubernetes is an open-source container orchestration platform used for
automating deployment, scaling, and management of containerized
applications.

It simplifies the process of deploying and managing applications in a
dynamic and scalable environment.
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kubectl command List

Pod Management

Commands

kubectl create pod

Example

kubectl create -f
pod.yaml

Commands

kubectl delete pod

Example

kubectl delete pod
my-pod

kubectl get pods

kubectl get pods

kubectl describe pod

kubectl describe
pod my-pod

kubectl logs

kubectl logs my-
pod

Deployment Management

Commands

kubectl rollout
history

Example

kubectl rollout
history
deployment/nginx

Commands

kubectl scale
deployment

Example

kubectl scale
deployment nginx -
-replicas=3

kubectl rollout status

kubectl rollout
status
deployment/nginx

kubectl get
deployments

kubectl get
deployments

kubectl create
deployment

kubectl create
deployment nginx -
-image=nginx

Service Management

Commands

kubectl delete
service

Example

kubectl delete
service my-service

Commands

kubectl describe
service

Example

kubectl describe
service my-service

kubectl expose

kubectl expose
deployment my-
deployment --
port=80 --target-
port=80849

kubectl get services

kubectl get
services

kubectl create
service

kubectl create
service nodeport
my-service --
tcp=80:80849
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Namespace Management Kubernetes Logging - Security Logging Analysis

Commenecs Example Commands Example Pod Secu.n'ry Events: Log events re!oTed to pod s%ecurl’ry violations, such as
unauthorized access attempts or privilege escalation.
kubectl apply -f kubectl apply -f kubectl create kubectl create
pod.yaml -- namespace namespace my- Network Policy Violations: Capture events related to network policy
namespace=my- namespace violations, such as unauthorized network access between pods.
namespace
Kubect! delet Kubectl delete Cluster Authentication Failures: Log authentication failures within the
kubectl describe kubectl describe ubecti delete Kubernetes cluster, indicating potential unauthorized access attempts.
namespace namespace my- namespace namespace my-
namespace
namespace P Container Runtime Anomalies: Monitor container runtime activities for
cubect] Kubectl ¢ anomalies, such as suspicious process execution or file system
ubect| get ubec ge P
modifications.
namespaces namespaces

API Server Authorization Events: Log events related to APl server

authorization, such as denied requests or policy enforcement.
Node Management
Kubernetes Logging - Identity Logging Analysis
Commands Example Commands Example

User Activity Logs: Track user activity within the Kubernetes cluster,
kubectl gef nodes kubectl get nodes kubectl describe kubectl describe including authentication events and resource access.
node node my-node
kubectl cordon kubectl cordon my- Service Account Activity: Monitor service account usage and activity within
node the cluster, including creation, deletion, and resource access.
kubectl drain kubectl drain my-
kubectl uncordon kubectl uncordon node Role-Based Access Control (RBAC) Changes: Log changes to role-based
my-node access control (RBAC) configurations, including role assignments and policy
updates.
Audit Trail of Kubernetes API Calls: Maintain an audit trail of Kubernetes API
calls made by users and service accounts, including requests and
responses.

Service Identity Management: Manage and log service identities used by
applications and services within the Kubernetes environment.
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Kubernetes security controls to the MITRE ATT&CK framework
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