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What is SSH?

What is Linux ?

1.The Secure Shell
Protocol (SSH) is a

cryptographic network

R Linux is a family of open-source Unix-like operating systems based on the Linux kernel, an operating system kernel first released on September
prOtOCOI for Operatl ng 17, 1991, by Linus Torvalds. Linux is typically packaged in a Linux distribution and there are a lot of distributions
. Like Ubuntu,Mint,Arch kali, .. etc
network services

securely over an i Shait

unsecured network.

. L C ter Hard
Typical applications B ——

include remote OS Kernel

command-line, login, The Shell

and remote command
execution, but any

network service can be secured with SSH

2.SSH is running by default on port 22 but it is not always the case.

3.There are several ways to connect to a system with SSH like PuTTY App or from your linux terminal.
What is Putty?

PuTTY is a free and open-source terminal emulator, serial console, and network file transfer application.

It supports several network protocols, including SCP, SSH, Telnet, rlogin, and raw socket connection.

can also connect with the command line at your terminal
All you have to do is open the terminal window and type this command :
S ssh username@ip_address -p port_number

Username: the username that you want to login with.

Ip_address: the ip of the remote machine 4w 38, Ual Ulea (ia len daatia V)

-p port_number: you don’t have to type this if it is running on port 22

pwd — One of the easiest built-in Linux commands to remember as it stands for “print working directory’
Uname -a — This command prints out your Operating system’s kernel version and Architecture

hostname — This command prints out your machine’s hostname (Generally defined in /etc/hosts)
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id = This command prints out your UID , GID, and also all the groups that your current user is in.

System information commands:

whoami — This command prints out your current user

‘echo’ is similar to print. It will print out the arguments passed to it whether it’s a variable or text
In the Linux terminal, the strings that start with a dollar sign ( $ ) are variables just like in PHP.
Linux has many pre-defined variables that can be used anywhere on the system!

In our case, the pre-defined variable ‘PWD’ e_sa (s o S iy a LIS 85 5 3¥ contains the current

working directory

Is — This is also a built-in command in Linux, which is the abbreviation of ‘list’ it basically lists all the

files/directories on your current working directory. As shown in the picture below, we can even
differentiate between files and directories (The colours differs from distro to distro and also can be

changed manually from the settings)

IS -I - the 'I  Is - — the -l parameter stands for the of use a long listing format, which contains detailed informations about the files

parameter stands for : @ [15:23:00]

the of use a long listing T - Eeocle N
< elleuchi|o - important. txt

format, which contains -1y -1 elleuch(|o Aug :13[ notes. txt

elleuchii®
detailed information

. As you can see I've divided the output ( From left to right)
about the files. Type + Permissions
2. Number of links
3. File Owner
4 Group Owner

Is-a — ‘-a’ stands for e

6. Date of creation

all which means it will

« s -a — -a' stands for all which means it will show all the files/directories even if they're hidden. As we can see below a new file appeared
which was previously hidden

show all the

files/directories even if

they’re hidden.

As we can see below a
new file appeared
which was previously
hidden

We will be using the ‘man’ command. It will display to us the whole documentation of the certain

command
how to navigate in the system. We'll be using the built-in command ‘cd’

So what if we want to go back to the cybertalents’s folder?

— We can use double dots to do it
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What if we want to go back to /home/elleuch/cybertalents/tasks which were our previous working
directory type cd -

mkdir — With this built-in command we can create directories
touch — With this built-in command we can create files

mv — With this built-in command we can either move or rename files and directories.

It can happen, even to the best of us, that sometimes we forget the syntax of certain commands. But likely Linux has its built-in manual as well to guide us.

= We will be using the ‘'man’ command. It will display to us the whole documentation of the certain command. Let's try it. Pretty handy command to use
when needed

- list directory «

SYNOPSIS
ls [OPTION]... [EILE]

e current direct

-cftuvsSuX nor --

) line 1 (press h for help or g to quit)

dir list director

SYNOPSIS
dir [OPTION] [FILE)

DESCRIPTION
the current di
-cftuvSUX nor

s are mandatory for short o

es starting with

Since now we have learned how to list directories files and how to know our current working directory. Let's now learn how to navigate in the
system. We'll be using the built-in command ‘cd’
From previous screenshots, we can see that have 2 directories challenges and tasks

* Let's try to move to one of them.

elleuch@pentest ~/cybertalents
> challenges

elleuch@pentest ~/cybertalents/challenges
>
/home/elleuch/cybertalents/challenges

elleuch@pentest ~/cybertalents/challenges
>

 So what if we want to go back to the cybertalents’s folder?
— We can use double dots to do it

elleuch@pentest ~/cybertalents/challenges
>
/home/elleuch/cybertalents/challenges

elleuch@pentest ~/cybertalents/challenges
> P

elleuch@pentest ~/cybertalents

>
/home/elleuch/cybertalents

elleuch@pentest ~/cybertalents
>




Sy @ ﬁu .‘\g& 2 g o/‘),i{ 3}&
Apl] Cam Lo 4 Casgy s QSR ey Y,

* Another trick to know, In Linux ‘~" is an alias to /home/<youruser=. This means we can cd into our home directory with ease

elleuch@pentest ~/cybertalents/tasks
> ~

elleuch@pentest ~
> )

/home/elleuch

elleuch@pentest ~/cybertalents/tasks

> ~

/home/elleuch

« What if we wanna go back to /home/elleuch/cybertalents/tasks which were our previous working directory

elleuch@pentest ~
>

/home/elleuch

elleuch@pentest ~
> -

~/cybertalents/tasks

elleuch@pentest ~/cybertalents/tasks
>

/home/elleuch/cybertalents/tasks

*» mkdir — With this built-in command we can create directories
>

elleuch@pentest ~/cybertalents/challenges
> web

elleuch@pentest ~/cybertalents/challenges
>

web

= touch — With this built-in command we can create files

elleuch@pentest ~/cybertalents/challenges
> hard challenge.md

elleuch@pentest ~/cybertalents/challenges

>
hard challenge.md web

= mv — With this built-in command we can either move or rename files and directories. Let's try to move the hard_challenge.md from the challenges
directory to the tasks directory then rename it to web.md

>

/home/elleuch/cybertalents/tasks

elleuch@pentest ~/cybertalents/tasks
> ../challenges/hard challenge.md .

elleuch@pentest ~/cybertalents/tasks
>

hard challenge.md

i;#‘g@gumuﬁg&sjy




>
hard challenge.md

elleuch@pentest ~/cybertalents/tasks
> hard challenge.md web.md

elleuch@pentest ~/cybertalents/tasks
>

web . md

- rm — to remove files / rm -rf — to remove directories
elleuch@pentest ~/cybe

>

web . md

elleuch@pentest —~/cybe
> web . md

elleuch@pentest —/cybe
>

hallenges important.txt notes. txt

eIleuch@pentest ~/cybertalents
-rf challenges

elleuch@pentest —/cybertalents

>
important. txt notes. txt tasks

« Another question, What if we want to change the tasks directory from the challenge directory? — We can also use the double dots

elleuch@pentest ~/cybertalents/challenges

>

/home/elleuch/cybertalents/challenges

elleuch@pentest ~/cybertalents/challenges
> . ./tasks

elleuch@pentest ~/cybertalents/tasks
>

/home/elleuch/cybertalents/tasks

= Another trick to know, In Linux ‘~’ is an alias to /home/<youruser=. This means we can cd into our home directory with ease

elleuch@pentest ~/cybertalents/tasks
>

elleuch@pentest ~
>

/home/elleuch

elleuch@pentest ~/cybertalents/tasks
> -~

/home/ellguch

+ What if we wanna go back to /home/elleuch/cybertalents/tasks which were our previous working directory
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/BIN /ETC
"ESSENTIAL BINARIES" "HOST SPECIFIC
SYSTEM CONFIG"
CSH.L
EXP
/ BOOT
"STATIC FILES OF
BOOT LOADER "

/OPT
" CONFIG FILE
FOR ADD ON
APPLICATION

SOFTWARE "

.
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Structure of Linux file system

/USR
" SHAREABLE AND
READ-ONLY DATA "
/LOCAL
"LOCAL
SOFTWARE"

RE
" STATIC DATA
SHAREABLE
AMONG ALL
ARCHITECTURES "
/ MAN
"MANUAL PAGES"

"MOST USER COMMANDS"

/INCLUDE

"STANDARD INCLUDE
FILES FOR 'C' PROG."

/LB

"OBJ ,BIN,LB
FILES FOR PROG.
AND PACKAGES "

/SBIN

/VAR /SBIN
"SYSTEM BINARIES"

"VARIABLE DATA FILES"

/CACHE
"APPLICATION
CACHE DATA"

/LIB

" VARIABLE STATE

INFORMATION

REMAINS AFTER

REBOOT "

/YP
" DATA FOR
NIS SERVICES "
/ LOCK
"LOCK FILES FOR
SHARED RESOURCES"
/OPT
" VARIABLE DATA OF
PACKAGES INSTALLED"
/ RUN
"INFO OF SYSTEM

SINCE IT WAS BOOTED"

/TMP

"AVAILABLE FOR PROG."

/SPOOL
"DATA AWAITING
PROCESSING "
/LPD
/MQUEUE
S

/ This s the roat directory which should contain only the directories needed at the top level of the file structure.

[oin, This is whers the executable files are located. These files are available to all users.

[dev These are device drivers,

/ TMP

"TEMPERORY FILES
DELETED ON BOOTUP"

/DEV
"LOCATION OF SPECIAL
OR DEVICEFILES
[CONTAINS MAKEDEV]"

/ HOME
" USER HOME
DIRECTORIES"

/LIB

" LIBRARY AND
KERNEL MODULES"

/ MNT
" MOUNT FILES
FOR TEMPERORY
FILESYSTEMS "

/OPT

" ADD-ON APPLICATION
SOFTWARE "

/ROOT

"HOME DIR. FOR
ROOT USER"

Jetc , Supervisor directory commands, configuration files, disk configuration files, valid user lists, groups, ethernet, hosts, where to send critical

Messages.

1 f mmbaime charad |
0, LONGIns sharead

ary fles and sometimes other ceme-related fles,

/home: Contains the home directory for users and ather accounts.

J/tmp , Holds temporary files used between system boots.

Jkerne! , Containg kemel files,

/mnt, Used to mount ather temporary file systems, such as cdrom and floppy for the CD-ROM drive and floppy diskette drive, respectively

oyl 5 Gl A a5
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Software Installations with Terminal
apt-get command

apt-get is a command-line tool that helps in handling packages in Linux. Its main task is to retrieve the
information and packages from the authenticated sources for installation, upgrade, and removal of

packages along with their dependencies.

Here APT stands for the Advanced Packaging Tool.

To install a package we can use the command “sudo apt-get install package name’.
To remove a package we can use the command “sudo apt-get remove package name’.
To update the package database we can use the command  “sudo apt-get update’.

To update all the packages to their latest version, we can use the command ‘sudo apt-get upgrade’.

Basic file operations :

Touch Command :
Touch is used to create a file.
Cat Command :

Cat is used to display file content, but the file is longer than the size of the window, so it scrolls past

making it unreadable.
More Command :

More is used to display file content, but the file is longer than the size of the window, it will display one

page at a time.
S e G SY Y dee Jany SN iay 1)
Head and Tail Commands :

Both tools are file operators to display a specific part of the file, Head command is used to display the

first part of the file and Tail is the opposite; it displays the last part of the file.
Grep Command:

Grep is used to search for a keyword or a specific pattern in the file.

ex : Scat lines.txt | grep 77

line 77

| -->shift+\ 'back slash' (near to enter not that near NumLock)




Copying and deleting files :

Cp and mv
« Grep Command:
comma ndS . Grep is used to search for a keyword or a specific pattern in the file
@parrot
i $
Cp command (copy) is

@parrot
) $
used to copy a file or

a group of filesor a Copying and deleting files :

+ Cp and mv commands :

directory to a specific

Cp command (copy) is used to copy a file or a group of files or a directory to a specific location, mv command (move) is used to move a
files

location, mv

or a group of files or a directory to another location
command (move) is danepzneck
used to move a files @parro
@parro
or a group of files or a
@parro

directory to another

@parro

location.

Wc¢ Command :

Wc command is used to count the number of words, lines, and characters.
o il daglaa ;)

rm ~/Desktop/secret

alall e Waliza secret

Ui cale S 03 Lo gae Cala (g) aa alad Ha8i 0 g ala gy (gl ) 4l gie oS
directory

555 adalusy IS @il (5 53 la a1l Y

-rf

el o) g gk a0 Sall i JaaY

Cile il e )

m.txt

4ol Cala s ga 02 g

hi

e s g

desktop

cat ~/Desktop/hi/m.txt>>>>>>>>>>>>>file path —aldl jlue

gidinl oS G 5 ©) ~ Laada¥ Laa¥
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What is the Linux command line?

The Linux command line is a text interface to the computer that is often referred to as the shell, terminal,

console, prompt and other names.

The command line is a computer program intended to interpret commands. So, basically, a shell is a

program that receives commands from the user and gives it to the OS to process, and it shows the
output.

to open it press the key combination Ctrl+Alt+T in Ubuntu or from desktop menu option Terminal.

What is Text Manipulation?

Text manipulation is the process of using computer automation to modify text files on a large scale to suit

the needs of the user.

An example of this can include changing the first character of every word in a text document to
uppercase or changing every instance of a misspelled word throughout an entire document, to the
correct spelling.

Also, consider the example below:
Cybertalents: This is the first char uppercase
CYBERTALENTS: This is all uppercase
CyBeRtAIENTs: This is alternate-uppercase

cYbErTaleNtS: This is alternate-lowercase

Text manipulation tools:
Sort

tr

Cut

Awk

Base64 encoding algorithm




ps

Sort Command

Sort command is
used to sort a file,
arranging the
recordsina

particular order.

By default, the sort
command sorts files
assuming the

contents are ASCII.

Using options in sort
command, it can

also be used to sort numerically.
L 03 A3 e Al b ga ) GOl LEAY) e Lada o3 Las) Galall 8 1) WDISH) (i yon

"cat text.txt | sort"

Unig Command

The unig command in Linux is =L b LU

a command line utility that

@it -Desitop
Fle Actions Edit View Help

reports or filters out the

~/Desktop
it

repeated lines in afile.

In simple words, uniq is the
tool that helps to detect the
adjacent duplicate lines and - : sty

allah,tat

deletes the duplicate lines.

unig filters out the adjacent
matching lines from the input
file(that is required as an
argument) and writes the
filtered data to the output
file.

Aadia Gie g dal g 308 o) (K1 Jsh e diany ciad ) Siedad e Jaa o815 H) S5 e calall (8 I clalall ellallaia

"cat text.txt | uniq"

Osd Y a5 Gl | Caald g

e

.me/iearningnets




ps

tr Command

The tr command in & 123 4]¢ C0AaBIS|ae
UNIXis a

command line

ali@hali -[Desktop

File Actions Edit View Help

~/Desktop
0. txT

utility for

translating or

deleting Home ; S o
characters.

It supports a range rosep

of transformations
including
uppercase to
lowercase,
squeezing

repeating

characters,

deleting specific characters and basic find and replace.
It can be used with UNIX pipes to support more complex translation. tr stands for translate.
ot L) A R Ll L) U3 o 3Y 5o Y 1 I (5 ) Al dals el

cat <ol | tr -d "aseais A"

Cut Utility

The cut command in UNIX [RIECLAINEEII S coaamac

is a command for cutting

i@l ~Desktop
Edit View Help

out the sections from
each line of files and
writing the result to
standard output.

It can be used to cut
parts of a line by byte
position, character and
field. Basically, the cut
command slices a line and
extracts the text. It is

necessary to specify

0553 ) a5 o il 5

.me/iearningnets
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options with commands otherwise it gives errors.

If more than one file name is provided then data from each file is not preceded by its file name.

PRI PP PR PR NS S I PP E R PRPEER PRIPNGD PRGN Y
S sy ) el Lhle (o3 85 Y5 AN s il W o) AT Gl 1A
ey dad 621 ja il e lall (R ALl sal 55 BT 53 G (o pal cilay il
4la e s,

A IS¢ 15 e ade slels, Camas ¥ JBael a3 OB, V8 3 B8 Jsms s JE s O
Caani ¥ s Joiy

File Actions Edit View Help

ClalS ko 43) L) 5 A Cig s ey 430 LA G A Cagdia 5 LA AT 6 3V Al 5 03S 4SS e 4l I (5
LRI DY

Y e €I alat caatia JS Landa

cut --help :)

P

&yﬂ\w@;@umbpw PP RE \jmmum\j
uﬁ&;eﬁj\#u&\jﬂé /‘Yi )-DJ\)S}.J

ps./it.me/learningnets



Awk Utility S R

File Actions Edit View Help
Awk is a Sl
utility that
enables a

programmer

~/Desktop

to write tiny
but effective
programs in
the form of
statements
that define

text patterns

~/Desktop

that are to be

searched for

in each line

of a document and the action that is to be taken when a match is found within a line.
Awk is mostly used for pattern scanning and processing.

It searches one or more files to see if they contain lines that match with the specified patterns and then

perform the associated actions.

Awk command will be as follows:

lali@iali: ~

File Actions Edit View Help

awk options 'selection _criteria {action }' input-file >>>>> general form

Q)ﬁ}oxs \y;! O&j?\j “ ./“ 2. .~Si L:Qj

. -~

ps./it.me/learningnets
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In Awk there are some built-in variables we can use like NR which will print the line number to print the
line number and line content we can use the following command.

}\h\}é.ﬂ&gﬁ;‘\ﬁ)u\QAL:\‘\EJJDJSQJ\A)MMS}SLHMJYJJHM)\SLAYJwﬂjju\éhummm
&Gw\@dm\@u(j)ﬂhm‘@kﬂhaﬁ}\oﬁ\

opoea Vg S Gl S f Galias 9 4l ) 5 Lal s

upper or lower case 4l ¢lie cliaa Ly ;)

Base64 Encoding Algorithm

O D A Bsxs | & c

lali@iali: ~
File Actions Edit View Help

Base64 is an encoding algorithm that allows you to transform any characters into an alphabet that
consists of Latin letters, digits, plus, and slash.

Q)ﬁ}oxs \y;! O&j?\j “ ./“ 2. .~Si L:Qj

. -~

ps./it.me/learningnets
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Thanks to it, you can convert Chinese characters, emoji, and even images into a “readable” string, which

can be saved or transferred anywhere.
You can decode any text from base64 using the base64 command with -d as argument.

echo "sentence or words needed to encode or decode" | base64 "type -d if you want to decode leave it

without adding anything else to encode"

G e () 8 L= RRIAG oK 55 Gall k5 &0 5 ) ) ) (e LA U (5

FEA plaky Al Ly a1 jlak Ul G5 R0l ) ga gl 5 sl SE= 2088 o853 o) V) el
2l Cie 2 Gaadlall 128 e o 568 T Ly K )

ot 1yl adfe 1 sbia )l Gl 4l 7 0 e & shiad ool o &)

try decoding this :
c2FseSAzYWwgbmFieQo=

ctrl + shift + ¢ >>> to copy

ctrl + shift + v>>>to

paste :)

OsSia aal elllgulo i€ slalia
4 ellialadl ;)
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What is meant by the User?

A user is anyone who uses a computer. In this case, we are describing the names which represent those
users. It may be Ahmed or joe or any other name, and they may use the names Dragonlady or Pirate in
place of their real name. All that matters is that the computer has a name for each account it creates, and
it is this name by which a person gains access to use the computer. Some system services also run using

restricted or privileged user accounts ( admin or root account ).

How are users managed in Linux?
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Managing users is done for the purpose of security by limiting access in certain specific ways, having full
control over the users and applying a good security policy and rules is something important. The
superuser (root) has complete access to the operating system and its configuration; it is intended for
administrative use only. Unprivileged users can use the su and sudo programs for controlled privilege

elevation.

What is meant by Group?

In Linux, a group is a collection of users or we can say it is like a club containing specific members
( users ). The main purpose of the groups is to define a set of privileges like read, write, or execute

permission for a given resource that can be shared among the

users within the group. Users can be added to an existing group to utilize the privileges it grants, for
every group there is a group ID, a group ID is an identifier for the group and not necessarily unique, it

could be found in the /etc/groups file.

aé‘;f:_)l\)m'i&;)
WMJ&@MQ‘%&M@?M‘M‘&?@A&AJW“)(&M‘DQ?ML@-&M\%&@

Calal) 8 G Y 5 L (ilange oS0 5 L 5y adn U1y D T o sl pud JIA1 e 4S5 b (i s g
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read only
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root

oS (1)

Types Of Groups :
There are two types of groups in Linux :
The Primary Group:

it is also called a private group, each user must have a primary group and it is automatically generated by
the operating system when user is created, to make the importance of the primary groups clear imagine
that a user created a set of files, the operating system will associate the primary group of the user with all

the files to track them.




The Secondary Group:

secondary groups are optional groups, the users can be added to a single secondary group or many
secondary groups, secondary groups grants a set of privileges for all the group members, for example, if a
group has the permissions to read a specific file all the members can read that file, secondary groups

enhances the security level of the operating system.

two important files here in Linux.

*/etc/shadow’: is a text file that contains information about the system’s users' passwords. It is owned by
user root and group shadow, every line in this file contains an entry every entry is responsible for

representing a user account.

*/etc/passwd’: is a plain text-based database that contains information for all user accounts on the
system, also an entry in each line. It is owned by root. The file can only be modified by root or users with

sudo privileges and all users can read it.
joez:x:10801:1001:joez,,, :/home/joez: /bin/bash
[ = [1=1] =

|

| Login shell

| Home director
| GECOS
|
|
|

GID
UID
Password
Username

/etc/passwd format :

Username: The string you type when you log into the system. Each username must be a unique string on

the machine. The maximum length of the username is restricted to 32 characters.

Password: In older Linux systems, the user’s encrypted password was stored in the /etc/passwd file. On
most modern systemes, this field is set to x, and the user password is stored in the /etc/shadow file.

UID: The user identifier is a unique decimal number assigned to each user. It is used by the operating

system to refer to a user.

GID: The user’s group identifier number, referring to the user’s primary group. When a user creates a file,

the file’s group is set to this group.

GECOS: This field contains a list of comma-separated values which will contain values like phone number,

full name, the value of this field is a string value and it cannot contain colons.
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Home directory: The absolute path to the user’s home directory. It contains the user’s files and
configurations. By default, the user home directories are named after the name of the user and created

under the /home directory and the value is a character string.

Login shell: The absolute path to the user’s login shell. This is the shell that is started when the user logs

into the system. On most Linux distributions, the default login shell is Bash.

permissions in linux :

Since Linux is a multi-user operating system (which means multiple users can have access to the system
at, same time), for efficient security, it implements file ownership and file permission as a feature to

provide a secure way of storing and accessing files.

File Ownership in Linux

Linux assigns three types of ownership to every file and directory:
Owners

The user who creates a file or directory is considered the owner and, the owner's permission assigned to

the file or directory defines what action the owner can perform on the file or directory
Groups

A group contain multiple users with the same permission assigned to every member of the group. The

permissions define what action any member of the group can perform on a file or directory.
Others (world)

Others include everyone else who is not a member of any group or an owner of a file/directory. For
security purposes, always be mindful of the permission you assign here, as the file/directory permission

defines what action anybody (the world) can perform on a file or directory.
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File Permissions in Linux

Linux assigns three types

of permissions to every

ax e

file and directory: v e

Permissions Permissions

Read

To view the list of permissions, in Linux use the command
Is -la filename.

Read gives users the
.. . . File Actions Edit View Help
privilege to view a file or
~/Desktop
ls -1la ¢ F
||St the ContentS Ofa SN — =l e :‘ta.'l.ents @ Sep 17 18 cybertalentskids
~/Deskten

directory. ]

Write

These are the permissions points in the result of the command.

Write gives users the = PAEX EW= ==

prIVIlege tO edlt a flle or Read, write and execute
permissions for all other users
m0d|fy a directory_ Read, write and execute permissions for

members of the group owning the file

Read, write and execute permissions
for the owner of the file

Execute

File type: *—" means a file.
*d” means a directory.

Execute gives users the

privilege to run a file as a computer program.

How to Change File Permission in Linux
Use the chmod command to change the access mode of a file. The name is an abbreviation of change mode.
gr__)l\ paita)

Arwarantrwe File Actions Edit View Help

plad g (Sl adaliy JS o

g e 1S 48 055

o) g cililall 3 adlina chmod 777 = : x

Jidy o) S ) 15 FI% prec e T

Cpra G“U » rwx | rwx | rwx

Owner | Group| Others

root .... & Jaa Jba
J e padina gl

/etc/shadow —ile =i iy 5 )
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How to Change File and Group ownership in Linux

e To change the ownership of a file or directory use chown user filename.

File Actions Edit View Help

1ls -la cybertalents.txt
-rwxrwxrwx 1 cybertalents cybertalents @ Sep 17 19:24 cybertalents.txt

sudo chown kali cybertalents.txt
[sudo] password for cybertalents:

1s -la cybertalents.txt
-rwxrwxrwx 1 kali cybertalents © Sep 17 19:24 cybertalents.txt

e To change the ownership and group of a file or directory use chown user:group filename.

1s -la cybertalents.txt
-rwxrwxrwx 1 kali cybertalents @ Sep 17 19:24 cybertalents.txt

~

sudo chown root:root cybertalents.txt

1s -la cybertalents.txt
—-rwxrwxrwx 1/ root root @ Sep 17 19:24 cybertalents.txt

e To change only the ownership of a group, use the chgrp group filename.

~

ls -la cybertalents.txt
-rwxrwxrwx 1 root root @ Sep 17 19:24 cybertalents.txt

~

sudo chgrp kali cybertalents.txt

~

ls -la cybertalents.txt
-rwxrwxrwx 1 root kali @ Sep 17 19:24 cybertalents.txt
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What is a process?

A process is an instance of a program currently running in the form of a thread(s). A process is an active
entity while a program is a passive entity. Depending on the environment, a process can be uni-threaded
(consisting of a single thread) or multithreaded (consisting of multiple threads).

In Linux, there are various commands that are used for process manipulation. There are commands that
enable a user to view the list of processes and their information, delay the start of a particular process,

and terminate or stop a process from further execution.

In simple terms, any command that you give to your Linux machine starts a new process
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Linux Process Manipulation :

Below are two ways to start a process (run a command):
Foreground Processes

A foreground process is any command or task you run directly and wait for it to complete. Some
foreground processes show some type of user interface that supports ongoing user interaction, whereas
others execute a task and "freeze" the computer while it completes that task. Thus, there has to be a user
connected to the system to start such processes since they are not started automatically as part of the

system functions/services. They are also referred to as interactive processes.

Running a Foreground Process
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To start a foreground process, you can either run it from the dashboard, or you can run it from the
terminal.

Background Processes

Unlike with a foreground process, the terminal does not have to wait for a background process to end
before it can run more processes. Within the limit of the amount of memory available, you can enter
many background commands one after another. To run a command as a background process, type the
command and add a space and an ampersand to the end of the command. These are also referred to as

non-interactive/automatic processes.
Running a Background process

If you start a foreground program/process from the terminal, then you cannot work on the terminal, till

the program is up and running.

In particular, data-intensive tasks take lots of processing power and may even take hours to complete.
Since you do not want your terminal to be held up for such a long time, it is recommended that you run
the program and send it to the background so that the terminal remains available to you. Follow the
steps below:

Start the program and press ctrl + z (*)
Type bg and send the process to the background (* )
st pasler)

Y;\gd&l‘m}gﬂa\ﬁdwﬁJ@w?Uﬁ@&@w&‘ﬁ@@oﬂé\i\u\Q@J@QM\@@M&MJ&
&JA&UWM@UJ,\(M S ole

PYEN &S\w)hd\‘;c)‘).&a‘;m Lﬁ\j\a&;g&b&;\ﬁd&"\;ﬂﬁ" 3 \‘;(M”’"L@_;LJ' eﬁ\tﬂ)é“alw" aal terminal
d\aﬁ&kﬁhé.}w‘

(*) oS o)

A XN s dnleds Gacall Fla aly Y L ) i e g

Types of Processes:

1. Parent process:

The process is created by the user on the terminal. All processes have a parent process, If it was created
directly by the user then the parent process will be the kernel process.

Ui S 4gdes oy 5 axdiosall (o lglee a1 5 illeall JSI Y agleall )
2. Child process:

This is a process created by another process (by its parent process). All child processes have a parent
process.
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The example is given above, the process having PID 28500(last row) is a child process of the process
having PID 26544.

o L s Al alee Ggaal Gl glee. AT (e Y Agleall 425 Aglac ;)
3. Orphan process:

After completing its execution a child process is terminated or killed and SIGCHLD updates the parent
process about the termination and thus can continue the task assigned to it. But sometimes, when the
parent process is killed before the termination of the child process, the child processes become orphan

processes, with the parent of all processes “init” process (PID 0), becomes their new PID.
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4. Zombie process:

A process that is killed but still shows its entry in the process status or the process table is called a zombie

process, they are dead and are not used. They have Zero CPU consumption.
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5. Daemon process:

They are system-related background processes that often run with the permissions of root and services
requests from other processes, they usually run in the background and wait for processes they can work
along with for ex print daemon. A Daemon process can be recognized if it has “?” in its TTY field (6th

column)
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States of a Process in Linux

During execution, a process changes from one state to another depending on its

environment/circumstances. In Linux, a process has the following possible states:

Running — here it’s either running (it is the current process in the system) or it’s ready to run (it’s waiting
to be assigned to one of the CPUs).

L@Jﬂaﬁﬂf\tﬂunpam\j‘ﬂuw\ :)

Waiting — in this state, a process is waiting for an event to occur or for a system resource. Additionally,
the kernel also differentiates between two types of waiting processes; interruptible waiting processes —
can be interrupted by signals and uninterruptible waiting processes — are waiting directly on hardware

conditions and cannot be interrupted by any event/signal.
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Stopped — in this state, a process has been stopped, usually by receiving a signal. For instance, a process

that is being debugged.

Linux processes are managed using system calls. The following table shows a summary of some common

Linux system calls:

o

.3 @ 2 s o’),i{ iﬂ\g
Al G Aa ceS.A; Re Y,

System call

Description

pid = fork( )

Create a child process identical to the parent

pid = waitpid(pid, &statloc, opts)

Wait for a child to terminate

s = execve(name, argv, envp)

Replace a process’ core image

exit(status)

Terminate process execution and return status

s = sigaction(sig, &act, &oldact)

Define action to take on signals

s = sigreturn(&context)

Return from a signal

s = sigprocmask(how, &set, &old)

Examine or change the signal mask

s = sigpending(set)

Get the set of blocked signals

s = sigsuspend(sigmask)

Replace the signal mask and suspend the process

s = kill(pid, sig)

Send a signal to a process

residual = alarm(seconds)

Set the alarm clock

s = pause( )

Suspend the caller until the next signal

Display and Modify Information Associated to a Network Interface:

"ip" command :

"ip" command is a replacement for the traditiona

Protocol, is a tool used to configure and
analyze a network interface, to bring
interfaces up or down, assign and remove
addresses and routes, manage ARP cache,

and much more.

To view all the interfaces and the assigned
ip address, subnet and default gateway we

can use the command

ip address, ip addr orip a

To display information about a single

network interface, use ip addr show dev

<interface_name> e.g ip addr show dev ethO.

|ll

« Toadd an IP address to a network interface on your machine, use ip address add <new_ip> dev <interface> e.g sudo ip address add

196.168.105.12/24 dev eth0.

ifconfig” command, ip which stands for Internet



» To delete an IP address from a network interface on your machine, use ip address del <new_ip> dev <interface> e.g sudo ip address
del 196.168.105.12/24 dev eth0.

nukTuk@NukTuk ~

ons Edit View Help

default glen 1000

p default qlen 1000

p default

oup default glen
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"ifconfig" command:

“ifconfig” command like the “ip” command is used to configure, display and control network interfaces.

The “ip” command is an alternative to the “ifconfig” command, but with many more functionalities than
the “ifconfig” command.

With the “ifconfig”, you can perform e ™ = ™™
some network functionalities, such as

displaying or modifying a network

interface, displaying mac addresses

associated with a network interface,

modifying hardware information and

muc h more. « To take up an interface use ifconfig <interface> up e.g sudo ifconfig eth0 up.

To display information about an interface,
use the “ifconfig” command

= To modify the MAC address of an interface use
ifconfig <interface> down
ifconfig <interface> hw ether 00:11:22:33:44:66
ifconfig <interface> up
ifconfig
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interact with External Servers from the Terminal:

Ping Command:

Ping command: This is a simple utility used to check whether a network is available and if a host is
reachable. With this command, you can test if a server is up and running. It also helps with

troubleshooting various connectivity issues.
To use the ping command we can follow the following format

Ping [option] "hostname’

Curl:

This is a command-line tool to transfer data to or from a server, using any of the supported protocols
(HTTP, FTP, IMAP, POP3, SCP, SFTP, SMTP, TFTP, TELNET, LDAP or FILE). curl is powered by libcurl. This
tool is preferred for automation since it is designed to work without user interaction. curl can transfer

multiple files at once.
Curl command can be used in the following way

curl [options] [URL]

Wget:

This is the non-interactive network downloader that is used to download files from the server even when
the user has not logged on to the system and it can work in the background without hindering the current

process.
Wget command can be used in the following way

wget [options] [URL]
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