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ABSTRACT

ModSecurity is widely recognized as the standard open-source Web
Application Firewall (WAF), maintained by the OWASP Foundation.
It detects malicious requests by matching them against the Core
Rule Set (CRS), identifying well-known attack patterns. Each rule
in the CRS is manually assigned a weight, based on the severity of
the corresponding attack, and a request is detected as malicious if
the sum of the weights of the firing rules exceeds a given threshold.
In this work, we show that this simple strategy is largely ineffective
for detecting SQL injection (SQLi) attacks, as it tends to block many
legitimate requests, while also being vulnerable to adversarial SQLi
attacks, i.e., attacks intentionally manipulated to evade detection.
To overcome these issues, we design a robust machine learn-
ing model, named AdvModSec, which uses the CRS rules as input
features, and it is trained to detect adversarial SQLi attacks. Our
experiments show that AdvModSec, being trained on the traffic
directed towards the protected web services, achieves a better trade-
off between detection and false positive rates, improving the detec-
tion rate of the vanilla version of ModSecurity with CRS by 21%.
Moreover, our approach is able to improve its adversarial robust-
ness against adversarial SQLi attacks by 42%, thereby taking a step
forward towards building more robust and trustworthy WAFs.
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1 INTRODUCTION

Web applications are constantly evolving and deployed at a broad
scale, thus enabling organizations to offer rich services over the
Internet. However, this imposes serious challenges in securing
web applications against an increasing number of attacks [16].
Among these, SQL injection (SQLi) consists of injecting a mali-
cious SQL code payload inside regular queries, causing the target
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web application to behave in an unintended way or expose sensi-
tive data. Even if many countermeasures to this attack have been
proposed [3, 4, 19, 22], the OWASP Foundation still classifies it as
one of the top-10 most dangerous web threats [30]. To counter such
attacks and protect web applications, WAFs are commonly used as
a defense tool in enterprise systems [3, 5]. They work by filtering
the incoming requests directed towards the protected applications,
blocking suspicious connections.

ModSecurity [15] is an established open-source WAF solution
that builds its defense on top of signatures of well-known attacks,
collected by the OWASP Foundation and known as the Core Rule
Set (CRS). If ModSecurity is largely used as WAF solution, the CRS
is even more adopted, being considered the de-facto standardized
set of rules in the WAFs domain. Many commercial and open-source
WATF solutions make use of CRS to analyze the web traffic, including
Google Cloud Armor and Microsoft Azure WAF [33]. CRS includes
249 rules, out of which 120 target critical injection attacks. SQLi is
the most represented class of injection attack, with 49 rules within
the CRS, while cross-site scripting (XSS) is the second one with 30
rules. All rules in the CRS are given a heuristic severity level and
they not only capture many different attack signatures attempted
in the past, but they also have been crafted by experts with the
goal of detecting variants of the same attack. ModSecurity and all
the other WAF solutions based on CRS evaluate whether an HTTP
request is malicious or not by computing an overall score over all
the rules that are activated by that request. We refer the reader to
Sect. 2 for a more detailed overview of SQLI attacks, ModSecurity
and the CRS project, and state-of-the-art fuzzing techniques for
generating adversarial SQLI attack.

In this work, we show that the aforementioned strategy used by
ModSecurity to combine the outputs of the CRS rules can be largely
ineffective, for two main reasons. First, we show that ModSecurity
achieves a sub-optimal trade-off between detection rate and false
alarms, as its weights are selected using heuristics that only consider
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Figure 1: The main idea behind AdvModSec is twofold. (1) We start by training a machine-learning model on the CRS rules
to improve the trade-off between detection rate and false alarms. This amounts to learning a model of the incoming traffic
directed towards the protected web services. (2) We then improve the robustness of our model against evasive attempts using
an ad-hoc adversarial training procedure, exploiting a state-of-the-art SQLi Fuzzer to generate adversarial SQLi attacks during

training.

attack patterns, neglecting the nature of the incoming, legitimate
traffic directed towards the protected services. Second, we demon-
strate that ModSecurity is significantly vulnerable to adversarial
SQLi attacks that consist of slightly manipulating the malicious
SQLi samples to evade detection, without breaking their intrusive
functionality. To this end, we optimize adversarially-manipulated
SQLi attacks against ModSecurity using a well-known black-box
fuzzer, named WAF-A-MoLE [12], and experiment on a publicly-
available dataset [12] consisting of more than 700, 000 legitimate
and malicious samples. We refer the reader to Sect. 4.2 for the results
of this empirical evaluation.

To overcome the aforementioned limitations, we propose a twofold
approach, presented in Figure 1 and detailed in Sect. 3. The main un-
derlying idea of our approach is to leverage machine learning (ML)
to improve ModSecurity. In particular, our first contribution here
amounts to training machine-learning models using the CRS rules
as input features, which enables learning a model that inherently
depends on the traffic directed towards the protected web services.
In this way, we show that it is possible to improve the trade-off
between detection and false positive rates, improving the overall
performance of the ModSecurity WAF. Our second contribution
aims to improve robustness against adversarial SQLi payloads. To
this end, we define a custom adversarial training approach that in-
corporates knowledge of state-of-the-art SQLi manipulations when
training our learning-based ModSecurity WAF. We will show that
the resulting model, named AdvModSec, provides an unprecedented
level of robustness against adversarial SQLi attacks. By inspecting
the trained AdvModSec model and its predictions, we further pro-
vide a thorough understanding of why AdvModSec exhibits such a
high level of adversarial robustness.

We validate our approach through an extensive experimental
analysis (Sect. 4), showing that AdvModSec does not only increase
the detection rate against SQLi attacks by 21% with respect to
ModSecurity, but that it also improves its adversarial robustness up
to 42%. Furthermore, we also show that AdvModSec is significantly
(25%) more robust than other machine-learning models built on the
CRS rules without adversarial training.

To summarize, we provide the following main contributions:
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(1) we show that the ModSecurity WAF can be largely ineffec-
tive as (i) it does not build any model of the traffic observed
by the protected web services, causing many false alarms,
and (ii) it can be easily bypassed by adversarial SQLi attacks;

(2) we overcome these limitations by proposing AdvModSec,
an ML-based approach that improves (i) the trade-off be-
tween detection and false positive rates, and (ii) robustness
to adversarial SQLi attacks via adversarial training.

We conclude the paper by discussing related work (Sect. 5), and
the limitations of our approach, along with promising future re-
search directions (Sect. 6). We firmly believe that the results re-
ported in this paper will pave the way towards inspiring novel
research directions aimed at strengthening classical rule-based so-
lutions with machine learning-based approaches, filling the gap
between these two worlds.

2 BACKGROUND

We provide here an overview of SQLi attacks and introduce the
OWASP Core Rule Set (CRS) project along with the SQLi rules in-
cluded in the CRS to detect them. We then describe how to generate
adversarial SQLi attacks to bypass WAFs by fuzzing them.

2.1 SQL Injection

SQLi is one of the most harmful web attack techniques, in which
attackers can modify the original behavior of the application to
retrieve sensitive information from the database, modify data with-
out authorization, or even execute privileged operations on the
database [4]. This can be achieved via specific SQL code fragments
that are passed in the original request. If the application does not
sanitize the user-provided input, and it simply concatenates it with
the rest of the query, the SQL fragment is interpreted as if it were
part of the original SQL command.

The login form of a web application is a paradigmatic example.
The user’s credentials are provided in two input fields (e.g., $user
and $passwd) and sent along with the HTTP request. The creden-
tials could then be checked server-side via a database query, as
shown in Listing 1.
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SELECT * FROM users WHERE username = '$user'
AND password = '$passwd’

Listing 1: Example of SQL query vulnerable to SQL injection.

However, malicious users could inject SQL fragments in the
$user parameter, e.g., "admin'-- ". As shown in Listing 2, this
comments out the portion of the original SQL query that checks
for a valid password, leading to a successful SQLi attack, i.e., the
login is performed only using a valid username, without requiring
the password.

SELECT * FROM users WHERE username = 'admin'

' ' '

-- AND password = 'x

Listing 2: Example of SQL injection attack targeting the SQL
query of Listing 1.

2.2 OWASP CRS Project

The Open Web Application Security Project (OWASP) Core Rule
Set (CRS) project [31] is one of the most popular open-source sets of
web attack detection rules targeting OWASP Top 10 security risks
[30]. It is the reference rule set of several open-source WAF engines
like ModSecurity [15] and Coraza!. It is also adopted in more than
ten commercial solutions such as Google Cloud Armor, Microsoft
Azure, Amazon Web Services (AWS) and Cloudflare WAFs [33].
Detection Rules. Rules included in CRS are implemented via reg-
ular expressions (regex). In the example of Listing 3, the regex (i.e.,
the string following @rx in line #1) captures several patterns of
comments commonly used in SQLi attacks such as ";--", "-- ", etc.
Moreover, each rule is identified through a unique identifier (id in
line #2) that, in the considered example, is 942440. It also indicates
the attack type detected by the rule. For instance, all the rules start-
ing with 942 target SQLi attacks [35]. Finally, among all the other
attributes shown in Listing 3, it is worth mentioning the Paranoia
Level (line #7) and severity level (line #9) that is linked to the anom-
aly scoring mechanism adopted by CRS. Both are described in the
following.

Paranoia Level. The Paranoia Level (PL) [34] is a configuration
parameter used to select which rules are enabled to analyze the
HTTP requests. CRS includes four PLs (PL1 - PL4) and each rule
is assigned to a specific PL. For instance, rule in Listing 3 belongs
to PL2 (line #7). Specifically, rules are grouped together by PL in
a nested way: when setting a certain PL, it enables all the rules
assigned to this PL as well as those assigned to lower PLs. For
instance, PL3 enables all the rules related to such PL, as well as
those assigned to PL1 and PL2. Consequently, setting PL4 will
enable all the rules.

Not surprisingly, SQLi is the vulnerability class that received
more attention from CRS and counts 49 rules (over a total of 249)
grouped by PL as follows (see outer ring of Figure 2): 16 (33%)
related to PL1, 24 (49%) belonging to PL2, while 7 (14%) and 2 (4%)
related to PL3 and PL4, respectively.

!https://coraza.io
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Anomaly Scoring. Each detection rule is heuristically assigned
with a severity level, a positive integer value that quantifies how
menacing a captured request is [32]. To compute a decision, Mod-
Security applies the rules on incoming requests, and it sums all
the severity levels of all the matches. If such a summation exceeds
a threshold, the incoming request is flagged as malicious. In CRS
there are four severity levels: CRITICAL (5), ERROR (4), WARNING
(3) and NOTICE (2). For instance, the severity level of the rule in
Listing 3 is CRITICAL (line #9), which means that its contribution
to the anomaly score is equal to 5 (line #10).

As for the distribution of SQLi rules’ weights (see Figure 2), 42

(86%) rules have weight set to 5 (CRITICAL), while the 7 (14%)
remaining ones are weighted 3 (WARNING).
Limitations. Even if the severity level of the detection rules is
assigned by domain experts, such process remains purely heuristic.
We will show in Sect. 4 that this strategy tends indeed to produce a
largely sub-optimal trade-off between the detection rate and the
false alarm rate exhibited by the ModSecurity WAF.

/7 PL1

‘.\
" 14%
)
x PL3

mmm WARNING (3) ]

49%
(24)

PL2

mmm CRITICAL (5)

Figure 2: Analysis of the distribution of the SQLi rules by PL
and severity level (i.e., weight).

2.3 Adversarial SQLi Attacks against WAFs

In the context of WAFs, the problem of finding SQLAi attacks that are
able to bypass the target WAF is adversarial in nature. Therefore, it is
reasonable to expect that attackers may manipulate the source SQLi
attack sample to evade detection, while preserving its malicious
functionality [12, 20]. For instance, the SQLi rule (942440) of CRS
reported in Listing 3 can detect the SQLi attack shown in Listing 2.
However, by just carefully inserting a white space character (' ")
in the original attack (cf. line #1 of Listing 4), we can generate a
new semantically-equivalent SQLi attack (cf. line #2 of Listing 4)
that can evade the 942440 rule.

WAF-a-MoLE. In this work, we use the state-of-the-art, open-
source SQLi fuzzer known as WAF-A-MoLE [12]. It encompasses
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1 SecRule REQUEST_COOKIES|!REQUEST_COOKIES:/__utm/|!REQUEST_COOKIES:/_pk_ref/|REQUEST_COOKIES_NAMES|ARGS_NAMES|ARGS|XML:/* "@rx

"id:942440,
block,
msg:'SQL Comment Sequence Detected',

tag:'attack-sqli '

tag: 'paranoia-level/2',
ver:'OWASP_CRS/3.3.4"',
severity:'CRITICAL',

[ N I - T NN}

U

logdata: 'Matched Data: %{TX.0} found within %{MATCHED_VAR_NAME}

setvar:'tx.anomaly_score_pl2=+%{tx.critical_anomaly_score}',
setvar:'tx.sql_injection_score=+%{tx.critical_anomaly_score}"'"

C2/\FP2 N/ L5 == 1 ==I\Ns\rAn\V\f T [ --[*=T%2- | [*&-T#.%?[\s\r\n\v\fJ|;?\\x00)"

%{MATCHED_VAR}',

Listing 3: Excerpt of a SQLi detection rule (942440) of CRS. It detects patterns of comments commonly used in SQLi attacks.

1 |admin' OR 1=1;--"
admin' OR 1=1; --'

Listing 4: Example of SQLi payload (line #1) that is detected
by 942440 SQLi rule (see Listing 3) and adversarially-
manipulated one (line #2) to evade such rule.

many of the known manipulation techniques used to craft adver-
sarial SQLi attacks against ML-based WAFs. In particular, it adopts
a guided mutational fuzz testing algorithm [45] that works as fol-
lows. Starting from a given SQLI attack that is correctly classified as
malicious by the target WAF, it randomly applies a set of semantic-
preserving mutation operators in order to generate new mutated
SQLi attacks, which are evaluated by the WAF and ranked using
the confidence score returned by the WAF. The best among them is
used for generating newly-mutated payloads during the next round.
The above steps are repeated until the confidence score of the best
payload found so far is lower than a given threshold or when a stop
condition is met (i.e., the maximum number of rounds or queries to
the target WAF is reached).

In this work, we will use WAF-A-MoLE not only to show that
ModSecurity can be bypassed by adversarial SQLi attacks, but also
to show how adversarial robustness of ML-based WAFs can be
significantly improved.

3 ADVERSARIAL MODSECURITY

This section describes in detail the main contributions of our work.
Specifically, we present AdvModSec, our novel methodology (see
Figure 1) for training a robust ML classifier on the CRS rules. Adv-
ModSec executes two consecutive phases. In the former, we train
machine-learning models on a feature space defined by the CRS
rules of the vanilla ModSecurity. For this reason, from now on we
refer to such models as MLModSec.

In the latter, our methodology implements a novel adversarial
training approach that leverages a state-of-the-art SQLi fuzzer in
order to improve the robustness of MLModSec against adversar-
ial SQLi attacks. Such adversarially-trained models are the final
outcome of our methodology.

3.1 MLModSec: ML for ModSecurity

To surpass the shortcoming of manually-tuned severity levels, while
keeping the predictive power of the CRS rules, we construct a
feature space based on these rules, and we train machine-learning
models on it. Hence, MLModSec comprises two components: (i) a
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feature extraction phase that encodes the CRS rules triggered by
the input samples (i.e., SQL queries) into a vector representation,
and (ii) a machine-learning model that learns how to combine the
CRS rules to minimize the classification error.

Detection Rules as Features. The input space is represented
by SQL queries that need to be classified as malicious or benign
by a machine-learning classifier. Each SQL query is a string of
readable characters, represented as z € Z, being Z the space of
all possible queries. Let D be the set of selected SQLi rules from
CRS, and d = |D| its cardinality. We denote with ¢ : Z — X a
function that maps a SQL query z to a d-dimensional feature vector
x = (x1,...,x4) € X = {0,1}9, where each feature is set to 1 if the
corresponding SQLi rule has been triggered by the SQL query z,
and 0 otherwise.

0 942160

1 942170
x=¢(z) |-

1 942420

0 942431

Figure 3: Feature encoding approach adopted in our work to
represent a SQL query z into a vector x.

A SQL query encoded in feature space may thus look like Figure 3,

where SQLi rules are represented by their ID like 942160. We want
to remark that, even if in this paper we focus on SQL queries, this
feature representation can be built on top of every family of rules
contained inside the CRS.
ModSecurity as a Linear Classifier. We show here that ModSe-
curity indeed works as a linear classifier, with fixed hard-coded
parameters. Let w be the vector containing the severity levels for
each detection rule, and b the value of the threshold (with negative
sign) used to determine the maliciousness of input samples. Hence,
given an input SQL query z, ModSecurity compute the following
score: f : Z — [0,1], f(x) =wix +b > 0, where x = ¢(z) is the
feature-vector representation of the input as described in Figure 3.
The main limitation of this approach stands in the choice of w,
whose entries are fixed and they do not capture the real distribu-
tion of data. Hence, we now show how these parameters can be
learned by leveraging machine-learning models in order to improve
performance.
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Optimal Combination of CRS Rules with ML. To optimally tune
the contribution of the SQLi rules towards effectively classifying
the input requests we leverage two different machine-learning
algorithms on the feature representation defined above: a linear
Support Vector Machine (SVM), and a non-linear Random Forest
(RF) classifier. Nevertheless, we remark that our methodology can
be applied to any machine-learning classifier.

Linear SVM. The SVM classifier [10, 43] is a linear function trained
to maximize the distance (i.e. margin) between the different classes
of the input training data. It can be written as f : X — R, f(x) =
w!x+b, where, in our case, x = ¢(z) is the SQL query in the feature
space, whilew € RY denotes the vector of weights that in our case
corresponds to the SQLi rules’ weights, and b is the bias term. Unlike
ModSecurity, the SVM learns its weights at training time, adapting
them to the real traffic of the web application to defend. Ideally, such
optimized weights can be directly used within the ModSecurity
equipped with CRS, without any computational overhead at test
time, providing a better, well-crafted model to protect our target
web services (i.e., being trained specifically to classify correctly the
incoming traffic directed towards them).

Random Forest. If, on the one hand, linear models have several practi-
cal advantages such as explainability, simplicity and computational
efficiency, on the other hand, they may exhibit lower classification
accuracy on data that is not inherently linearly separable, or when
features are not independent of each other [28]. For such reasons,
we also consider here a non-linear model, i.e., the RF algorithm,
which is also well-renowned for its computational efficiency both at
training and at test time. In particular, RF is a tree-based ensemble
learning algorithm, where each tree is trained on random features
in order to increase the generalization power and reduce the vari-
ance in the individual trees’ output [8, 11]. The final prediction
is calculated by a majority prediction vote of the decision trees
or by averaging the predictions of all the trees. It is characterized
by several advantages, including robustness to outliers, scalability
and efficiency on high-dimensional input spaces since they can be
implemented in parallel.

3.2 AdvModSec: adding Adversarial Training

As machine-learning models exhibit vulnerabilities to minimal
input changes, adversarial training stands out to be capable of
withstanding evasion attacks [7, 26]. This technique integrates the
computation of adversarial examples at training time, thus giving
the model the possibility of knowing in advance evasive patterns
that could be computed at test time. However, adversarial train-
ing mostly works in domains like object detection and recogni-
tion, where images can be manipulated with additive perturbations.
Hence, we are the first to bridge the gap, by proposing an adversar-
ial training strategy that leverages state-of-the-art manipulations
of SQL queries through WAF-A-MoLE. Formally, our methodology
consists in optimizing the following min-max objective:

min max ZSL(f(sb(h(z; 8)).4:6). M
FATS

where S is a dataset including the pairs (z,y), z is an input SQL
query and y is its true label. The function h : Z X M — Z (being
M the set of operators included in WAF-A-MoLE) transforms an
input SQLi payload z into a new semantically-equivalent SQLi
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Algorithm 1: Adversarial training of AdvModSec with
WAF-A-MoLE
Input :7 = (Z,Y), training set with SQL queries;
f, the target ML model to train;
N, number of adversarial examples to generate
Output: f*, the re-trained model
1 Z’ « random_sampling_attacks(Z, N)
2 forzin Z’
3 z* « WAF-A-MoLE(z, f)
s ZeZUu{Zh Y<Yuil}
5 f* « train(f,Z,Y)

6 return f*

query through a sequence of functionality-preserving mutation
functions specified in § used in WAF-A-MoLE. The loss function
L:RxY — R, parameterized with 6 measures how likely an input
sample is classified as SQLi payload, by comparing the output of
the model f(¢(h(z;5))) to the real class label y = 1 of malicious
samples. Lastly, ¢ : Z — X is the feature extraction function, that
maps input SQL queries to the CRS rules they trigger as detailed in
subsection 3.1.

In the classical definition, adversarial training computes evasive
samples through gradient-based techniques, as both the manipu-
lations and the model to harden are differentiable. The methodol-
ogy we propose differs from such formulation since we deal with
non-differentiable objects. Hence, we rely on a gradient-free, a.k.a.
black-box, approach, and we detail how to apply our adversarial
training procedure in algorithm 1. Given a dataset Z of benign
queries and SQLi attacks, we first create a new set (Z’) by ran-
domly sampling a given amount of SQLi samples from the training
dataset (line 4). Then, for each payload of this newly created set, we
use WAF-A-MoLE (subsection 2.3) to generate the corresponding
adversarial example (line 3) and add it to the training dataset along
with its label (line 4). Finally, the model is re-trained on the new
training set that includes the adversarial SQLi payloads (line 5).

We would like to point out that although adversarial training and
WAF-A-MoLE are not novel on their own, none has ever proposed
to use them jointly and we are also the first to apply them in the
web security domain and to show that adversarial SQLi examples
generated in the problem space [37] can be effectively employed to
successfully harden ML-based WAFs. Moreover, our approach is
completely different from the case of image classifiers, where adver-
sarial training is not sufficient to achieve high levels of robustness,
and adversarial examples are still an open issue.

4 EXPERIMENTAL ANALYSIS

In this section, we detail the three experiments that we run to
support the contributions of our methodology. Specifically, we first
evaluate the detection capabilities of the vanilla ModSecurity (see
subsection 4.2) showing that, due to its naive approach of combining
the CRS rules based on manually-assigned weights, which does
not take into account the benign traffic, it achieves a very low
detection rate (~70% at 1% FPR in the best case) and it is significantly
vulnerable to adversarial SQLi attacks (~55 % detection rate at
1% FPR on the best configuration). Second, we empirically show
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that the ML-based tuning adopted by MLModSec allows to fill
the gaps of the vanilla ModSecurity by significantly enhancing its
detection rate up to 21% (see subsection 4.3). Third, we present the
results of our novel adversarial training approach of AdvModSec
demonstrating that it significantly improves the robustness of the
vanilla ModSecurity by 42%, while it is 25% more robust than its non-
hardened counterpart (see subsection 4.4). The overall experimental
setup is discussed in subsection 4.1.

4.1 Experimental Setup

We now describe the setup underlying our experimental analysis,
conducted on an Ubuntu 18.04.6 LTS server equipped with an Intel
Xeon E7-8880 CPU (16 cores) and 64 GB of RAM.

Dataset. We adopt the same dataset? used by Demetrio et al. [12],
consisting of 393,629 malicious and 345,199 benign SQL queries. As
for the dataset collection, it is worth noting that although it does
not reflect a real-world scenario, it is, according to our knowledge,
the most recent and comprehensive dataset for training machine-
learning models for SQLi detection. Specifically, the benign samples
have been generated from a restricted SQL grammar, while mali-
cious ones are generated using state-of-the-art web security testing
tools such as sqlmap and OWASP ZAP [12]. We use it to build the
following sub-datasets for training and evaluating the performance
of ModSecurity and our models.

Training set (train). This dataset is composed of 20,000 samples
by random sampling them from the original dataset, keeping the
balance between the two classes. Thus, it contains 10,000 benign
and 10,000 SQLi queries.

Test set (test). This dataset contains 4,000 samples chosen ran-
domly from the original dataset, where 2,000 are benign queries,
while the other 2,000 are SQLi queries. This dataset has no inter-
section with the training set mentioned before, and we use it to
evaluate the performances of our target WAFs, i.e. vanilla ModSe-
curity, MLModSec and AdvModSec, at different PLs.

Adversarial training set. This dataset is built by randomly sampling

5,000 SQLi queries from the main training set (i.e., train), optimiz-
ing them using WAF-a-MoLE against a target WAF, and adding the
manipulated SQLi queries to the main training set for adversarial
training.

Adversarial test set (test-adv). This dataset is obtained by opti-
mizing the 2,000 SQLi queries from the test set (i.e., test) with
WAF-a-MoLE against each target WAF, while keeping the benign
samples unchanged. This dataset is used to evaluate the adversarial
robustness of the target WAFs. Finally, we would like to clarify
that, although using the same SQLi fuzzer (i.e., WAF-A-MoLE), the
adversarial examples generated for building the adversarial training
and test sets are different. They are also re-optimized against each
target model at test time, resulting in the application of different,
optimal manipulation strategies. Hence, the two sets are indepen-
dent, ensuring an unbiased evaluation. Using different SQLi fuzzers
may result in overestimated robustness values, given that they do
not optimize the manipulations as WAF-A-MoLE does, and many of
them only include a subset of the same adversarial manipulations
used by WAF-A-MoLE.

Zhttps://github.com/zangobot/wafamole_dataset

https://t.me/learningnets

Setup of ModSecurity. We implement the feature extractor de-
scribed in subsection 3.1 with the pymodsecurity v0.0.5 library,
that implements the Python bindings to interface with ModSecurity
v3.0.3. Since in this work we focus on detection of SQLi attacks, we
only enabled the SQLi rules* of CRS.

Setup of WAF-A-MoLE. We configure WAF-A-MoLE to minimize
the confidence score of the target model, by setting its threshold
parameter to zero, and to use a maximum of 2000 queries, which in
our experiments resulted to be sufficient to reach convergence when
optimizing the attacks. To efficiently query and test ModSecurity,
i.e., without running the attacks on an instance of the web server,
we extended WAF-A-MoLE by developing a dedicated interface that
uses the pymodsecurity Application Programming Interface (API).
MLModSec and AdvModSec with SVM and RF. We leverage the
scikit-learn v1.1.3 [36] implementation of SVM and RF to train both
MLModSec and AdvModSec, and we tune their hyperparameters us-
ing grid search [40] based on 5-fold cross-validation on the training
set, i.e.,, train. Hence, the training set is split into 5 folds, and each
model is trained and evaluated five times, each time using a different
fold as the validation set. The final model is selected based on the
average F1-score (defined as the harmonic mean of precision and
recall [40]) across these five evaluations. Specifically, as for MLMod-
Sec SVM, we tune the regularization parameter C, by considering 9
values: {1074,5-107%,1073,5-1073,1072,5-1072,1071,5-1071, 1.0},
while using the default values of the remaining parameters. We
train one SVM for each PL, and after the cross-validation, the best
parameters are C = 10~% as for PL1, while C = 1.0 as for the other
PLs. Instead, as for MLModSec RF, we tune the number of deci-
sion trees used by the algorithm, by looking into the following
values: {10, 40, 80, 160}, while using the default values of the re-
maining parameters. We train one RF for each PL, and after the
cross-validation, the optimal number of estimators is 10 for PL1,
while 160 for the other PLs. Regarding AdvModSec, we apply our
adversarial training procedure only for PL4 considering both SVM
and RF. The rationale behind this choice will be detailed in subsec-
tion 4.3, where we demonstrate that MLModSec models trained on
PL4 have better performances on the test set. Finally, we use the
same settings described above for estimating the best hyperparam-
eters of AdvModSec models.

4.2 Evaluation of ModSecurity

The first goal of our experimental analysis is understanding the pre-
dictive capability of the vanilla ModSecurity based on CRS. Rather
than focusing only on its default values, we experiment with it
over its entire configuration space, considering both the 4 differ-
ent PLs and the classification threshold that can be set in ModSe-
curity. Hence, for each PL, we compute the Receiver-Operating-
Characteristic (ROC) curve, which reports the True Positive Rate
(TPR, i.e., the fraction of correctly-detected malicious SQLi requests)
against the False Positive Rate (FPR, i.e., the fraction of wrongly-
classified legitimate requests) obtained by considering all possible
classification threshold values.

Shttps://github.com/pymodsecurity/pymodsecurity
“https://github.com/coreruleset/coreruleset/blob/v3.3/master/rules/REQUEST-942-
APPLICATION-ATTACK-SQLIconf
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Figure 4: ROC curves of vanilla ModSecurity (ModSec) and MLModSec (SVM and RF), evaluated on test and test-adv. Each
curve reports the average detection rate of SQLi attacks (i.e., the True Positive Rate) against the fraction of misclassified benign

SQL queries (i.e., the False Positive Rate).

We report our findings with blue lines in Figure 4, while in Table 1

we extrapolate the TPR values at 1% FPR. We have chosen to report
the results in Table 1 at 1% FPR because it is a reasonable value
commonly adopted in the literature [9, 13]. Nevertheless, the ROC
curves in Figure 4 already show the detection rates for each possible
operating point (i.e., value of FPR). So, our experiments already
report the results for any possible FPR value. We detail hereafter
the key findings of our evaluations of ModSecurity against both
the test set (test) and the adversarial test set (test-adv).
ModSecurity against the test set. The results of this first evalu-
ation are indicated with the blue solid lines of Figure 4. The ROC
curve of PL1 (default PL for ModSecurity) highlights its complete
inability in discriminating benign and malicious SQL queries (TPR
below 50% for all FPR below 50%). PL2 appears to be the best among
all the PLs, with a detection rate of 69.55% at 1% FPR. Lastly, the
ROC curves for both PL3 and PL4 are almost identical. This simply
indicates that the two extra SQLi rules of PL4 do not contribute to
improving the detection capabilities.
ModSecurity against the adversarial test set. The results on the
adversarial test set highlight a more alarming trend, thus clearly
showing that ModSecurity is not able to cope with adversarial
attacks. As shown by the blue dashed lines in Figure 4, regardless
the considered PL, the TPR drops to 55.55% when considering 1%
FPR (which is slightly better than random guessing).

While these findings are aligned with the recommendations of
the OWASP Foundation (stating that higher PLs usually lead to
more false positives [34]), ModSecurity with CRS is unable to really
defend applications and networks not only against already-known
attacks, but also against adversarial examples.

4.3 Evaluation of MLModSec

We now analyze the detection capabilities of MLModSec using both
SVM and RF trained on the feature set defined with the CRS rules
as described in Figure 3, by testing them against both the baseline
test set (test) and the adversarial one (test-adv).

MLModSec against the test set. We plot the ROC curves in Fig-
ure 4 using red and green solid lines. By comparing the results of
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these models with the respective ModSecurity counterpart, we can
conclude that the application of machine learning improves the
TPR for all PLs greater than 1. Specifically, considering the best
results reported in Table 1, the TPR at 1% FPR of the linear SVM is
18.65% higher than ModSecurity. As for the RF, the TPR at 1% FPR
is 25.8% higher than the vanilla ModSecurity. It is worth noting that,
for PL1, the trained ML models achieve similar results to the vanilla
ModSecurity. This confirms that, even by learning optimal weights,
rules enabled by PL1 are inappropriate to effectively discriminate
benign samples from malicious ones. Finally, we would like to re-
mark that, unlike the vanilla ModSecurity, all ML models achieve
the best detection rate with PL4 (even though they are only slightly
higher than those obtained for PL2). This result underlines that,
even when adding rules that may lead to more false positives, ML
models are able to tune the importance of each rule, thus achieving
a better trade-off between TPR and FPR.

MLModSec against the adversarial test set. As regards the ro-
bustness evaluation, both ML models suffer the presence of adver-
sarial attacks, as shown in Figure 4 (dashed red and green lines)
but they still outperform the detection capabilities of ModSecurity.
Specifically, considering the best results on the adversarial test set
reported in Table 1, the TPR at 1% FPR of the MLModSec linear
SVM / RF is 8.8% / 22.8% better than ModSecurity. Contrary to the
setup in absence of attacks, the best PL for this analysis is PL2.
This effect underlines that the adversarial SQL injections are able
to leverage rules of PL3 and PL4 to achieve evasion, by removing
detected patterns considered important at training time.

4.4 Evaluation of AdvModSec

As we notice that models trained on PL4 achieve better perfor-
mances in terms of TPR/FPR, we use this setting to re-train both
the linear SVM and RF versions of MLModSec. We then evaluate the
re-trained models of AdvModSec against the test and test-adv,
and plot the results in Figure 5 using light blue lines. Also, we report
the TPR of AdvModSec at 1% FPR as the last column of Table 1.
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PL1 PL2 PL3 PL4
Base AdvModSec

ModSec test 4295 69.55 60.25 60.25 -

vanilla test-adv 21.65 55.55 41.70 41.70 —

MLModSec test  42.25 81.21 82.52 82.52 82.02
SVM test-adv 20.70 60.45 58.20 57.85 70.40

MLModSec  test 4535 84.76 83.90 87.55 84.45
RF test-adv 21.70 68.25 63.00 63.00 78.95

Table 1: TPR at 1% FPR for ModSec and MLModSec (SVM
and RF) evaluated on the baseline (test) and adversarial
(test-adv) test sets. As for the ML models, it also reports
the results for AdvModSec at PL4. The best results for each
target WAF are in bold. RF achieves the best results by PL on
both test and test-adv.

Hereafter, we first discuss the performance of AdvModSec in
comparison with MLModSec (baseline ML models without adver-
sarial training). Overall, we observe that the robustness achieved
by AdvModSec clearly outperforms its non-hardened counterparts.
Then, we inspect deeply such a result and we provide a detailed
explanation.

AdvModSec against the test set. In absence of attacks, AdvMod-
Sec has comparable performances to its non-adversarially-trained
models MLModSec, exhibiting a small decrement in TPR (solid lines
in Figure 5). This is expected, as the adversarial training procedure
is making the problem harder to train, hence the model pays some
accuracy points to boost robustness.

AdvModSec against the adversarial test set. Over the adversarial
test set, AdvModSec outperforms its non-hardened counterparts,
reaching thus higher robustness (see the dashed lines of Figure 5). In
percentage, with a fixed threshold at 1% FPR, the linear AdvModSec
SVM improves the performance of its non-hardened counterpart by
21.7%, and AdvModSec RF by 25.3%. Furthermore, it is worth noting
that, the best AdvModSec (i.e., RF at PL4) is 42% more robust than
the best vanilla ModSecurity (PL2). Of course AdvModSec is still
vulnerable to new adversarial examples optimized against it, but
the decrement in performance is lower compared to the decrement
caused to the non-hardened models.

Robustness of AdvModSec explained. Here we explain why
AdvModSec achieves better robustness. To do so we consider the
behavior of the linear SVM model, before and after adversarial
training. Indeed, for a linear model, we can precisely compute how
much each feature contributed to the score by simply inspecting
the weights. As we want to understand if the model is relying on
rules that WAF-A-MoLE is avoiding or triggering, we first evaluate
which features are changed by the adversarial attack, by computing
the rule activation delta, i.e., Aa; = a; — a;. This captures the differ-
ence between the probability that the rule i is activated by standard
attacks and the probability that is activated by its adversarial coun-
terpart. Hence, if this quantity is positive / negative, it means that
WAF-A-MoLE is bypassing / activating the signature matched by
rule i, and if it is zero it means that WAF-A-MoLE has no effect on
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Figure 5: ROC curves for SVM and RF models of MLModSec
(yellow) and AdvModSec (light blue) at PL4, evaluated on
test (solid lines) and test-adv (dashed lines).

rule i. In theory, a robust classifier would attribute positive impor-
tance both to rules that are activated as side effects of attacks, thus
making the attack detectable, and to those that attacks are not able
to bypass, thus increasing the difficulty of achieving evasion.

With this scenario in mind, we analyze how each rule is affected
by the adversarial SQLI attacks generated through WAF-A-MoLE
(Figure 6), as well as how differently the baseline MLModSec SVM
and the AdvModSec SVM compute weights for each rule (Figure 7).
Specifically, in Figure 6 we plot the probability that a rule is active,
and we display how different the distribution for the malicious
(cyan) and adversarially-manipulated (yellow) queries are. When
the two distribution overlap, they are colored turquoise. Further-
more, we sort the rules by their value of Aa;, and we divide them
into three groups: rules whose matching signature is evaded by
WAF-A-MoLE (left), rules that WAF-A-MoLE is unable to affect
(center), and rules that are triggered only by adversarial attacks as
a side effect (right). The same approach is also adopted to sort the
weights learned by MLModSec and AdvModSec SVM, reported in
Figure 7.

We can already observe that more than one-third of the rules are
exploited by WAF-A-MoLE to avoid detection, as the first block has
a drop in the probability of being active. This is also confirmed by
Figure 7, where we can see that most of the positive weights (i.e., the
one that increases the scores towards the malicious class) assigned
by MLModSec (cyan) are all concentrated in the first group, which
is exactly the one leveraged by adversarial attacks. On the contrary,
AdvModSec (yellow) is more robust since it spreads the importance
on more rules, prioritizing the ones belonging to the second and
third groups, making attacks harder to land and more easy to detect.
Of course, in this analysis we focus on a linear model, which we
have shown in subsection 4.4 to still be weak against adversarial
attacks. Also, by looking at Figure 7, AdvModSec attributes negative
weights (i.e., decrease the score towards the benign class) to some
features of the first block, hence giving space to WAF-A-MoLE in
finding adversarial examples. On the other hand, AdvModSec RF is
more robust because its non-linearity induces correlation between
features, requiring the attacker to increase the number of affected
rules, and thus increasing robustness as shown in subsection 4.4.



Adversarial ModSecurity: Countering Adversarial SQL Injections with Robust Machine Learning

0.8 q

0.6 q

0.4 4

Activation probability

0.2 4

0.0 -

330
400
210
390
310
130
300
190
160
280
100
460
180
350
360
119
140
170
240
0O 15
&
O 250

[

[ adversarial
mmm malicious
|
= i
[
O O N O N O N NNO O O O 0 0 O 0 0o ~O0 OO
~N N N
ANRLAKBIITFTASITILLANLSTIASN
Rules

Figure 6: Activation probability of CRS rules on malicious (cyan) and adversarial (yellow) SQLi samples optimized against
MLModSec (SVM). The other color in the plot (turquoise), is given by the overlapping between the yellow and cyan bars. For the
sake of brevity and clarity, we only report the last three digits of the rule IDs on the x-axis since, for all the rules, the first three

digits are equal to 942.

0.44

0.31

W

0.2

Y

0.

b

Weight

0.0

[ AdvModSec (SVM)
 MLModSec (SVM)

-DE!IiI

510 1

Figure 7: Weight values learned by MLModSec SVM (cyan) and AdvModSec SVM (yellow). The additional color, i.e., turquoise, is
given by the overlapping of the yellow bars with the cyan ones. For brevity and clarity’s sake we only report the last three
digits of the rule IDs on the x-axis since, for all the rules, the first three digits are equal to 942.

5 RELATED WORK

If ModSecurity (and its CRS) has been targeted by previous studies,
its detection capabilities have been only partially evaluated. Specifi-
cally, [41, 42] considered the impact of the PL under different types
of web security threats. However, unlike our work, both of them
adopt a very limited number of attack samples (for instance, the
authors of [41] use only 27 samples) and do not provide a complete
analysis of the trade-off between TPR (True Positive Rate) and FPR
(False Positive Rate). Furthermore, none of them analyzed how the
detection capabilities change in an adversarial scenario (i.e., against
adversarially-manipulated attacks).
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Other papers go beyond that limitation and consider adversar-
ial SQLi attacks against ModSecurity by proposing different ap-
proaches based on machine learning [3] and Reinforcement Learn-
ing (RL) [18, 20, 44], fuzzing [12, 24], as well as heuristic search
algorithm like Monte Carlo Tree search [38]. However, either they
do not specify which PLs they targeted [3, 18, 24] for their analysis
or they just limit themselves to the default PL1 such as [20, 38].
In both cases, the results are thus just partial and do not explain
precisely why ModSecurity is failing and how it could be improved.

Indeed, according to our best knowledge, there is no work that
provides a thorough analysis of ModSecurity as we do in this paper
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(i.e., carefully evaluating the impact of its configuration settings
such as the PL). In addition, no previous work has investigated
the potentiality of adversarial training in this specific application
domain making us the first that propose an ML-based methodology
for effectively increasing the robustness of WAFs.

6 CONCLUSIONS AND FUTURE WORK

In this work we proposed AdvModSec, a novel methodology for
training ML classifiers using the CRS rules as input features to learn
how to optimally tune the severity levels (i.e., the weights) of CRS
rules on the traffic directed towards the protected web services,
hence achieving the best trade-off between detection rate and false
positive rate. Additionally, it also leverages a novel adversarial train-
ing methodology that incorporates knowledge of state-of-the-art
SQLi fuzzer and manipulations to counter the presence of adversar-
ial SQLIi attacks. Among the major findings, we empirically show
that AdvModSec improves the detection rate of the vanilla Mod-
Security by 21%, and its adversarial robustness up to 42%. Hence,
we can state that our methodology provides a first, concrete exam-
ple of how adversarial machine learning can be used to effectively
enhance the robustness of WAFs against adversarial attacks.

We envision several promising future developments to further
improve our work. First, our methodology has been evaluated on the
dataset released by Demetrio et al. [12]. This collection of queries
has not been captured from real-world network traffic, but they have
been generated using a grammar along with well-known attack
payloads from sqlmap [2, 6, 29] and OWASP ZAP [21, 27]. However,
as far as we know, is the most recent and comprehensive open-
source dataset including both benign and malicious SQLi samples.
Indeed, other public datasets available such as CSIC-2010 [17] and
ECML/PKDD 2007 [39] are outdated (i.e., do not include newly
discovered web attacks) and do not reflect the complexity of real-
world web applications [1, 5]. Furthermore, the synthetic dataset
used in our work is probably even more challenging than real data
since SQLi queries are generated by injecting malicious payloads
into legitimate queries, thus making the classification problem even
more challenging. While we are confident that such an artificial
setting does not impact the results of our methodology, it still
remains to be investigated what would happen in a real scenario,
with a real network to defend.

Secondly, even though in this work we target only one type of
web attack, i.e., SQLi, our methodology is general enough to tackle
other web threats like XSS. Hence, as future work, we will start by
building both a dataset and new manipulations for other threats,
like XSS or remote code execution (RCE) attacks, and train one or
more hardened ML model that can spot them in the wild. These can
be accomplished by tuning AdvModSec accordingly, by increasing
the number of rules that we use inside the training pipeline.

Finally, we also see future developments in evaluating other
state-of-the-art ML-based WAFs. Indeed, even though in this work
we focus on ML classifiers based on CRS, we think that the same
promising results can be also obtained on more advanced models
such as Convolutional Neural Networks (CNN) [25], as well as
on different feature representation approaches [23]. This is also
true for a production-grade WAFs. Indeed, since, as discussed in
section 2, there are commercial solutions based on CRS, another
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interesting future extension of our approach may be to evaluate
them in terms of transferability [14] of adversarial SQLi attacks
optimized on ModSecurity.
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