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Abstract

Usage of Living off the Land Binaries (LOLBIns) by Advanced Persistent Threat
(APT) Actors has risen over recent years, culminating in a high-profile attack on United
States critical infrastructure. Current threat trends from Detection and Response vendors
have confirmed increased detection of LOLBIn techniques, which indirectly confirms
that enterprises are generally not prioritizing prevention against threat actors using such
methods. The availability of technology solutions does not warrant the lack of
prioritization by enterprises, as tooling is available through Windows via AppLocker,

Windows Defender Application Control rules, and supplemental vendor solutions.

While there is an adequate amount of modern research and active vendor engagement
in detecting LOLBIn usage, research on the prevention of LOLBIn usage in the
contemporary threat landscape needs to be improved. There is value in building upon
existing research work done on LOLBIn prevention to consolidate, expand on, and test
the effectiveness of these prevention controls as well as evaluate their useability if

applied to both technical and non-technical employee workstations.
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1. Introduction

LOLBIns has been known in the IT security community since at least 2018 (Moe,
2018). LOLBIns are trusted binaries that come pre-installed on an operating system (OS)
by default. The OS uses them to function normally. Abuse of these LOLBIns by threat
actors is increasingly attractive as they provide many benefits compared to traditional
malware. LOLBIns are naturally trusted by the OS and, as a result, bypass conventional
security tools. Malicious LOLBIn activity is sometimes difficult to distinguish from non-
malicious LOLBIn activity, and LOLBIn abuse does not require the download and

installation of any malware to the target computer.

Usage of LOLBIns by Advanced Persistent Threat (APT) Actors has been rising over
recent years (Barr-Smith et al., 2021), culminating in a high-profile attack on United
States critical infrastructure (Cybersecurity and Infrastructure Security Agency, 2023)
(United States and International Cybersecurity Authorities, 2023). Given that the holistic
use of LOLBIns by APTs is a relatively new tactic, enterprises should be aware of the
most common LOLBIn usage by APTs and understand how to adequately implement

preventative controls to adapt to this change in approach by threat actors.

1.1. Prevention Not Prioritized

Recent threat trends from Detection and Response vendors have confirmed increased
detection of LOLBIn techniques (Red Canary, 2023) (Mandiant, 2023). If Detection and
Response vendors are detecting threat actors increasingly using LOLBIn techniques, this
shows that enterprises are generally not prioritizing prevention against such methods.
There are tools available through Windows that provide mechanisms for enterprises to
prevent as well as detect these techniques. Some of these options include AppLocker,
Windows Defender Application Control rules, and supplemental vendor solutions
(Cottingham & Schell, 2023). Enterprises will continue to incur increased monetary and

operational costs from allowing LOLBIn usage to be managed through expensive
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Detection and Response vendors and workflows. Informed prevention strategies
significantly reduce the need for Detection and Response of this increasingly common

class of attack techniques.

1.2. Modern Research on Prevention Lacking

While there is an adequate amount of modern research (Mostafa, 2022) (Store, 2023)
and active vendor engagement in the detection of LOLBIn usage, research on the
prevention of LOLBIn usage in the modern threat landscape seems lacking. Some
historical analysis (Brown, 2020) on utilizing Windows prevention tooling through
AppLocker has been performed but was limited in the scope of LOLBIn techniques.
Encouragingly, modern research (Barr-Smith et al., 2021) on the most common LOLBIn
usage leveraged by APTs has been performed and corroborated through Detection and
Response vendor reports (Mandiant, 2023) (Red Canary, 2023).

1.3. Research Objective

Armed with this new research on the most prevalent LOLBIn usage, there is value in
building upon existing research work done on LOLBIn prevention to consolidate, expand
on, and test the effectiveness of these prevention controls as well as evaluate their

useability when applied to both technical and non-technical employee workstations.

2. Research Method

This research will focus on typical enterprise use cases. This focus will require
representing various user profiles within a standard enterprise. To balance the aspects of
research scope and applicability, testing was performed on the latest version of the
Windows 11 OS that will be supported for enterprise users the longest. Due to the
different use cases of this OS across enterprises, it was valuable to establish typical user
profiles for testing purposes. For example, a finance employee typically uses Microsoft
applications (e.g., Excel) and a web browser. They usually do not need an Integrated

Development Environment (e.g., Visual Studio). Conversely, a technical user may
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execute PowerShell scripts, require an Integrated Development Environment, and use an
SSH client (e.g., Putty).

2.1. Testing Environment

Windows 11 22H2 was used as the testing environment. There were three versions: a
base install, an install with typical non-technical employee applications, and an install
with typical technical employee applications. A matrix of identification codes that will be

used for each version and configuration combination in this research can be found in

Table 1 below.
Windows Version Base Install Non-Technical Technical
Employee Employee
Windows 11 Pro 11_Base 11_N_Tech 11_Tech
10.0.22631 22H2

Table 1: Identification Code for Each Testing Environment

2.2. Testing Procedure

Each identified LOLBIn will be executed on each OS to confirm successful
exploitation. The variable that will be modified is the implementation of specific
preventative controls via AppLocker and Windows Defender Application Controls rules
to evaluate the effectiveness of the defense in preventing the LOLBIn execution. Further,
typical work tasks will be conducted with typical workstation applications to assess if the
performance of any task is impaired due to the preventative controls that have been

implemented.

2.2.1. Identifying Top LOLBIns
Recent studies of malware samples and incident response data from various threat

actors have recently been performed to substantiate the claim that LOLBIns are
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increasingly being leveraged to have a more significant impact. Incident response data
was a valuable resource demonstrating how common LOLBIn usage by threat actors is in
achieving impact on enterprises. Red Canary’s 2023 analysis found the top LOLBins in

incidents they detected and responded to, as listed in Table 2 below.

) Percentage of
LOLBIn o
Organizations Affected
Cmd.exe 33.3%
Powershell.exe 36.4%
Wmic.exe 12.4%
Rundll32.exe 14.6%

Table 2: 2023 Red Canary Data on LOLBIn Usage

Additional research has been performed by analyzing malware samples to identify
the frequency of LOLBIn usage being employed by threat actors. This research
concluded that LOLBIns were used 26.26% by APTs in their malware samples (Barr-
Smith et al., 2021). The most frequently used LOLBIins by APTs from this study’s dataset
of over 3 million malware samples showed some overlap with Table 2 results and

identified additional LOLBins to consider.

Percentage of APT Percentage of APT
LOLBIn Malware Samples LOLBIn Malware Samples
Containing LOLBIn Containing LOLBInN
Ping 25.96% Net 4.05%
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Rundll32 12.01% Tasklist 2.53%
Reg 11.16% Ipconfig 2.47%
Wscript 10.22% Expand 2.32%
Xcopy 6.42% Systeminfo 2.16%

Table 3. IEEE Malware LOLBIn Research

In addition to vendor and academic research, governmental agencies have
researched and reported on APT usage of LOLBIns. Governmental advisories on APT
activity in 2023 showed an apparent prominence of LOLBIn usage, particularly during
highly impactful campaigns (United States and International Cybersecurity Authorities,
2023). This additional source of information reiterated many of the previously identified
LOLBIns from vendor and academic sources. Table 4 below represents the complete set

of LOLBInNs that will be considered during this research.

LOLBIn
Ping Cmd
RundlI32 Powershell
Reg Wmic
Wscript Tasklist
Xcopy Ipconfig
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Net Expand

Systeminfo

Table 4. Most Common LOLBIns Used by APTs Used in This Research

2.2.2. Configuration of Testing Environments

There will be two testing environments that will be configured after base installation:
11 N _Techand 11 Tech. 11 _N_Tech will have traditional thick-client Windows
applications installed that are the most common workplace utilities on a Windows OS:
the Windows Office Suite. 11_Tech will have thick-client applications installed that
technical users would typically require to perform administrative tasks, develop code in
various languages, and run container images. Applications that are usually required for

these tasks, which will be installed on 11_Tech, are Visual Studio, Docker, and Putty.

3. Findings and Discussion

3.1. Windows Defender Application Control (WDAC) and
AppLocker

WDAC is a security feature introduced in Windows 10 and available in Windows 11.
It provides the user with code integrity policy options to restrict what code can run in
both user-mode and kernel-mode. It is the preferred solution for typical application
control on a Windows host and is currently receiving feature and security updates from

Microsoft.

AppLocker is the predecessor to WDAC and is still available for use in Windows 11.
Although it is not receiving any feature updates from Microsoft, it still receives security
updates. AppLocker is used for granular application control on a Windows host and can
permit an allow-list approach of only permitting pre-identified binaries to execute or a

deny-list approach of allowing all binaries to run except pre-identified ones.
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3.2. Application Control Strategy for WDAC and AppLocker
Microsoft reinforces in its application control documentation that WDAC and
AppLocker should be used as complementary tools. As WDAC was Microsoft’s latest
and preferred application control tool, initial research on LOLBIn prevention strategies
began with WDAC configuration. WDAC policies are more robust and intelligent than
AppLocker equivalents, providing application control based on traditional binary hashes,
publisher signatures, or binary paths. However, it also provides for application control
through the current binary reputation as determined by Microsoft’s Intelligent Security
Graph and the identity of the binary installer. WDAC policies can be deployed through
PowerShell or the WDAC Wizard (jsuther1974 & vinaypamnani-msft, 2023). The design
of WDAC policies is based on a “circle of trust” unique to each enterprise’s business
requirements. Microsoft created several examples of base policies to serve as a starting
point for organizations implementing WDAC, which are more easily accessible and
implemented through the WDAC Wizard. WDAC also allows for the creation of
Supplemental Policies that extend on the Base Policy for specific use cases that might be

different across user profiles in an enterprise.

The initial configuration of WDAC policies for testing LOLBIns led to the conclusion
that WDAC is not natively designed as a preventative control for LOLBIns. By default,
almost all the base policies created by Microsoft trust all Windows binaries included with
a new OS install. These are the very binaries that are increasingly abused by APTs that
this research seeks to build preventative policies to control. This preference is
demonstrated abstractly through the WDAC Wizard policy options, which all inherently

include Windows binaries in their “circle of trust.”
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Figure 1. WDAC Default Policies Inherently Trust All Windows OS Binaries

WDAC does offer the ability to create custom block-list rules for pre-identified

binaries based on traditional attributes like hash, publisher, or file path. However, a test
of using the “Default Windows Mode” WDAC policy with a single deny rule for the hash
of a known LOLBIn like “ping.exe” did not result in blocking the execution of that binary

at the command line, as shown in Figure 2.
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This XML file does not appear to have any style information associated with 1t. The document tree

<5iPolicy xmlns:xsd="http://www.w3.org/2001/XMLSchema"” xmlns:xsi="http://www.w3.org/ 208!
<VersionEx»10.9.8.8</VersionEx>
<PlatformID»>{2EB7F7E4-194C-4020-B7C9-6F44A6C5A234 }</PlatformID>
<PolicyID»{2F891B43-88AC-4583-850B-76F7CD2BAB38}«/PolicyID>
<BasePolicyID»{2F891B43-88AC-4583-850B-76F7CD2BAB38}«</BasePolicyID>
<Rules>

<Rule>
<Option>Enabled:Unsigned System Integrity Policy</Option:

</Rule>

<Rule>
<Option>Enabled

</Rule>

<Rule>
<Option>Enabled

</Rule>

<Rule>
<Option>Enabled

</Rule>

<Rule>
<Option>Enabled

</Rule>

<Rule>
<Option>Enabled

</Rule>

<Rule>
<Option>Enabled

</Rule>

<Rule>
<Option>Enabled

</Rule>

<Rule>
<Option>Enabled

</Rule>

</Rules>
<EKUs>

<EKU

<EKU

<EKU

<EKU

<EKU

<EKU

<EKU

tAudit Mode</Option:

:Advanced Boot Options Menu</Option:

tUMCI</Option>

:Inherit Default Policy</Option:

:Update Policy Mo Reboot</Option:

:Dynamic Code Security</Option:

:Revoked Expired As Unsigned</Option:

:Allow Supplemental Policies</Option:

D_EKU_WINDOWS" Value="@10A2B@60184813237040306" FriendlyName=""/>

=="210A2B0601840182370A0315" FriendlyName=""/>

Microsoft Windows [Version 18.6.22631.2428]
(c) Microsoft Corporation. All rights reserved.

e 8.8.8.8

C:\Users\sans_>ping.
Pinging 8.8.8.8
Reply from
Reply from
Reply from
Reply from

with 32 bytes of data:
.8: bytes=32 time=19ms
: bytes=32 tim
bytes=32 time=18ms
bytes=32 time=19ms

TTL=127
TTL=127
TTL=127
TTL=127

o 0o o

P

Ping statistics for 8.8.8.8:

Packets: Sent = 4, Received = 4, Lost = @ (8% loss),
Approximate round trip times in milli-seconds:

Minimum = 18ms, Maximum = 26ms, Average = 19ms

C:\Users\sans_3|

="Windows Store EKU - 1.3.6.1.4.1.311.76.3.1 Windows Store"/>

010A2B2621840182374C8501" FriendlyName="Dynamic Code Generation EKU - 1.3.6.1.4.1.311.76.5.1"/>

<EKU AntiMalware EKU -1.3.6.1.4.1.311.76.11.1 "/
(EKUS
<FileRules>
<Deny ID="ID_DENY "C:\Windows'\System32\PING.EXE Hash Shal" Hash="E412643EFA110DA47E92CAGCE7192D1B74F5CA43" />
<Deny ID="ID_| "C:\Windows'\System32\PING.EXE Hash Sha256" Hash="59BFD317320064B813078234C04F630024DF540E275EEASCTA0993445BE872A3" />
<Deny ID="ID_| "C:\Windows'\System32\PING.EXE Hash Page Shal" Hash="8315C@116F6AGFED7B3319E13BB8869065ABEA4F" />
<Deny ID="ID_| "C:\Windows'\System32\PING.EXE Hash Page Sha256™ H E428479F7F129A70E@CFSASD1D38E2FBFBAERD34466%91560EF128FDBB2EAE3G4" />
<FileAttrib ID= ICY_1" FriendlyName="RefreshPolicy.exe FileAttribute” FileMame="RefreshPolicy.exe™ MinimumFileVersion="1@.8.19042.0"/>

TTileRuIEs

Figure 2. WDAC Default Windows Mode Policy with Ping.EXE Deny Rule Still Allowing

Ping.exe Execution

The root cause of the failure of this simplistic test was not identified during

variations of different WDAC policies, deny rules, and deployment methods. The most

likely reason for the ineffectiveness of configuring a WDAC policy to block a LOLBIn is

the design assumption of the tool to include Windows OS binaries in the “circle of trust”

by default. Configuring a tool like WDAC to intentionally contradict an apparent core
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design assumption like this leads to undue complexity and ineffectiveness. Further
evidence demonstrating the difficulty of leveraging WDAC for granular deny-list
application control is that the user can only implement deny-list rules in the Base Policy.
WDAC Supplemental Policies do not allow for the creation of deny-list rules. If an
enterprise wants to update its LOLBIn prevention deny-list, it must change the core Base
Policy that applies to all users, which does not allow the configuration of nuanced deny-

lists for different user profiles across the enterprise.

This result does not disqualify WDAC as an application control tool in a defense-
in-depth approach. It is the preferred method for application control and should be used
as part of a defense-in-depth strategy for application Control initiatives. WDAC is
valuable in establishing a baseline of what groups of applications should be trusted based
on various static and dynamic analysis options. However, AppLocker presents a unique
benefit, providing more granular control over blocking specific binaries already inside the
“circle of trust,” as determined by WDAC. Continuing with our previous example of
creating an application control policy to stop the execution of Ping.exe effectively, a
WDAC policy was established using the “Default Windows Mode” option and no other
configurations from the default. In addition, an AppLocker policy was configured to
specifically deny the execution of the file hash associated with the “ping.exe” binary.
Additional configuration to enforce the AppLocker deny rule required manually starting

the “AppIDSvc” service for the rules to take effect.
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group poli For more information, con

File
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Action  View Help

_ii!l Security Settings Action User Mame Condition  Exceptions
4 Account Policies % Allow  Everyone (Default Rule) All files located in the Pro... Path
2 :S;ac::::;:ender Erewall with Advd | A Allow  Everyone (Default Rule) Al files located in the Wi..  Path
" ;i . - o Allow BUILTINVAG...  (Default Rule) All files Path
= Net\-\lfork List I'\-l“la.nager Policies ®Den)r Everyone DENY_Ping.exe File Hash ]
| Public Key Policies =
| Software Restriction Policies
v [ ffplication Control Policies _ O %
w [1g Applocker Task Manager 2 Type a name, publisher, or...
) Executable Rules
EE Packaged app Rules ~ o
,g IP Security Policies on Local Compute B Name PID Description Status Group [
| Advanced Audit Policy Configuration A Aarsve Agent Activation Runtime Stopped AarsvcGroup
& harsvc_343e6 Agent Activation Runtime_343eé Stopped AarsvcGroup
- AJRouter Allloyn Router Service Stopped LocalService...
@ £ ALG Application Layer Gateway Service Stopped
[ i ApplDSve 3912 Application Identity Running LocaIService...]
ks = Appinfo 3144 Application Information Running netsvcs
S AppMgmt Application Management Stopped netswes
& AppReadiness App Readiness Stopped AppReadiness
L] £ AnnvClient Micrasaft Ann-v Client stonned

Figure 3. LOLBin “ping.exe’” Execution Blocked with AppLocker Deny Rule

This study implemented a complementary approach of WDAC and AppLocker
policies. WDAC defined broader allow-list policies. AppLocker determined granular
deny-list policies on specific LOLBIns inherently included in the WDAC allow-list

policies.
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3.3. 11 Base Testing Results

3.3.1. WDAC and AppLocker Executable Rules

A new Windows 11 OS was installed with no additional applications beyond what
comes by default. The WDAC policy was established at the “Default Windows Mode”
level, with all identified LOLBIns denied through AppLocker by their file hash. Of note
for the WMIC LOLBIN, two executable files must be included in the
blocklist: %SYSTEM32%\WBEM\WMIC.EXE and %SYSTEM32%\WMIC.EXE.

Evaluating this installation with these configurations encompassed two
parameters: if the configurations prevented usage of LOLBIns on the host and if the

host’s usability was impacted.

To determine the level of host usability impact, the following five everyday
activities that a user takes with a fresh install of a Windows OS were performed: installs
applications through the Microsoft Store, installs applications through a Web browser,
customizes the host, uses the media player, and creates/organizes files in the file system.
The usability score would be “No Impact” if all activities could be performed without
impact. The usability score would be “Impacted” if one or two activities were impacted.
If more than two activities were affected, the usability score would be “Severely

Impacted.”

Since the command prompt and PowerShell prompt were turned off through
AppLocker configuration, AppLocker deny rules were created for all but the command
prompt to assess if all other LOLBIns were successfully blocked. After this testing, the
deny command prompt rule was established to determine that this final LOLBIn was

blocked. Usability testing was then performed.

Usability testing with these WDAC and AppLocker configurations to deny
execution of all identified LOLBIns based on their hash for the pre-identified fresh install

activities is summarized in Table 5 below.
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Usability Activity Usability Impacted?

Installs applications through the Microsoft Store Impacted: Unable to open

Microsoft Store application.

Installs applications through a Web browser No Impact

Customizes the host Impacted: Unable to open

native Picture applications.

Uses the media player Impacted: Unable to play sound
or video files through any

default Windows applications.

Creates/organizes files in the file system Impacted: Unable to open
multiple default Windows
utilities like Notepad.

Table 5. 11 _Base Useability Results

Usability was Severely Impacted unexpectedly, whereas usage of default
Windows applications for traditional tasks was blocked. Log analysis was necessary to
determine what rules were blocking the usage of these standard, default Windows
applications. Any application blocked through AppLocker has logs generated describing
the reasons for blocking or allowing execution of specific binaries in the Event Viewer ->
Applications and Service Logs -> Microsoft -> Windows -> AppLocker. There are four
categories of AppLocker logs: EXE and DLL, MSI and Script, Packaged app-

Deployment, Packaged app-Execution as shown in Figure 4.
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@Event‘\."iewer
File Action View Help

&= x5 EE

Event Viewer (Local)
» L Custom Views
> l_ Windows Logs

w ﬁ[AppIications and Services Logs]
'.—| Hardware Events
'.—| Internet Explorer
G| Key Management Service

~ &
| AppV
| System

>
>
> [ User Experience Virtualization
| AAD
| All-User-Install- Agent
| Allloyn
| AppHost
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| Application Server-Applications
|_Application-Experience
= EXE and DLL
i=| M5! and Script
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Packaged app-Execution

Applocker

Name
EXE and DLL
M35l and Script
Packaged app-Deployment
Packaged app-Execution

Type

Operational
Operational
Operaticnal

Operational

Mumber of Events  Size

Figure 4. AppLocker Event View Log Location

Analysis of these logs showed the recurrence of Error 8027 in the Packaged app-

Execution location every time a default Windows application was prevented from

execution, as seen in Figure 5.
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2] Event Viewer (Local) Packaged app-Execution Mumber of events: 76
s [ Custom Views
5 !__ Windows Logs Level Date and Time Source
~ [ Applications and Services Legs 12/9/2023 7:54:22 PM Applocker 8027 MNone
é.—| Hardware Events '@' Error 12/9/2023 7:54:21 PM Applocker
{5 Internet Explorer '@' Errar 12/9/2023 7:54:21 PM Applocker
=] Key Management Service '@' Error 12/9/2023 7:5411 PM Applocker
v & Microsoft @ Error 12/9/2023 7:5407 PM Applocker
> [ Appv @ Error 12/9/2023 7:54:07 PM AppLocker
> L] System @ Error 12/9/2023 7:34:07 PM ApplLocker
> L User Bxperience Virtualization @Eror 12/9/2023 7:52:03 PM AppLocker
v | Windows e
> :—_ AAD Event 8027, Applocker
> | All-User-Install-Agent
> [ Allloyn General Details
s> ] AppHost
> [ ApplD I No packaged apps can be executed while Exe rules are being enforced and no Packaged app rules have been configured. I
> | ApplicabilityEngine
> [0 Application Server-Applications
» [ Application-Experience
v [ Applocker
=] EXEand DLL
=] MSI and Script
=| Packaged app-Deployment
[ | Packaged app-Execution ]

Figure 5. Event ID 8027 Blocking Execution of Default Windows Applications

As described, there is a requirement to configure Packaged app Rules to allow the
execution of these default Windows applications. This configuration can be performed
through the Local Security Policy tool and the Application Control Policies ->
AppLocker -> Packaged app Rules. Various methods exist to create rules to allow these
default Windows applications to execute. However, the most effective way for this use
case of a base install of Windows 11 is to right-click on “Packaged app Rules” and select

“Automatically Generate Rules” as seen in Figure 6.
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[ ———————————————————
T Security Settings
4 Account Policies

W W

o Local Policies

| Windows Defender Firewall with Advanced Security
| Metwork List Manager Policies

» || Public Key Policies

W

s || Software Restriction Policies
w [ | Application Control Policies
~ [T3 Applocker
» [ Executable Rules
> ﬁ Windows Installer Rules
5 [Z[ Script Rules
] [E Packaged app Rules]
) @ IP Security Policies on Loce Create Mew Rule...
» || Advanced Audit Policy Cor

Automnatically Generate Rules...

Create Default Rules
Yiew >
Export List...

Help

Figure 6. Automatically Generate Packaged app Rules

This method allows the usage of a Wizard to create these rules. For our testing
purposes, the “Generate rules for all packaged apps installed on this computer” was
selected, which allows a baseline of trusted packaged applications to be established at a
point in time. This baseline can be expanded as necessary in the future. However, an
overall recommendation is to establish a reasonable baseline of applications on a host by

user profile before generating these AppLocker packaged application rules.

3.3.2. WDAC, AppLocker Executable Rules, and AppLocker
Packaged app Rules
After these AppLocker Packaged app Rules were generated, the usability testing
of 11_Base was re-performed, with results in Table 6 below.
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Usability Activity

Usability Impacted?

Installs applications through the Microsoft Store

Impacted: Most applications

except Games were installed.

Installs applications through a Web browser No Impact
Customizes the host No Impact
Uses the media player No Impact
Creates/organizes files in the file system No Impact

Table 6. 11 _Base Useability Results

Usability was still considered Impacted. However, it was minimal compared to

previous testing without the Packaged app Rules. For some enterprises, the impact would

be beneficial as non-productivity applications like Games could not be downloaded even

through the Microsoft App Store. This result reiterates the first conclusion that a baseline

of acceptable user profile applications should be established before generating the

AppLocker Packaged app allow-list Rules.

In addition to useability testing, effectiveness testing was performed with these

application control configurations to prevent LOLBIn usage. The conclusions of 11_Base

testing are found in Table 7 below.

11 Base

LOLBIn Prevention Status

LOLBIn

11 _Base

Prevention Status
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Tasklist Successful Ping Successful
Ipconfig Successful Rundl132 Successful
Expand Successful Reg Successful
Systeminfo Successful Wscript Successful
Cmd.exe Successful Xcopy Successful
PowerShell Successful Net Successful
WMIC Successful

Table 7. 11 _Base LOLBIn Prevention Testing Results

3.4. 11 N Tech Testing Results

A new Windows 11 OS was installed with the Microsoft Office Suite. The WDAC
policy was established at the “Default Windows Mode” level with all identified LOLBins
denied through AppLocker by their file hash as well as the same AppLocker Packaged
app Rules that were configured for the 11 _Base with the addition of the Microsoft Office
Suite in the Packaged app Rules.

The same LOLBIn prevention and host usability testing was performed on
11 N_Tech. To determine the level of 11_N_Tech host usability impact, the following
five everyday activities that a typical non-technical user would use their Windows OS
during a regular business day were performed: using Outlook for email communication,
using virtual meeting software, using Teams for collaboration, document management on
the local file system as well as OneDrive and SharePoint, usage of Microsoft Excel and

PowerPoint for business administration tasks. The usability score would be “No Impact”
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if all activities could be performed without impact. The usability score would be

“Impacted” if one or two activities were impacted. If more than two activities were

impacted, the usability score would be “Severely Impacted.”

Like the 11_Base testing, since the command and PowerShell prompt were turned off

through AppLocker configuration, AppLocker deny rules for all but the command prompt

were created to test if all other LOLBIns were successfully blocked. After this testing, the

deny command prompt rule was established to test that this final LOLBIin was blocked.

Usability testing was then performed.

Usability testing with these WDAC and AppLocker configurations to deny execution

of all identified LOLBIns based on hash for the pre-identified 11_N_Tech activities is

summarized in Table 8 below.

Usability Activity

Usability Impacted?

administration tasks

Outlook for email communication No Impact
Virtual meeting software for audio/video/screen No Impact
sharing

Teams for collaboration No Impact
Document management on the local file system, as No Impact
well as OneDrive and SharePoint

Microsoft Excel and PowerPoint for business No Impact

Table 8. 11 N_Tech Useability Results
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Usability was not considered impacted. In addition to useability testing,

effectiveness testing was performed with these application control configurations to

prevent LOLBIn usage. The conclusions of 11_N_Tech LOLBIn prevention testing are

found in Table 9 below.

Table 9. 11 N_Tech LOLBIn Prevention Testing Results

3.5. 11 Tech Testing Results
A new Windows 11 OS was installed with standard utilities that technical employees

11_N_Tech 11 N_Tech
HoLein Prevention Status HoLEm Prevention Status
Tasklist Successful Ping Successful
Ipconfig Successful Rundl132 Successful
Expand Successful Reg Successful
Systeminfo Successful Wscript Successful
Cmd.exe Successful Xcopy Successful
PowerShell Successful Net Successful
WMIC Successful

would use in an enterprise. These applications included Visual Studio, Putty SSH client,
Docker, PowerShell/PowerShell ISE (already included), and Git. The WDAC policy was
established at the “Default Windows Mode” level with all identified LOLBins denied
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through AppLocker by their file hash as well as the same AppLocker Packaged app Rules
that were configured for the 11 _Base with the addition of the pre-identified technical user
applications in the Packaged app Rules. Since PowerShell was already identified as an
application that a technical enterprise user would use, 11_Tech testing did not block the

execution of PowerShell in AppLocker rules.

The same LOLBIn prevention and host usability testing was performed on 11_Tech.
To determine the level of 11_Tech host usability impact, the following five everyday
activities that a typical technical user would use the pre-identified applications on a
Windows OS for during a regular business day were performed: connecting to an SSH
server with an SSH client, write and compile code with an IDE, push code to a cloud
repository, write and execute a PowerShell script, download and run a Docker container.
The usability score would be “No Impact” if all activities could be performed without
impact. The usability score would be “Impacted” if one or two activities were impacted.
If more than two activities were impacted, the usability score would be “Severely

Impacted.”

Like the 11_Base and 11 _N_Tech testing, since the command prompt was turned off
through AppLocker configuration, AppLocker deny rules for all but the command prompt
were created to test if all other LOLBIns were successfully blocked. After this testing, the
deny command prompt rule was established to test that this final LOLBin was blocked.

Usability testing was then performed.

Usability testing with these WDAC and AppLocker configurations to deny execution
of all identified LOLBIns based on hash for the pre-identified 11_Tech activities is

summarized in Table 10 below.

Usability Activity Usability Impacted?
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Connect to an SSH server with an SSH client No Impact
Write and compile code with an IDE No Impact
Push code to a cloud repository No Impact
Write and execute a PowerShell script No Impact
Download and run a Docker container No Impact

Table 10. 11_Tech Useability Results

Usability was not considered Impacted. In addition to useability testing,

effectiveness testing was performed with these application control configurations to

prevent LOLBIn usage. The conclusions of 11_Tech testing are found in Table 11 below.

11_Tech 11 _Tech
HoLein Prevention Status HoLBin Prevention Status
Tasklist Successful Ping Successful
Ipconfig Successful Rundl132 Successful
Expand Successful Reg Successful
Systeminfo Successful Wscript Successful
Cmd.exe Successful Xcopy Successful
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PowerShell N/A Net Successful

WMIC Successful

Table 11. 11 _Tech LOLBIn Prevention Testing Results

4. Recommendations and Implications

This research demonstrates effective prevention of the most common LOLBIn
usage by technical and non-technical employees while maintaining the useability of a
Windows OS. These prevention controls are built into currently supported versions of
Windows and can be deployed through Group Policy configurations to various user

profiles across a common enterprise.

4.1. Recommendations for Practice
Two built-in Windows tools, WDAC and AppLocker, were used to achieve the
prevention results. This research identified nuances in using both tools that would be

valuable for professionals initially configuring these tools.

The WDAC tool is powerful and actively receiving new features and functionality
from Microsoft. WDAC policy development is a deep, technical topic that requires
nuance to deploy appropriately to organizations. Microsoft provides a detailed guide
(Jsuther1974 & vinaypamnani-msft, 2023) for planning, designing, creating, and
deploying WDAC policies to an organization. This guide should be followed when
considering WDAC as an application control solution, as it includes business and
technical recommendations that increase the likelihood of a successful WDAC
implementation. Finally, WDAC implementation is not a project with a defined
beginning and end; it is a continuous process that demands consistent evaluation and
configuration that aligns with how the internal enterprise and the external threat

landscape change.
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AppLocker is less powerful but more straightforward than the WDAC tool. The
difficulty with AppLocker is the proper initial configuration to have it operate as
designed. When configuring AppLocker, the enterprise should have a baseline of
acceptable applications for each defined user profile. Once this baseline of allowed
applications is installed on a baseline host for each user profile, the enterprise can
generate the baseline AppLocker Packaged app allow-list Rules to ensure the usability of
those applications. Additionally, the AppLocker LOLBIn deny-list rules are static and
may change with updates to the Windows OS. As such, testing the effectiveness of
AppLocker LOLBIn deny-list rules and Packaged app allow-list Rules should be
integrated into the testing procedures for new OS image updates distributed to enterprise
users. This testing will demonstrate if changes are needed to the AppLocker
configurations in future versions of the Windows OS. Finally, AppLocker rules are only
effective if the “AppIDSvc” service is running on the host. Therefore, monitoring each
host with AppLocker rules configured is necessary to ensure the rules operate effectively.
Whenever this service is turned off, it should be cause for investigation by the security

team.

Like other security tools, application control technologies should be part of a
broader defense-in-depth strategy. There are known bypasses for WDAC policies
(jsuther1974 & vinaypamnani-msft, 2023) as well as other LOLBIns that can be used to
achieve the same result as the most common LOLBins that were tested. The tested
application control technologies are intended to be a baseline configuration that prevents
the most common LOLBIn usage by APTs and should be supplemented based on the risk

tolerance, business objectives, and threat landscape uniquely affecting each enterprise.

4.2. Implications for Future Research
There is an opportunity for further research on this topic, as more needs to be
done in the public domain on modern-day application control approaches. The following

list the areas of opportunities that became most prominent during this research.
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The user profiles established for this research were simplistic and without deep
nuance. More than two user profiles should be selected for an enterprise of any material
size. Future application control research could investigate a broader set of user profiles
that can provide further refinement to application control configurations and useability

testing.

The testing environment compromised one version of Windows 11 with minor
differences in installed applications. Testing of other operating systems was outside the
scope of this research effort. The most likely candidates for further research include
Windows Domain Controllers and Windows Internet Information Services (11S) Servers,

commonly targeted and compromised by APTSs.

The useability testing criteria were established through personal experience.
However, there is an opportunity for defining broader and nuanced useability testing
criteria to evaluate further how effective these application control configurations are at
allowing expected behavior while disallowing LOLBIn usage. Additionally, other
useability testing tools are available in the public domain (Airlock Digital, 2023) that can
be used and expanded upon for more granular and expansive useability testing to meet

the goals of each enterprise’s application control approach.

5. Conclusion

LOLBIN usage by APTs has been increasingly identified by both the private
sector and governmental entities. Evidence from these intrusions shows that many current
enterprises still need to implement essential application controls to prevent the execution
of modern-day LOLBIns. Additionally, there needs to be more modern research on the
configuration, testing, and implementation of application control technologies. This
research shows that configuring and implementing application control policies through
built-in Windows tools can effectively prevent LOLBIn usage while also allowing for the

useability of the OS not to be materially impacted. However, application control should

Matthew Alan Vorhees, matthew.vorhees@gmail.com

https://t.me/learningnets



Prevention Strategies for Modern Living Off the Land Usage 27

be one of many security controls employed by an enterprise to achieve a resilient security
posture. A key learning from this research is that adequate planning is necessary before
application control deployment. Defining different user profiles that accurately represent
the enterprise’s groups of end users will help create nuanced application control

configurations that strive to balance useability and protection.
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