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Executive Summary

Goals

Cyber Threat Intelligence
Preparation

Adversary Emulation Plans
Exercise Execution

Results

Lessons Learned
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https://www.scythe.io/ptef

Executive Summary - Purple Team Exercise

e © week Purple Team Exercise - Assumed Breach scenario
e A Purple Team is a virtual team where the following teams work together:
o Cyber Threat Intelligence - team to research and provide adversary
behavior
o Red Team - offensive team in charge of emulating adversaries
o Blue Team - the defenders. Security Operations Center (SOC), Hunt Team,
Digital Forensics and Incident Response (DFIR), and/or Managed Security
Service Provides (MSSP)
e SCYTHE was hired to perform all 3 roles NMFTA
e S50 spend on new technology \ National Moter Fralght

Traffic Association, Inc.
o Only tuning current security controls
S VT”E https://t. me/lea@@tﬁONBORT
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Executive Summary - Cyber Threat Intelligence

e Week 1 - Baseline testing: synthetic malware execution and command and
control over HTTPS; ensure visibility and access to current controls

Week 2 - APT19: low sophistication Chinese threat actor

Week 3 - Buhtrap: medium sophistication Russian threat actor

Week 4 - APT33: medium sophistication Iranian threat actor

Week 5 - APT3: high sophistication Chinese threat actor

Week 6 - Free Play: red team plan based on situational awareness from
previous weeks. Tested for Active Directory, Microsoft Exchange, and lateral
movement

SOTHE
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Threat Detection is Hard

Uncertainty aka Attackers change
Improve Detection aka Alerting
Multi-Stage Detection aka Context  Applications

Devices

Networks

OWASP Top 10:

Data

Insufficient Logging & Monitoring

Users

DRSS Technology

Dependency

Identify

Protect Detect Respond Recover

https://owasp.org/www-project-cyber-defense-matrix/

https://medium.com/anton-on-security/on-threat-detection-uncertainty-7eac9b22adb6
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https://owasp.org/www-project-top-ten/2017/A10_2017-Insufficient_Logging%2526Monitoring
https://owasp.org/www-project-top-ten/2017/A10_2017-Insufficient_Logging%2526Monitoring

Executive Summary: Assumed Breach

Post-Access

Business Value

Access
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Executive Summary - Baseline

e 949% of Adversary Behavior was undetected Overall Score

e 3 test cases detected by current controls
e 1 test case blocked

Lower

Campaigns Aggregated 5
/ \ Test Cases Completed: 65
Baseline Result
Known threats have eskpAssapassed 4
the ability to achieve § Detected: 3
their objective without § Blocked: 1
\_ being detected - Test Cases Failed: 61 ot Detoctes
94%
| Not Detected: 61

s Y-I-” E Test Cases Not Completed: 0

https://tme/learringnets 0



Sysmon

System Monitor (Sysmon) is a persistent Windows system service and
device driver to monitor and log system activity to the Windows event log.

It provides detailed information about

, Sysmon v13.00
o proceSS Creatlons, 01/11/2021 « 14 minutes to read « § G +2
o n etWO r'k CO n n ection S, a nd By Mark Russinovich and Thomas Garnier

Published: January 11, 2021

e changes to file creation time.

g’ Download Sysmon (1.8 MB)

https://docs.microsoft.com/en-us/sysinternals/downloads/sysmon

S VT” E https://t. me/lea@@tﬁONBORT 10
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https://docs.microsoft.com/en-us/sysinternals/downloads/sysmon

Executive Summary - End State

e SO0 technology spend to achieve 64% detection rate
e Enabled telemetry (Sysmon)
e Created logic for alerts on = EVENT

4 End State Result )

Known threats will be
detected and
responded to before

\_ achieving objective .

SOTHE

Campaigns Aggregated
Test Cases Completed:

Test Cases Passed:

J| Detected:

Jl Blocked:

Test Cases Failed:

| Not Detected:

Test Cases Not Completed:

https://t.me/learningnets

To Be Determined:

69

45

44

24

24

Overall Score

Above Average

Not Detected
35%

Detected
64%




Goals and Objectives

“NMFTA seeks assistance in measuring the effectiveness of their network security threat
detection capabilities through a structured “Purple Team” exercise. This is the first purple
team exercise by the NMFTA and they would like to increase adversary sophistication
throughout the exercise.”

|dentify adversaries with the opportunity, intent, and capability to attack
Consume Cyber Threat Intelligence and create Adversary Emulation Plans
Emulate the adversary against production environment

Determine if security controls detected, alerted, and/or prevented the activity
Tune security controls by enabling detective and alerting controls

Use current capabilities - SO increase in tools
(L NMF TA

thrond) Motor Freight 12
Traffic Association, Inc.

S VT” E https://t. me/lea@@tﬁONBORT
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Cyber Threat Intelligence

bt Create a Plan
Adversary
Understand the Gather Threat Analyze & Emulate the
Target Org Intelligence Organize Adversary

SOTHE
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Purple Team Exercise Flow

1. Cyber Threat Intelligence, Exercise Coordinator, or Red Team presents the adversary,
TTPs, and technical details

2. Attendees have a table-top discussion of security controls and expectations for TTP

3. Red Team emulates the TTP

4. Blue Team (SOC, Hunt team, DFIR) analysts follow process to detect and respond to
TTP

5. Share screen if TTP was identified, received alert, logs, or any forensic artifacts

6. Document results - what worked and what did not

/. Perform any adjustments or tuning to security controls to increase visibility

8. RepeatTTP

9. Document any feedback and/or additional Action Items for Lessons Learned

10. Repeat from step 1 for next TTP

S VT” E https://t. me/lea@@tﬁONBORT 14
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What are TTPs? Adversary Behavior

David Bianco: http://detect-respond.blogspot.com/2013/03/the-pyramid-of-pain.html

ARGE) Tough!
Network / Annovin
Host Artifacts ying
IP Address Easy
Hash Values Trivial

https://t. me/lea@@tﬁONBORT 15
GEORCHILLES



http://detect-respond.blogspot.com/2013/03/the-pyramid-of-pain.html

So, Why is Detection Hard?

e Today’s environments are complex and messy
e Detection needs PEOPLE
o People don't scale
e Detection needs DATA
o Data comes from many sources, owned by many people
o Contextis key
e Detection needs TRIAGE (rules, logic)
e Attackers don't want to be detected
o Ransomware does, but at the end
e Detection is about intent, not only activity

S VT”E https://medium.com/anton-on-security/why-is-threat-detection-hard-42aa479a197f

https://t. me/lea@@tﬁONBORT 16
GEORCHILLES


https://medium.com/anton-on-security/why-is-threat-detection-hard-42aa479a197f

DETT&CT

Blue Team
e Data Sources
e Visibility
e Detection

https://www.mbsecure.nlblog/2019/5/dettact-mapping-your-blue-team-fo-mitre-atfack

SOTHE
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Roles and Responsibilities

Role

Assigned

Responsibility

Cyber Threat Intelligence [ SCYTHE Cyber Threat Intelligence, Threat Emulation Plan
Red Team Operator SCYTHE Preparation, Exercise Execution
Blue Team SCYTHE Preparation, Exercise Execution

Exercise Coordinator

Jorge Orchilles

Lead point of contact throughout the entire Purple Team Exercise. Responsible to
ensure Cyber Threat Intelligence is provided. Ensures all Preparation steps are taken
prior to Exercise Execution. During Exercise Execution, record minutes, notes, action
items, and feedback. Send daily emails with those notes as well as guidance for what’s
planned for the next day. Compile and deliver Lessons Learned.

Internal Operations

NMFTA

Sponsor, Preparation, Spectator, Remediation

SOTHE

https://t. me/lea@@tﬁONBo RT
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Planning - Attack Infrastructure (SCYTHE)

e Enterprise-Grade platform for Adversary Emulation

o Creating custom, controlled, synthetic malware
o Deployed on Google Cloud Platform (for this exercise)

e Emulate known threat actors against an enterprise network
Consistently execute adversary behaviors ‘ R

Continually assess security controls

Decreased evaluation time of security technologies

Identify blind spots for blue teams

Force-multiplier for red team resources

Measure and improve response of people and process

Endpoints

O O O O O O

Engineering
59

eeeeeeee

S VT” E https://t. me/lea@@tﬁONBORT
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Planning - Target Systems and Accounts

e Created multiple systems in production environment

o WIN10-SCYTHE - standard user and jump point

o WIN10-SCYTHE2 - local admin (testing)

o WIN10-SCYTHE3 - standard user for testing (Baseline)

o SCYTHE-SER-DOM - standard user
e Created production account in Active Directory - enabled email
e Ensured all security controls enabled as a normal operations

o Anti-Virus -
o Firewalls —= EVENT
o SIEM logging and alerting

©)

Email Security - multiple controls

https://t. me/lea@ E@%%ON BORT
@JORGEORCHILLES

S(YTHE
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Week 1 - Baseline

e As SCYTHE was playing both the Blue and Red Team, we needed a week to
gain situational awareness

e Red Team:
o Created basic synthetic malware
o Executed it through User Execution and RunDLL32.exe
o Establish Command and Control (C2) over HTTPS
o Ran whoami from command line

e Blue Team
o  Ensure visibility and access to current controls
o Local logging
o Remote logging to SIEM
o Alerts, rules, and logic configuration

S VT” E https://t. me/lea@@tﬁONBORT 21
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Week 1 - Planning

“—. User Execution of 32 bit
- EXE

7—..  Signed Binary Proxy |:; C2 via HTTPS ‘é\ Run command whoami
- Execution: Rundli32 -

“—. Command and Scripting
- Interpreter: Windows
Command Shell

https://t.me/lea@@t%ONBORT 22
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Week 1 - Baseline Result

Test Cases CAMPAIGN ACTIONS ~

Phase Technique Test Case Status Outcome Tags Action
‘A" < search ... search ... ‘A" v’ ‘A" v\ |A|| v‘
s Run command
s Discovery Owner/User whoo Completed Not Detected n n n n
Discovery

L 12

Command & Control T1071.001 C2 via HTTPS n n n
- ; 32 bit EXE p

Signed Binary

Defense Evasion T1218.011 Proxy Execution: n n n n

RundlI32

L 12

Command and

Scripting
$ Execution T1059.003 Interpreter: n n n n
Windows

Command Shell
al B — ;

GEORCHILLES



Week 1 - Baseline Result

Overall Score

Lower

Campaigns Aggregated 1
Test Cases Completed: 5
Test Cases Passed: 0
J| Detected: 0
J| Blocked: 0

Test Cases Failed: 5 Not Detected

100%
| Not Detected: 5
s Y'I'” E Test Cases Not Completed: 0
24

ToBe Daiginas https://t. me/learningnets



Week 1 - Implemented Controls

e [nstall Sysmon on all hosts
o System Monitor (Sysmon) is a Windows system service and device driver that,
once installed on a system, remains resident across system reboots to monitor
and log system activity to the Windows event log.
o It provides detailed information about process creations, network connections,
and changes to file creation time

e Enable Sysmon Event ID 1 Process Creation to detect any executable,
including: rundll32.exe, cmd.exe, whoami.exe

e Send Sysmon logs to SIEM EVENT

e Configure EventSentry with rules/logic to alert
Email alerts to operations team

S VT” E https://t. me/lea@@tﬁONBORT 25
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Event Properties - Event 1, Sysmon

General Details

Process Create:

RuleName: -

UtcTime: 2020-08-24 19:07:09.072

ProcessGuid: {69ac81e8-0fdd-5f44-9712-000000000b00}
Processld: 9940

Image: C:\Windows\SysWOW64\whoami.exe

FileVersion: 10.0.18362.1 (WinBuild.160101.0800)

Description: whoami - displays logged on user information
Product: Microsoft® Windows® Operating System
Company: Microsoft Corporation

OriginalFileName: whoami.exe

CommandLine: whoami|

CurrentDirectory: c:\Users\scythe.user\Downloads\

User: \scythe.user

LogonGuid: {69ac81e8-0afa-5f44-0176-a42300000000}
Logonld: 0x23A47601

TerminalSessionld: 2

IntegrityLevel: Medium

Hashes: MD5=311EFED1B6336ED8DC5471FES8C88CB5,SHA256
=AA1583D770C6774F8D8FCECO99CF7BDCOSBEBOFOBF6DB387F5B37CCA860771D7,IMPHASH=E91037BB26500603D5EE8666BA6C2510
ParentProcessGuid: {69ac81e8-0fc8-5f44-9512-000000000b00}
ParentProcessld: 7480

Parentimage: C:\Windows\SysWOW64\rundlI32.exe
ParentCommandLine: rundli32.exe HTTPS-IP_scythe_client32.dll,PlatformClientMain

Log Name: Microsoft-Windows-Sysmon/Operational

Source: Sysmon Logged: 8/24/2020 3:07:09 PM

Event ID: 1 Task Category: Process Create (rule: ProcessCreate)
Level: Information Keywords:

User: SYSTEM Computer: WIN10-SCYTHE2,

OpCode: Info

More Information: Event Log Online Help

SOTHE

https://t.me/learningnets
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EventSentry

Hybrid SIEM with native Active Directory + NetFlow Monitoring

e Powerful & flexible real-time log analysis & alerting engine

o  Detect lateral movement and suspicious activity
o Automatic remediation
o  No relevant impact on monitored hosts

e Native Sysmon integration (reporting, alerting & remediation)
e Reveals insecure OS & application settings
e |dentifies services / drivers / tasks, software & browser extensions

‘ System Health Monitoring »  AD Monitoring NetFlow N _

:% All relevant system metrics @« AD & Group Policy changes Detect malicious traffic

~ Complete SW/HW inventory ~ " ldentify high-risk accounts Identify traffic patterns
Password reminder emails Automatically respond to threats

S VTH E https://t.me/lea@@tEONBORT
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1a

Alerting P

WIN10-SCYTHE2 <WIN10-SCYTHE2@nmfta.org>

with lo Impeonance

 Reply all

v

EVENT #
EVENT LOG
EVENT TYPE
OPCODE
SOURCE
CATEGORY
EVENT ID
USERNAME
DATE / TIME
COMPUTERNAME
MESSAG

211407

Microsoft-Windows-Sysmon/Operational

Information

Info

Microsoft-Windows-Sysmon

Network connection detected (rule: NetworkConnect)
3

NT AUTHORITY\SYSTEM

8/31/2020 3:11:59 PM

WIN10-SCYTHE2

Network connection detected:

RuleName

UtcTime: 2020-08-31 19:11:50.312

ProcessGuid: {69ac81e8-0fc8-5f44-2512-000000000000}
ProcessId: 7480

Image: C:\Windows\SysWOW64\rundli32. exe

User: \scythe.user

Protocol: tcp

Initiated: true

Sourcelslpvé: false

Sourcelp: 10.

SourceHostname: WIN10-SCYTHE2

SourcePort: 50986

SourcePortName: -

DestinationIsIpvé: false

Destinationlp: 35.196.16.45

DestinationHostname: 45.16.196.35.bc.googleusarcontent.com
DestinationPort: 443

DestinationPortName: https

Not interested in getting this event via email?

SOTHE

https://t.me/learningnets EventSent

or find out more about the event at



Week 1 - Detection

Phase Technique Test Case Status Outcome Tags Action
IA" v search ... search ... IA" v| |A|| v| |A|| vl
SYSIE Run command
¢ o  Completed DERE
iscovery Ovs{ner/User - Completed
Discovery
- : User Execution of
¢ Execution T1204.002 39 bit EXE Completed n n nn
Signed Binary
¢ Defense Evasion T1218.011 Proxy Execution: Completed ﬂ n n n
RundlI32
Command and
Scripting
5] Execution T1059.003 Interpreter: n B n
Windows

Command Shell

Command & Control C2 viaHTTPS C2 via HTTPS pleted Not Detected n n nn
29

https://t.me/learningnets
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Week 1 - Detection

Overall Score

Superior

Campaigns Aggregated 1
Test Cases Completed: 5
Not Detected
Test Cases Passed: 4 ot Detecte
J| Detected: 4
J| Blocked: 0
Test Cases Failed: 1
I Not Detected: 1
s Y'I'”E Test Cases Not Completed: 0
30

To Be Determined: https://t.me/learningngts



Week 2 - APT19

Tactic Description

Description APT19 is a Chinese-based threat group that has targeted a variety of industries, including defense, finance,
energy, pharmaceutical, telecommunications, high tech, education, manufacturing, and legal services.

Objective Exist in the network to enumerate systems and information in order to maintain Command and Control to support
future attacks.

Command and Control | Application Layer Protocol: Web Protocols (T1.071.001); Encrypted Channel (T1573)

Initial Access Spearphishing attachment (T1193); Spearphishing link (T1192)

Execution User Execution (T1204); Hidden Windows (T1143); PowerShell (T1086); Command and Scripting Interpreter:
Windows Command Shell (T1059.003)

Discover System Owner/User Discovery (T1033); System Information Discovery (T1082) System Network Configuration
Discovery (T1016)

Collection Screen Capture (T1113)

S VT H E https://t. me/lea@@tﬁONBORT 31
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Week 2 APT19 - Planning
a\\«fhoami

Run cmd whoami

Run cmd ipconfig
Run cmd net

Run cmd arp + 1 PrintScreen window

~-ﬂ "Desktop"

. Week2-APT19-Planning ﬁ C2via HTTPS

Run cmd net config

HE HE HE HE Be

@®e¢ Runcmdwmic

Run cmd systeminfo

E A

S VT” E https://t. me/learningnets @ RO eg 32



Week 2 APT19 - Baseline

Overall Score

Lower

Campaigns Aggregated 1
Test Cases Completed: 11
Test Cases Passed: 0
J| Detected: 0
[l Blocked: 0
Test Cases Failed: 11 Not Detected
100%
| Not Detected: 11
s Y-I-” E Test Cases Not Completed: 0
33

To Be Determined: https://t.me/learningnets



Week 2 - Implemented Controls

e Detecting and alerting for system discovery activities with Sysmon Event ID

1 Process Creation
m ipconfig
m netstat
m dir, tree, ls, find, locate
m netshare, netview

e Detecting Command and Control activities:
o Sysmon Event ID 3 Network Connection - Use threat intelligence or collections of known
malicious addresses/IPs
o Sysmon Event ID 11 File Create - Use Endpoint detection tools to help with the
identification of known malicious dropper and Command & Control executables

S VT” E https://t. me/lea@@tﬁONBORT 34
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Detecting powershell.exe

Detecting powershell.exe with Sysmon Event ID 1 Process Creation
“We do not use powershell.exe”

Turned on alerting for Sysmon Event ID 1 w/powershell.exe

Over 100 alerts per day

NMFTA realized that they do use powershell.exe (thanks KACE)
Had to tune out that alert

Required retesting the same threat many times

SOTHE

https://t.me/lea@@t%ONBORT 35
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Testing powershell.exe

Automate actions on the
objective:

Save Steps as Threat n Start (with https, loader, and controller)

loader --load run

loader --load upsh

3 run powershell whoami
71059.001 %

El] run powershell -exec bypass -nop -enc dwBoAG8AYQBtAGKA
T1132.001 %

[5:] controller --shutdown

T1219%

SOTHE 36

https://t. me[ﬂ%jrmﬁ%gﬁts




Testing powershell.exe... many times

SOTHE

28 Week2-PowerShell  moreactions... ~
Campaign Status:

All devices currently in campaign. Dilation multiplier is set to 1

Device Name Process ID Status

WIN10-SCYTHE2 10252
WIN10-SCYTHE2 10792
WIN10-SCYTHE2 14300
WIN10-SCYTHE2 7960
WIN10-SCYTHE2 1760
WIN10-SCYTHE2 12912
WIN10-SCYTHE2 7804
WIN10-SCYTHE2 284

https://t.me/learningnets

Loaded Modules

@0®
@0®
@0®
@0®
@0®
@0®
@0e®
@0®

9/4/2020,

9/4/2020,

9/3/2020,

9/3/2020,

9/3/2020,

9/3/2020,

9/3/2020,

9/3/2020,

9:56:36 AM

9:55:46 AM

9:54:48 AM

9:46:35 AM

9:42:46 AM

9:32:51 AM

9:29:20 AM

9:13:52 AM

37



Week 2 APT19 - Detection

SOTHE

Campaigns Aggregated
Test Cases Completed:

Test Cases Passed:

| Detected:

Jl Blocked:
Test Cases Failed:
| Not Detected:

Test Cases Not Completed:

To Be Determined:

Overall Score

Above Average

11
8 Not Detected
27%

8

0

3

3

0

https://t. me/learnin%nets
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Week 3 - Buhtrap

Tactic Description

Description Buhtrap group is a criminal team evolved from attacks against bank clients to attacks directly targeting financial
institutions. At the moment, the group is known to target Russian and Ukrainian banks

Objective Financial gain with over 1.8 billion rubles

Command and
Control

Application Layer Protocol: Web Protocols (T1.071.001); Encrypted Channel (T1573); Custom Command and Control
Protocol (T1094) - DNS Tunnelling & RDP

Initial Access

Spearphishing Link (T1192)

Execution

User Execution (T1204); Command and Scripting Interpreter: Windows Command Shell (T1059.003)

Defense Evasion

Deobfuscate/Decode Files or Information (T1140)

Discovery

File and Directory Discovery (T1083); Network Share Discovery (T1135)

Persistence

Scheduled Task (T1053)

Credential Access

Input Capture (T1056); Clipboard Data (T1115)

SOTHE

https://t. me/lea@@t&ONBORT 39
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Week 3 Buhtrap - Planning

Command & Conirol Discovery Collection

A < Keylogger start

_E C2 via DNS ,!, Syslnfo .1+ i PrintScreen window
: . : . v : L-ﬂ nl)esktopn

Fi £ Planni ;Eﬁzmﬂ:ms - amxm:ommandwhom_:_ B clipboard

:_ﬁ C2 viaRDP iy | -rt, °] Run cmd net share .:-Keyloggercmrent

G

S V'I'” E i : SR _ Keylogger stop

https://t.me/learningnets ' 40



Command and Control Channels

e \While most adversaries operate over HT TP and HTTPS, there are other
channels that may be used as long-haul C2

e Domain Name Service (DNS)

e Remote Desktop Protocol (RDP)

e LetMeOutOfYour.net - test for multiple egressing ports

SOTHE YSONBORT

https://t.me/lea@@
@JO

GEORCHILLES
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Week 3 Buhtrap - Baseline

Overall Score

Lower
DNS
Campaigns Aggregated 1
Test Cases Completed: 11
Test Cases Passed: 1
J| Detected: 0
J| Blocked: 1
Test Cases Failed: 10 Not Detected
91%
| Not Detected: 10
s Y-I-” E Test Cases Not Completed: 0
42

To Be Determined: https://t.me/learningnets



Week 3 - Implemented Controls

e Block Remote Desktop Protocol outbound - fixed in minutes

e Detecting Command and Control activities:
o Sysmon Event ID 3 Network Connection - Use threat intelligence or collections of known
malicious addresses/IPs
m  Monitor /Control /Proxy DNS requests
m HTTPS exfiltration - Use threat intelligence for detecting activity to known malicious
locations

e Detecting Windows API calls

o Using Endpoint protection tools that have the ability to monitor for Windows API calls for
information gathering techniques
m Screen prints
m Key logging
m clipboard
S VT” E https://t. me/lea@@tﬁONBORT 43

GEORCHILLES



Week 3 Buhtrap - Detection

SOTHE

Campaigns Aggregated 1
Test Cases Completed: 15
Test Cases Passed: 10
J| Detected: 9
ll Blocked: 1
Test Cases Failed: 5
| Not Detected: 5
Test Cases Not Completed: 0

To Ba Determinad: https://t. me/learningnets

Overall Score

Above Average

Not Detected
33%

44



Week 4 - APT33

Tactic Description

Description APT33 is a suspected Iranian threat group that has carried out operations since at least 2013. The group has targeted
organizations in the United States, Saudi Arabia, and South Korea, in multiple industries including governments,
research, chemical, engineering, manufacturing, consulting, finance, telecoms, and several other sectors.

Objective Establishing persistent access to partners and suppliers of targets. Mounting supply chain attacks

Defense Evasion T1132 - Data Encoding; T1480 - Execution Guardrails: Kill dates in payload; T1027 - Obfuscated Files or Information
T1086 — PowerShell

Discovery T1040 - Network Sniffing

Privilege Escalation | T1068 - Exploitation for Privilege Escalation

Persistence T1060 - Registry Run Keys / Startup Folder; T1053 - Scheduled Task

Credential Access T1003 - Credential Dumping: Publicly available tools like Mimikatz

S VTH E https://t. me/lea@@tﬁONBORT 45
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Week 4 APT33 - Planning

. Unmanaged Po
( et-Cimnln
amespace

itvCenter

- services all

AntivirzsProduct

- Unmanaged PowerShell rintScreen window
cmé i 8 Desktop’
Get-DnsClientServer Addres

s

! Scythe Networking Probe

Run command net use r‘ chipbo
5] !

- Week4:APT33.B1;

" B Rusi emd dar
LD

{eviogger start

@ Run cmd SCHTASKS

% mumikatz arglist
sekurisa:logonpasswords
% Rua cmd SCHTASKS (2) Keylogger current

:g Run cmd dir (2)
"

https://t. me/learningnets e 46
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Week 4 APT33 - Baseline

Overall Score

Lower
Scheduled Tasks

Campaigns Aggregated 1
Test Cases Completed: 24
Test Cases Passed: 3

| Detected: 3

J| Blocked: 0
Test Cases Failed: 21 Not Detected

88%
| Not Detected: 21
s Y-I-” E Test Cases Not Completed: 0
47

To Be Determined: https://t.me/learningnets



Week 4 - Implemented Controls

e Detecting system persistence activities:

SOTHE

©)

O O O O

Sysmon Event ID 1 Process creation
m Powershell and CMD are commonly used for downloading and
running executables or commands used to develop a strong hold on
victim machines
Sysmon Event ID 11 File Creation - Dropper files
Sysmon Event ID 12 Registry Modification (Object create and delete)
Sysmon Event ID 13 Registry Modification (Value Set)
Sysmon Event ID 14 Registry Modification (Key and Value Rename)
m Startup persistence: Scheduled Tasks & Run on Startup

https://t.me/lea@@tEONBORT 48
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Registry Keys

e Detecting registry key modifications are easy:
o Sysmon Event ID 12 Registry Modification (Object create and delete)
o Sysmon Event ID 13 Registry Modification (Value Set)
o Sysmon Event ID 14 Registry Modification (Key and Value Rename)
e But extremely noisy:
o Tied to monitor specific objects/keys related to below based on TTPs:
m Startup activities
m Stored Credentials
m Accessibility features for input/image capture

SOTHE
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Week 4 APT33 - Detection

Overall Score

AVeran

Campaigns Aggregated 1
Test Cases Completed: 24
Test Cases Passed: 14
Not Detected
| Detected: 14 42%
ll Blocked: 0 Detected
58%

Test Cases Failed: 10

| Not Detected: 10

s Y'I'” E Test Cases Not Completed: 0
50
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Week 5 - APT3

Tactic Description

Description APT3 is a China-based threat group that researchers have attributed to China's Ministry of State Security. This group
is responsible for the campaigns known as Operation Clandestine Fox, Operation Clandestine Wolf, and Operation
Double Tap. As of June 2015, the group appears to have shifted from targeting primarily US victims to primarily
political organizations in Hong Kong.

Objective Establishing persistent access to partners and suppliers of targets. Mounting supply chain attacks

Command and Control

Application Layer Protocol: Web Protocols (T1.071.001); Encrypted Channel (T1573)

Execution User Execution (T1204); Command and Scripting Interpreter: Windows Command Shell (T1059.003)
Discovery File and Directory Discovery (T1083)

Collection Data from Local System (T1005); Data Staged (T1074); Input Capture (T1056)

Exfiltration Exfiltration Over C2 Channel (T1041)

SOTHE
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Week 5 APT3 - Plan

. Run cmd net user

Run cmd net localgroup

administrators
. Run cmd net group
' ] search directory
.3 “userprofile% --filename *

--fecurse . Run cmd ipconfig

F Weeks-APT3-Planning @ Syslnfo Kevlogger start
. Run cmd net

n List processes File create ﬁ Upload file or folder
. Run cmd net share

. Run command tasklist

https://t.me/le.ﬁgig cmd del



Week 5 APT3 - Baseline

Overall Score

Lower

Campaigns Aggregated 1
Test Cases Completed: 14
Test Cases Passed: 0
| Detected: 0
| Blocked: 0
Test Cases Failed: 14 e
100%
I Not Detected: 14
s Y-I-” E Test Cases Not Completed: 0
53
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Week 5 - Implemented Controls

e Detecting Windows API calls

o Using Endpoint protection tools that have the ability to monitor for Windows API calls for
information gathering techniques: Screen prints, Key logging, clipboard

e Detecting Data Exfiltration activities:
o Sysmon Event ID 8 Create Remote Thread - executables like rundll32.exe can be run
remotely to kick of data collection and exfiltration
o Sysmon Event ID 11 File Creation - Sensitive information copied to new files. Files can be
encrypted or obfuscated using different techniques like changing file types, embedding in
other files
o Sysmon Event ID 3 Network Connection - Use threat intelligence or collections of known
malicious addresses/IPs
m  Monitor /Control /Proxy DNS requests
m HTTPS exfiltration - Use threat intelligence for detecting activity to known malicious
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Week 5 APT3 - Detection

Overall Score

Above Average

Campaigns Aggregated 1
Test Cases Completed: 14
Test Cases Passed: 10 Not Detected
29%
J] Detected: 10
J| Blocked: 0
Test Cases Failed: 4
| Not Detected: 4
s Y'I'” E Test Cases Not Completed: 0
55
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Week 6 - Free Play

e The final week of the exercise was reserved for Red Team free play
e Based on what has been learned and observed

e Focus and plan:

SOTHE

O

©)
©)
©)

Windows Domain Controller Critical vulnerability - ZEROLOGIN

Microsoft Exchange

Domain Discovery
Lateral Movement

https://t. me/lea@ E@%%ON BORT
@JORGEORCHILLES
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Bloodhound - Data Collection

Sharphound was executed on WIN10-SCYTHE?2
Executes a large number of LDAP queries against the Domain Controller
Discovers all users, machines, groups and ACL's

Connects to all workstations and servers within the domain to identify local
administrators and users with RDP privileges

e Not Detected - requires additional logging to detect LDAP queries and
correlate successful logins across the domain

SOTHE
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Standard Users found in Enterprise Admin Group

e Excessive number of users found in Enterprise Admin Group
e Notified NMFTA
e Resolved in minutes ==
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Microsoft Exchange and Windows Domain

e Two critical vulnerabilities being actively exploited in the wild
o CVE-2020-0688 - RCE on Microsoft Exchange
o CVE-2020-1472 - Zerologon - Reset Domain Controller credential
e Exploitation would provide immediate Domain Admin permissions
e Neither system was vulnerable
e \Very quick patch management policy and process
o Confirmed it was being followed during the 6 week engagement

SOTHE
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Lateral Movement

e [ateral movement from WIN10-SCYTHE to WIN1-SCYTHE?2
o Failed due to antivirus and anti-exploit controls

e Numerous attempts were made utilizing various techniques

Psexec powershell

Powershell remoting

Lateral movement via Empire

Lateral movement via Scythe

O O O O

SOTHE
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Kerberoasting

e Discovered by Tim Medin of Red Siege
e Any domain authenticated user can request a service ticket
o A portion of the ticket is encrypted using the service’s password hash
o Account to service mapping information can be obtained by requesting a list of Service
Principal Names (SPN) from Active Directory
e No need to interact with the service
e Service does not even need to exist, just the account
o Effective for old, defunct service accounts
o Many service accounts have passwords that never expire
e Grab Tickets and then crack with Hashcat
e Result: a single account was identified as being Kerberoastable
S YT”E https://t. me/lea@@t&ONBORT 61
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Port scanning

e A portscan was run from WIN10-SCYTHE?2
e The local subnet was scanned for all available TCP ports
e An alert was generated from an internal Honeypot

Nmap scan report for
Host is up, received arp-response (0.00s latency).
Scanned at 2020-09-29 15:32:20 Bastern Daylight Time for 16380s

Not shown: 65524 filtered ports, 3 closed ports Nmap scan report for

Reason: 65524 no-responses and 3 resets Host is up, received arp-response (0.00s latency).

Some closed ports may be reported as filtered due to --defeat-rst-ratelimit Scanned at 2020-09-29 15:32:20 Eastern Daylight Time for 16371s
PORT STATE SERVICE REASON VERSION Not shown: 65531 closed ports

80/tcp open http syn-ack ttl 64 VMware ESXi Server httpd Reason: €5531 resets

427/tcp open svrloc? syn-ack ttl 64 PORT STATE SERVICE REASON VERSION

443/tcp open ssl/https syn-ack ttl 64 VMware ESXi SOAP API 6.7.0 22/tcp open ssh syn-ack ttl €4 OpenSSH 7.4 (protocol 2.0)

80/tcp open http syn-ack ttl 64 Dell iDRAC 8 admin httpd |

902/tcp open ssl/vmware-auth syn-ack ttl 64 VMware Authentication Daemon 1.10 (Uses VNC, SOAP) 5
443/tcp open ssl/http syn-ack ttl 64 Dell iDRAC 8 admin httpd |

5989/tcp open ssl/wbem syn-ack ttl 64 SBLIM Small Footprint CIM Broker
8( } +9 1 ¢ 5900/tcp open websocket syn-ack ttl 64 libwebsockets
)00/tcp open http-alt? syn-ack ttl 64 ~
2 ‘ . e MAC Address: 50:95A:4C:A8:4C:8A (Dell)
8300/tcp open tmi? syn-ack ttl 64 = - p i y 11:5d 8 5
9080/tcp open ssl/soap syn-ack ttl 64 gSOAP 2.8 exyioe: Infor CRE: cpet/ordelliidyact Firmware
MAC Address: 80:18:44:DE:65:54 (Dell)
Service Info: Host: ; CPE: cpe:/o:vmware:esxi, cpe:/o:vmware:ESXi:6.7.0
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e SCYTHE was used to create a 2 GB file
e The file was then exfiltrated to the SCYTHE Server
e No alerts were triggered

Network visibility is needed, such as netflow to analyze data from these test
cases. EventSentry has modules for this.

SOTHE
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e S0 technology spend to achieve 64% detection rate
e Enabled telemetry (Sysmon)
e Enable logic for alerts on = EVENT

4 End State Result N
Known threats will be
detected and
responded to before

\_ achieving objective .

SOTHE

Campaigns Aggregated
Test Cases Completed:

Test Cases Passed:

J| Detected:

Jl Blocked:

Test Cases Failed:

| Not Detected:

Test Cases Not Completed:

https://t. me{leamingnets

69

45

44

24

24

Overall Score

Above Average

Not Detected
35%

Detected
64%




Trending - 72% detection rate

39%
30%
9/23/2020
@
©
& 20% Al
w
8
S
w Field Cumulative Aggregated
TestCase Count 133 14
10% Blocked 2 0
Not Detected JKi3 4
0% Detection Rate 36.09% 71.43%

6/24/2020  8/28/2020  9/3/2020 = 9/4/2020  9/7/2020  9/10/2020  9/14/2020  9/17/2020  9/21/2020  9/23/2020 g
https://t.me/learningnets Date



Recommendations

Continue testing to ensure security
controls/tuning is not degraded

Consider network level detection for
Command and Control and Exfiltration
Increase sophistication level of threat

actors as new threats are created

Leverage the largest, public library of

Adversary Emulation plans:

https://aithub.com/scythe-io/community

-threats

YSONBORT
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APT19

APT33

APT41

Buhtrap

Chimera
ClipboardStealer
CozyBear
DeepPanda
Emotet

EvilCorp
HoneyBee

Maze
Orangeworm
PowerShell
Ransomware
SLOTHFULMEDIA

SpeakUp

Organized

Create APT33_v2_scythe_threat,json (#23)
APT41 VFS files uploaded (#35)

Organized

Create Chimera_layer.json (#18)

Create ClipboardStealer_scythe_threat.json (...
Organized

Uploaded SCYTHE Threat (#12)

Create emotet_layer.json

Updated based on Talos CTI (#17)

Init Commit: HoneyBee (#21)

Add flags for improved automation on reg/t...
Add files via upload (#10)

Upload SCYTHE Threat and Navigator (#20)
Organized

Slothfulmedia navigator json (#31)

Create SpeakUp_for_OSX_scythe_threat.json

66


https://github.com/scythe-io/community-threats
https://github.com/scythe-io/community-threats

Recommendations

Validate your assumptions

Use ATT&CK and DETT&CT as a guide
Find your detection average

Advanced goals: 1-10-60*

When do my tools see it?
When does my team see it?
How long to respond?

How long to contain/remediate?

O O O O

*hitps://www.crowdstrike.com/blog/crowdstrike-cto-explains-breakout-time-a-critical-metric-in-stopping-breaches/
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Sharing to the Community

e Purple Team Exercise Framework is free: https://scythe.io/ptef

e Adversary Emulation Plans are free:
https://aithub.com/scythe-io/community-threats

e Sysmon configurations are free:
https://aithub.com/olafhartong/sysmon-modular

e All alert/logic created for NMFTA will be shared with the community via
EventSentry: https://www.eventsentry.com/

((VTHE = EVENT (DVIFTA
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https://scythe.io/ptef
https://github.com/scythe-io/community-threats
https://github.com/olafhartong/sysmon-modular
https://www.eventsentry.com/

Thank You!
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