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Datasheet:  
Remote Access VPN for Endpoint

Remote Access VPN
YOUR CHALLENGE
Accessing corporate resources while away from the office are essential to the 
productivity of employees. However, remote locations are often not secure. Simple 
acts such as checking e-mail via a wireless internet connection in a coffee shop are 
enough to compromise user systems and corporate data. These leaves corporations 
vulnerable to lawsuits, breach of data, and failure to comply with regulatory 
requirements.

PRODUCT DESCRIPTION
The Check Point Remote Access VPN Software Blade provides users with secure, 
seamless access to corporate networks and resources when traveling or working 
remotely. Privacy and integrity of sensitive information is ensured through  
multi-factor authentication, endpoint system compliance scanning and  
encryption of all transmitted data.

OUR SOLUTION
The Check Point Remote Access VPN Software Blade provides users and 
organizations with secure access to corporate networks and resources when  
traveling or working remotely. Privacy and integrity of sensitive information is  
ensured through multifactor authentication and encryption of all transmitted data. 
Compliance scans by the central management console ensure that security  
policies are followed on endpoints and sent to remediation if they are not. 

Secure Access
•	 Full IPsec VPN connectivity for strong authentication and data integrity

Secure AccessMulti-Factor Authentication Support
•	 Comprehensive authentication options include username and passwords, 

challenge and response, User Certificate and CAPI, software or hardware 
smartcards and one time tokens 

PRODUCT FEATURES
n	 IPsec VPN Connectivity for strong 

authentication data integrity and 
confidentiality. 

n	 VPN Auto-Connect and logoff when 
corporate resources are needed and  
upon network roaming. 

n	 Multiple authentication options 
including username and passwords, 
challenge and response, User 
Certificate and CAPI, software  
or hardware smartcards and one  
time tokens.

n	 Scanning endpoints for corporate  
policy compliance, malware, and 
suspicious activity.

n	 Central Management and integration 
into Check Pont Software Blade 
Architecture.

 

PRODUCT BENEFITS
n	 Secure access to corporate 

resources while working remotely.
n	 No hassle user experience with auto 

connect and roaming. 
n	 Integration with Check Point Software 

Blade Architecture for a single-
console, centrally-managed  
endpoint solution.

Remote Access VPN 
Secure access to corporate resources 
while traveling or working remotely
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Seamless Tunnel Establishment,  
Teardown and Roaming
•	 Ability to transparently establish a VPN tunnel upon  

demand – when accessing corporate resources.
•	 Re-establishes connections when roaming between 

networks and automatically configures for the new session. 
•	 Automatically tear down VPN tunnel when the device is 

connected to the local corporate network.

Compliance Scanning
•	 Endpoint compliance software blade verifies the security 

level of the endpoint, and reports back to the Security 
Gateway. The gateway can allow connectivity to specific 
network resources, based on compliance level. 

Central Management
•	 Integrated endpoint and network security capabilities 

including centralized logging of data movement and media 
usage for streamlined compliance and forensic analysis

Integrated into Check Point Software  
Blade Architecture
•	 The Remote Access Software Blade is integrated into the 

Software Blade Architecture. Endpoint Security Software 
Blades from Check Point bring unprecedented flexibility, 
control and efficiency to the management and deployment  
of endpoint security.

•	 Additional Endpoint Security Software Blades: Desktop 
Firewall and Compliance Check, Anti malware and program 
control, WebCheck Browser Virtualization, Media Encryption 
and Port Protection and Full Disk 

SPECIFICATIONS

Client Platform Support 

•	 Microsoft Windows 8 Enterprise and Professional (32 & 64-bit)

•	 Microsoft Windows 7 Enterprise, Professional, Ultimate editions  
      (32 & 64-bit) and SP1

•	 Microsoft Windows Vista (32 & 64-bit)

•	 Microsoft Windows XP Pro (32-bit, SP3 and later)

•	 Mac OS X (10.4.5 - 10.4.11, 10.5.0 - 10.7)

Client Language Support

•	 English 

•	 Japanese 

•	 French

•	 Italian

•	 German

•	 Chinese (simplified)

•	 Spanish

•	 Russian

Check Point Gateway Support

•	 Check Point 2200, 4000, 12000, 21400 and 61000 Appliances

•	 Check Point Power-1 Appliances

•	 Check Point IP Appliances

•	 Check Point UTM-1 Appliances

•	 Check Point IAS

Management Platform

See Endpoint Policy Management Software Blade
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