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Introduction

This analysis report presents an investigation into the RokRAT malware, which was
employed as part of a recent cyber attack attributed to APT37 (Advanced Persistent Threat
37). RokRAT is a sophisticated remote access trojan (RAT) that has been observed as a
critical component within the attack chain, enabling the threat actors to gain unauthorized
access, exfiltrate sensitive information, and potentially maintain persistent control over
compromised systems.

This report aims to provide a comprehensive understanding of the RokRAT malware by
examining its attack vector, infection chain, and the techniques employed during the attack.
Additionally, it offers valuable insights into the associated Indicators of Compromise (IOCs),
a YARA rule to aid in detection, and the Mitre Att&ck techniques leveraged by APT37 to
carry out their malicious activities.

Who is APT37?

APT37, also known as Reaper or Group123, is an advanced persistent threat group that
operates primarily in East Asia, specifically South Korea. It is widely believed to be
state-sponsored, with alleged ties to the North Korean government. APT37 has been active
since at least 2012 and has targeted a wide range of industries, including government,
defense, finance, technology, and media.
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Attack Chain
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Technical Analysis

The sample was compiled on April 11 2023, using Visual Studio. More information is in the
picture below:

Collecting Victim’s Data

Execution starts with collecting data about the victim's computer.

Evasion and Anti-Analysis

IsDebuggerPresent() API Call is used to determine whether it is under control of a
debugger or not.

Also, GetTickCount() API Call is used for the same purposes. Malware can use
GetTickCount() to measure the time taken for specific operations or code sections. By
comparing the elapsed time with expected values, the malware can detect if its execution is
being slowed down due to debugging activities.
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Screenshot

It takes a screenshot using and saves it under the TEMP folder to send to the C2 server.

Command And Control Server Communication

To communicate with the server, multiple cloud providers are being used. Additionally, the
localhost address is left for testing purposes.

● Localhost
● Yandex Cloud
● PCloud
● Dropbox
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The URLs are stored in plaintext form.

It uses authorization header to validate the session. If it couldn't be validated, then the
execution would have been stopped.
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Commands Briefly

ShellCode Execute

It can execute code using ShellExecute() API. First, the hacker sends a command from C2,
then RokRAT executes it using “cmd.exe” with the help of ShellExecute().

File Exfiltration

It searches for specific extensions, see it in the picture below, then it can exfiltrate these files
contents to the C2 server.
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Drive Info Enumeration

It can collect the Logical Drive information.

You can check the additional functionality, also available in older versions here.
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MITRE ATT&CK

Technique Name Technique ID

Command and Scripting Interpreter T1059
Obfuscated Files or Information T1027
Sandbox Evasion T1497
Remote System Discovery T1018
Screen Capture T1113
Application Layer Protocol T1071
Encrypted Channel T1573

For YARA Rule and Indicators of Compromise (IOCs), don’t forget to check our Github.
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