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Identify a particular attacker tactic that you
want to investigate on your network.Use the
MITRE ATT&CK framework as a reference.

Create a hypothesis to test.The hypothesis
should be testable and prove if an attacker
using the chosen tac

Collect Data
Identify and gather the data needed to prove
or disprove your hypothesis

Analyze Data
Filter,aggregate and otherwise transform
the raw collected data into a form that can
prove or disprove the hypothesis,

Drav usions

Based off of the collected data,accept or
reject the hypothesis.if this is not possible,
refine the hypothesis based on new insight.
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Steps to hunt APT groups using the MITRE ATT&CK
framework:

WHERE DOES THREAT HUNTING FIT?

The following diagram illustrates this entire process:

BlackPerl

HUKTING

Threat Hunting Process

e Developing detection content

¢ Interpreting threat intelligence

e Assessing the impact of vulnerability exposure
¢ Conducting incident investigations

e Managing incident response activities

REACTIVE

PROACTIVE

Ransomware Hunt:

Security researchers have detected numerous
common but discreet artifacts in numerous
ransomware campaigns conducted by highly
skilled intruders. These indicators primarily
revolve around the utilization of system tools to
make preparations for encryption, avoid
detection,and eradicate forensic traces.

User friendly tools for TH

MITRE ATT&CK Navigator
HELK

EQL -Event Query Language
Security Onion

YARA

Capa

Threat Hunting techniques

Analysis: Inspect data sources, logs (e.g., DNS,
firewall), network, file, and user data, review
SIEM and IDS alerts for threat identification.

Searching: Define criteria, query data for
anomalies.

Baselining: Establish normal threat levels,
investigate deviations.

Clustering: Examine related data to isolate
patterns, use ML and Al.

Grouping: Analyze suspicious data based on
criteria, detect threats.

Stack Counting or Stacking: Inspect values,
categorize based on characteristics, flag
outliers.
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